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1. Introduction

This document applies to the installation of Professional [Standalone] Edition Architecture of
IT360.

ManageEngine IT360 is an Integrated IT management solution, designed to monitor and
manage IT Infrastructure for Small, Medium and Large Enterprises. IT adds a business context to
monitoring IT Resources, thereby helping the various stakeholders understand the impact of
downtimes on their business.

An easy to use Web Console guides the user to monitor the availability and performance of the
Network, Servers and Applications. The in-built ITIL ready Service Desk helps in reducing the
complexity of workflows in production, and allows the IT Administrators to run the IT
Operations easily and effectively.

ManageEngine IT360 provides you with an in-depth visibility into your business IT
infrastructure. ManageEngine IT360 covers a wide range of services such as Application
performance management, In-depth monitoring of performance and availability of network
devices, Network traffic flow, and provide you with real-time network behavior and its impact
on your business services. Its ITIL based service desk offers best practices to make sure that
your IT Services are available 24x7x365.

1.1 About Professional Edition:

The Professional Edition is a Standalone installation version of IT360 that caters to small and
medium enterprises. This requires only one server to run on, but is capable of monitoring your
entire IT infrastructure. This does not require a Probe to monitor your IT infrastructure.

1.2 Professional Edition Architecture:

IT Infrastructure

: : Routers, Switches
Trouble Ticket : NETWORK 3 Server, Firewall

Change Management
Knowledge Base

Windows, Linux,
Sun, HP-UZX, etc

!TIL S App Server, JBoss
Service Desk : APPLICATIONS : DB Server, Oracle
H : Tomcat, etc

FFiC Bandwidth
. G IT360
v ! Console

Monitoring

IT360 ITSM
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2. System Requirements

In order to install ManageEngine IT360 — Professional Edition, you need to ensure that you
meet the minimum system requirements, so that the ManageEngine IT360 functions
effortlessly. The following are the minimum and recommended system requirements for the
standalone Professional Edition.

Minimum:

Processor 2 GHz Quad Core Processor

RAM 8 GB

HDD 250 GB (SAS / SSD)

oS 32-bit 2003 / 2008 Windows Server Enterprise Edition

Backend Database MySQL or MS SQL 2005 / 2008 Standard or Enterprise Editions Only

Browsers IE 7.0 or Firefox 3.x and above

Recommended:

Processor 2 GHz Quad Core Processor

RAM 16 GB

HDD 250 GB (SAS / SSD)

oS 32-bit 2003 / 2008 Windows Server Enterprise Edition

Backend MySQL or MS SQL 2005 / 2008 Standard or Enterprise Editions Only
Database

Browsers IE 7.0 or Firefox 3.x and above

Note:

1. Make sure that you have properly configured DNS for the server, in which IT360 is to be
installed.

2. If you require Failover support, then it is recommended that you use ‘MSSQL’ as the backend
database.
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2.1 Excluding the IT360 folder from AV scanning

Important: After you decide to install IT360 — Professional Edition in a given folder in the
Server, kindly make sure the following:

For MYSQL Backend:

Exclude the folder <IT360_HOME>\MySQL\data’ and its sub-folders from any anti-virus
scanning program.

For MSSQL Backend:

Exclude the MSSQL installation folder and its sub-folders, available in the Remote Server, from
any anti-virus scanning program.

Note: Make sure that you have disabled the antivirus scanners and file system backups on the
MYSQL/MSSQL data directories. Also, make sure that no one else is sharing the drive on some
network share, where an antivirus or search indexer might be scanning.

Website: www.manageengine.com/it360 | Demo: http://it360demo.manageengine.com/ | Support: it360-eval@manageengine.com

ZOHO Corp. | 4900 Hopyard Rd., Suite 310 Pleasanton, CA 94588, USA | Phone: +1 925 — 924 — 9500 | Email: sales@manageengine.com




MANAGEENGINE IT360 - PROFESSIONAL EDITION INSTALLATION GUIDE

3. Database Configuration for IT360 - Professional Edition

ManageEngine IT360 supports MySQL and MSSQL as the backend databases. MySQL is bundled,
by default, in the product and is automatically installed, while installing IT360, hence no
separate configuration steps are required, if you choose to use MySQL.

In case of MSSQL server, you would need to procure a licensed version of MSSQL and configure
the same to enable a connection to IT360. This section explains in detail, the procedure to
configure MSSQL in IT360.

e Prerequisites

e Steps to be Performed in SQL Server Management Studio

e Steps to be Performed in SQL Server Configuration Manager

Prerequisites:

Check the following conditions, before you proceed with the MSSQL Configuration:

1. Open Services.msc and ensure that the following Windows Services are running:

e SQL Server
e SQL Server Browser

TP ETTO S ST TORT TS YT TSI YT STOTTCO TTOTE TS T R EET TR

" Server Supports fil..,  Started Automatic Local Syste...

. Shell Hardware Detection Provides no... Started Automatic Local Syste...
5 Smart Card Manages ac... Started Automatic Local Service
Keetion % Smart Card Removal Policy Allows the s... Manual Local Syste...
computers, 4 SNMP Service Enables Sim... Manual Local Syste...
5 SNMP Trap Receives tra... Manual Local Service
', Software Protection Enables the ... Automatic (D... NetworkS...
4, SPP Notification Service Provides So... Manual Local Service

., SQL Active Dir
. SQL Server (SQLEXPRESS) Provides sto...
% SQL Server A i

Disabled Network S...
Manual Local Syste...

Manual Network S...

SQL Server Browser Provides SQ... anual Local Service
%, SQL Server VS5 Writer “Providesth... Started  Automatic Local Syste...
% SSDP Discovery Discovers n... Started Manual Local Service
“w, Storage Service Enforces gr... Manual Local Syste...
'« Superfetch Maintains a... Started Automatic Local Syste...
4 System Event Notification Service Monitors sy... Started Automatic Local Syste...
', Tablet PC Input Service Enables Tab.., Manual Local Syste...
" Task Scheduler Enables a us... Started Automatic Local Syste...
‘w; TCP/IP NetBIOS Helper Providessu.. Started  Automatic Local Service

2. Ensure that you have proper privileges (i.e. Admin), before executing the steps given
below.
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Steps to be performed in SQL Server Management Studio:

1. Under the Object Explorer, right click on the named instance and click Properties, as

shown below.
[ Microsoft SQL Server Manager

File Edit View Tools Window Community Hel
D NewQuery [y [ |5 W 45 2
Connect~ | Right Click [£] .5
ERRPY BHAGID Ay s EVBBECT ica oo
(@ [ Databases | g Connect...
@ O3 Security Disconnect
(@ @ Server Objects Register...
(@ 3 Replication
@ 3 Management New Query
Activity Monitor
Start
Stop
Pause
Resume
Restart
Policies »
Facets
Start PowerShell
Reports »
Refreq 4

2. Inthe Server Properties window displayed, select Security from the left panel. Now, on
the right side, under Server Authentication, choose the option SQL Server and
Windows Authentication mode. Click OK. (Refer the below screenshot)

File Edit View Tools Window Community Help
2 NewQuery | Oy |3 25 W 0 5
Object Explorer 3 x|
Connect~ | 83 %3 23
= |5 BHAGIDARAN-0369\SQLEXPRESS (SQL Server

# () Databases

% () Security

@ [ Server Objects

i L Replication

# 3 Management

=@ & |

Coanecton

Server
BHAGIDARAN-0369\SQLEXPRE
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3. Now again under the Object Explorer, under 'Security -> Logins', right click on the
instance and select Properties. (Refer the below screenshot)

File Edit View Tools Window Community

By 27 o b | 580

o= rE 5
= | BHAGIDARAN-0369\SQLEXPRESS (SQL Server
= Databases
= (2 Security
= [ Logins

entProcessinglLogir|
icy TsqlExecutionLogin®?

ISSQLSSQLEXPRESS

lew Login...

@ @ Server Script Login as >
_'51 :Sivc";;m Policies »
.;l ; Repliecratioj: faccts
@ (23 Manageme Start PowerShell
Reports >
Rename
Delete
Refresh

4. In the Login Properties window displayed, do the following and click OK:

1. Select Server Roles and check whether the public and sysadmin roles are
selected. If not select those roles.

v)_NeroefL !:l,.% 2" K= | q“_
lobject Explorer ~ 1 x|
Connect* & %] o B3
=] Lb BHAGIDARAN-0369\SQLEXPRESS (SQL Server|
@ [ Databases

Ssewt v [ Heb

Server role is used to grant serverwide security pivieges 10 a user,

= [ Secunty

= 3 Logins Server moles:
&, =#MS_PolicyEventProcessinglogir [ bekadmin
&, #2MS_PolicyTsqiExecutionLogin®+ 7] docreator
8] BULTIN\Users ) e
&, NT AUTHORITVASYSTEM @—é

i NT SERVICE\MSSQLSSQLEXPRESS
<5 =

& ZOHOCORP\bhagidaran-0369 ~ i

@ [ Server Roles ] sysadmin

@ [ Credentials
% [ Server Objects
& |3 Replication
# 3 Management

BHAGIDARAN-0369\SQLEXPRE

Connection:
s

8¢ Viaw conoection ormpedies

Progress
Ready
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2. Select User Mapping and check whether master DB has Admin privilege, as
shown below.

File Edt View Tools Window Community Help
D NewQuery [ (& & 4 & ﬂ& “l"'a o @ B
Object Explores T3 K|
r 5 Script v [ Help
Connect~ | 47 %3 i
& (B BHAGIDARAN-0369\SQLEXPRESS (SQL Server]
I lEJAZJ Databases . & | Loss 80 e oo
5 £ Security Map Databass User Default Schema -
& (@ Logins l: cennetflow dbo dbo _?j
&, 33MS_PolicyEventProcessingLogir 'f cenOpManagerD8 dbo doo _],
&, 3¥MS_PolicyTsqlExecutionLogin®d [V___ocensenvicedesk dbo doo &)
8 BULTIN\Users o dbo &5
& NT AUTHORITY\SYSTEM ¥ model dbo dbo (|
M} NT SERVICE\MSSQLSSQLEXPRESS | ¥ msdd dbo dbo j
A s [#)  ONLINEAMDB dbo doo ()
A ZOHOCORP\bhagidaran-0369 [#  ONLINEconsoledd dbo doo (=
) [ Server Roles [@  ONLINEnetflow dbo doo &
& (3 Credentials [# _ ONLINEQoManacerDB cbo dbo 7l
& [ Server Objects
7 4 Replication
i 4 Management
Database role for. AMDB
membershp
| db_accessadmn
Server. " | db_backupoperat
BHAGIDARAN 0359\ SOLEXPRE }; o van
Cancel

Steps to be Performed in SQL Server Configuration Manager:

Once the Services are running, execute the following steps by using the SQL Server
Configuration Manager:

1. Navigate to 'Start -> Microsoft SQL Server -> Configuration Tools -> SQL Server
Configuration Manager' (See the below screenshot).

|, Google Talk
L. iTunes
.. Kaspersky Endpoint Security 8 for Windc
4. Kingsoft PC Doctor
.. Maintenance
.. ManageEngine Applicati Manager 1(
/. ManageEngine Desktop Central
4. ManageEngine IT360
J. ManageEngine IT360 Central
4. ManageEngine IT360 Probe
\. Maxthon
1. Microsoft Silverlig
._Microsoft SQL Server 2008
~l Import and Export Data (32-bit)

| Configuration Tools
— —

_] SQL Server Error and Usage Repo|

5 SQL Server Installation Center
.. Integration Services

.. Moazilla Firefox

L. MysQL
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2. From the left panel, select Protocols for SQLEXPRESS (as shown in the below
screenshot).

3. Right click on each of the following Protocols. In the corresponding Properties window
displayed, set Enabled=Yes:

e Shared Memory
e Named Pipes
° TCP/IP

e —— Fl——
| =22 H

ﬁ SQL Server Configuration Manager (Local)
5 SQL Server Services

~
TCPAP Properties ] =
Protocol [lPAd&esus|
B G
q: Enabled Ve > ~|
Keep Alive 30000
Listen All Yes
Enabled
Enable or disable TCP/IP protocol for this server instance
e Comi) [ o

\ J

4. Now, right click on the TCP/IP protocol. In the TCP/IP Properties window displayed, click
the IP Addresses tab. Make sure that the fields 'Active’, ‘Enabled’ and 'TCP Port' are
configured with the values, as shown in the below screenshot, so that IT360 is able to
connect to the SQL Server.

Note: The default value for the TCP Port is 1433; else enter the Port number, where
MSSQL is running.
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Protocol Mare Status

Enabled TCP/IP Properties

Ena!:!ed |Pr.:.t.:..;.3ﬂ IP Addresses )

Dizabled B g

/

Ackive Yes
Enabled Yes
IP Address 192.168.116.198 |
TCP Dwnamic Porks 0 .
TCF Port 1433
= 1PZ ol
Yes ;I
Enabled Yes
IP Address 127.0.0.1
TZP Drynamic Porks ]
TCP Port 1433
= rall
TCP Dvnamic Porks 3674
TCP Port 1433
Active

Indicates whether the selected IP Address is active,

L [0]4 J [ Cancel Apply
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4. Installing ManageEngine IT360 - Professional Edition

1. Refer to the System Requirements, for installing IT360 — Professional Edition.

2. Make sure that you have downloaded the latest version of ManageEngine IT360.

3. Begin installing process by double clicking on “exe’ file to start the installation.

4. Go through the License Agreement and then click 'Yes’ to accept it to proceed to the
installation folder.

Licensze Agreement

Pleaze read the following license agreement carefully. r,;!lg'
Fresz the PAGE DOWHN key to zee the rest of the agreement.
|SOFTWaARE LICENSE AGREEMENT -

I
TERMS OF SALE FOR MAMAGEEMGIME SOFTWARE PRODUCTS D
1. *our Acceptance of the Terms of Sale
Thank. you for wigiting the £oho Corporation Private Limited [Mwe' or "Zoho''] website, i
Wi managesnging. com [the "Website']. This document [''Terms of Sale'] iz a legal
agreement bebween pou ar the entity that vou reprezent [Myou''] and Zoho, and governs |
wour download and purchaze of ManageE ngine zoftware products from the Webzite, i

|
Do you accept all the terms of the preceding License Agreement’? If you chooze Mo, the
zetup will cloze. Toinstall ManageE ngine 1T 360, pou must accept this agreement.

InztallS hield

5. Choose ‘Professional Edition’, from the available options, for installation in your
environment, and click ‘Next’.
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Select the 1T360 Edition

" Professional Edition

Thiz iz a standalone installation verzion of 1T 360 suitable for small & medium enterprizes.
Thiz requires only one server ta run an. I

" Enterprize Edition

Thiz iz a zcalable & dizgtributed version of 1T 360 suitable for large enterprizes or bo manitor
IT azzetz in the remote locations. This conziztz of a central zerver and multiple probes
which wirk, together ta affer a unified view of the entire | T nebwark, & business services.
Thiz will reguire multiple servers [for central zerer & probes] to in on.

Mate : Please contact it360-evali@manageengine. com for any further information on choozing
appropriate edition to zuilt pour needs.

< Back | MHewt » I Cancel

6. If you want to change the location of the installation folder of ManageEngine IT360 — Professional
Edition, then click on ‘Browse’ button. Else, click ‘Next’. By default, it installs under
“C:\ManageEngine\IT360".

Choosze Destination Location

Select falder where Setup will install files.

Toingtall in the below mentioned folder, click MNest.
Toinstall in a different folder click browse and zelect another folder

Destination Folder
|VE:'\ManageE ngine*Prof Broveze. . |
InztallS hield

< Back | M et > I Cancel |
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7. Specify the ‘Shortcut Name’ that will appear in the ‘Start Menu’ and click ‘Next’.

Start Menu Folder

A~
YWhere Should Setup place the program's shortouts? ME
Setup will create the program's shortcuts in the following Start Menu folder. To Continue, click,
M et

I
Program Falder
b anageE ngine | T360

InztallShield

< Back | Mewt » I Cancel

8. The next step is to change the port number, through which the ManageEngine IT360
communicates. You can also choose to change the default port number or the type of
communication (HTTP or HTTPS). After entering the port number, click ‘Next’.

Configure ports to accessz IT360 web client

& Enable HTTP Part |m I

i Enable HTTPS Part o443

|nztallShield
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Note: i) The default port number for an HTTP connection is 8080.
ii) The default port number for an HTTPS connection is 8443.
iii) However, make sure that no other program uses the port number, you provide.

9. In the next couple of steps, the setup wizard would require you to confirm the installation
settings. If you want to make any changes, click ‘Back’, else click ‘Next’ to begin the
installation. It will take few minutes for the installation wizard to extract the files into the
installation directory.

Begin Installation

Review settingz and begin inztallation

Setup haz enough infarmation to begin the installation. Click Back to make any changes. Click
Mext to begin the inztallation.

Current Settings:

Inztallation Directory : C:\ManageE ngingProf -
Ayailable Digk Space : 21044 MB

4 b

[rztallShield

< Back | Memnt = I Cancel
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=N

ManageEnginD IT360

10. Choose either the in-built MySQL Server for storing polling information and other details, or
MS SQL Server.

ManageEngine IT360

D ataBaze Selection Panel

A~
ME
i muSOL Server [Bundlad within the Product] l
7 M5 SAL Server (M5 SOL Server 2005 and above: SAL Server Authentication Only)
Mote : Central and Probe should be installed in zame back end [MpSOL: or M5 SOL) I
|
I

InztallShield

10.1 If you choose ‘MS SQL Server’, click ‘Next’, and do the following in the ‘DB selection
panel’ that appears:
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i Enter the correct ‘Database Server’ name, ‘Port Number’, ‘Login’ details,
‘Password’, ‘Instance Name’ and ‘Prefix’ for ManageEngine IT360 —
Professional edition. Also, make sure that the ‘Create Database’ checkbox is
checked, if you want the database to be created.

ii.  If no Named Instance is available for the MSSQL server, just leave the
‘Instance Name’ field, blank.

iii. If 1T360 is installed as the Standby server, then the ‘Create Database’
checkbox need not be checked.

Once the database configuration is complete, proceed to click ‘Next’ to complete
installation.

H
ManageEngine IT360 Setup X

DB selection panel

I MSSEL 2005 Standard, Enterprise server and above are only supported.

Databaze Server ||
I Port [1433
1 Login ISE‘
Passwaord I
1 Instance Mame I
Frefix IITEEEI
Create Database W
linstalShieid

< Back | Hext » I Cancel

Note: If MS SQL is running on the same server, where IT360 is installed, the IT360 modules
may get started, even before the database actually starts. To avoid this, change the Startup
Type for the IT360 services as 'Automatic (Delayed Start)', by following the below steps;

i. Goto ‘services.msc’.

ii.  Right click on the '"ManageEngine IT360 Central' service or '"ManageEngine IT360
Probe' service, as applicable.

iii.  Select ‘Properties’, change the 'Startup type' to 'Automatic (delayed start)' and
click ‘OK”.
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10.2 If you choose MySQL Server, simply click ‘Next” to complete installation.

11. Now, a wizard appears indicating the completion of the installation process. You can now
choose to either start ManageEngine IT360 server and click ‘Finish’, or simply click ‘Finish’
to complete the installation.

aanage&ginemm ctup . '

InstallShield Wizard Complete

Setup has finizhed instaling M anageE ngine [T360 on vour
computer.

W Start IT360

Technical suppart: it360-eval@managesnadine. com

< Back | Finizh I Cancel

Note: ManageEngine IT360 — Professional Edition is installed as a Windows service. Refer to
‘Getting Started’ guide to begin monitoring your IT infrastructure.
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5. Uninstalling ManageEngine IT360

There are three ways to uninstall ManageEngine IT360. You can follow any one of the methods
to uninstall the product.

e Uninstall by running the ‘install exe’ file
e Uninstall through ‘Add/Remove Programs’ in Windows

e Uninstall through ‘Start Menu’ in Windows

5.1 Uninstall by Running the Install Exe file

e Double click on the exe file of ManageEngine IT360
e It will ask you to confirm whether you would like to uninstall ManageEngine IT360.

e C(lick ‘Yes’ to proceed with un-installation.

5.2 Uninstall through Windows Add/Remove Programs

e Go to your ‘Control Panel’ in Windows system.
e Double click on ‘Add/Remove Programs’ option.

e [t will display the list of programs installed in the system. Select ManageEngine IT360
and click ‘Uninstall’.

5.3 Uninstall through Start Menu in Windows

e Navigate to ‘Start = All Programs = ManageEngine IT360 = Uninstall’
Note:

e All the above three un-installation methods will remove ManageEngine IT360 from your
system. All folders available by default will be removed from the system.

e In case you face any issue while installing or un-installing the product, kindly contact
ManageEngine IT360 support at it360-eval@manageengine.com. Send us a screenshot

and/or ‘<IT360_HOME>\logs’ and we will try to respond to you as soon as possible.
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mailto:it360-support@manageengine.com

MANAGEENGINE IT360 - PROFESSIONAL EDITION INSTALLATION GUIDE

6. Reference for ManageEngine IT360

You can also refer to the online help document available in .zip format, for more information.
You can download it, unzip to a location, and use it to configure and utilize ManageEngine
IT360. Some helpful references, for using ManageEngine IT360, are given below:

e ManageEngine IT360 Features

e ManageEngine IT360 Product Overview (PDF)

e Getting Started Guide (PDF)

e Online Help Document (zip format)

e Request Technical Support

e Request Personalized Demo for ManageEngine IT360

e Keep Track of Latest Updates through IT360 Blog

e Follow us on Twitter

System Requirements:

|
|
|
:
|
Recommended — 2GHz Quad Core Processor, 16GB RAM, 250 GB (SAS/SSD) HDD, 32-bit :
2003/2008 Windows Server Enterprise Edition; Backend Database: MS SQL 2005/2008 Standard |
or Enterprise Editions Only; Web Client: IE 7.0 & above — Firefox 3.0 & above. :
|
|
|
1
|
|
|
|
|

Minimum — 2GHz Quad Core Processor, 8GB RAM, 250 GB (SAS/SSD) HDD, 32-bit 2003/2008
Windows Server Enterprise Edition; Backend Database: MS SQL 2005/2008 Standard or Enterprise
Editions Only; Web Client: IE 7.0 & above — Firefox 3.0 & above.
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