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1.0 Abbreviations & Terminologies Used

e IT—Information Technology
e |P Address — Internet Protocol Address that is assigned to a network equipment
e JVM —Java Virtual Machine

2.0 Introduction

ManageEngine is an innovative low-cost Enterprise IT Management Software, offering high-end
functionality of large network management frameworks at cost-effective pricing to enterprises
world-wide.  Administrators/Operators of Enterprises having deployed ManageEngine
applications for IT Management would need to use separate web consoles of the
ManageEngine applications such as OpManager for Network & Server monitoring, Applications
Manager for Applications monitoring etc,.

Remembering the host address and the port where the applications are running would be a
tedious task. Integration of these two applications through connector addresses this problem
by providing a way to have an integrated web console for these ManageEngine applications.
This document provides a high level overview of the integration and its key features/benefits.

3.0 Integration Summary

* ManageEngine Applications Manager and OpManager has to be deployed as two
different applications and running as two separate JVMs.

e Create aread-only user in the OpManager application.

e |P Address/hostname & port where the OpManager server is running along with a read-
only user credentials has to be configured in the Admin - Add-On/Product Settings
page of Applications Manager.

e Applications Manager will fetch the monitor details (device status, alarms) from the
OpManager server periodically.

* Associate the monitors fetched from the OpManager server to any Monitor Group in
Applications Manager.

* Once the OpManager monitors are associated to a Monitor Group in Applications
Manager, user can see the device availability status, health status, alerts in Applications
Manager.

e User can see the snapshot page of the OpManager device through Applications
Manager interface.

e User can see the OpManager alarms in the alert window of Applications Manager.
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e Reports such as availability & health snapshot, outage report, SLA Management report
for the Monitor group having monitors from OpManager can be viewed through
Applications Manager web console.

4.0 Integration Work Flow

4.1 Creating read-only user in OpManager

File Edit View History Bookmarks Tools Help

@ - b @ m http://ammuraj:8061/admin/AddUserAction.do?operation=add |v‘ P] |v| |Hu]

7 Mandriva 7 Mandriva Store 7- Mandriva Club 7 Mandriva Expert [ | Fon E§jamendo @ Wengo

| B opManager @ | [@] Applications Manager - Add-o...|

ManageEngine ™ (]
Mg OpManager

Trial period will expire in 29 days...

Home Maps - Alarms Admin Reports Support Jump To » Device Search

Add User Help Card @
| Add Users
Login Details ‘You can create users with different access
pn‘viIeFes. Ensure that you have applied multiple
User Name c e users license to be ablé to add more users.
Password v [ User Name: Type the name of the user who
can log on to OpManager.
Re-type Password £ et
Password: Configure a password.
Contact Details
Re-type Password: Re-tfype the password to
Emailld : i confirm.
Phone Number : I Email ld: Configure the email id of the user.

Phone Number: Type the phone number of

Mobile Number
the user.

A_ms D o Mobile Number: Type the mobile number of
User Permissions £ ™ Full Contral Fr—

@ Rewd Only Access
Has access to : & All Devices

User Permissions: Select Full Control to
provide complete read/write contral to the

o Only the selected Business Views user to monitor resources using OphManager.
Select Read Only Access ifthe useris

Add User Cancel allowed only to view the resources.

Has Access to: Select All Devices if the -
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4.2 Read-only user created in OpManager

File Edit View History Bookmarks Tools Help {:'
@ il @] Ly ﬁ} http://ammuraj:8061/admin/AddUserAction.do |v‘ P] |v| Goodle |'*‘.]

“'*Mandriva " Mandriva Store - Mandriva Club - Mandriva Expert [| Fon E§jamendo ® Wengo

@ [@] Applications Manager - Add-o...|

[ OpManager

ManageEngine ™ <] i
M2 OpManager
Home Mz
0 User has been successfully added !
User Configuration | Add User |
|User Name Edit Delete
admin =g Not Allowed
|test =¥ L] ||
Copyright © 2003-2007 AdveritNet Inc. All rights resefved
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4.3 Configuring OpManager server details in Applications Manager

File Edit View History Bookmarks Tools Help S

@ il @ o ‘Gj http:ﬂammuraf:QGQGJ‘eXtDevEceAction.do?method=addNewExtDev[ce&pradName-|" B’] |v| |'*‘.]

+'*Mandriva " Mandriva Store - Mandriva Club ' Mandriva Expert [ | Fon E§jamendo ® Wengo

] opManager = [ [@ Applications Manager - Ad...J |

ManageEngIne‘E’ & - Sing Personalize Tak Back  About Logout [admin]

@ Applications Manager 8

Mew Monitor Group | New Monitor | Mew Threshold | View Thresholds | Mew Action | View Actions | Configure Alerts [1';_9 ﬁ
Search Admin - Add-on/Products Settings

l:l p Add-On/Products Setfings - OpManager
OpManager product Details

amin Serves e
New onlor Group por Nurber
New Monitor -
— Usemae
Action / Alert Settings

oo passvors —
Availabiity Setti
Discoven Enable Data Collection” =
Downtime Scheduler [ save || Reset || cancel |
SNMP Trap Listener
Schedule Reports Server responded in 63 miliseconds Server System Time : Jun 9, 2008 3:03:30 PM
Global Settings.
Co e Mail Server
Configure Proxy
Upload Files/Binaries
User Administration
Add-On/Products Settings
Database Retention
Quick Note \ T3

After Configuiing -
Done © 1 Error

Home Monitors Alerts Repors Suppot  Admin  Sitemap

@ 2008 Adventhet Inc
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4.4 OpManager server settings configured in Applications Manager

iie Edit View History Bookmarks Ils Help St
@ il @ o3 ‘Gj http://ammuraj:2090/extDeviceAction.do |v‘ B’] |v| oogle |'*‘.]

“*Mandriva " Mandriva Store - Mandriva Club - Mandriva Expert [| Fon E§jamendo ® Wengo

OpManager | [ [@] Applications Manager - Ad... [0} |

ManageEngine® Tak Back  About Logout jadmin]

@ Applications Manager 8

Mew Monitor Group | Mew Monitor | Mew Threshold | View Thresholds | New Action | View Actions | Configure Alerts @ .

e Product Details Saved Successfuly

I e —

Admin Product Settings Interval

New Monior Group ; Add-on/Product Settings

New Monitor AdventNet Applications Manager Host Port Last Polled at Actions
Action | Alert Settings
Availabiity Seti
Discovery 'ﬁ% OpManager ammuraj
Downtime Scheduler

SNMP Trap Listener ® opstor ) ’ ’ ae
Scheduie Reports
Global Seffings
Configure Ma Server Home Monfors Mers Reporls Suppod  Admn  Siemap
Configure Proxy ©2008 Adventet Inc

Upload Files/Binaries

User Administration

Add-On/Products Settings

Database Retention

Quick Note \ 75

After Configuring -
Done [+]

s
Service Desk

Server responded in 1,399 miliseconds Server System Time : Jun 9, 2008 3:06:56 PM
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4.5 Associate OpManager monitors against a Monitor group in Applications Manager

File Edit View History Bookmarks Tools Help :'

QEI =0 % % ‘Gj http:Hammuraf:9090:‘5h0wre50urce.do?type=Alt&meth0d=getMonitorForm&ha'rd=|v‘ P] |-| |L\‘]

“'“Mandriva 7 Mandriva Store 7~ Mandriva Club 7 Mandriva Expert [| Fon E§jamendo & Wengo

OpManager (%] [ Applications Manager - Ad...[J [

ManageEngine® { 2 : iz Tak Back Logout jadmin]
@ Applications Manager 8 ..
Intro 4
MNew Manitor Group | New Monitor | New Threshold | View Thresholds | New Action | View Actions | Configure Alerts @ “
Search Select | All Monitors LI for Applications Manager Monitor Group Back to Monitor G
l:l p .Avlﬁab&e Monitors Monitors in this group
Name of the | Name of the
[~ Monitor Name Monitor Type |~ Monitor Name Monitor Type
MonilorGmup Links [~ ammurajindia.adventnet.com_Apache-server -, |~ AppManager Home Page %
Applications Manager [~ ammuraj &
New Sub-Group Hamowe
Configure Alerts Back to Monitor Group
Associate Monitor b
External Monitors
Alerts
Application Report | Associate | R
ame of the
Eit [~ Monitor Name Manitor Type
Delkete [~ 182.168.113.108 Desktop
Refresh Status ¢ [~ 192168.113.112 Desktop
[~ 192.168.113.134 Deskiop
Quick Note "* [~ 192.168.113.154 Dieskiop
= [~ 192.168.113.192 Deskiop
Mouse over on the Monitor
Type and sslect the type of [~ 192.168.113.194 Desktop
JRIeL Alexdpaul Deski
Choaose the Maonitor from the 3 q)a" : o
active fist to be added to the [~ ammurajindia.adventnet.com Server
Monitor Group. Bkavitha Desk
If the Monitor is in the [ m o
Inactive Manilors table, [~ Boopathy Server
Initiate monitoring for the [~ Dhinesh Deskiop =

Done
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4.6 OpManager monitors listed under Monitors tab in Applications Manager

File Edit View History Bookmarks Tools

@ - o G:I‘ http://ammuraj:2090/showresource.do?group==All&method=showResourceTypes |v‘ P] |v| |L\u]

Help

“*Mandriva " Mandriva Store - Mandriva Club - Mandriva Expert [| Fon E§jamendo ® Wengo

OpManager (% | [ Applications Manager - Ca... [ [

ManageEngIne‘E’ i g g Personalize Tak Back  About
@ Applications Manager 8 Se—
Home

Mew Monitor Group | Mew Monitor | Mew Threshold | View Thresholds | New Action | View Actions | Configure Alerts @ 6
Search Category View (Total 12 Monitors) Select View -
l:l p Application Servers [0] ERP [0] Database Servers [0] Servers [1]

net Microsoft NET [0] EX SAP Server [0]AddOn! BB DB2[0] a% A [0]
Monitor Views ‘3 JBoss Server [0] ME MS SaLg] § FresBsD (0]
=" category View M Oracke AS [0] Java/Transactions [0] m MysOLI0] [Bg HP-UX/ Tru4 [0]
[ ) Buc Gonig View %% Tomeat Server [0] & JavaRuntime [0] 2 oracke [0} A Linux 1]
[=1) Monitor Group View = i _ €, J2EE Web Transactions [0]

‘Weblogic Integration [0] base [0] Y Mac OS [0

= ow fhn ogic Integration [0] L) sybase (o] 4] 01

thea WebLogic Server [0] 3% Sun Solaris [0]
£ lcon View oo = =
E Table View WebSphere Server [0] Services [0] E Unknown [0]

—— " Apache Server [1] €8 JMX Applc... [0]
[F ] Plasma View 3 windows [0]
IS Server [0 :
Mail Servers [0] L L] EE  Ping Mornitor [0]
- #he PHP D] 7

Discavery Links =3 Exchange Server [0] 5 Service Mo... [0] Custom Monitors [0]
New Monitor @ Mai Server (RTT) [0] @ HTTP(s) URLs [1] @ Aoventet .. (0] % JMXUSNMP Dashooard [0]
Discover Netwaork @ HTTPR(s} URL Sequence =
—_ {Record and Playback) [0] §a  SNMPMNetwo... [0] File System Monitor [0]

External Devices [9] A Windows Performance
Business View o Web Services [0 = B Counters 0]

B Network & SAN Devices [9] @ Web Server (0] -
SLA Management (& QEngine Scripl Monitor [0}
G View E] Seript Monitor [0}

-

& Find: i [ 3 [ || Match case
http://ammuraj:2090/showresource.do?method=showResourceTypes&detailspage=true&group=NWD [ ]
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4.7 Listing of OpManager monitors

File Edit View History Bookmarks Tools Help &

@ = @ o3 ﬁ} http:Hammuraf:9090;‘5h0wre50urce.do?meth0d=5howRe50urceTypes&detaiIspagu|v‘ Bt] |-| ! |L*‘.]

7 Mandriva 7 Mandriva Store 7~ Mandriva Club 7 Mandriva Expert [ | Fon E§jamendo & Wengo

OpManager 3 [ Applications Manager - Ex... [.j [

ManageEngine® : g alize 1 {admin]
@ Applications Manager 8 S — N . .
Intro % Home g i " Support Admin
MNew Manitor Group | New Monitor | Mew Threshold | View Thresholds | New Action | View Actions | Configure Alerts @ ﬁ
Search Monitors > External Devices
[ 18 | avaitabiiity | Performance | List View |
Availability History for External Devices Last 24 Hours
Name of the Monitor Type %
Appication Servers 5 Name Availability Avail
Java/Transactions ’ ++ Murali [ H 1000
ERP v ] - | g 1000
Database Servers 3
Selves = » Shankarananda [ 1 1000
Mail Servers v » Hemanth | g 1000
Web Services ¥ » Bhavitha [ g 1000
Services 3
: » ammurajindia.adventnet com [ g 1000
Custom Monitors 3 |
» Subramani [ g 1000
Network Views » Sowjanya [ H 1000
All Networks SRR I I 1000
127.000 I
15:00 17:00 19:00 21:00 23.00 01:00 03:00 05:00 07:00 08:00 1100 13:00
- -
| Quick Note =t Miew Availabiity status of MonitorManitor Groups over last 24 hours or 30 days Il Unavaiable E Available [0 Mo Data |
| Rusilahihe and hasih k)
. { 1 _
& Find: ‘ M 1 Pre i | Match case
Done [+]
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4.8 Launching OpManager device snapshot page from Applications Manager

Snapshot - ammuraj.india.adventnet.com et |

) | Device Detalls \i Device Notes "| I Today's Availability Response Time Today's Packet Loss

i ammuraj.india.adventnet.com | a | D |
| IP Address 192.166.115.169 |

Vendor net-snmp | m& m&
Category Server

| Type Linux
| Traffic Counter 64 bit
Dependency Mone
| Poll Using ICMP
il'u'lnnitoring 5 Min |
| Sys Desc. “Linux 2.4 [ | CPU Utilization Memory Utilization Disk Utilization

Passwords User not authorized to change. ' |

| Recent Alarms | 7/ NoData " ¥/ No Data
| Available Available

& Currently there are no open Alarms.

Troubleshoot... Troubleshoot... Troubleshoot...

| Monitors j Notification Profile j Interfaces

= ‘

| Service Monitors

Service Monitors IName Status  Port Response Time Threshold =
0/1 manitors down. (ms)

®

URL Monitors eb @ g NiA Not Enabled
Mo URL Monitors available.

Performance Monitors
Total monitors 4, Mane in errar

S
@
&

e ©

Done [+]
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4.9 OpManager Alarms in Applications Manager

e

ﬁ} http:/fammuraj:9090/fault/AMAlarmView.do?displayName=Alerts%2 0for% 204 | " [3'] |'|

ManageEngine®

L2

Applications Manager 8

Personalize

About

N

Logout [admin]

Search Applications Manager - Graph Alert Views
[ 1P N S Mk G
'g . ] Fitter alerts based on a particular Monitor Group or all Groups
o | F
Alerts U3 ] Menitor Groups © Applications Manager =
©
Al 22
Al = 2]
Last One Hour 1 1
| - i
SN LR
e B 0 \ ) s By Monitor Types
e ‘NB‘“\ che?
Fiter alerts based on a particular Monitor Type or all Monitor Types
Alert for Traps Severity ;.
Monitor Types : Select Monitor Type LI
Configured Traps : : .
Click on the bars to view the alerts by severity
Unsolicited Traps
Alerts for Applications Manager
JMX Notifications -
Setas Clear " History Report ing 1to 5ot 5 Page : [1 | entries
S NioiE | = Showing age : (1] 25 =] per page
[~ Monitor Type Status  Alert Message Date / Time Technician
Configure L - Windows XP »@  CPU Utiization is 10%, threshold value for this manito Jun 9, 2008 5:13 P & None
Configure Alerts o
I B e nmis Unknown +@  Heatthis criical Jun '8, 2008 5:12 PM A None
Monitor Group Links ™ B kbt Windows XP »@  Heathis critical Jun 9, 2008 5:12 P & None
Applications Manager ™ B sl Unknawn s@  Heatthiis criical Jun 9, 2008 5:11 PM & None
Neiw Sub-Group r @ ammuraj indiaadventnet com Linux »@  CPU Utiization is 11%, threshold value for this monito Jun 9, 2008 5:05 PM a MNone
Configure Alerts
Ceonfigure Alerts
Associate Monitor 3
Merts =
— Serverresponded in 651 miliseconds Server System Time : Jun 9, 2008 5:17:50 PM
Application Report
Edit Home Monitors Alerls Repors Support  Admin  Sitemap
[ EAEY TN b |
@ Find: | i || Match case

AdveniNet
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4.10Availability & Health snapshot report of Monitor group having monitors of OpManager

File Edit View History Bookmarks Tools Help

P @

[ opManager

ManageEngine®

Iﬁ% Applications Manager 8

3 ‘Ql‘ |[| http://ammuraj:2090/showReports.do |v| P] |v| |L\]
+'*Mandriva 7" Mandriva Store 7 Mandriva Club 7 Mandriva Expert [ Fon E§jamendo @ Wengo
(%] | [| Applications Manager - Re... [[J | -
G 0 Personalize Talk Back  About Logout [admin] = |
Admin

Monitor Group
Select Monitor Group :

[repicsions ager ]

Availability and Health Current 5

Monitor

| Availabilty and Health Snapshot:

Current Snapshot |Critical
| Snapshot |History Report
Availabilty
Outage Comparison
Trend

Aval
Health

HBSEEE Time
Alerts

----- Select Report-—-

E

Monitors
Select Monitor :
—Belect Monior-| k]

Newntime Histone
Done

ammuraj.india. adventnet.com
Banupriya
|Baskar
Switch
Sangeathm
Shankarananda
[Testrouter [ Router
Mijay

Vijayshankar

pshot Report for App

Availability

Message

Health is ritical

Root Cause :

1. Vijay is down

2. Sangeethm is down

3. Baskar is down

CPU Utilization is 12%, threshold value for this monitor is 10%

Rescurce is down.
Health is critical as the resource is not avaiable

Resource is down.
Health is critical as the resource is not available

Interface Async1 is down

Resource is down.
Heatth is critical as the resource is not available

AdventNet
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4.110utage comparison report of Monitor group having monitors of OpManager
e

ol B Brass
Weekly Outage Comparison Report for Applications Manager

Monitor Group This Week Outages Last Week Outages

Count Downtime Duration

Count Duration Count Duration Change % Difference %

Applications Manager 2 2 Hrs 59 Mins 0 0 Secs 2 NA 2 Hrs 59 Mins NA
Report generated for records found in the database from Jun 1, 2008 12:00:00 AM fo Jun 12, 2008 7:31:38 PM

Server responded in : 60 Miliseconds.

Server System Time : Jun 12, 2008 7:31:38 PM

Done
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4.12SLA Management Console For Managers capturing monitors of OpManager

App fua]
File Edit View History Bookmarks Tools Help 4
@ il 4 ‘Gj ||:| http://ammuraj:2090/applications.do |v‘ P] |v| |L\u]
+*Mandriva " Mandriva Store - Mandriva Club - Mandriva Expert [| Fon E§jamendo ® Wengo

%] [ [| Applications Manager - Bu... 3 |

Help Get Quote Personalize Talk Back About Logout [manager1]

] opManager

ManageEngine®

@ Applications Manager 8 S e
1 Events Settings
=

Mew SLA | Change Password

Business Applications with least Availability for Today Period
Today hd
10.83
Custom Time Period
Start Time
| =
End Time

| =

Applications Ma..

W Down B Up

SLA Statistics
Name SLAMame T  MeetsSLA  Total Downtime Availability® MTTR MTBF Events
Applications Manager Gokd b 4 3 Hrs 0 Mins 16 Secs 10.83 1 Hrs 30 Mins 8 Secs 10 Mins 56 Secs 1 1!
Server responded in 451 miliszconds. Server Syatem Time © Jun 12, 2008 7:31:55 PM
© 2008 AdveniNei Inc
Done [/}
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4.13Availability report through SLA Management Console For Managers capturing monitors
of OpManager

Reports

Overall Availability of Applications Manager

Uptime : 10.81%

Downtime -

* A Monitor group is said to be avallable when all the monitors present at that moment are also avaiabie.

Availability Details of All the Monitors in the Monitor Group "Applications Manager"

89.19%

Menitor Total Downtime MTTR MTBF Uptime %
Sangesthm 2Hrs 1 Mins 43 Secs 2Hrs 1 Mins 43 Secs 1 Hrs 20 Mins 47 Secs o ]3989% ﬂ
Baskar 17 Mins 15 Secs 17 Mins 15 Secs 3 Hrs 5 Mins 14 Secs [ 191.47% ﬂ
Vijay 17 Mins 13 Secs 17 Mins 13 Secs 3 Hrs 5 Mins 17 Secs | — R &
Shankarananda 0Secs 0 Secs 3 Hrs 22 Mins 30 Secs [ ]100% ﬂ
Banupriya 0 Secs 0 Secs 3 Hrs 22 Mins 30 Secs — S
ammuraj.india. adventne... 0 Secs 0 Secs 3 Hrs 22 Mins 30 Secs [ ]100% ﬂ
Vijayshankar 0 Secs 0 Secs 3 Hrs 22 Mins 30 Secs e ]100% ﬂ
Router <— 08208 08ecs 3 Hrs 22 Mins 30 Secs e 7|
0 Secs 0 Secs 3 Hrs 22 Mins 30 Secs [ 100% ﬂ

swiecn 4_

Mean Time To Repair (MTTR)
The average time to repair a device or a system back to acceptable operating conditions. The term can also mean, the time spent to restore a machine to operating condition after failure.

This must be as low as possible.

Mean Time Between Failures (MTEF)
The average time that a device or a system worked without failure. The term can alsc mean the length of time a user may reasonably expect a device or system to work before an incapacitating
faull ooccurs.

This must be as high as possible.

* The Monitor Downtime details are based on the polling interval.In case the polling interval is long downtime values may be little off the mark.

AdvenitNet
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