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aapter VVHat is in this guide

1. What is in this guide?

This document allows you to make the best use of EventLog Analyzer.

Explore the solution's capability to:

e Collect log data from sources across the network infrastructure including servers, applications, network devices, and
more.

e Analyze log data to extract meaningful information in the form of reports, dashboards, and alerts.
o Monitor user behavior, identify network anomalies, system downtime, and policy violations.
e Detect internal and external security threats.

o Generate predefined reports to meet the requirements of regulatory compliance mandates such as PCI DSS,
HIPAA, FISMA, SOX, GLBA, SOX, ISO 27001, and more.

Are you new to EventLog Analyzer?

A quick glance of the topics discussed below should be good enough to let you be able to deploy, configure, and generate
reports using EventLog Analyzer.

e How to add devices and applications, and get logs into EventLog Analyzer?
e \What are the reports available?

e How to generate custom rerports?

e How to search logs for specific information?

e How to extract additional fields from the logs?

e How to generate and send alert notifications?

e How to customize the web client?
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aapter2  INtroduction

2.1. Overview

EventLog Analyzer is a web-based, real-time, log monitoring and compliance management solution for Security Information
and Event Management (SIEM) that improves network security and helps you comply with the IT audit requirements. Using
an agent less architecture, EventLog Analyzer can collect, analyze, search, report on, and archive logs received from systems
(Windows, Linux/UNIX), network devices (routers, switches, firewalls, and IDS/IP), applications (Oracle, SQL and Apache). It
provides important insights into user activities, policy violations, network anomalies, system downtime, and internal threats.
It can be used by network administrators and IT managers to perform audits for regulations such as SOX, HIPAA, PCI DSS,
GLBA, etc.

You can use EventLog Analyzer to:

e Monitor activities of servers, workstations, devices, and applications spread across geographies.

e Monitor user activities like logons/logoffs and objects accessed.

o Generate reports for security events of interest.

e Generate compliance reports for PCI DSS, HIPAA, FISMA, SOX, GLBA and other regulatory mandates.

e Perform log forensics by swiftly searching the log database and save the search results as reports.

e Configure automatic e-mail or SMS alerts for indicators of compromise, such as network anomalies or compliance
threshold violations.

o Execute workflows upon alert generation to respond to security threats automatically.

e Secure and tamper-proof archival of log data for forensic analysis and compliance audits.

Get log data from devices and applications

ManageEngine EventLog Analyzer collects, analyzes, searches, reports on, and archives event logs from distributed Windows
devices; syslogs from Linux/UNIX devices, routers, switches and other syslog devices; and application logs from IIS

web/FTP servers, print servers, MS SQL and Oracle database servers, DHCP Windows/Linux servers, and more.

e For real-time Windows event log collection, DCOM, WMI, and RPC have to be enabled in the remote windows
machine for the logs to be collected by EventLog Analyzer.

e For real-time syslog collection ensure that the syslog listener ports in EventLog Analyzer are configured to listen to
the port where the syslog or syslog-ng service is running on that particular (Cisco device, UNIX, HP-UX, Solaris or
IBM AIX) machine.

e For application logs, EventLog Analyzer can be scheduled to import logs (HTTP or FTP) periodically from the
application devices. You can also import and analyze the older logs from Windows and Linux machines.

Search log data and extract new fields to extend search

EventLog Analyzer provides a powerful log search engine for all types of logs. Universal log search is made possible with the
help of the field extraction procedure, which allows you to define/extract new fields from your log data, in addition to the
set of default fields that EventLog Analyzer automatically parses and indexes. Once new fields have been extracted,
EventLog Analyzer automatically parses and indexes them from the new logs that are subsequently received; this drastically

improves your search performance and helps EventLog Analyzer handle any kind of log format.

Generate IT audit reports to assess network security and comply
with IT regulations
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EventLog Analyzer provides a set of canned reports addressing important aspects of internal security. The software has the
flexibility to create custom reports to address your IT department’s complex requirements. Over and above the set of
canned reports for SOX, HIPAA, GLBA, FISMA and PCI DSS, EventLog Analyzer also allows you to create customized
reports for other compliance requirements.With this software you can schedule periodic report generation and distribute

them to various users in different formats.

Real-time event correlation, instant alert notification and quick
remediation
EventLog Analyzer comes with a robust event correlation and alerting moduleThe software can correlate events occurring

across systems and applications and generate alerts. You can get instant notification via email and SMS. You can also

execute workflows upon the generation of alerts to take quick remedial action.
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2.2. Release Notes

This section contains a summary of the updates in EventLog Analyzer version 12.4.1 (Build 12411).

12.4.1 Build 12411 - Standalone Edition

Standalone Edition

Enhancements

o HTTP Request action in Workflow builder now supports Headers. Headers can be used to pass additional
information such as authorization tokens and content type specifications such as XML or JSON. This will help
security teams to send HTTP requests to a wider range of targets while improving HTTP Request the flexibility and
functionality.

Issue Fixes

e A log collection issue with respect to syslog headers while collecting syslog from Dell Switches has been fixed.

e Anissue that led to unarchived UNIX device logs being populated under Search, but not under Reports, has been
fixed.

e An issue with alerts not being triggered for devices added or moved to newly created device groups has been fixed.

e The issue in generating scheduled All Devices reports has been fixed.

The following issues in log parsing have been fixed.

e Anissue in parsing IP fields from Sophos XG WAF logs has been fixed. You can now find the logs under Web filter
reports.

® Anissue in parsing Mac address and IP address fields from DHCP log sources has been fixed.

e Anissue in parsing Trend Micro Cloud log format has been fixed.

® Anissue in parsing RFC-3339 format based Unix logs has been fixed.

Distributed Edition

o The updates for the Distributed Edition - Managed Server are the same as those of the Standalone edition.
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aapters O€EUP the Product

3.1. Setup EventLog Analyzer

o Download the product

o Check the installation requirements

e |[nstall the product

o Ensure the prerequisites are met

o Run the product

e Connect to the EventLog Analyzer Server

e Backup the EventLog Analyzer database

® Check the EventLog Analyzer editions available

e Buy the product
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3.2. System Requirements

This section lists the minimum system requirements for installing and working with EventLog Analyzer.

Hardware Requirements

Log management solutions are resource-intensive and selecting the right hardware plays a major role in ensuring optimal

performance.

The following table denotes the suggested hardware requirements based on the type of flow.

Processor cores

RAM

IOPS

Disk space

Network card capacity

CPU Architecture

Note:

Low Flow

16 GB

150

127TB

1 GB/s

64-bit

Normal Flow

12

32GB

750

3TB*

1GB/s

64-bit

High Flow

24

64 GB

1500 *

4TB*

10 GB/s

64-bit

e The above-mentioned values are approximate. It is recommended to run a test environment similar to the

production environment with the setup details mentioned in the above table. Based on the exact flow and

data size, the system requirements can be fine-tuned.
e For higher IOPS, we can use RAID or SSD.

Use the following table to determine the type of flow for your instance.

Log type

Windows

Linux, HP, pfSense, Juniper

Cisco. Sonicwall, Huaweii, Netscreen,
Meraki, H3C

Barracuda, Fortinet, Checkpoint

Palo Alto, Sophos, F5, Firepower, and
other syslogs

Size (in .
Bytes) i
900 Windows
150 Type 1
Syslogs
Type 2
300 ype
Syslogs
450 Type 3
Syslogs
Type 4
600 ype
Syslogs

Log Units

Low Flow
(EPS)

300

2000

1500

1200

800

Normal Flow High Flow
(EPS) (EPS)
1500 3000
10000 20000
6000 12000
4000 7000
2500 5000
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Note:

e A single-installation server can handle either a maximum of 3000 Windows logs or any of the high flow values
mentioned for each log type in the above table.

e For log types which are not mentioned in the above table, choose the appropriate category based on the log
size. For example, in the case of SQL Server logs when the byte size is 900 bytes, and EPS is 3000, it should
be considered as High Flow.

o |f the combined flow is higher than what a single node can handle, it is recommended to implement
distributed setup.

e |t is recommended to choose the next higher band if advanced threat analytics and a large number of
correlation rules have been used.

General Recommendations

VM infrastructure

e Allocate 100 percent RAM/CPU to the virtual machine running EventLog Analyzer. Sharing memory/CPU with
other virtual machines on the same host may result in RAM/CPU starvation and may negatively impact EventLog
Analyzer's performance.

e Employ thick provisioning, as thin provisioning increases 1/0O latency. In case of VMware, Select Thick provisioned,
eagerly zeroed as lazily zeroed is lower in performance.

e Enabling VM snapshots is not recommended as the host duplicates data in multiple blocks by increasing reads and
writes, resulting in increased IO latency and degraded performance.

CPU & RAM:

o Server CPU utilization should always be maintained below 85% to ensure optimal performance.

o 50% of server RAM should be kept free for off-heap utilization of Elasticsearch for optimal performance.

Disk:

e Disk latency greatly affects the performance of EventLog Analyzer. Direct-attached storage (DAS) is recommended
on par with the throughout of an SSD with near-zero latency and high throughput. An enterprise storage area
network (SAN) can be faster than SSD.

Web browsers:

EventLog Analyzer has been tested to support the following browsers and versions with at least a 1024x768 display

resolution:

o Microsoft Edge
e Firefox 4 and later

o Chrome 8 and later

Databases:
EventLog Analyzer can use the following databases as its back-end database.
Bundled with the product

o PostgreSQL
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External databases

o Microsoft SQL 2012 & above

Please note the hardware requirements needed to configure the MS SQL database for EventLog Analyzer:

RAM CPU IOPS Disk space

8GB 6 300-500 300-500 GB

Operating systems
EventLog Analyzer can be installed in machines running the following operating systems and versions:

o Windows 7 & above, and Windows Server 2008 & above
e Linux: Red Hat 8.0 and above/all versions of RHEL, Mandrake/Mandriva, SUSE, Fedora, CentOS, Ubuntu, Debian

Installation server

e SIEM solutions are resource-intensive. It is recommended to provide a dedicated server for their optimal
performance.

e Eventlog Analyzer uses Elasticsearch. Elasticsearch process is expected to utilize off-heap memory for better
performance. Off-heap memory is maintained by the operating system and will free up when necessary.

Additional Elasticsearch Node Recommendations:

Hardware Minimum Recommended
Base Speed 2.4 GHz 3 GHz

Core 12 16

RAM 64 64

Disk Space 1.27TB 1.5TB

IOPS 1500* 1500*
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3.3. Prerequisites

Before starting EventLog Analyzer in your environment, ensure that the following are taken care of.

What are the ports required for EventLog Analyzer?

1. Primary Ports

Web Server Port

PORT INBOUND OUTBOUND Additional Rights and Permissions
e Eventlog P U
Analyzer orts Usage:
EventlLog Technician e The ports will by default be used for communication
HTTP/8400 Analyzer Machine. between the admin server and managed server, as well
(configurable) Eventlog as between the agent and server.
Analyzer e The port can be customized by the user. The acceptable
Agent range for the value is between 1024-65535.
Machine.
Elasticsearch
PORT INBOUND OUTBOUND Additional Rights and Permissions
Ports Usage:
o The Elasticsearch server in EventLog Analyzer
TCP/9300- EventLog Analyzer Search EventLog uses this port. EventLog Analyzer Server and
9400 Engine Management Node Analyzer SEM can coexist on the same server.
fi bl SEM Nod S
(configurable) | ode] erver e The port can be customized by the user. The
acceptable range for the value is between
1024-65535.
Internal Communication
INBOUND And " i .
PORT OUTBOUND Additional Rights and Permissions
Ports Usage:
o These UDP ports are used internally by EventLog Analyzer for
UDP/5000 EventlLog Analyzer agent-to-server communication.
(configurable) Server e The port can be customized by the user. The acceptable range for
the value is between 1024-65535.
e Internal port bound to localhost, firewall port need not be opened.
Database
PORT Additional Rights and Permissions

Ports Usage:

TCP/33335 e Utilization of PostgreSQL/MySQL database port in order to connect to the PostgreSQL/MySQL
database in EventLog Analyzer.
e Firewall port need not be opened since the internal port is bound to localhost.

2. Log Collection
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Windows Log Collection

PORTS INBOUND

OUTBOUND

SERVICE

Additional Rights and

Permissions
. EventLog UserGroups:
Wind
TCP/135 D;n,czws Analyzer RPC
V! Server e Event Log Readers
e Distributed COM
E L
TCP/139 Windows A\::I]tz:rg NetBIOS session Users
Device Y RPC/NP
Server .
User Permissions:
Windows Eventlog For root\cimv2 in WMI
TCP/445 . Analyzer SMB RPC/NP .
Device Properties:
Server
e Enable Account
® Remote Enable
e Read Security.
EventL RPC randoml Firewall Permissions:
Dynamic ranges of RPC ports ~ Windows ventLog ran o.m Y
- TCP/1024 to 65.535 Device Analyzer allocates high TCP .
» Server ports e Predefined Rule:
Windows
Management

Syslog Collection

Instrumentation
(WMI)

PORTS INBOUND OUTBOUND SERVICE Additional Rights and Permissions
UDP/514 EventLog Analyzer Target

X R Syslog
(configurable) Server Device
UDP{513 EventLog Analyzer Target Syslog User Permissions:
(configurable) Server Device

e The port is customizable by

TLS/ .513 EventLog Analyzer Target Syslog the user.
(configurable) Server Device
TCP/.514 EventLog Analyzer Targ.et Syslog
(configurable) Server Device

SSH Communication

PERMISSION

Ensure that the algorithm mentioned below is present in the sshd_config file.

File Location: /etc/ssh/sshd_config

USAGES

e Linux Agent

Key exchange (KEX): diffie-hellman-group1-shail, diffie-hellman-group-exchange-
sha256, diffie-hellman-group14-sha1l, diffie-hellman-group14-sha256 , diffie-
hellman-group15-sha512, diffie-hellman-group16-sha512, diffie-hellman-group17-
sha512, diffie-hellman-group18-sha512 , ecdh-sha2-nistp256, ecdh-sha2-nistp384,
ecdh-sha2-nistp52

Ciphers: aes128cbc, aes128ctr, aes192cbc, aes192ctr, aes256cbc, aes256ctr,
arcfour128, arcfour256, blowfishcbc, tripledescbc

MAC: hmacmd5, hmacmd596, hmacshal, hmacsha196, hmacsha256, hmacsha512,
hmac-sha2-256-etm@openssh.com , hmac-sha2-512-etm@openssh.com, hmac-shal-
etm@openssh.com

*This will be Required for all Linux Communications.

Installation

e Linux Agent
Management &
Communication

e Configuring
Automatic
SysLog
Forwarding

e Linux MYSQL
Server
Discovery
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Configure Automatic SysLog Forwarding

PORTS INBOUND OUTBOUND

Linux EventlLog

TCP/22 Device Analyzer Server

AS400 Log Collection

SERVICE Additional Rights and Permissions

User Rights:

Service restart rights for 'rsyslog' or 'syslog' service.

SH User Permissions:

° "rw"

permission should be enabled to files (/etc/

rsyslog.conf or /etc/syslog.conf).

e Permissions for SSH Communication

PORTS INBOUND
TCP/446-449 AS400 Server
TCP/8470-8476 AS400 Serve
TCP/9470-9476 AS400 Serve

SNMP Trap Collection

PORTS INBOUND
UDP/162 EventLog Analyzer
(configurable) Server

I1S Log Collection

PORTS INBOUND OUTBOUND

EventLog Analyzer
Server

TCP/135 IS Server

EventLog Analyzer

TCP/139 IS Server
Server

EventLog Analyzer

OUTBOUND

Network Device /
Application

SERVICE

RPC

NetBIOS session
RPC/NP

OUTBOUND
EventLog Analyzer Server
EventLog Analyzer Server

EventLog Analyzer Server

Additional Rights and

SERVICES .
Permissions

User Permissions:

SNMP e User can customize

the port.

Additional Rights and Permissions

User Permissions:

e Read access to the IIS log folder should
be enabled.

e Permissions for the system 32/inetsrv
should be enabled

TCP/445 IS Server SMB RPC/NP
Server
3. Agent orchestration
Windows Agent Installation
www.eventloganalyzer.com | demo.eventloganalyzer.com

support@eventloganalyzer.com

11


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

PORTS INBOUND OUTBOUND SERVICE Additional Rights and Permissions

EventLog

Analyzer Eventlog
TCP/135 v Analyzer RPC
Agent Server
Machine
/E\\;:Tt::f Eventlog  NetBIOS o
TCP/139 A eth Analyzer session User Permissions:
g i Server RPC/NP
Machine ® Read, write and modify permissions to files
in \\
Eventlog  © ontlog <ipaddress>\Admin$\TEMP\EventLogAgent
Analyzer SMB
should be enabled.
TCP/a45 Agent SAS::Z:” RPC/NP ; o
Machine ® Access "Remote Registry" service
RPC
Dynamic ranges EventLog
EventLog randomly
of RPC ports - Analyzer Analyzer allocated
TCP/1024to  Agent Sewzr bt e
65,535 Machine N
ports
Windows Agent Management & Communication
PORTS INBOUND OUTBOUND SERVICE Additional Rights and Permissions
EventL issions:
A:,Tyz :rg EventLog User Permissions:
TCP/135 Agent Qnalyzer RPC e At least read control should be granted for
erver
Machine winreg registry key. (Computer \HKEY_LOCAL
_MACHINE\ SYSTEM\ CurrentContro
EventLog RPC ISet\Control\ SecurePipe Servers\winreg).
TCP/1024 - Analyzer iverI\tLog rTIndo'r:nI(:l e Read/Write registry keys - SOFTWARE\\
65535 Agent natvzer a’ocate Wow6432Node \\ZOHO Corp\\EventLog
X Server high TCP
Machine ports Analyzer\\ (or) SOFTWARE \\ZOHO Corp
\\EventLog Analyzer\\.
EventLog e There should be access to remote services.msc
EventlLog
HTTP/8400 Analyzer
. Analyzer . L.
(configurable) Agent s Environment Permission:
X erver
Machine
e 8400 port should be open in both Agent
machine and in Server machine.
Linux Agent Installation
PORTS INBOUND OUTBOUND SERVICE Additional Rights and Permissions
Sudo User Permissions:
TCP/22 Eventlog Analyzer Eventlog SH e "rwx" permission is required for
Agent Machine Analyzer Server

/opt/ManageEngine/ for transferring files.

® Permissions for SSH Communication

Linux Agent Management & Communication

PORTS INBOUND OUTBOUND Additional Rights and Permissions
EventLog Eventlo User Permissions:
TCP/22 Analyzer &

Analyzer Server

Server e SFTP permissions to transfer files to /opt/Manage
Engine/EventL ogAnalyzer_ Agent and /etc
EventL EventL /audisp/plugins.d
HTTP/8400 - c''-08 ventog . - .
(confi ble) Analyzer Analyzer Agent e Service start/stop/restart permission for auditd.
configurable X
Server Machine e Permissions for SSH Communication
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4. Importing logs

Importing Logs using SMB

PORTS INBOUND OUTBOUND SERVICE Additional Rights and Permissions
NetBIOS name
Target Eventlog resolution
TCP/137 Anal
/ Device Sg:/;,ier RPC/named pipes
(NP)
User Permissions:
Tareet EventLog " I
TCP/138 g Analyzer NetBIOS datagram o Network access: Do not allow anonymous
Device Server not allow anonymous enumeration of SAM
accounts and shares.
EventL e Sometimes, connecting to different
TCp/139  orEet A\::T zc:)rg NetBIOS session K d dg tial to vi
Device y: RPC/NP workgroup needs credentials even to view
Server the shared resources.
Tareet EventLog
TCP/445 g Analyzer SMB RPC/NP
Device
Server

Importing logs using FTP

PORTS INBOUND OUTBOUND SERVICE  Additional Rights and Permissions
TCP/20 Target EventLog Analyzer FTP/SFTP  User Permissions:
Device Server
e SAuthentication for the FTP server should be
TCP/21 Target EventLog Analyzer FTP/SFTP enabled.
Device Server

5. Discovery
Windows Domain Discovery

PORTS INBOUND OUTBOUND SERVICE Additional Rights and Permissions

User Permissions:

o User should have read permission to Active

Domain EventLog . ) )
TCP/389 Analyzer LDAP irectory Domain Objects.
Controller Server e Permission to run LDAP query in ADS_
SECURE_AUTHENTICATION mode should be
present.

Windows Workgroup Discovery
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PORTS

TCP/135

TCP/139

TCP/445

TCP/1024-
65535

INBOUND

Workgroup
Server

Workgroup
Server

Workgroup
Server

Workgroup
Server

Event Source Discovery

PORTS

TCP/135

TCP/137

TCP/138

TCP/139

TCP/445

INBOUND

Target
Windows
Device

Target
Windows
Device

Target
Windows
Device

Workgroup
Server

Workgroup
Server

OUTBOUND  SERVICE Additional Rights and Permissions
EventLog
Analyzer RPC
Server
EventL User Permissions:
A\:‘ZT;Z:f NetBIOS session
RPC/NP issi
Server / e User should have read permission to
Active Directory Domain Objects.
EventLog e Permission to run WinNT query in ADS_
Analyzer SMB RPC/NP SECURE_ AUTHENTI CATION mode
Server should be given.
EventLog RPC randomly
Analyzer allocated high
Server TCP ports
OUTBOUND  SERVICE Additional Rights and Permissions
EventlLog
Analyzer RPC
Server
EventlLog .
Analyzer NetBIOS namt.a resolution User Permissions:
RPC/named pipes (NP)
Server
o The winreg registry key should at
EventLog the very least be given read
Analyzer NetBIOS datagram control.
Server
EventlLog
Analyzer NetBIOS session RPC/NP
Server
EventLog
Analyzer SMB RPC/NP
Server

MSSQL Server Discovery-Windows

PORTS

UDP/1434

TCP/1433

INBOUND

MSSql
Server

MSSql
Server

OUTBOUND

EventLog Analyzer
Server

EventLog Analyzer
Server

Network Device Discovery

PORTS INBOUND
UDP/162  Network

Devices
IIS Discovery

OUTBOUND

EventLog Analyzer
Server

Additional Rights and Permissions

User Permissions:

e Can be configured to use dynamic TCP ports for
communication.

Additional Rights and Permissions

Ports Usage::

e Fetches a list of live SNMP-enabled IP devices that
responds to the SNMP ping.
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PORTS INBOUND

TCP/445 IS Server

OUTBOUND

EventlLog
Analyzer Server

SERVICE Additional Rights and Permissions

SMB
RPC/NP

MYSQL Server Discovery-Windows

PORTS  INBOUND

Tcpr1zs MYSdl
Server

Tcpaas MY
Server

OUTBOUND

EventlLog
Analyzer Server

EventLog
Analyzer Server

Ports Usage:

e The Server Message Block (SMB) protocol uses this

port to read the log files.

SERVICE Additional Rights and Permissions

RPC

SMB
RPC/NP

MYSQL Server Discovery-Linux

PORTS INBOUND OUTBOUND

MySql

TCP/22
Server

SERVICE

EventLog Analyzer =~ SMB
Server

RPC/NP

User Permissions:

o WNMI permission is needed to find the MySQL
server configuration file using SFTP.

Additional Rights and Permissions

User Permissions:

o Read permission to the MySQL server

configuration file using SFTP.

e Permissions for SSH Communication

6. Incident Workflow Management

NETWORK ACTIONS

BLOCK

PING DEVICE

TRACE ROUTE WINDOWS

TRACE ROUTE LINUX

PORT

ICMP/No ports

UDP/33434 -33534

WINDOWS ACTIONS

BLOCK PORT

TCP/135

TCP/139

TCP/445
LogOff

RPC ports -
TCP/1024
to 65,535

INBOUND

Audited
Windows
Device

Audited
Windows
Device

Audited
Windows
Device

Audited
Windows
Device

ICMP/No ports

INBOUND

OUTBOUND

EventlLog
Analyzer
Server

EventlLog
Analyzer
Server

EventlLog
Analyzer
Server

EventlLog
Analyzer
Server

Audited Windows Device

Audited Linux Device

SERVICE

RPC

NetBIOS
session
RPC/NP

SMB
RPC/NP

RPC
randomly
allocated
high TCP
ports

OUTBOUND

Audited Windows / Linux Device EventLog Analyzer Server

EventLog Analyzer Server

EventLog Analyzer Server

Additional Rights and Permissions

UserGroups:

e Distributed COM Users

User Permissions:

For root\cim v2 In WMI Properties:

]

Execute Methods
Enable Account

(]

o Remote Enable

]

Read Security

Environment Permission:

o The computer should not include
EventLog Analyzer Installed
server.
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Shutdown
and
Restart

Execute
Windows
Script

Disable
UsSB

TCP/135

TCP/139

TCP/445

RPC ports -
TCP/1024
to 65,535

TCP/135

TCP/139

TCP/445

RPC ports -
TCP/1024
to 65,535

TCP/135

TCP/139

TCP/445

RPC ports -

TCP/1024
to 65,535

Audited
Windows
Device

Audited
Windows
Device

Audited
Windows
Device

Audited
Windows
Device

Audited
Windows
Device

Audited
Windows
Device

Audited
Windows
Device

Audited
Windows
Device

Audited
Windows
Device

Audited
Windows
Device

Audited
Windows
Device

Audited
Windows
Device

EventLog
Analyzer
Server

EventLog
Analyzer
Server

EventLog
Analyzer
Server

EventlLog
Analyzer
Server

EventlLog
Analyzer
Server

EventlLog
Analyzer
Server

EventlLog
Analyzer
Server

EventLog
Analyzer
Server

EventlLog
Analyzer
Server

EventlLog
Analyzer
Server

EventlLog
Analyzer
Server

EventlLog
Analyzer
Server

RPC

NetBIOS
session
RPC/NP

SMB
RPC/NP

RPC
randomly
allocated
high TCP
ports

RPC

NetBIOS
session
RPC/NP

SMB
RPC/NP

RPC
randomly
allocated
high TCP
ports

RPC

NetBIOS
session
RPC/NP

SMB
RPC/NP

RPC
randomly
allocated
high TCP
ports

UserGroups:

e Distributed COM Users

User Permissions:
For root\cim v2 In WMI Properties:

e Execute Methods
e Enable Account
o Remote Enable

o Read Security

Environment Permission:

o The computer should not include
EventLog Analyzer Installed
server

UserGroups:

e Distributed COM Users

User Permissions:

For root\cim v2 In WMI Properties:

(]

Execute Methods
e Enable Account

o Remote Enable

[ ]

Read Security

Environment Permission:

e The user should have read,write
and modify access to the shared
path in the script.

UserGroups:

e Distributed COM Users

User Permissions:
For root\cim v2 In WMI Properties:

e Execute Methods
e Enable Account
e Remote Enable

e Read Security

Environment Permission:

o Remote Registry Service should
be running.

e Full Control permission to
HKEY_LOCAL_
MACHINE\SYSTEM\
CurrentControlSet\
Services\USBSTOR
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Audited EventlLog
TCP/135 Windows Analyzer RPC
Device Server UserGroups:
i o Distributed COM Users
Audited EventlLog NetBIOS o
TCP/139 Windows Analyzer session ® Administrators
Device Server RPC/NP
ALL User Permissions:
SERVICE Audited EventlLog SMB . .
BLOCK TCP/445 Windows  Analyzer RPC/NP For root\cim v2 In WMI Properties:
Device Server
e Execute Methods
RPC e Enable Account
RPC ports - Audited EventlLog randomly e Remote Enable
TCP/1024 Windows Analyzer allocated o Read Security
to 65,535 Device Server high TCP
ports
Audited EventlLog
TCP/135 Windows Analyzer RPC
Device Server UserGroups:
Audited EventLog NetBIOS e Distributed COM Users
TCP/139 Windows Analyzer session
Device Server RPC/NP User Permissions:
START 5
PROCESS Audited EventlLog SMB For root\cim v2 In WMI Properties:
TCP/445 Windows Analyzer
. RPC/NP
Device Server e Execute Methods
e Enable Account
RPC o Remote Enable
RPC ports - Audited EventLog randomly .
TCP/1024  Windows  Analyzer allocated * Read Security
to 65,535 Device Server high TCP
ports
Audited EventlLog
TCP/135 Windows Analyzer RPC
Device Server UserGroups:
Audited EventlLog NetBIOS e Distributed COM Users
TCP/139 Windows Analyzer session
Device Server RPC/NP User Permissions:
STOP ,
PROCESS Al{dlted EventlLog SMB For root\cim v2 In WMI Properties:
TCP/445 Windows Analyzer
. RPC/NP
Device Server e Execute Methods
e Enable Account
RPC o Remote Enable
RPC ports - Audited EventlLog randomly X
TCP/1024  Windows  Analyzer allocated ® Read Security
to 65,535 Device Server high TCP
ports
Audited EventlLog
TCP/135 Windows Analyzer RPC
Device Server
Audited EventlLog NetBIOS
TCP/139 Windows Analyzer session UserGroups:
Device Server RPC/NP
e Distributed COM Users
Audited EventlLog SMB
TCP/445 Windows Analyzer RPC/NP User Permissions:
TEST Device Server
PROCESS For root\cim v2 In WMI Properties:
www.eventloganalyzer.com | demo.eventloganalyzer.com support@eventloganalyzer.com
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RPC ports -
TCP/1024
to 65,535

LINUX ACTIONS

BLOCK

Shutdown
and
Restart

Execute
Windows

Script

ALL
SERVICE
BLOCK

START
PROCESS

STOP
PROCESS

TEST
PROCESS

PORT

TCP/Specified
port.

TCP/Specified
port.

TCP/Specified
port.

TCP/Specified
port.

Specified
port.

TCP/Specified
port.

NOTIFICATIONS

Audited
Windows
Device

INBOUND

Audited
Linux
Device

Audited
Linux
Device

Audited
Linux
Device

Audited
Linux
Device

Audited
Linux
Device

Audited
Linux
Device

EventlLog
Analyzer
Server

OUTBOUND

EventLog
Analyzer
Server

EventLog
Analyzer
Server

EventLog
Analyzer
Server

EventLog
Analyzer
Server

EventLog
Analyzer
Server

EventLog
Analyzer
Server

RPC
randomly
allocated
high TCP
ports

SERVICE

]

Execute Methods

Enable Account

L]

Remote Enable

L]

e Read Security

Additional Rights and Permissions

Environment Permission: The user should
be the root user.

Environment Permission: Sudo permission
for user.

Environment Permission: Sudo permission.

Environment Permission: The permission to
execute the command should be available

for the user whose credentials are provided.

Environment Permission: The permission to
execute the command should be available

for the user whose credentials are provided.

www.eventloganalyzer.com |

demo.eventloganalyzer.com

support@eventloganalyzer.com

18


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

BLOCK PORT
TCP/135

Pop Up

WINODWS
RPC ports -
TCP/1024 to
65,535

Pop Up TCP/Specified

LINUX port.

send Email ;izix:d while

WINDOWS config using

&LINUX SMTP server

Send SMS

WINDOWS -

& LINUX

Send SNMP- ybp/Port

Trap specified in

WINDOWS V\?orkflow block

& LINUX

AD ACTIONS

INBOUND

Audited
Linux
Device

Audited
Windows
Device

Audited
Linux
Device

Audited
Linux
Device

Audited
Windows
/ Linux
Device

OUTBOUND  SERVICE

EventLog
Analyzer
Server

EventLog
Analyzer
Server

EventLog
Analyzer
Server

EventLog
Analyzer
Server

EventLog
Analyzer
Server

RPC

RPC
randomly
allocated
high TCP
ports

Additional Rights and Permissions

UserGroups:

o Distributed COM Users

User Permissions
For root\cim v2 In WMI Properties:

e Execute Methods
e Enable Account
o Remote Enable

e Read Security

Environment Permission:

o "AllowRemoteRPC" should be
1 for HKEY_
LOCAL_MACHINE\
SYSTEM\Current
ControlSet\Control\Terminal
Server.

Environment Permission: Sudo
permission for user.

Environment Permission: SMTP server
should be configured on Event log
analyzer server

Environment Permission: SMS Server
should be configured in the product.

Environment Permission: The port
mentioned in workflow configuration
should be open.

www.eventloganalyzer.com |

demo.eventloganalyzer.com

support@eventloganalyzer.com

19


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

BLOCK PORT INBOUND OUTBOUND SERVICE Additional Rights and Permissions

User Permissions:

e The user should have "Delete"

DELETE AD USER TCP/389 'SUdite.d iveTtLog LoAP Right in the AD to delete other
WINDOWS omain nalyzer

Controller Server

Accounts.

e The user to delete should not
have "Protect Object from
accidental deletion" checked.

User Permissions:

: e The User account provided
DISABLE AD USER Audited Eventlog hould have "Read” "Writ
WINDOWS TCP/389  Domain Analyzer LDAP should have "Read’, Vvrite
Controller  Server ","modify owners" and "modify
permissions" permissions
enabled.
User Permission:
DISABLE USER o The User account provided
COMPUTER +cp/389 g”d't‘“fd i"erl‘tmg Lonp should have "Read", "Write" ,
WINDOWS & CP/389  Domain natyzer "modify owners" and "modify
Controller  Server e L.
LINUX permissions" permissions

enabled.

MISCELLANEOUS ACTIONS
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BLOCK PORT INBOUND OUTBOUND Additional Rights and Permissions
Audited EventLog UserGroups:
TCP/135 Windows Analyzer
Device Server o Distributed COM Users
User Rights:
e Act as part of the operating system
e Logon as a batch job
e Logon as a service
e Replace a process level token.
WRITETO User Permissions:
FILE ser Permissions:
WINDOWS  RPC ports - Al{dlted EventLog For root\cim v2 In Properties:
TCP/1024 to Windows Analyzer
65,535 Device Server o Execute Methods
e Enable Account
o Remote Enable
e Read Security
Environment Permission:
o The user should have read,write and modify
access to the shared path.
WRITE TO TCP/Specified Audited Eventlog Environment Permission:
Linux Analyzer ..
FILELINUX  port. K e Sudo permission for user
Device Server
Environment Permission:
e A"connect" Socket Permission to the
HTTP - - - host/port combination of the destination URL
WebHook . . .
or a "URL Permission" that permits this
request.
Audited Eventlo
FORWARD  TCP/Specified Windows / Anal erg i
LOGS Port Linux vz
X Server
Device
Audited Eventlo
csv TCP/Specified  Windows/ & User Permissions:
LOOKUP Port Linux S nalyzer e Read permission to the specified CSV file.
Device erver
FIREWALL ACTIONS
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BLOCK PORT INBOUND OUTBOUND
Cisco ASA deny . EventlLog
. Firewall
inbound/Outbound  https/443 . Analyzer
Device
rules Server
EventLog
Fortigate d Fi Il
oruigate deny https/443 |reYva Analyzer
Access rules Device
Server
E L
Palo Alto deny Firewall ventlog
https/443 X Analyzer
Access rules Device
Server
EventlLog
Sophos XG d Fi I
OPROSASACNY  pttps/aa3 o0 Analyzer
Access rules Device
Server
EventlLog
B da d Fi Il
arracuda deny https/8443 oo Analyzer
Access rules Device
Server

6. Distributed communication Setup

Distributed

PORT

HTTP/8400
(configurable)

HTTP/8400
(configurable)

INBOUND

EventLog Analyzer
Managed Server
Machine

EventLog Analyzer
Admin Server Machine

Centralized Archiving Port

OUTBOUND

EventLog Analyzer
Admin Server Machine

EventLog Analyzer
Managed Server
Machine

Additional Rights and Permissions

Ports User Customizable

Additional Rights:
https://www.manageengine.com/products/eventlog/help/StandaloneManagedServer-
UserGuide/IncidentManagement/incident-workflow.html#ciscoCredentials

Ports User Customizable

Additional Rights:
https://www.manageengine.com/products/eventlog/help/StandaloneManagedServer-
UserGuide/IncidentManagement/incident-workflow.html#fortigateCredentials

Ports User Customizable

Additional Rights:
https://www.manageengine.com/products/eventlog/help/StandaloneManagedServer-
UserGuide/IncidentManagement/incident-workflow.html#paloAltoCredentials

Ports User Customizable

Additional Rights:
https://www.manageengine.com/products/eventlog/help/StandaloneManagedServer-
UserGuide/IncidentManagement/incident-workflow.html#sophosXGCredentials

Ports User Customizable

Additional Rights:
https://www.manageengine.com/products/eventlog/help/StandaloneManagedServer-
UserGuide/IncidentManagement/incident-workflow.html#fortigateCredentials

Additional Rights and Permissions

User Permissions:

e Managed server to Admin server
communication via default webserver
port.

e The default port number is 8400.

e The port can be customized by the
user.

User Permissions:

e Admin server to Managed server
communication via default webserver
port

e User can customize the port. The value
should be between 1024 and 65535.
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PORT INBOUND

SSH/8080 EventLog Analyzer
(configurable)  Admin Server Machine

Using EventLog Analyzer with Antivirus Applications

OUTBOUND

User Permissions:

EventLog Analyzer
Managed Server
Machine

Additional Rights and Permissions

o Managed server transfers the archive
files to Admin Server via SSH 8080.

e User can customize the port. The value
should be between 1024 and 65535.

To ensure unhindered functioning of EventLog Analyzer, you need to add the following files to the exception list of your

Antivirus application:

Path

<ELA_HOME>/ES/data

<ELA_HOME>/ES/repo

<ELA_HOME>/ES/archive

<ME>/elasticsearch/ES/data

<ME>/elasticsearch/ES/repo

<ME>/elasticsearch/ES/archive

<ELA_HOME>/data/za/threatfeeds

<ELA_HOME>/data/AlertDump

<ELA_HOME>/data/NotificationDump

<ELA_HOME>/bin

Need for whitelisting

Elasticsearch indexed data is stored.

Elasticsearch index snapshot is taken at this
location.

Elasticsearch archives are stored here.

Elasticsearch indexed data is stored.

Elasticsearch index snapshot is taken at this
location.

Elasticsearch archives are stored here.

Bundled files containing a list of malicious IPs,
domains and URLs that will be used in case there
is no internet connectivity will be stored here.
These files will be deleted on the first default
threat feed synchronization. Whitelisting is
required only till first synchronization.

Formatted logs are stored before processing for
alerts. Might be detected as false positive by
Antivirus applications.

Formatted logs are stored before processing for
notification. Might be detected as false positive
by Antivirus applications.

All binaries are included here. Some Antivirus
applications might block them as false positive.

Impact if not
whitelisted

All the collected logs
will not be available if
the data is deleted.

Snapshots and
Elasticsearch archival
feature will fail if the
files at this location are
deleted.

Archived log data will
not be available if the
files located here are
deleted.

Reports would be
affected if the data is
deleted.

Snapshots and
Elasticsearch archival
feature will fail if the
files at this location are
deleted.

Data will not be
available if the files
located here are
deleted.

If the files are removed
and if there is no
internet connectivity,
then the list of
malicious threat
sources will be missed
from the dataset.

If the file is quarantined
or deleted, related
alerts would be missed.

If the file is quarantined
or deleted, notification
for triggered alerts
would be missed.

Product might not
function.
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<ELA_HOME>/data/imworkflow

<ELA_HOME>/pgsql/bin

<ELA_HOME>/lib/native

<ELA_HOME>/archive (If the archive
folder is moved to a new location, add
the new location)

<ELA_HOME>/troubleshooting

<ELA_HOME>/tools

<ELA_HOME>/ES/CachedRecord

For Windows agent machine - 64 bit,
Path

C:\Program Files
(x86)\EventLogAnalyzer_Agent\bin

C:\Program Files
(x86)\EventLogAnalyzer_Agent\bin\data

C:\TEMP\\EventLogAgent

For Windows agent machine - 32 bit,
Path

C:\Program
Files\EventLogAnalyzer_Agent\bin

C:\Program Files
(x86)\EventLogAnalyzer_Agent\bin\data

C:\TEMP\\EventLogAgent

For Linux agent,

Script Alert workflow

Binaries uploaded by users for workflow

execution are stored here.

might not work as
intended.

Postgres binaries are included here. Might be

detected as false positive by Antivirus

applications.
All binaries are included here. Some Antivirus Product might not
applications might block them as false positive. function.

Performance issues
might occur in the

Antivirus applications might slow down frequent

write operations.

product if the Antivirus
applications slow down
write operations.

All troubleshooting binaries are included here. Some troubleshooting
Some Antivirus applications might block them as batch files might not

false positive.

All tools binaries are included here. Some

work.

Some tools might not
work if the files are

Antivirus applications might block them as false

positive.

removed by Antivirus
applications.

Performance issues
might occur in the

Antivirus applications might slow down frequent

write operations.

Need for whitelisting

Agent binaries are stored
here.

Antivirus applications
might slow down frequent
write operations.

Agent installation files are
moved for installation and
upgrade.

Need for whitelisting

Agent binaries are stored
here.

Antivirus applications
might slow down frequent
write operations.

Agent installation files are
moved for installation and
upgrade.

product if the Antivirus
applications slow down
write operations.

Impact if not whitelisted

The Agent might not work if the files are
quarantined.

Performance issues might occur in the
product if the Antivirus applications slow
down write operations.

Agent might not upgrade/not install if the
files are quarantined.

Impact if not whitelisted

The Agent might not work if the files are
quarantined.

Performance issues might occur in the
product if the Antivirus applications slow
down write operations.

Agent might not upgrade/not install if the
files are quarantined.

Product might not start.
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Path

/opt/ManageEngine/EventLogAnalyzer_Agent/bin

/opt/ManageEngine/EventLogAnalyzer_Agent/bin/data

Need for
whitelisting

Agent binaries are
stored here.

Antivirus
applications might
slow down frequent
write operations.

Impact if not whitelisted

The Agent might not work if the
files are quarantined.

Performance issues might occur in
the product if the Antivirus
applications slow down write
operations.
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3.4. How to Install and Uninstall EventLog Analyzer

How to install?

If you want to install EventLog Analyzer 32 bit version:

e In Windows OS, execute ManageEngine_EventLogAnalyzer.exe

e In Linux OS, execute ManageEngine_EventLogAnalyzer.bin

If you want to install EventLog Analyzer 64 bit version:

e In Windows OS, execute ManageEngine_EventLogAnalyzer_64bit.exe

e In Linux OS, execute ManageEngine_EventLogAnalyzer_64bit.bin

For Linux installation:

e Before installing EventLog Analyzer, make the installation file executable by executing the following commands in
Unix Terminal or Shell,

> chmod +x ManageEngine_EventLogAnalyzer.bin

o Now, run ManageEngine_EventLogAnalyzer.bin by double clicking or
running ./ManageEngine_EventLogAnalyzer.bin in the Terminal or Shell.

Upon starting the installation you will be taken through the following steps:

o Agree to the terms and conditions of the license agreement. You may print it for offline reference.

o Select the folder to install the product. Use the Browse option. The default installation location
is C:\ManageEngine\EventLog Analyzer. If the new folder or the default folder does not exist, it will be created and
the product will be installed.

e Enter the web server port. The default port number is 8400. Ensure that the default port or the port you have
selected is not occupied by some other application.

e Enter the folder name in which the product will be shown in the Program Folder. The default name
is ManageEngine EventLog Analyzer.

e Enter your personal details to get assistance.

At the end of the procedure, the wizard displays the ReadMe file and starts the EventLog Analyzer server.
With this the EventLog Analyzer product installation is complete.

How to uninstall?

The procedure to uninstall for both 64 Bit and 32 Bit versions is the same.

Windows:

1. Navigate to the Program folder in which EventLog Analyzer has been installed. By default, this is Start > Programs >
ManageEngine EventLogAnalyzer <version number>.
2. Select the option Uninstall EventLogAnalyzer.

3. You will be asked to confirm your choice, after which EventLog Analyzer is uninstalled.

Linux:
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1. Navigate to "<EventLogAnalyzer Home>/_ManageEngine EventLogAnalyzer_installation' directory.

2. Execute the following command in Terminal Shell.

> ./Change\ ManageEngine\ EventlogAnalyzer\ Installation

3. You will be asked to confirm your choice, after which EventLog Analyzer is uninstalled.
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3.5. How to Start and Shutdown EventLog Analyzer

Once you have successfully installed EventLog Analyzer, start the EventLog Analyzer server by following the steps below.

How to start EventLog Analyzer Server/Service

Windows Application:

e Select the desktop shortcut icon for EventLog Analyzer to start the server. (or)
e Select Start > Programs > ManageEngine Log360 <version number> > Log360to start the server.
e |f the server is started and you wish to access it, you can use the tray icon in the task bar to connect to EventLog

Analyzer.

Windows Service:

During installation, you would have chosen to install EventLog Analyzer as an application or a service. If you installed it as

an application, you can carry out the procedure to convert the software installation to a Windows Service.
Once the software is installed as a service, follow the steps given below to start EventLog Analyzer as a Windows Service:

e Go to the Windows Control Panel > Administrative Tools > Services.

e Right click ManageEngine EventLog Analyzer <version number> and select Start in the menu.

e Alternatively, right click and select Properties. In the General tab, check the Service status is ‘Stopped’ and Start
button is in enabled state and other buttons are grayed out. Click the Start button to start the server as a Windows

service.

Linux Application:
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e For Linux, based on where EventLog Analyzer has been installed, the steps to start the server are as follows.

Installed in Users who can start How to Start

Root user: Navigate to the <Eventlog
Analyzer>/bin directory and execute the
configureAsService.sh file with root user
privileges. Then restart the server using the

shutdown.sh and service start commands to

Top level directories like Root User: Yes start using service.
/opt/, /home, /, and
Other User: Yes Other users: * Open a terminal.* Navigate to the

others
<Eventlog Analyzer>/ES/bin directory, run sudo

initES.sh. Alternatively, you can also run
initES.sh using root.” Navigate to the <Eventlog
Analyzer>/bin directory and execute the run.sh

file or start using service.

User who owns the home

directory: Yes

Root user: No (Because in
Home of a user

For example, redhat & centos a user can't Root user: Should not run

access files of another user
/home/testuser/Eventlog Other users: * Open a terminal.

since an Elasticsearch user is

or created when a user is * Navigate to the <Eventlog

/home/Admin/Eventlog  running the application with Analyzer>/ES/bin</Eventlog> directory, run

or any other directory root. sudo initES.sh. Alternatively, you can also run

that comes under a user's initES.sh using root.

The Elasticsearch user wont
home directory be able access their home
directory as it's part of

another home directory.

o When the respective run.sh file is executed, a command window opens up and displays the startup information of
several EventLog Analyzer modules. Once all the modules are successfully started, the following message is

displayed:

Server started.
Please connect your client at http://localdevice:8400

o The 8400 port is replaced by the port you have specified as the web server port during installation.

Note: If the default syslog listener port of EventLog Analyzer is not free then EventLog Analyzer displays "Can't Bind
to Port <Port Number>" when logging in to the Ul.
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Linux Service:

During installation, you would have chosen to install EventLog Analyzer as an application or a service. If you installed it as
an application, follow the procedure given below to convert the software installation to a Linux Service. Navigate to the bin

folder and execute the following command:

> /bin$ ./configureAsService.sh -i

e Once the software is installed as a service, execute the command given below to start Linux Service:

> /etc/init.d/eventloganalyzer start

e Check the status of the EventLog Analyzer service by executing the following command (sample output given

below):

> /etc/init.d/eventloganalyzer status

ManageEngine EventLog Analyzer 11.0 is running (<Process ID>).

How to shut down EventLog Analyzer Server/Service

Follow the steps below to shut down the EventLog Analyzer server. Note that once the server is successfully shut down, the

PostgreSQL/MySQL database connection is automatically closed, and all the ports used by EventLog Analyzer are freed.

Windows Application:

o Navigate to the Program folder in which EventLog Analyzer has been installed. By default, this is Start > Programs >
ManageEngine Log360 <version number>. Select the Shut Down EventLog Analyzer option.

e Alternatively, you can navigate to the <EventLog Analyzer Home>\bin folder and execute the shutdown.bat file.
You will be asked to confirm your choice, after which the EventLog Analyzer server is shut down.

Windows Service:

To stop a Windows service, follow the steps given below.

e Go to the Windows Control Panel. Select Administrative Tools > Services.

e Right click ManageEngine EventLog Analyzer <version number>, and select Stop in the menu.

e Alternatively, right click and select Properties. In the General tab of the screen, check the Service status is ‘Started’
and the Stop button is in enabled state and other buttons are grayed out. Click the Stop button to stop the

Windows service.

Linux Application:

e Navigate to the <EventLog Analyzer Home>\bin directory. Execute the shutdown.sh file.

e You will be asked to confirm your choice, after which the EventLog Analyzer server is shut down.

Linux Service:

Execute the commands given below to stop the Linux service (sample outputs are given):
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e Stop the service

> /etc/init.d/eventloganalyzer stop

Stopping ManageEngine EventLog Analyzer <version number>...

Stopped ManageEngine EventLog Analyzer <version number>

e Check the status of the service again:

> /etc/init.d/eventloganalyzer status

ManageEngine EventLog Analyzer <version number> is not running.

How to restart EventLog Analyzer Server/Service
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1. Stop EventLog Analyzer:

For the console application

Windows

Find the EventLog client from the process list.
Right click on this and select shutdown.

(or)

Use the Direct Call option.

Linux:

Use the Direct Call option.

Direct Call:

Go to <EventlLog Analyzer Home>\bin.
Execute the shutdown.bat file.

Wait till the process completes.

For the service mode:

Go to the service console.

Find the ManageEngine EventLog Analyzer service.

Click on 'Stop'.

2. Start EventLog Analyzer:

For the console application:

Direct Call:

Click on the shortcut icon.

(or)

Go to <EventlLog Analyzer Home>\bin.

Execute wrapper.exe ..\server\conf\wrapper.conf

Note: You can also execute run.bat but this is not preferred.

For the service mode:
Go to the service console.
Find the ManageEngine EventLog Analyzer service.

Click on 'Start'.
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3.6. Access EventLog Analyzer Server

Once the server has successfully started, follow the steps below to access EventLog Analyzer.

e Open a supported web browser. Type the URL address as http://<devicename>:8400 (where <devicename> is the
name of the machine in which EventLog Analyzer is running, and 8400 is the default web server port)

® You can also open EventLog Analyzer from the EventLog Analyzer shortcut available in the desktop.

e Login to EventLog Analyzer using the default username/password combination of admin/admin.

e If you import users from Active Directory or add RADIUS server details, you will find that the options are listed in
the Log on to field (below the Password field). In this case, enter the User Name, Password, and select one of the
three options in Log on to (Local Authentication or Radius Authentication or Domain Name). Click the Login
button to connect to EventLog Analyzer.

EventLog Analyzer provides two external authentication options apart from the local authentication. They are Active
Directory and Remote Authentication Dial-in User Service (RADIUS)authentication. The Log on to field will list the

following options:

e Local Authentication - If the user details are available in the local EventLog Analyzer server user database.

e Radius Authentication - If the user details are available in a RADIUS server and dummy user entries are available in
the local EventLog Analyzer server user database.

o Domain Name(s) - If the user details of a domain are imported from Active Directory into the local EventLog
Analyzer server user database.

Once you log in, you can start collecting logs, generating reports and more.
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3.7. How do | backup my database?

Below are the procedures for backing up data from PostgreSQL, MySQL and MS SQL databases.

Note: Before starting the backup process, stop EventLog Analyzer service.

Database backup procedures for PostgreSQL:

Take a backup of the existing EventLog Analyzer PostgreSQL database by creating a ZIP file of the contents available
in <EventLog Analyzer Home>\pgsql directory and save it as pgsql_backup.zip in <EventLog Analyzer Home> directory.

Database backup procedure for MySQL.:

Take a backup of existing EventLog Analyzer MySQL database by creating a ZIP file of the contents available

in <EventlLog Analyzer Home>\mysql directory and save it as mysql_backup.zip in <EventLog Analyzer Home> directory.

Database backup procedure for MS SQL.:

e Find the current location of the data and log file for the database eventlog by using the following commands:

> use eventlog
go
sp_helpfile

go

e Detach the database using the following commands:

> use master
go
sp_detach_db 'eventlog'

g0

e Backup the data file and log file from the current location <MSSQL Home>\data\eventlog.mdf and
<MSSQL_Home>\data\eventlog_log.LDF to the new location <New Location>\eventlog.mdf and
<New Location>\eventlog_log.LDF.

e Re-attach the database and point to the old location by using the following commands:
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> use master

g0

sp_attach_db 'eventlog', '<MSSQL Home>/data/eventlog.mdf', <MSSQL
Home>/data/eventlog_log.LDF

go
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3.8. Increasing Product Memory

Follow these steps to increase the memory allocated to EventLog Analyzer.

1. Go to EventLog Analyzer folder — open file titled "server\conf\wrapper.conf"

2. You can increase the memory allocated by editing the default values of initmemory and maxmemory as shown below.
# Initial Java Heap Size (in MB)

wrapper.java.initmemory=1024

#Maximum Java Heap Size (in MB)

wrapper.java.maxmemory=1024

wrapper.java.additional.36=-XX:CMSInitiatingOccupancyFraction=75
wrapper,java.additional.37=-XX:+PrintCommandLineFlags

wrapper.java.additional.38=-DSSL PORT=8445

wrapper.java.additional.39=-Dproduct.home=..

wrapper.java.additional.48=-XX:NewRatio=3

wrapper,java.additional.41=-Dmemory_lock=enable

wrapper.java.additional.42=-Dgc logging=true
wrapper.java.additional.43=-XX:HeapDumpPath=..%WRAPPER FILE SEPARATOR%logs%WRAPPER FILE SEPARATORZheapDumps
%WRAPPER_FTLE_SEPARATOR%

wrapper.java.additional.44=-XX:+HeapDumpOnOutOfMemoryError
wrapper.java.additional.45=-Djdk.tls.ephemeralDHKeySize=2048

wrapper.java.additional.46=-
DserverFailure.class=com.manageengine.ela.server.performance.debug.startup.ELAServerFailureHandlerImpl
wrapper.java.additional.47=-XX:+CreateMinidumpOnCrash
wrapper.java.additional.48=-XX:ErrorFile=. .%WRAPPER FILE SEPARATOR%logs#%WRAPPER FILE SEPARATORZmemDumps
%WRAPPER_FILE SEPARATOR¥%hs err pid¥p.log

wrapper.java.additional.49=-
Djavax.xml.transform.TransformerFactory=com.sun.org.apache.xalan.internal.xsltc.trax.TransformerFactoryImpl

wrapper.jvm.encoding=UTF-8

# Initial Java Heap Size (in MB)
wrapper.java.initmemory=2048

# Maximum Java Heap Size (in MB)
wrapper.java.maxmemory=2848

# Application parameters. Add parameters as needed starting from 1
#wrapper.app.parameter.l=com.adventnet.mfw.Starter
#wrapper.app.parameter.2=-L../lib/AdventNetDeploymentsSystem. jar

wrapper.app.parameter.l=com.adventnet.la.tray.ProductStarter
wrapper.app.parameter.2=../server/conf/TrayIconInfo.xml
wrapper.app.parameter.3=EventLogfnalyzer

3. Restart the product after memory allocation. The changes will be effective only after the product is restarted.

Note: Memory cannot be increased greater than 1 GB in 32-bit systems.
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3.9. License Details

Unlike some of our competitors, who charge based on log volume processed, ManageEngine EventLog Analyzer offers a
simple licensing model. Licensing is based on the edition, license model and number of devices. The editions

are Standalone/Premium, and Distributed. The license models are, Perpetual (Standard) and Annual Subscription Model
(ASM).

EventLog Analyzer comes in two editions: Standalone and Distributed. The solution is licensed based on the number of
Windows Workstations, Windows Servers, and Syslog devices along with add-ons such as Application Auditing for 1IS and

SQL servers, Linux File Server Auditing and Advanced Threat Analytics.

Available Editions

Standalone Edition

If your company is a Small or Medium Business (SMB), the network is in a single geographical location, and the number of
devices and/or applications to be monitored is less than 1000, the Standalone edition is suitable for your company. Also, the
log reception rate should be well within 20,000 logs/second. If your log rate increases, then you can easily switch over to

Distributed Edition to handle the capacity.
Distributed Edition

If your company is a Large Business or Managed Security Service Provider (MSSP), and the network is spread
across multiple geographical locations, the Distributed edition is suitable for your company. You can monitor 50 to virtually

unlimited number of hosts/applications with this edition.

License Models

Perpetual model

In this model, the licensing is perpetual and a nominal amount is charged as Annual Maintenance and Support (AMS) fee to

provide the maintenance, support, and updates.
Annual Subscription model

In this model, the license is valid for one year and after that the license expires. To continue the license should be renewed

every year. Annual Maintenance and Support (AMS) fee is included in the subscription price and not charged separately.

Advantages of ManageEngine Licensing

e Simple cost-conscious, need-based licensing, depending on the number of devices/applications to be monitored.

® The 64-bit installation is of the same price as 32-bit installation.

o The Distributed license is applied on the Admin server and there will be no restriction on the number of Managed
servers deployed.

How to choose the license

® Assess your network and decide upon Standalone or Distributed.
® Choose Perpetual model for a license with no expiry and choose Annual Subscription Model for low entry cost.

e Decide upon the number of devices/ applications to be monitored.

Upgrade from evaluator to purchased license
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e Before upgrading the current license, ensure that you save the new license file from ZOHO Corp. on the machine in
which EventLog Analyzer is installed.

e After you log in to EventLog Analyzer, click the Upgrade Licenselink present in the top-right corner of the Ul

e Browse for the new license file and select it.

e Click Upgrade to apply the new license file.

Note:
e For the distributed edition, login to your admin server and add the license file by following the same
procedure. The license will then be synced with the managed servers.
e The new license will be applied with immediate effect. You do not have to shutdown and restart the server

after the license is applied.

Display license details

The License window that opens up displays the license information for the current EventLog Analyzer installation. It

displays the following information:

e Type of license applied - Free or Premium or Distributed
o Number of days remaining for the license to expire

o Maximum number of devices that you are allowed to manage
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3.10. Get Started

EventLog Analyzer is a comprehensive log management solution for SIEM and compliance. Here are some points to help

you get started once you've installed EventLog Analyzer.

Home

The Home tab provides dashboards that allow you to gain a high-level overview of important security events in the
network. You can view the severity levels of events, trends in logs, network traffic, and security threats that have been

flagged.

Reports

The Reports tab displays audit reports. EventLog Analyzer provides over 1000 pre-built reports for a wide range of devices,
networking equipment, and applications. You can view, add, manage, schedule, and filter reports from the reports tab. To

learn more about EventLog Analyzer's reports, click here (attach link here).

Compliance

EventLog Analyzer simplifies IT compliance and regulatory audit(s). The Compliance tab in the Ul helps you export
comprehensive compliance reports in any format, tweak the existing report templates, and create new compliance reports.

Click here to learn more about compliance reports.

Search

The Search tab allows you to search through your logs and extract relevant information about a security incident. The click-
based search engine makes it easy to drill-down to the root cause of an incident. The search results can then be saved as a

report for auditors.

Correlation

EventLog Analyzer's real-time correlation engine helps you detect and mitigate security threats at an early stage. You can
leverage the predefined rules that address a wide range of use cases and set custom rules based on the requirements of

your organization. Click here (attach link here) to learn more about correlation feature in EventLog Analyzer.

Alerts

The Alerts tab in the Ul helps you view all alerts that have been triggered in your network. You can leverage the built-in
alert profiles and configure custom alerting criteria as per your requirements. Furthermore, critical capabilities for incident

response such as ticketing tool integrations and response workflows can be configured here.

Settings

The Settings tab can be used to access the configuration settings (attach link here), admin settings (attach link here) and

system settings (attach link here).

LogMe

The LogMe tab in the Ul displays the different log sources supported by EventLog Analyzer and describes how to configure
them for auditing.

Support

The Support tab allows you to get in touch with our technical support team and gives you access to resources that help you

learn more about the solution. You can also request for a new feature and create support logs from this tab.

+Add

The +Add button in the Ul is a shortcut that helps you add log sources for auditing and configure alerts, reports and log

filters without having to use the settings tab.
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Just getting started? Download our quick start guide to see how to install EventLog Analyzer, add devices, import logs etc.
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3.11. Account privileges required for Event Log
Collection

e Domain Setup

o Workgroup Setup

Domain Setup

For admin users

In a domain setup, the domain admin privilege allows admins to collect logs in Windows devices.

For non-admin users

A service account has to be set up with the least privileges to collect logs in a domain setup. To create a service account

with least privileges, follow the steps below.
Step 1: Create a new user

1. Log in to your domain controller with domain admin privileges.
2. Open the Run command and type dsa.msc to open Active Directory Users and Computers.

3. Right click on your domain -» New — User.

Step 2: Create a new domain level GPO and link the GPO

1. Open the Run command in domain controller and type gpmc.msc to open Group Policy Management Console.
2. Right click on the domain = Create a GPO in this domain and link it here.

3. Name the GPO as "ELA GPO" and click OK.

# Group Policy Management
|z, File Action View Window Help

&= 7H B EC BHE

_E'E’. Group Policy Management ELALOGCOL.com
v £} Forest: ELALOGCOLcom Status
v [Z4 Domains
v Z3 ELALOGCOLcom
i/ Default Domain
3] Domain Control
(5 Group Policy Ok

Linked Group Policy Objects ~ Group Policy Inhentance  Delegation

This page shows the status of Active Directory and S SVOL replication for this domain as it relates to Group Policy.

. ? WMI Filters Status Details New GPO >
» L] Starter GPOs o el ain.
{2 Sites Name:
52 Group Policy Modelin
. - Grou:: F‘r:oli?f)-r Results ° No nfrastrucn (£ as
Click the Deteq| Source Starter GPO: in this domain.
(none) v

Caro

Step 3: Add user to Event Log Readers and Distributed COM user
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1. Open the Run command in domain controller and type gpedit.msc to open the Group Policy Management Console.
2. Right click on the created GPO - Edit.
3. In the Group Policy Management Editor, click on User Configuration »Preferences - Control Panel Settings — Local
Users and Groups.
4. Right click on Local Users and Groups = New — Local Group.
5. Under group name, select Event Log Readers group — Add the current user - Add and select the created user.
6. To add Distributed COM users, repeat step 5 by selecting Distributed COM Users group under group name.
(5] Group Policy Management Editor
File Action View Help

e @ L XEmwd= HE RO+ t 3

_:,f ELA GPO [CLIENT2022THREE.ELALOGCOL.
~ (& Computer Configuration

$# Local Users and Groups

» [ Policies
| Pref
- ert-.znces . Name Order Action Full Name Description
v & User Configuration Processing
[ Policies ¥R Event Log Readers .. 1 Update  N/A
« [ Preferences Stop processing items in # Distributed COM .. 2 Update  N/A
- . extension on error: i ,, -
» ] Windows Settings Run in user's context: Distributed COM Users (built-in) Properties hd
v [=#] Control Panel Settings Remove if not applied:
@ Data Sources Apply once: Local Group  Common
2 Devices Filtered directly:

Eﬁ Folder Options
ﬁ Internet Settings

& Local Users and Groups

Filtered by ancestor:
Disabled directly:
Disabled by ancestor:

g Action: Update

= = Group name: Distributed COM Users (built-in) -

(8 Network Options

% Power Options Description Rename to:

§ Printers Mo description provided. Description: |
O Regional Options

Scheduled Tasks ® Add the current user [ Delete all member users

Start Menu

O Remove the current user [ Delete all member groups

O Do not configure for the current user

Members:
Name Action SID
ELALOGCOL\Logcollector ADD §-1-5-21-5596
< >

Add... Remoave Change...

Note:

Event Log Readers: Members of this group are allowed to read event logs.

Distributed COM Users: Members of this group are allowed to launch, activate, and use Distributed COM
objects on the computer.

Step 4: Enable WMI and Remote Event Log Management traffic through Firewall
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1. Open the Run command and type gpmc.msc to open the Group Policy Management Console.

2. Right click on the GPO created — Edit.

3. Select Computer configuration — Policies -» Windows Settings — Security Settings - Windows Firewalls with
Advanced Security = Inbound Rules.

4. Right click on Inbound Rules - New Rule and select WMI in predefined field — select all rules = Allow connection.

5. To allow Remote Event Log Management connection, repeat step 4 by selecting Remote Event Log Management in the

predefined field.

=] Group Policy Management Editor
File Action View Help

ez nE 2 HE

=] ELA GPO [CLIENT2022THREE ELALOGCOLCOM] Policy || Name Group Profile Enabled Action Override Program Local Address
v ?Dmpuier Configuration 0 Remote Event Log Management (RPC-EPMAP) Remote Event Log Managem.. All Yes Allow No %System..  Any
v I Policies . i Remote Event Log Management (NP-In} Remote Event Log Managem..  All Yes Allow No System Any
| Software Settings € Remote Event Log Management (RPC) Remote Event Log Managem.. Al Yes Allow  No %System..  Any
i ""J‘"::ﬁf:;zg;an bolicy % Windows Management Instrumentation (DCOM-In}  Windows Management Instr.. Al Yes Alow  No %System..  Any
=) Seripts (Startup/Shutdown) & Windows Management Instrumentation (WMI-In) Windows Management Instr..  All Yes Allow No %System..  Any
= U Windows Management Instrumentation (ASync-In) Windows Management Instr.. Al Yes Allow No Y%systemr.. Any

v -i Security Settings
EI Account Policies
;.ﬁ Local Policies
;ﬂ Event Log
4 Restricted Groups
[ System Services
A Registry
L4 File System
Fi Wired Network (EEE 8023) Policies
~ 1 Windows Defender Firewall with Ads
~ i Windows Defender Firewall with
E23 Inbound Rules
S Outbound Rules
* Connection Security Rules

Note: These rules open ports of the range, 49152 - 65535, that are exclusive for WMI communication and so

these cannot be accessed by other applications.

Step 5: Force the group policy

1. Open command prompt and enter = gpupdate /force in the domain controller.

2. Repeat the above step for all domain computers with admin privilege.

Step 6: Grant necessary WMI permissions
a. For domain controllers and computers (Windows servers and workstations)
1. Search Computer Management from Start menu and select Open as Administrator in a domain computer.
2. Select Services and Applications - WMI controller
3. Right click on WMI controller - Properties — Security tab — select Root in the namespace — Security.
4. Add the non-admin user and provide permissions such as Enable account, Remote Enable, Read Security, and Execute
Methods.

5. Select Advanced — User name — Add — Applies to: This namespace and subnamespaces and click OK.
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"E Computer Management
File Action View Help

o= nE B

;E' Computer Management (Local)
v I]'U! System Tools
> @ Task Scheduler
> @ Event Viewer
» [] Shared Folders
@ Performance
& Device Manager
v L‘g Storage
> "@} Windows Server Backup
e Disk Management
> ;j; Services and Applications
» E) Routing and Remote Ac
% Services
& WMI Control

[0] Windows Management Instrumentation (WMI)

Configures and controls the Windows Management Instrumentation (WMI) service.

WMI Control Properties

General Backup/Restore  Security  Advan

Namespace navigation allows you to set namg

—----[I{J Root

[é_| AccesslLogging
Appv
CIMv2
Cli
[ )7 DEFAULT
5 directory
-| J1 Hardware
Interop
InventoryLogging
Microsoft

5 MicrosoftActiveDirectory
] '] MicrosoftDfs

[ ] MicrosoftDNS

1 '] msdtc

1) PEH

Policv

OK

Security for ROOT\CIMV2

Security

GI'UUP or user names:

H2 Authenticated Users
£2 LOCAL SERVICE
£2 NETWORK SERVICE

& Logeallector (Logeollector@ELALOGCOL com)

£2 Administrators (ELALOGCOL\Administrators)

Add... Remove
Pemmissions for Logcollector Allow Deny
Provider Write 0, g 2
Enable Account i my
Remote Enable i O]
Read Security ; my
Edit Security O, 0| v
For special permissions or advanced settings,
click Advanced. advanced

Note:

Enable Account: Allows users to enable WMI account.

Remote Enable: Allows users to enable remote access to WMI resources.

Read Security: Allows users to read the security setting of WMI resources.

Execute Method: Allows users to execute a method defined within WMI classes.

These permissions are applied to the namespace and subnamespaces.

b. For Multiple domain (all) computers (Windows servers and workstations)

Grant WMI Namespace Security Rights using GPO (PowerShell script)

Script download link

1. Add the script WMIrights.ps1 file in the shared location in the domain.

2. Right click on the created WMI NameSpace Security Rights GPO — Edit.

3. Select PowerShell Scripts tab — Add.

4. In the Add Script dialog box, click Browse and select the PowerShell script (WMlrights.ps1) file from the shared

location and set the parameter as "domainname\username".

5. Click OK to return to the Startup Properties dialog box - Apply —» OK.
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Configuring Administrative Template Settings

1.

v o~ LD

On the left pane of the Group Policy Management Editor, navigate to Computer Configuration Administrator
Templates System.

Under System, select Scripts.

On the right pane of the GPO Editor, double-click on Run logon scripts synchronously, and enable it = Apply = OK.
Enable Maximum wait time for Group Policy scripts and set the maximum time at 10 seconds.

Navigate to Logon under System, on the right pane double-click Always wait for the network at startup and logon, and
enable it = Apply - OK

Navigate to Group Policy under System, on the right pane double-click Configure Group Policy slow link detection, and

enable it = Apply = OK.

Apply the GPO

1.

2
3
4.
5
6
7

File

On the left pane of the Group Policy Management Editor, right-click the required GPO — Properties.

. Navigate to the Security tab and unselect the Apply Group Policy permissions for Authenticated Users —» Add.

. In the dialog box that appears, click Object Types.

Enter the names of the required computers and groups and click Check Names.

. Select the required computers and groups and click OK to return to the properties dialog box.
. In the Security tab, apply the following permissions to the selected computers and groups = Apply = OK.

. Restart the computers and repeat Step 5 to activate the GPOs for granting WMI permissions.

Action  View Help

i Al EYN 2 i

[ WMI MameSpace Security Rights [ELALOGCOLI
w i Computer Configuration

| Policies

Select an item to view its description,  Name

] Eroelrelre;ces 1 Software Settings

w 4, User Configuration 1 Windows Settings
| Policies | Administrative Templates
| Preferences

v

\ Extended /(Standard /
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Note: After all the required devices are given WMI permissions, remove the script from Computer

Configuration Policies Windows Settings Scripts (Startup/Shutdown) — Startup or the scripts will run every time

during startup.

Workgroup Setup

Step 1: Add user to EventLogReader and Distributed COM users

1. Log in to your workgroup with admin privileges and open the Run command and type compmgmt.msc to open

Computer Management — Local User and Group.

2. Right click on user and add new user.

3. Right click on Groups — Select distributed COM users — Properties — Add the created user.

4. To add user in Event Log Reader group, repeat step 3 and select Event Log Reader group.

A Computer Management
File  Action View Help

&= HEIXE = HE

A Cornputer Management (Local|| pame
4 '[["_!; Systern Tools
> @ Task Scheduler
3 E Event Wiewer
4 | Shared Folders

I sdeministrators

& Backup Operators
& Cryptographic Operat..  Mermbers are authorized to perfor...
I Distributed COM Users  Mernbers are allowed to launch, a...

Description

Adrministrators have complete an,.,

Guests have the same access as m..

Backup Operators can override se..,

Members of this group can read e...

a P Local Users and Groups
1 Users ﬁ‘_, Metnark Conf

& performance
$ Perforrnance
2 Power Users
a = Storage & Rernote Deskt
= Disk Management 2 Replicatar
f Services and Applications % Users
P Hormelsers

I TelnetClients

| Groups
. (%) Performance
g4 Dewvice Manager

»

1| Shares
i; Sessions B Event Log Readers
| OpenFiles P Guests

J2 15 USRS

Event Log Readers Properties

General

\} Ewvent Log Readers

1

Description: Members of this group can read event logs from local

machine
Members:
A A dmiristrator

Changes to a uzer's group memberzhip

[ Add ] [ Bemove are niot effective until the nesxt time the
uzer logs on.

e

Step 2: Grant necessary WMI permissions:
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1. Refer Step 6: Grant necessary WMI permissions .

&
File Action View Help

L 0]

Computer Management

& Computer Management (Local
a i} System Tools
& () Task Scheduler
b [ Event Viewer
© ] Shared Folders
4 & Local Users and Groups|
[ Users
7 Groups
b () Performance
&) Device Manager
4 3 Storage
1= Disk Management
4 7 Services and Applications
£ Services
& WMI Control

@ Windows Management Instrumentation (WMI)

Configures and controls the Windows Management Instrumentation (WMI) service.

Namespace navig

{3 Roat

WMI Control Properties

Securi

Securty

Group or user names:

52 Authenticated Users
52, LOCAL SERVICE
2 logeoliector (W-03Usgeol:
2, NETWORK SERVICE
82, Administrators (W-08\Adm)

Pemissions for logeollector
Enable Account
Remote Enable
Read Securty

Edit Securty
Special pemissions

For special pemissions or adva
dlick Advanced

Leam about access cortrol ang

e

s Permission Entry for Root

Principal:  logeollector (W-08\ogeollector) ~Select a principal

Types | Allow “|
Appliesto: | This namespace only Y|
Permissions:

Execute Methods
[ Full Write

[ Partial Write

[] Provider Write

Only apply these permissions to objects and/or containers within this container

nable Account

emote Enable

[] Edit Security

ead Security
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aapers Add Log Sources

4.1. Adding Devices

Add a device in the user interface using any one of the following menu options:

o Home tab > Manage Devices > Devices > +Device
e +Add tab > Device

e Settings tab > Configurations > Device Management > +Add Device(s)

Adding Device Groups

You can group your devices into a particular Device Group. The default device groups available are Windows Group, Unix
Group and Default Group (which contains all the devices). To add a new host group, click on the Add link beside Device
Groups field in Device group management page. You can manage the device groups in the Device Group Management
page.
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4.2. Adding Windows devices

In all Windows devices, ensure that WMI, DCOM are enabled, and logging is enabled for the respective modules/objects. To
forward the Windows event logs in syslog format, use a third party utility like SNARE. To add a domain or to update a
domain or workgroup, refer to the Domains and Workgroups page.

EventLog Analyzer )

Home Reports ~ Compliance  Search Correlation Settings LogMe  Support

Settings Search Q  Device Management
X Configuration

X Windows Devices @ Syslog Devices @ Other Devices @
Manage Devices

Import Log Data
Select Category  All Devices ~  Configure domains/workgroups + Add Device(s)
Manage Application Sources

Manage File Integrity Monitoring - I 2 @ &

o 1-230f23 50 Add/Remove Columns
Manage Threat Source
Device ¥ | Show IP Next Scan On Monitoring Interval Status
Manage Vulnerability Data
B * -+ -
Manage Device Groups Fo # 172.21.204.146 - Nov 212017 19:06 10 minutes
Manage FIM Templates Fo ¢ 17221.9.176 2 Yet to Fetch 10 minutes
Manage vCenter
o ¢ AD360AUTODC1 Nov 21 2017 19:03 10 minutes,
-.0 Admin Settings o # AD360AUTODC2 Nov 21 2017 19:03 10 minutes
|:'° System Settings Bo # ADMP-2K8-1 Nov 212017 19:03 10 minutes
o ¢ ADMP-2K8-2 Nov 212017 19:04 10 minutes
o ¢ ADMP-CLIENT2 Nov 21 2017 19:04 10 minutes
o ¢ ADMP-W7-1 Nov 212017 19:04 10 minutes

Note: Installation of Windows agent application is mandatory to collect Windows eventlogs for EventLog

Analyzer deployed on Linux operating systems.

To add Windows devices

1. Click on +Add Device(s) and select the domain from the select category drop down menu. The Windows devices in the

selected domain will be automatically discovered and listed.

2. Select the device(s) by clicking on the respective checkbox(es). You can easily search for a device using the search box

or by filtering based on the OU using OU Filter.

3. Click on the Add button to add the device(s) for monitoring.
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Add device b4

Select Category ~ ADSA v < Configure Manually
(e 1-10f1 10 =
. Device = IP Address = Operating System

ADSA-8 172.22.167.134

To add workgroup(s):

1. Choose the workgroup under the workgroups option in Select Category drop down menu.
2. Select the device(s) by clicking on the respective checkbox(es).

3. Click on the Add button to add the device(s) for monitoring.

Note: You have the option to update, reload and delete a workgroup by clicking on the respective icons next to
the Select Domain drop down window. Optionally, you can manually add the device as shown below by clicking

on the Configure Manually link.
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Configure Manually « Back x

Device QU-\ 1
Add as Syslog device
Username
Password Verify Credential 2

m Add and Close Cancel

1. Enter the Device name or IP address. You can add the device as a Syslog device by clicking the Add as Syslog device
checkbox.
2. Enter the Username and Password with administrator credentials, and click on Verify Credential.

3. Click on the Add button to add the device for monitoring.

Windows
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Configure Manually

No Domain Configured. Please Configure domains to add domain devices

No workgroups present. Please Rediscover to add workgroup devices

Device

Historic Log Configuration

O Ccollect Logs from currrent Time

@ Collect Logs from Last 1 Hours v
Hours
(O Collection all histaric Logs Days
Weeks dential

m Add and Close Cancel

Windows custom log collection

EventLog Analyzer now allows you to customize log collection according to the time. You can choose to collect logs from
the past based on hours, days, weeks and even months.

To collect logs according to time:

1. Click the historic log collection icon % that is next to the Device option.

2. Next, under the Collect Logs from last option, select the number of hours/days/weeks/months for which you would

like to collect the logs.

3. Click on Apply.
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4.3. Adding Syslog DevicesAdding Syslog Devices

Prerequisite: Click here to configure the syslog services on your device.

In the Manage Devices page, navigate to the Syslog Devices tab and click on the +Add Device(s) button.

Add Syslog Devices x

Device(s) Discover & Add

Cancel

Enter the device name or IP address in the Device(s) field and click on the Add button. Follow the steps below to discover

and add the Syslog devices in your network automatically:
1. Click on the Discover & Add link in the Add Syslog Devices window. You can discover the Syslog devices in your

network based on the IP range (Start IP to End IP) or CIDR.

Discover Devices x
IP Range () CIDR
Start IP 172 - 24 - 7 -0
End IP 172 - 24 -7 - 255
Back

2. Enter the Start IP and End IP or the CIDR range in order to discover the Syslog devices and click on Next.
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Discovery - Pick SNMP Credential for Discovery %

+ Add Credential

. Name Type Description

public SNMP V1 Default SNMP credential

3. Pick the SNMP credentials to automatically discover the Syslog devices in your network. By default, the public SNMP
credentials can be used to scan the Syslog devices in your network.

4. You may also add an SNMP credential by clicking on the +Add Credential button. Once you pick the SNMP credential,
click on the Scan button to automatically discover the Syslog devices in the specified IP or CIDR range.

5. Select the device(s) by clicking on the respective checkbox(es). You can easily search for a device using the search box

or by filtering based on the Device Type and Vendor.

Discovered Devices x
=4 104 vy
. Hosts IP Device Type Vendor

192.168.49.17 Switch Cisco
192.168.49.18 Switch Foundry Networks
192.168.49.217 Switch Cisco
192.168.49.218 Unknown UnKnown

Back Cancel

6. Click on the Add Device(s) button to add the devices for monitoring.

Once a Unix device has been added, you will be prompted to Configure Auto Log Forward.
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4.4. Adding Common Event Format (CEF) Devices

1. Login to the application or device which supports CEF log format.

2. Go to syslog server configuration.

3. In the field for Log Format, select CEF Format.

4. In the Syslog Server IP address field, enter the <EventLog Analyzer IP address>.
5

. Enter the syslog port and save the configuration.

To add CEF devices to EventLog Analyzer, click here.
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4.5. Adding Other Devices

In the Manage Devices page, navigate to the Other Devices tab and select the device type as required.

Add Device(s) X
Device Type ESXi ~ 1
Device Name "

Eventlog Server is running in Device: log360qa-w8-1(172.24.151.74)
Before adding a Unix device, you need to configure the syslog daemon on the device.

Append the following in /etc/syslog.conf file as follows:

** @eventloganalyzer
Change the port number of syslog service in /etc/services to the Syslog listener port mentioned

above.
After changing the syslog port, restart the syslog daemon on the Unix device.

m Add and Close Cancel

1. Select the Device Type as ESXi/IBM AS/400.

2. Enter the Device Name.

3. Click on the Add button to add the device for monitoring.
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4.6. Adding IBM iSeries (AS/400) devices

Keep the ports 446-449, 8470-8476, 9470-9476 open in EventLog Analyzer to receive IBM AS/400 machine logs.

In the Manage Devices page, navigate to the Other Devices tab and click on the Add Device(s) button. This will open the

Add Device(s) window.

Add Device(s) x

Device Type | 18M AS/400 =

DateFormat  yyMMdd v

Delimiter v

Use SSL @

-

Choose the Device type as IBM AS/400.

Use the Device Name box to type a single device name, or a list of device names separated by commas.

Specify the Monitor Interval to configure the frequency at which EventLog Analyzer should fetch logs from the IBM
AS/400 machines. The default (and minimum) monitor interval is 10 minutes.

Enter credentials (Login Name and Password) with an authority level of 50. Verify the details using the Verify
Credential link beside the password text.

Select the Date Format and the Delimiter. This is the date format used in the logs that will be collected from the IBM
AS/400 devices.

Click Add and Close to add this device and return to the list of device monitored, or click Add to add this device and

continue adding more devices.

To import SSL certificate, follow the steps below:

1.

2
3
a.
5
6

Save the SSL certificate in the location C:\test.cer

. iln the command prompt navigate to <installation folder

. Run the command keytool -importcert -alias myprivateroot -keystore ..\lib\security\cacerts -file C:\test.cer

Now provide the password when prompted. The default password is Changeit

. To trust the certificate press Y

. Restart the EventLog Analyzer server. The certificate will be successfully added.

IBM AS/400
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Add Device(s)

Device Type  IBM AS/400

Device SQLSERVER ~ WIN-SERVER12-2012

Historic Log Configuration

() Collect logs from current time

(®) Collect log from last 0 Months v
Monitor Interval

Hours
() Collection all historic logs
Username Days

Months
Password Apply Gancel & Ldential
Date Format
Delimiter  \ v

[ ] usessL

[ rda [ Ada s Close [T

IBM AS/400 historic log collection

EventLog Analyzer now allows you to collect logs according to the time period for IBM AS/400 devices. To collect logs
according to time:

1. Click the historic log collection icon % that is next to the Device option.

2. Next, under the Collect Logs from last option, select the number of hours/days/weeks/months for which you would

like to collect the logs.

3. Click on Apply.

Note: The credentials provided must have an authority level of 50. Otherwise, EventLog Analyzer will not be able to
login to fetch History logs from these devices.
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4.7. Adding VMware (ESXi) devices

1. In the Manage Devices window, navigate to the Other Devices tab and click on +Add Device(s).
2. Select the Device Type as ESXi and add the VMware device as a Unix device as per the steps given here.

3. Configure the syslog daemon in the VMware device as per the steps mentioned here.
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4.8. Adding vCenter

The vCenter servers to be monitored by EventLog Analyzer can be added by navigating to Settings > Log Source

Configuration > VM Management and using the Add vCenter button. You can also view and manage the vCenter servers

that are being monitored.

EventLog Analyzer )

8 Lo Source Configuration
Devices
Database Audit
Appiications
VM Management
File Monitoing

import Logs
Qo Admin Settings

3 System Settings

)

Dashboard  Reports  Compliance  Search  Correlation

Virtual Machines Management

vCenter

DeviceType | vCenter
Poocol @ HTTP (O KTTPS

Device
Por
Service URL
Login Name
Password
Monior nterval 10 Minutes i1

| | cance

ERGE LogMe  Support

Verify Login |

©Fuchasenow  LogRecever @& 7
B o
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aaperss  Adding Application Sources

4.9.1. Adding SQL server

Steps to create a SQL Server Audit Object manually

Carry out the following steps to create a SQL Server Audit Object manually:

1. Navigate to Object Explorer in the MSSQL Server Management Studio.
. In the Object Explorer, expand the Security node.

. Right-click the Audits folder and select the New Audit option. It will open a Create New Audit page.

2
3
4. Define the Audit Name field with a suitable name for the Audit Object.
5. Choose the Application log type in the Audit Destination field.

6

. Accept the other default settings and save the new audit specifications.

Steps to add a SQL Server
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1. Navigate to Settings > Log Source Configuration > Database Audit

©Fuchasenow  LogRecever 4 7 - @
+ nsa

i EventLog Analyzer ) Dashboard  Reports  Compliance  Search  Comelation  Alers [JECIg LocMe  Support

£ patabase Management

8 togsource Contation
SQL Servers MySQL Servers Oracle Servers
Devees

septons

VM Management

ERT—
e
(® NosaL serer nstnce s been conurea
2o Admin Settings ,
b Sysem Setings ,

2. In the Database Management page, click + Add SQL Server Instance. The SQL server instances are automatically

discovered and listed out.

© Puchasenow  LogRecover 4 7

+ As

i Eve"‘LOQAﬂal)’ler) Dashboard ~ Reports  Compliance  Search  Comelation  Alers [l LlooMe  Support

£ patabase Management

€ LogSource Configuratin.~ ~
SQL Servers MySQL Servers Oracle Servers
Devices
|| s R
Appicatons
Vi management LI | o 0
e Moniorg B instance Name + Server Name DDUDML Moritoring [——— Column Integrty Monioring
mport Logs
saLseRveR EVENT-TEST Not confgured
& Admin Settings »
[ System Settings ,
=

3. Select the SQL Server instance(s) you wish to monitor and click Next. You will be taken to the Credential
Configuration page and prompted to enter valid credentials.
4. If you wish to use the default credentials, select the check-box (default credentials could be the device or domain or

logged on credentials). Alternatively, you can enter a username and password in the credentials field and click Save.
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Credential Configuration X

AD360-DC2 Use Logon Credential

)
.

Username

Password Verify Credentials

Cancel

If the SQL Server instance you wish to add for monitoring is not discovered automatically, click

+ Add Manually and you will be prompted to enter details for Windows Server configuration and SQL Server instance

configuration.

Steps to add a SQL Server instance manually

Windows server configuration

e Select the Windows server and enter valid credentials. Alternatively, you can use the default credentials.
o SQL Server instance configuration
e Enter the instance name, port number, and credentials in the given fields

e Enable or disable Advanced Auditing.

Note: Enabling advanced auditing will create an audit policy and disabling advanced auditing will remove

the audit policy on the selected SQL Server instance.

e Select the instance authentication method (Windows or SQL authentication) from the available dropdown menu.

Note: Windows Authentication is recommended for Advanced Auditing.

e Click Add.
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Add SQL Server Instance 4= Back | %

Windows Server Configuration

*Server Name

Use Default Credentials (7)
*Username
* Password Verify Credentials

SQL Server Instance Configuration

Instance Name / * Port © 1433
[v| Advanced Auditing @

Instance Authentication SQL Authentication v | Verify Credentials
* Username admin

*Password | e

® Enabling advanced auditing will create an audit policy and disabling advanced auditing will remove the audit policy on this SQL
Server instance. Know More

Viewing added SQL Server instances

EventLog Analyzer lists all the SQL Server instances being monitored. From this list, you can enable, disable, or delete SQL

Server instances.

W LogReceiver (&

i EventLog Analyzer ) Dashboard  Reports  Compliance  Search  Comelaton  Alets [JERuES) LogMe  Support + Add

£ Database Management

8 tosouce Confratin
SQL Servers MySQL Servers Oracle Servers

x| 0§ 1-101 | 10w

W instance Name ~ Pm— DDLIDML Meritorng [—— ok negriy Monitoring

SQLSERVER EVENT-TEST ot configured Not configured

Qo Admin Settings »

3 System Settings »

What are the different types of SQL auditing performed by EventLog Analyzer?
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In EventLog Analyzer Ul, go to Settings tab —» Database Audit page - SQLServer Audit Logs to view the status of each
mode.

Case 1: DDL/DML Monitoring
1. When Advanced Auditing is enabled for an instance in EventLog Analyzer, a server-level audit specification is created
in the SQL Server instance for the following audit action types:
1. SCHEMA_OBJECT_ACCESS_GROUP
DATABASE_ROLE_MEMBER_CHANGE_GROUP
SERVER_ROLE_MEMBER_CHANGE_GROUP
FAILED_LOGIN_GROUP
SUCCESSFUL_LOGIN_GROUP
DATABASE_CHANGE_GROUP
DATABASE_OBJECT_CHANGE_GROUP
DATABASE_PRINCIPAL_CHANGE_GROUP

Y ® N o ok~ W DN

SCHEMA_OBJECT_CHANGE_GROUP

=
©

SERVER_PRINCIPAL_CHANGE_GROUP

[EEN
=

LOGIN_CHANGE_PASSWORD_GROUP
12. SERVER_STATE_CHANGE_GROUP

2. The Application type events collected for the corresponding Windows device are used for this mode of auditing.
3. The following report groups ( Reports tab - Applications - SQLServer Audit Logs) are populated with this mode of
auditing:
1. SQL Server Events
SQLServer Trend Report
DDL Auditing Report
DML Auditing Report
Auditing Account Management
Auditing Server Report

Attack Reports

© N o u 0D

Additional Security Reports

Note: Advanced Auditing needs to be enabled for server-level audit specification to be created. It can be

disabled later. The required logs will be fetched even if Advanced Auditing has been disabled.

Case 2: Database Auditing
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1. When Advanced Auditing is enabled for an instance in EventLog Analyzer, queries are executed every night at 11PM

to collect events in this auditing mode.

Following reports (Reports tab —» Applications - SQLServer Audit Logs - Advanced Auditing Reports) are populated

with this mode of auditing:

1. Last Login Time Report
Delete Operations Report
Logins Information Report
Most Used Tables
Table Update Report
Index Information Report
Server Information Report

Waits Information Report

Y ® N o ok~ W DN

Blocked Processes Report

=
©

Schema Change History

[EEN
=

Object Change History

RN
»

Connected Applications Report

-
w

Security Changes Report

-
»

Permissions Information Report

-
v

Last Backup of Database

-
o

Last DBCC Activity

Note: The queries to fetch logs will succeed only if Advanced Auditing is enabled.

Case 3: Column Integrity Monitoring

1.

When Column Integrity Monitoringis configured, EventLog Analyzer creates a trigger in the SQL Server instance
which automatically writes an event in Event viewer when the monitored column of the given table is modified (i.e. an
UPDATE query is executed).

The Column Integrity Monitoring report provides information on the changes in a monitored column including who
changed the value, at what time the value was changed, and the database table in which the value was changed.
Additionally, the old and new values are shown.

Data types such as text, ntext, and images will not be monitored.

Columns to be monitored must be chosen carefully, as triggers are used to monitor changes and is a performance
intensive operation.

Following reports (Reports tab —» Applications - SQLServer Audit Logs - Advanced Auditing Reports) are populated
with this mode of auditing:

1. Column Modified Reports
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Note: To enable Column monitoring, the following prerequisite to be met

1. Advanced Auditing should be enabled to create Trigger in the SQL server. it can be disabled later, once

the trigger is created.

2. The trigger that has to be created is of type " AFTER TRIGGER" , hence a primary key must be present in
the table for the trigger to be fired.

Case 4: Events Collected

The following are the IDs of events that are collected when advanced auditing is enabled:

DBCC Information Reports - 211, 427, 610, 8440, 9100, 15612, 15615, 2509, 2510, 2514, 17557
Host Activity Reports - 18100

Integrity Reports - 806, 825

Permission Denied Reports - 229, 300, 230, 262, 916, 5011

Violation Reports - 17308, 17311

Note: The minimum permission required for SQL server auditing is given in this link (under SQL server auditing
section).
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4.9.2. Adding an IIS server

Download Personalized Demo  Log Receiver

EventLogAnalyzer) Dashboard ~ Reports ~ Compliance  Search  Correlation  Alerts [ESSWOESMM logMe  Support

L Application Source Management

4% Log Source Configuration -
1IS Servers Vulnerability Scanners Security Applications ME Applications Other application sources
Devices
Database Audit < Back
CEEIETERS 1IS Server Note  Ifthe IIS Server is in another domain, the fqdn of the
VM Management 1IS Server needs to be entered
File Monitoring Username
R
Password Verify Credential
Manage Cloud Sources
Time zone (GMT-8:00) America/Los_Angeles v
& Admin Settings »
Monitoring Interval 10
L% System Settings »
Select sites
No site selected.
[} Add Site
Advanced Configuration
Cancel
5
1. Navigate to Settings > Log Source Configuration > Applications
2. In the Application Source Management page, click the + Add IIS server button.
3. Click the +icon to browse and add IIS servers.
4. You can enter a username and password in the credentials field.
5. Select the time-zone from the dropdown menu and enter the desired monitoring interval.
6. If you wish to add configuration log collection, Select the check box(Collect configuration change logs) under advanced

configuration.

Note: The time-zone selected must be the same as that of the IS server. Also, EventLog Analyzer uses port

445 (TCP) to read IIS log files using the Server Message Block (SMB) protocol.
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7. Click on + Add Sites. From the list of discovered sites, choose the sites you wish to monitor.

+ Configure Manually

1-100f100 > »  25v &

ftpsitel

ftpsite2

Cancel

Alternatively, you can manually add a site by entering the site name, protocol, and log file path in the pop-up that

appears. Choose the file encoding scheme and schedule the log file rollover.

Add Site @ Rediscover

Site Name

Type

Log File Directory ‘
Eg:C:\Inetpub\logs\LogFiles\W3SVC1

File Encoding | UTF-8

Log File Rollover | Daily v

Use 1IS Server local time for file rollover

Click Add and then Configure to start monitoring the site.

IIS Configuration Change Logs

< Back

Configuration change logs are collected in the IS similar to how logs are collected for Windows. These logs are collected

through the Microsoft-11S-Configuration/Operational event source file.

Troubleshooting steps:
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. Ensure that configuration log has been successfully configured. If not, you must configure it.

. The device that has been configured must be enabled. This can be done in the Manage Devices tab.

. Ensure that the Microsoft-11S-Configuration/Operational option is enabled in the configure event source file for the
device. This option can be enabled in the Manage Devices tab.

. The credentials provided must have the WMI access.

AATHAVAN-OLD
Timezone | (GMT+5:30) Asia/Calcutta
* Monitoring Interval | 10| Mins [Minimurm 10 Minutes]
Collect Configuration Change Logs (@

Use Logon Credentials [ mari-93161 (@
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4.9.3. Configuring an IS site

Steps to configure the IIS site in EventLog Analyzer for non-admin users:

1. In the lIS server, navigate to the C directory (Note: The default location may vary)

€. > ThisPC > Local Disk (C)

>

A~ Name

4-8650 *

8]

=

security-policy
RemoveReg-force-All-Services
data

ELA

inetpub
klogg-20.4.0.589-x64-portable
Perflogs

Products

Program Files

Program Files (x86)

Sample Logs

Users

Windows

v O

Date modified

10/23/2021 3:24 AM
12:19 AM

7/28/2022 8:52 PM
10/14/2022 6:59 PM
9/30/2022 2:46 AM

12/7/2019 10:14 PM

12/29/2021 2:43 AM
10/6/2022 6:01 PM
10/14/2022 7:04 PM

10/14/2022 6:59 PM

Right-click inetpub and select Give access to = Specific people

Type

Search Local Disk (C:)

Setup Information

Windows Batch File

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

Size Date created

10/23/2021 3:24 AM
3KB 10/30/2021 12:47 AM
12/29/2021 2:13 AM
4/22/2022 10:08 PM
10/14/2022 6:59 PM

/7/2019 10:14 PM
2019 10:14 PM
2022 6:00 PM
7/2019 10:03 PM
7/2019 10:03 PM

ThisPC > Local Disk (C:) > v O Search Local Disk (C)
A Name Date modified Type Size Date created
* .
! . | security-policy Setup Information 17 KB 10/23/2021 3:24 AM
[=] RemoveReg-force-All-Services Windows Batch File 3KB 10/30/2021 12:47 AM
data File folder 12/29/2021 2:13 AM
ELA File folder 4/22/2022 10:08 PM
inetpub‘ File folder 10/14/2022 6:59 PM
klogg-2( Open | AM File folder 2/7/2022 6:50 AM
PerfLogs Open in new window 4 PM File folder 12/7/2019 10:14 PM
Productg Pin to Quick access aAM File folder 2/4/2022 6:31 AM
Progran| m Scan with Microsoft Defender... AM File folder 019 10:14 PM
Program . 12/7/2019 10:14 PM
9 Give access to >| 4 Remove access
Sample Restore previous versions Specifi 1 10/5/2022 600 P
ific e...
Users L o st 12/7/2019 10:03 PM
Include in library
Window 9 PM File folder 12/7/2019 10:03 PM
Pin to Start
Send to >
Cut
Copy
ualBox Guest A
Create shortcut
O Delete
o0 9 Rename
ted
I fropeftics —
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3. Add the service account user with read permission level and click on Share

— 3 Network access

Choose people on your network to share with

Type a name and then click Add, or click the arrow to find someone.

! v| A
Name Permission Level
Administrator Rea rite ¥
(2 1S User Read v

SYSTEM Owner
2

I'm having trouble sharing

OShare I Cancel

4. If the pop-up occurs, click on Don't change settings.

22 Network access

Do you want to change settings for these items?

The folders shown below were previously shared. You can replace their current settings with the
same setting you just applied to the folder you shared.

Individual Items

custerr
CAinetpub\custerr

history
CA\inetpub\history

logs
CA\inetpub\logs

appPools
Ainetpub\temp\appPools

| Change settings I . Don’t change settings
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5. Navigate to inetpub - logs = properties = Security = add the service account with read access permission (Note: The

default location may vary)

This PC > Local Disk (C:) > inetpub

A~

Name Date modified Type Size
" custerr 11/29/2022 9:51 AM  File folder
‘ history 11/29/2022 10:18 ... File folder
* logs 11/29/2022 10:19 File fnlr‘ler
” temp ogs Properties < Jer
” wwwro . Jer
General Sharing| Securty Previous Versions Customize
Object name:  C:\inetpub\logs Permissions for logs X
Group or user names: Security
CREATOR OWNER B ,
: SYSTEM Object name:  C:\inetpub\logs
82 Administrators (ELA-AIO\Administrators]  Group or user names:
88 Tstodivaialor 82 CREATOR OWNER

To change pemissions, click Edit. 88 SySTEM

Pemissions for CREATOR 1S User (IISUser@ela-aio.com
OWNER e
Full control
Moddy
Read & execute Add... Remove
::::d« conents Pemissions for IIS User Allow Deny
Wite Full control O g »
Modi
For special permissions or advanced settingg i - g
click Advanced. Read & execute %] Od
List folder contents ™M O
Read %] o o

OK C4

ok ][ concel || ool

6. Navigate to EventLog Analyzer console - Settings — Application - IIS site, Enter the Username and password of

service account (Do not verify the credentials - when you do it will display verification failed) > Add site

EventLog Analyzer

Dashboard Reports Compliance Search Correlation Alerts Settings LogMe Support
Search Settings pel Annli Source M.
x Log Source Configuration -
IS Servers Vulnerability Scanners Security A { Other sources
Devices
Database Audit
Applications
IIS Server ELA-TEST-RDC + Note If the IIS Server is in another doma
VM Management 1IS Server needs to be entered.
File Monitoring Username ela\llSUser
Import Logs
Password s Verify Credential
Admin Setti »
o N SesRgs Time zone (GMT+05:30) Asia/Calcutta v
System Settin, >
= . Monitoring Interval 10 Mins [Minimum 10 Minutes)
Select sites

No site selected.
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7. Enter the lIS site name, path - Add and configure

Add New Site

* Site Name

Type

* Log file directory

File encoding

Log file rollover

W3svCi

HTTP v

inetpub\logs\LogFiles\W3SVC1

Eg:C:\Inetpub\logs\LogFiles\W3SVC1

UTF-8 v

Daily

@ Rediscover X

Use IS Server local time for file rollover
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4.9.4. Adding MySQL Server

To add a MySQL server for monitoring:

OFuchasenon  LogRecaver £ 7 - @

i Eventlog Analyzer ) Dashboard ~ Repots  Compliance  Search  Comelaton  Alets |G looMe  Support B o Logsearcn
£ Database Management
8 Log Source Configuration hé
SQLSevers  MySQLServers  Oracle Servers
Deces
Datansse Audt
I & venresors | [
Agpications
VH Management /@ 0§ 1ot 0w
o) [ Server Name Montoring Iterval + Last Message Time + Next Scan Time ~ Status
import Logs
Kamal-6895 Every 10 minute(s) - 20211208 17:18:15 Success
Qo Admin Settings »
3 System Settings »

@

o Navigate to Settings > Log Source Configuration > Database Audit
e Click on the +Add Instance button.

Log Receiver £

i EventLog Analyzer ) Dashboard  Reports  Compliance  Search  Comelation  Alerts [l logMe  Support + Add

£ Database Management

5K LogsomceConppration

SQL Servers MySQL Servers Oracle Servers
Devices

Database Audt
Device Configuration

Applications
VM Management

File Monitoring

Port 3306
import Logs
Protocol Swg-windows | v
8o Admin Settings »
7] Use exsting credertil (2
3 System Settings »

MySQL Server Logs Configuration

/| General Log Path

7] EnorLog Path

Advanced »

erify & Save Cancel

e Enter the name of the device or click on the + icon to choose from the list of discovered MySQL servers.

e Enter the port number of the MySQL server.

Note: If the name of the MySQL server is manually entered, the port number has to be filled. For the MySQL
servers selected from the list of discovered servers, the port number will be filled in automatically.

e Select the appropriate protocol to be used from the drop down.
e Enter the file path of the general and error logs.

e Click on Verify & Save to save the changes made
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Advanced Settings

To make changes to the time zone and file encoding, click on the Advanced button and choose the relevant option from the

drop downs provided.

£ EventLogAnalyzer) Dashboard  Reports  Compliance  Search

£ Database Management

SQL Servers MySQL Servers Oracle Servers

Port 3308

MySQL Server Logs Configuration

General Log Path

Eror Log Path

Fie encading uTFg M

Time zone (GMT+05:30) AsialCalcutta v

Cance

Prerequisites to Discover MySQL Servers
Discovering MySQL servers in UNIX or Linux devices:
The MySQL server configuration file is found using the mysqld process.

® The Secure Shell protocol is used to access the mysqld process to get the configuration file path.

o The SFTP protocol is used to read configuration file.

Discovering MySQL servers in Windows devices:

The MySQL server configuration file is found using the mysgld.exe process.

o WMI APl is used to access mysqld.exe process to get the configuration file path.

o SMB protocol is used to read the configuration file.

In addition, the configuration file parameters are explored in the order:

--defaults-extra-file
--defaults-file

If the MySQL configuration file is not found with the mysgld or mysqld.exe process, then the following occurs:
UNIX or Linux: The configuration file location defaults to the location

e /etc/my.cnf

e /etc/mysqgl/my.cnf.

Windows: The configuration file location defaults to the following locations
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C:/Windows/my.ini
C:/Windows/my.cnf
e C:/my.ini

C:/my.cnf

From the command line parameters and the configuration file, the MySQL server General log path and Error log path are

discovered.

Credentials for discovery:

For Windows devices, credentials for discovery is picked in the following order:

1. Domain/workgroup credential if a device is under a domain or a workgroup.
2. Device credential, if it is provided in the "Manage Devices" page.

3. Logon credential.

For Linux devices, the credentials used while configuring auto log forward will be used for MySQL discovery.

Note: In Linux installations, MySQL server discovery on Windows devices is not possible.
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4.9.5. Adding Oracle Server

e Navigate to Settings > Log Source Configuration > Database Audit You can also click on the +Add button on the
top right corner of the Home page and select Application.

e Next, select the Oracle Servers tab.

i Eventlog Analyzer ) Dashboard ~ Reports  Compliance  Search  Comelation  Alerts  [ICRiy

£ Database Management

5K LosSoure Conturation
SQL Servers MySQL Servers Oracle Servers

e Enter the name of the device and click on the Add button.
o After adding an Oracle device in EventLog Analyzer, configure the Oracle server as instructed below.

Oracle Server Configuration

e Oracle server - Windows platform

e Oracle server - Linux platform

Reference: http://download.oracle.com/docs/cd/B28359_01/network.111/b28531/auditing.htm#CEGBIIJD

For Oracle server installed in Windows platform

e Connect to SQL *Plus using the sqlplus command.

e Execute the command given below to check whether the audit_trail is set to OS or not.

> Show parameter AUDIT_TRAIL;

Change audit parameters using the below command:

> Show parameter AUDIT_TRAIL;ALTER SYSTEM SET AUDIT_TRAIL=0S SCOPE=SPFILE;

Restart the Oracle server to let the changes take effect.
To disable AUDIT_TRAIL

> ALTER SYSTEM SET audit_trail = NONE SCOPE=SPFILE ;

For Oracle Server installed in Unix platform
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o Execute the command given below to check whether the audit_trail is set to OS or not.

> Show parameter AUDIT_TRAIL;

e Change audit parameters using the below command:

> ALTER SYSTEM SET AUDIT_TRAIL=0S SCOPE=SPFILE;

To enable Oracle syslog auditing, follow the procedure given below:
1. Manually add and set the AUDIT_SYSLOG_LEVEL parameter in the initialization parameter file, initsid.ora.

The AUDIT_SYSLOG_LEVEL parameter is set to specify a facility and priority in the format
AUDIT_SYSLOG_LEVEL=facility.priority.

facility: Describes the part of the operating system that is logging the message. Accepted values are user, localO-local7,

syslog, daemon, kern, mail, auth, Ipr, news, uucp, and cron.

The localO-local7 values are predefined tags that enable you to sort the syslog message into categories. These
categories can be log files or other destinations that the syslog utility can access. To find more information about these
types of tags, refer to the syslog utility MAN page.

priority: Defines the severity of the message. Accepted values are notice, info, debug, warning, err, crit, alert, and
emerg.

The syslog daemon compares the value assigned to the facility argument of the AUDIT_SYSLOG_LEVEL parameter
with the syslog.conf file to determine where to log information.

For example,the following statement identifies the facility as local1 with a priority level of warning:

AUDIT_SYSLOG_LEVEL=locall.warning
See Oracle Database Reference for more information about AUDIT_SYSLOG_LEVEL.

2. Log in to the machine that contains the syslog configuration file, /etc/syslog.conf, with the superuser (root) privilege.

3. Add the audit file destination to the syslog configuration file /etc/syslog.conf.
For example: assuming you had set the AUDIT_SYSLOG_LEVEL to locall.warning, enter the following:

> locall.warning /var/log/audit.log

This setting logs all warning messages to the /var/log/audit.log file.

4. Restart the syslog logger:

> $/etc/rc.d/init.d/syslog restart

Now, all audit records will be captured in the file /var/log/audit.log through the syslog daemon.

5. Restart the Oracle server so that the changes take effect.

Note: When logged in as SYSDBA/SYSOPER, Oracle database provides limited information on database activity
monitoring. Hence, to get the complete audit trail activities of Oracle database, we suggest that you log in as a

user with privilege other than SYSDBA/SYSOPER.
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Auditing statements

DDL

You can audit DDL activities of a selected user in the database.

e To enable auditing of all privileges of users:

> AUDIT ALL PRIVILEGES by user_name; (or)
AUDIT CREATE TABLE by user_name;

e To enable auditing of specific privileges:
> AUDIT CREATE TABLE by user_name;

Add your required auditing option near "CREATE TABLE".

e Restart the Oracle server to let the changes take effect.

Note: To check the audit options that are enabled under any user, execute the statement given below.

> SELECT user_name, audit_option, success, failure FROM DBA_STMT_AUDIT_OPTS;

DML

This auditing enables you to audit specific statements on a particular object. It always applies to all users of the database.
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> AUDIT SELECT, INSERT, UPDATE, DELETE on table_name

You can also add your required auditing option(s) here.

e The following statement specifies default auditing options for objects that might be created in the future:

> AUDIT SELECT, INSERT, UPDATE, DELETE on DEFAULT;

e Restart the Oracle server to let the changes take effect.

Note: To check the audit options that are enabled under any object, simply execute the below statement.

> SELECT OWNER, OBJECT_NAME, OBJECT_TYPE, INS, UPD, DEL FROM
DBA_OBJ_AUDIT_OPTS;

To disable audit option, use NOAUDIT instead of AUDIT in same statement.

Details about the audit options are available here.
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4.9.6. Adding Print Servers

To configure and monitor the logs of Print Servers, follow the procedure below.

o Navigate to Settings > Configuration > Manage Application Sources You can also click on the +Add button on the
top right corner of the Home page and select Application.

o Next, select the Other Application Sources tab and click on the +Add Application button.

o Choose the Application Type as Printer and enter the name of the device.

e Click on the Add button.

e After adding an Print Server in EventLog Analyzer, you can configure logging as instructed below.

Print Server Configuration

Enable Print Server Log:Go to Event Viewer > Application and Service Logs > Print Service. Right click on this and select
'Enable Log'. This will enable logging for the corresponding 'Admin', 'Debug' or 'Operational’ processes. The logs can be

viewed in Event Viewer.

Note: If the print server device is a 64-bit Windows OS machine (i.e., Windows Vista and above), carry out the

following registry configuration:

o Open the registry editor 'regedit’ of the print server machine in the Command Line Window.

e Navigate to Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\eventlog\

e To create a new key, right click on eventlog, click new > key. You can name the key as Microsoft-Windows-
PrintService/Operational or Microsoft-Windows-PrintService/Admin or Microsoft-Windows-
PrintService/Debug as per your logging process requirement.

e For instance, if you need to enable logging for the Operation process, create a new key with the name Microsoft-
Windows-PrintService/Operational.

This will convert the log type to 'Administrative’ thus enabling you to perform searches and generate reports out of these
logs.

This configuration is not required for a 32-bit Windows OS versions.
In order to obtain the document name, you have to enable the audit policy:
Computer Configuration>Administrative Templates>Printers>Allow job name in event logs

(or) Registry edit:
[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Policies\Microsoft\Windows NT\Printers]
"ShowJobTitleInEventLogs"=dword:00000001
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4.9.7. Adding a Syslog Application

When should Syslog Application be used?

If syslogs are simultaneously forwarded from a device that has already been configured asa Windows Device, EventLog
Analyzer server will ignore the syslogs in order to maintain a single base log source. If you want to configure EventLog

Analyzer server to receive syslogs too from a Windows device, follow the procedure given below:

e Navigate to Settings > Configuration > Manage Application Sources
o Click on the Other Application Sources tab

e Choose Syslog Application as Application Type

e Mention the name of the Device and click Add

© Purchasenow  LogRecever (8

== EventLogAnalyzer) Dashboard  Reports  Compliance  Search  Correlaion  Alerts LogMe  Support
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Cancel
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In Search

Navigate to Search. You can search for Syslog Application logs by clicking the drop down box and scrolling down. You will

find a specific logtype categorization for Syslog Application.
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What can | search? 1I5 W3C Web Server Logs g

Anything. Just enter any term in the search box and EventLog Analyzer will IooK it Up. By default, the term is searched for in the log message.

How can | search for specific fields?
You can search for a specific field by typing the field name followed by = or != and then the field value.

For example,to search for login failures by Paul, enter USERNAME = "Paul” AND { EVENTID = "529" OR EVENTID = "4625" )

Others ?
To perform a single character wildcard search, use the "?" symbol. To perfarm a multiple character wildcard search, use the "*" symbol.
Phrase searches - Enclose the phrase in double quotes.
Boolean searches (AND, OR, NOT) - Ex: "service entered” AND stopped
Grouped searches database AND (started OR stopped)

Range searches - search for a range of values using square brackets. Ex: USERNAME = [Alice TO Charlie] will return all the logs with usernames from Alice to Charlie.

To gain more insights from Syslog Application logs, you can extract or create custom/new fields from the logs. Click here to
know more.
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4.9.8. Adding Sysmon Application

Sysmon (System Monitor), when installed on a system, audits the activities of the system, which include registry activities,

file activities, process activities, network driver activities and more.

Devices that have Sysmon installed in them can be added as Sysmon Application to categorize the events into different

reports.

@) Purchase JumpTe LogReceiver 3

EventLog Analyzer ) Dashboard Reports Compliance Search Correlation Alerts Settings LogMe Support + Add

SQL Server Terminal Oracle Printer 115 W3C Web Server IS W3C FTP Apache DHCP windows logs Sysmon A * Favorites
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Sysmon Events -
Al Events Select Device  |SyaONRRYICe TR Period | 2020-03-23 00:00:00 - 2021-03-23 23:5%:5%
Important Events
Process Audit Report v e Count Action
Registry Audit Report » Process Created 902455 A 902455 View Report
File Audit Report 4 Process Terminated 916461 4 916461 View Report
Library And Drivers Report b Registry Key Created ] 4 0(0.00%) View Report
Network Audit Report 3 Registry Key Deleted 0 A 0(0.00%)
WMI Audit Report 3
2 Registry Value Created 0 4 0(0.00%)
Configuration Report 3
Registry Value Deleted 0 4 0(0.00%)
Service State Change 19 A 19 View Report

Procedure to add a device as Sysmon Application is given below,

o Navigate to Settings > Configuration > Manage Application Sources

e Click on the Other Application Sources tab.

o Choose Sysmon Application as Application Type

o Mention the name of the Device and click Add. The Device being added can either be a new device with
credentials or an already existing device.
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Navigate to Search. You can search for Syslog Application logs by clicking the drop down box and scrolling down. You will
find a specific logtype categorization for Sysmon Application.
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Sysman Application
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Anything. Just enter any term in the search box and EventLOg ANalyZer will To0K Tt Up. BY OeTault, the term is searched for in the log message.

How can | search for specific fields?
You can search for a specific field by typing the field name fallowed by = or I= and then the field value

For example,to search for login failures by Paul, enter USERMAME = "Paul” AND ( EVENTID = "528" OR EVENTID = "4625" )

Others ?
Ta perform a single character wildcard search, use the "?" symbol. To perfarm a multiple character wildcard search, use the "*" symbal
Phrase searches - Enclose the phrase in double quotes
Boolean searches (AND, OR, NOT) - Ex: "service entered” AND stopped
Grouped searches database AND (started OR stopped)

Range searches - search for a range of values using square brackets. Ex: USERNAME = [Alice TO Charlie] will return all the logs with usernames from Alice to Charlie.

To gain more insights from Sysmon Application logs, you can extract or create custom/new fields from the logs. Click here

to know more.

EventLog configurations for logging

Please note that these configurations will be added automatically when the device gets added as a Sysmon Application,
provided the credentials have the privilege to access the registry and add the key. If not configured automatically, this key
has to be added and enabled for logging to take place.

Steps to add the key in the registry

Using the Command Line window, open the registry editor ' regedit' of the print server machine.
Navigate to Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\eventlog\
To create a new key, right click on eventlog, click new > key. You can name the key as Microsoft-Windows-

Sysmon/Operational.
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4.9.9. Adding Terminal Servers

e Navigate to Settings > Configuration > Manage Application Sources You can also click on the +Add button on the
top right corner of the Home page and select Application.

o Next, select the Other Application Sources tab and click on the +Add Application button.

o Choose the Application Type as Terminal and enter the name of the device.

e Click on the Add button.

o After adding the Terminal Server in EventLog Analyzer, you can configure logging as instructed below.

Configuring Terminal Server: Open Event Viewer > Application and Service Logs > Microsoft > Windows >
TerminalServices-Gateway > Operational and right click and select ' Enable Log'. This will enable logging for the

corresponding 'Gateway' or 'Operational' processes. The logs can be viewed in Event Viewer.

Note: If the terminal server device is a 64-bit Windows OS machine (i.e., Windows Vista and above), carry out the

following registry configuration::

e Open the registry editor 'regedit' of the Terminal Server machine in the Command Line Window.
e Navigate to Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\eventlog\
e To create a new key, right click on eventlog, click new > key. You can name the key as Microsoft-Windows-

TerminalServices-Gateway/Operational.

This will convert the log type to 'Administrative’ thus enabling you to perform searches and generate reports out of these

logs.

The above configuration is not required for 32-bit Windows OS versions.
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4.9.10. Adding other servers

To add Password Manager Pro, OpManager, ADAudit Plus, Syslog Application, and Sysmon follow the below listed steps.

1.

2
3
4,
5

Navigate to Settings > Configuration > Manage Application Sources.

. In the Application Source Management page, navigate to Other Servers > Add application.

. Select the desired application from the dropdown menu.

Enter the device's name in the given field. Alternatively, you can select the device by clicking the + button.

. Click Add.

Troubleshooting tips

If you are unable to add a SQL Server or other applications, ensure the following:

1.

2.

The credentials used are valid and have the necessary permissions.

The device is reachable.

www.eventloganalyzer.com | demo.eventloganalyzer.com support@eventloganalyzer.com

88


file:///zoho/build/WH_DIR/Feb_02_2024/EVENTLOG_ANALYZER/EVENTLOG_ANALYZER_7741855/EVENTLOG_ANALYZER_DBUILD/sa/product_package/help/tempPdfFolder/ConfiguringAndEnablingSources/configuring-external-applications.html
file:///zoho/build/WH_DIR/Feb_02_2024/EVENTLOG_ANALYZER/EVENTLOG_ANALYZER_7741855/EVENTLOG_ANALYZER_DBUILD/sa/product_package/help/tempPdfFolder/ConfiguringAndEnablingSources/configuring-external-applications.html
www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

4.9.11. Adding ManageEngine Applications

Steps to configure ManageEngine applications

Import Configuration

Configuring ManageEngine EventLog Analyzer to import ManageEngine Products' Logs.

o Navigate to Settings tab and click Applications under Log Source Configuration menu.
e Select ME Applications tab under Application Source Management component.
e Click Add ME Application button.
e Select the required ManageEngine Application from the Application drop down box.
e Select or Add device from the Device modal.
e Check Import File Logs check box.
e Configure the following in the Import File Logs component.
o Protocol: select the desired protocol to import logs from the protocol dropdown box.
o Provide Port number to the protocol if required.
o Username: Enter the username of the selected device.
o Password: Enter the password associated with that protocol (Windows user password in case of SMB-
Windows protocol).
o Log Folder: Click Browse button to browse and select the log folder of the selected Application.
o Monitor Schedule: Configure the required interval to import logs.

e Click Add button to configure the selected ManageEngine AD Application with the selected device

Note: Only access logs and debug logs are imported in import configuration

The supported products are:

e ADAudit Plus

e ADSelfServicePlus
o ADManager Plus

e OpManager

o OpManager Plus

e OpManager MSP

Syslog Configuration

Configuring ManageEngine ADAudit Plus
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Log in to ADAudit Plus and navigate to the Admin tab.
Under Configuration, click SIEM Integration.

Check Enable Log forwarding of ADAudit Plus application logs check box.

From the displayed component check EventLog Analyzer tab checkbox.

Configure the following:

o

o

o

Server where Eventlog Analyzer is running Enter the machine name or IP where EventLog Analyzer has
been installed.

Eventlog Analyzer port number: Enter the port number where EventLog Analyzer is running.

Username: Enter the user name of the EventLog Analyzer user with the admin privilege.

Password: Enter the password of the EventLog Analyzer user with the admin privilege.

Protocol Settings: Select the protocol used by EventLog Analyzer from the Protocol Settings radio buttons.

Syslog Standard: Select the desired syslog standard to forward logs from the Syslog Standard radio buttons.

e Click Choose categories to forward button and select the logs to be forwarded to EventLog Analyzer from the

Choose Application Log categories to forward modal.

Note: Only the ADAudit Plus user with admin tab and configuration setting privilege can enable integration with

EventLog Analyzer.

Logs types description:

e Access Logs: ADAudit Plus web server access logs.

o Debug Logs: ADAudit Plus internal server operation logs : Server started, failed logons, successful logons and more.

Configuring ManageEngine ADManager Plus

Log in to ADManager Plus and navigate to the Admin tab.

Under System Settings, click Integrations.

Under Log Forwarding, click EventLog Analyzer.

Check the Enable Integration box to enable the integration.

Configure the following:

o

o

o

o

Server where Eventlog Analyzer is running Enter the name of the machine where EventLog Analyzer has
been installed.

Eventlog Analyzer port number: Enter the port number where EventLog Analyzer service is running.
Protocol Settings: Enter the protocol used by EventLog Analyzer service.

Authentication: Enable this check box if EventLog Analyzer is hosted in a remote machine.

Configure the following:

o

o

o

o

o

Username: Enter the Super admin user name of EventLog Analyzer.

Password: Enter the Super admin password.

Log Type: Select the log category of the logs to be forwarded to EventLog Analyzer. You can find more
details at the log types description section given below.

Configure Syslog Port Manually: Check this option if the ports and protocol to forward the logs are to be
changed manually. By default this information will be populated automatically based on the ports
configured in EventLog Analyzer.

Syslog Protocol: Protocol to which logs will be forwarded.

Syslog Port: Destination EventLog Analyzer Port to which logs will be forwarded.

e Click 'Test Connection and Save' to establish connection and save the settings.
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Note: For security reasons, only the ADManager Plus built-in admin can enable integration with EventLog

Analyzer.

Logs types description:

e Access Logs: ADManager plus web server access logs.

o Debug Logs: ADManager plus internal server operation logs : Server started, failed logons,successful logons and
more.

o User Activity Logs: Actions performed by users in ADManager plus will be forwarded in this category.

Configuring ManageEngine ADSelfServicePlus

e Login to ADSelfService Plus and navigate to the Admin tab.
e Under Product Settings, click Integration Settings.

o Choose Log360 - EventLog Analyzer.

e Configure the following:

o Server where Eventlog Analyzer is running Enter the name of the machine where EventLog Analyzer has
been installed.

o Eventlog Analyzer port number: Enter the port number where EventLog Analyzer service is running.
o Protocol Settings: Enter the protocol used by EventLog Analyzer service.

o Username: Enter the Super admin user name of EventLog Analyzer.

o Password: Enter the Super admin password.

o Log Type: Select the log category of the logs to be forwarded to EventLog Analyzer. You can find more
details at the log types description section given below.

Note: For security reasons, only the ADSelfService Plus built-in admin can enable integration with EventLog

Analyzer.

Logs types description:

e Access Logs: ADSelfService plus web server access logs.

o Debug Logs: ADSelfService plus internal server operation logs : Server started, failed logons, successful logons and
more.

Configuring ManageEngine ITOM solution products

Access logs and Debug logs Configuration for ITOM solution products
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e Go to Settings -> General Settings -> Third Party Integrations.
o Now, click on the "Configure" button found at the bottom-right corner of the Log 360 - EventLog Analyzer section.
o Now, fill in the following details:

o Server IP/DNS Name: Enter the IP address or the DNS name of the EventLog Analyzer-installed server,
along with the port and the protocol.

o Username: Enter the user name of the EventLog Analyzer user with the admin privilege.
o Password: Enter the password of the EventLog Analyzer user with the admin privilege.

o Select Log File: Select the logs to be forwarded to EventLog Analyzer, from the Select Log File drop down
box.

m Access logs: Logs that contain requests made to a web server, capturing information like the IP
address, timestamp, requested resources, and outcomes of each request

= Debug logs: Logs that are generated by OpManager during its operation, containing information
used for diagnosing and troubleshooting issues.

Note: The following products from ManageEngine ITOM Solution support syslog integration with EventLog
Analyzer:

o OpManager

e OpManager Plus

o OpManager MSP

Alarms Configuration for ITOM Solution products

The following are the steps to configure ManageEngine ITOM Solution applications.
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1. Login to the ITOM Solution application.

2. Navigate to Settings -> Notifications.

3. Click Add.

Profile Type

Select Syslog Profile and enter the following details.

e Destination Host - EventLog Analyzer server name or IP address.

e Destination Port - Any port that the EventLog Analyzer instance is listening to.

e Severity and Facility must be the default values i.e. $severity and kernel.

For EventLog Analyzer to parse logs from OpManager, the message variables in the syslog profile of OpManager

should be entered in the following format:

Mandatory message variables

ALARM_MESSAGE:$message
ALARM_ID:$alarmid

ALARM_CODE:$alarmid

Other important message variables

ALARM_SOURCE:$displayName
ALARM_CATEGORY:$category
ALARM_SEVERITY:$stringseverity
ALARM_TRIGGER_TIME:$strModTime
ALARM_EVENT_TYPE:$eventType
Entity: $entity

Last Polled Value: $lastPolledValue

4. Click Next.

Criteria

o Click on the Criteria check-box.

e Enable the notification for all severities and click Next.

Device Selection

e Select the By Device option and select all the devices listed under Remaining Devices and click Next.

Schedule

e You don't have to configure anything in this section. Click Next.

Preview
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e Enter a profile name and click Save.

Note: If the same machine is running two or more ManageEngine products, ensure the following:

e The ports used by the products are unique.
o The EventLog Analyzer port receiving logs from OpManager and Password Manager Pro is not used by other
ManageEngine products.

Weekly login View - Kevinson

Select Device | Kevinson-9876 < 20-Oct-2019 - 26-Oct-2019 >

20/0ct/2019 00 Hrs
21/0ct/2019 “ - . - 12 Hrs
22/0ct/2019 = 02 Hrs
23/0ct/2019 . - . 04 Hrs
24/0ct/2019 - an o aa P — 07 hrs
25/0ct/2019 00 Hrs

26/0ct/2019 00 Hrs

Total Login Hours: 25 Hrs

Cancel

Note: The following products from ManageEngine ITOM Solution support syslog integration with EventLog
Analyzer:

o OpManager

o OpManager Plus

o OpManager MSP

Configuring ManageEngine Password Manager Pro

Here are the steps to configure Password Manager Pro.
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1. Login to Password Manager Pro.
2. Navigate to Audit -> Resource Audit -> Audit Actions -> Configure Resource Audit. Enable the Generate Syslog option
for all operations and click Save.
3. Navigate to Audit -> User Audit -> Audit Actions -> Configure User Audit. Enable the Generate Syslog option for all
operations and click Save.
4. Navigate to Admin -> Integration -> SNMP Traps / Syslog Settings and click Syslog Collector.
e Enter the EventLog Server name and a port that the EventLog Analyzer instance is listening to.

e Select the protocol (UDP/TCP) and a facility name. Click Save.

HTTPs Action Log Collection Configuration

Configuring ManageEngine Unified Endpoint Management

e Login to Endpoint Central and navigate to the Admin tab.
e Under Integrations tab, click Log360 - EventLog Analyzer.
e Configure the following:
o Server name where Eventlog Analyzer is running Enter the machine name or IP where EventLog Analyzer
has been installed.
o Server Port: Enter the port number where EventLog Analyzer is running.
o API Token: Find the steps to generate AuthToken here.
= Component: EventLog Analyzer
» Required scope : "http_listen"
o Protocol: By default, HTTPS has been set to ensure secure communication. Since protocol is restricted to
HTTPS, EventLog Analyzer should be configured to the same. Find the steps to enforce HTTPS here.

o Data Transfer Interval: Select the interval in which the collective action logs have to be synced.

Note: Only Endpoint Central users with admin tab and integrations setting privilege can enable the integration

with EventLog Analyzer.
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4.9.12. Import Log Files

EventLog Analyzer helps you collect and analyze logs from different sources such as servers, network devices, and
applications. The solution provides actionable intelligence that helps security teams stay on top of security threats in the

organization.

This solution provides you the capability to import log files. The supported log formats include Windows and syslog device

formats, application log formats and archived files log formats.

Windows and syslog device log formats

e Windows Eventlog (EVTX format)
e |IBM AS/400
® Linux/Unix Syslog format (RFC 5424 and 2131)

Note: To import .evt logs (Windows XP and Windows 2003), you will need to convert the .evt to .evtx using the

command wevtutil export-log application.evt application.evtx /Ifin your EventLog Analyzer installation.

Application log formats

® Apache access logs

o DHCP Linux logs

o DHCP Windows logs

e |BM Maximo logs

e |ISW3CFTP logs

e |IS W3C Web Server logs
o MSSQL Server logs

e MySQL logs

o PostgreSQL Logs

o ADAudit Plus logs

o ADManager Plus logs

o ADSelfService Plus logs
e |TOM solution logs

Archived files log formats

e Cisco archive files
e Syslog archive files

o Windows archive files

Steps to import log files

Navigate to the Import Configuration page using any one of the following menu options:

e +Add >Import Logs
e Settings > Configurations > Import Log Data
o Home > Applications > Imported Logs

o Home > Applications > Actions > +Import
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Importing log files from different locations

EventLog Analyzer allows you to import:

e Log files from a local path.

Log files from a shared path.

Log files from a remote path.

Log files from cloud storage.

Import Configuration < Back

Browse File(s) Local Path  Shared Path  Remote Path ~

Browse Files Browse

Log file import from a local path

With this option, you can import log files from any device that has access to EventLog Analyzer.

Note: Log import cannot be scheduled to run at regular time intervals.

1. From the File Location option, select Local Path.

2. Click on Browse to select the necessary file(s) from your local device. Alternatively, you can enter the device name (or)
IP address of the device (or) specify the full UNC path, then click on Open. The necessary file(s) is selected.

3. If you know the log format of the log file, select the log format from the given drop-down. If you do not know the log

format select Automatically Identify.

Note: You can view a preview of the selected log file and extract the desired fields, by clicking on the View

symbol of the attached log file and enabling the pop-up window option in your browser.

4. Click on the + button and OK to select the device that the log file is associated to. You can also enter the name of the
device or select the device from the pop-up that appears.

5. If you wish to store the imported logs for 2 days, enable the Store logs for a short term option By default, the log
storage time-period is 32 days.

6. Click on Import.
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Import Configuration < Back

Browse File(s) Local Path

Selected File(s) File Name Log format | Automatically Identify

test.ixt

Associated Device
Store Logs F.or -Sho-rl—te.rm
Advanced v

File encoding UTF-8 v

Time zone (GMT+5:30) Asia/Calcutta v

cancel

Log file import from a shared path or UNC path

The log file import via Universal Naming Convention (UNC) path allows you to access shared network folders on a local area
network (LAN).

1.

2.

10.

From the File Location option, select Shared Path.

Enter the device name or IP address from which you wish to upload the log file. Alternatively, you can click on Browse
to select the Windows device.

Select the desired file from the device and click OK. The necessary file is selected.

If you know the log format of the log file, select the log format from the given drop-down. If you do not know the log

format select Automatically Identify.

Note: You can view a preview of the selected log file and extract the desired fields, by clicking on the View

symbol of the attached log file and enabling the pop-up window option in your browser.

Click on the + button and OK to select the device that the log file is associated to. You can also enter the name of the
device or select the device from the pop-up that appears.

If you wish to store the imported logs for 2 days, enable the Store logs for a short term option By default, the log
storage time-period is 32 days.

If you want to automate a log file import at regular time intervals, enable the Schedule log import option.

With the Schedule drop-down menu you can customize the time interval between each log file import.

Additionally, you can build a file name pattern for the imported log files, using the time format options given. The name
of the file stored at the specified time is updated in accordance to the file name pattern.

Click on Import.
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Import Configuration < Back

Shared Path

- =3

Selected Files) File Name Log format | Atomancally igenity

users\ogfilesiu_ex180304.l0g

Hourly v|[o v | wins

Log file import from a remote path

Importing log files from a remote path in EventLog Analyzer needs authentication. This authentication can be achieved in

two ways:

1. Username and password
2. SSH private key file sharing (Specific to SFTP protocol)
Authentication type: Password
1. From the Browse Files option, select Remote Path.
2. Enter the device name from which you wish to import the log file. Alternatively, you can click on the + icon to browse
and select the Windows device.
Choose the required protocol ( Ethernet, FTP and SFTP) and enter the port number.
Select the desired file from the device and click OK.
Provide the Username of the remote device and select Authentication Type as Password.
Enter the password in the field below.

Browse and select the Associated Device.

© N o U M ®

The Store Logs for Short-term option will store the imported log data in EventLog Analyzer for a brief period of two

days. If the option is left unchecked, the logs will be stored as per your database retention configuration.

9. You can choose to schedule the log import at specific time intervals.

Authentication type: SFTP-based SSH private key file sharing
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Import Configuration < Back

10.
11.

12.

Remote Path

Houry ~ o v | nins

Select Remote Path from the Browse Files options listed.

Enter the device name from which you wish to import the log file. Alternatively, you can click on the + icon to browse
and select the Windows device.

Choose SFTP as the protocol and enter the port number. (Default port value is 22)

Provide the username and choose Key File as the Authentication Type.

Note: EventLog Analyzer supports OpenSSH key file format only.

. Browse and select the key file from the device. You can refer to this link to learn how to generate a key file with ssh-

keygen, a standard component of Secure Shell protocol.

. If the key file is passphrase protected, select the Use Passphrase checkbox and enter the phrase in the field below.
. Browse and select the Associated Device.

. The Store Logs for Short-term option will store the imported log data in EventLog Analyzer for a brief period of two

days. If the option is left unchecked, the logs will be stored as per your database retention configuration.

. If you would like to automate a log file import at regular time intervals, enable the Schedule Log Import option.

With the Schedule drop-down menu, you can customize the time interval between each log file import.
Additionally, you can build a Filename Pattern for the imported log files using the time format options given. The name

of the file stored at the specified time will be updated in accordance to the file name pattern.

Click on Import to save the configuration.

Log file import from cloud storage

To import logs from AWS S3 buckets, you first need to create an IAM user with access to the S3 bucket(s). You can also

grant users access to only specific S3 buckets by following the steps given in this link.

To configure AWS S3 buckets for importing logs,

e In the Cloud tab, click the link displayed to configure the AWS account.
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Import Configuration < Back

Browse File(s) Local Path Shared Path Remote Path Cloud

@ No cloud account configured
Click here to configure

o Enter the Display Name, Access Key, and Secret Key of the AWS account and click Add.

Add New Cloud Account

Cloud Provider AWS

* Display Name

* Access Key admin

* Secret Key Verify Credential

® Once the AWS account gets added, it will be displayed in the drop-down list available in the Cloud tab.
o From the drop-down list, select the AWS account and then the S3 bucket from which logs are to be imported.

e Click Import to initiate log importing.

MySQL Logs

EventLog Analyzer supports only error logs and general logs from MySQL. MySQL logon failures are taken into account
from MySQL general query logs.

To enable logging in MySQL,

e Open the my.cnf file (in case of Linux) or my.ini file (in case of Windows) and add the below entries to the file.
e For error logs: log_error=<error-log-file-name>
e For general logs:
e >=v51.29:
general_log_file=<general-log-file-name>
general_log=1 (or) ON
e <v51.29:
log=<log-file-name>
e Restart the MySQL instance for the changes to take effect.
To import MySQL logs in EventLog Analyzer,
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® You can import MySQL log files from a local path, a shared path, or a remote path.
o To import MySQL log files, you need to manually choose the log format. Once you've selected the right file, select
MySQL Logs from the Log Format drop-down list in the Selected File(s) section.

e Click Import to initiate the log importing process.

PostgreSQL Logs

Log format of PostgreSQL logs is determined by log_line_prefix parameter, set in postgresql.conf file.

The default format of PostgreSQL logs is '%m [%p] ' which logs a time stamp and the process ID.
> log_line_prefix = '%m [%p] '

This format is supported by default in EventLog Analyzer.

Importing additional fields in EventLog Analyzer

If the user wants to add additional fields, log_line_prefix parameter in the postgresql.conf file must be changed.
The log_line_prefix parameter must follow the format(key- value pair) given below in the postgresgl.conf file.
log_line_prefix format:

log_line_prefix = 'time_stamp=%m or %t process_id=%p application_name=%a database_name=%d
connection_from_with_port=%r connection_from=%h session_id=%c transaction_id=%x user_name=%u command_tag=%i

sql_state_code=%e session_start_time=%s '

log_line_prefix Parameter Key Value
Time stamp with milliseconds or time stamp without milliseconds time_stamp %m or %t
Process ID process_id %p
Application name application_name %a
Database name database_name %d
Remote host name or IP address, and remote port connection_from_with_port %r
Remote host name or IP address connection_from %h
Session ID session_id %cC
Transaction ID transaction_id %X
User name user_name %u
Command tag: type of session's current command command_tag %i
SQLSTATE error code sql_state_code %e
Process start time stamp session_start_time %s

SAP ERP Audit Logs
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To add the SAP ERP application for monitoring, the audit logs have to be enabled.
To enable the SAP ERP audit logs:
To the DEFAULT.PFL file in the location <SAP_installed path>\sys\profile, add

® rsau/enable =1

e rsau/local/file = <log location>/audit_00

Note: The user should have permission to read this audit file while importing.

DB2 Audit Logs

Db2 database systems allow auditing at both the instance and database levels. The db2audit tool is used to configure the
auditing process. The tool can also be used to archive and extract audit logs, from both instance and database levels. The

audit facility can be configured by following these six steps.

1. Configuring db2audit data path, archive path, and scope.
. Creating an audit policy for database auditing.

. Assigning the audit policy to the database.

2

3

4. Archiving the active logs.

5. Extracting the archived logs.
6

. Importing the logs to EventLog Analyzer.

EventLog Analyzer also supports diagnostic logs. Click here to learn how to generate the diagnostic logs report.

1. Configuring db2audit data path, archive path, and scope

The configure parameter modifies the db2audit.cfg configuration file in the instance's security subdirectory. All updates to
this file will occur even when the instance is stopped. Updates occurring when the instance is active will dynamically affect

the auditing being done by the Db2 instance. To know more on all possible actions on the configuration file, refer source

o Open DB2 Command Line Processor with administrator privilege.

® Run the following command:

> db2audit configure datapath'C:\IBM\DB2\DataPath"archivepath'C:\IBM\DB2\ArchivePath"

Note: Replace the given paths with the paths of your choice for data path and archive path respectively.

e Run the following command:

> db2audit configure scope all status both error type normal

Note: Replace the given parameters with the parameters of your choice.
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® Run the following command:

> db2audit start

Now the logs will be generated for the DB2 instance in the given data path.
2. Creating an audit policy for database auditing

o Open DB2 Command Line Processor with administrator privilege.

e Run the following command to connect to a database:

> db2 connect toyour_database

Note: Replace your_database with the database name of your choice.

e Run the following command to create an audit policy for the database:

> db2 create audit policypolicy_namecategoriesallstatusbotherror typeaudit

Note: Replace policy_name with the policy name of your choice. Replace the given parameters with the

command parameters of your choice. To know more on the allowed command parameters, refer source.

e Run the following command to commit:

> db2 commit

Now the audit policy has been created.

3. Assigning the audit policy to the database

o Open DB2 Command Line Processor with administrator privilege.

e Run the following command to assign a policy to the database:

> db2 audit database using policypolicy_name

Note: Replace policy_name with the name of the audit policy that you created.

e Run the following command to commit:

> db2 commit

Now the created audit policy is assigned to the database.
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4. Archiving the active logs

You can archive the active logs from both instance and database. The logs will be archived to the archive path that you

configured in the first step.

o Open DB2 Command Line Processor with administrator privilege.

® Run the following command to archive the active database logs:

> db2audit archive databaseyour_database

Note: Replace your_database with the name of the database.

e Run the following command to archive active instance logs:

> db2audit archive

Now the logs will be archived to a new file with a timestamp appended to the filename. An example of the filename is given
below.
Instance Log file: db2audit.instance.log.0.20060418235612

Database Log file: db2audit.db.your_database.log.0.20060418235612
Both files have to be extracted into a human-readable format to be imported into EventLog Analyzer.

5. Extracting the archived logs

o Open DB2 Command Line Processor with administrator privilege.

e Run the following command to extract the archived instance logs:

> db2audit extract fileC:/IBM/DB2/instancelog.txt from files
db2audit.instance.log.0.20060418235612

Note: Replace the instancelog with the filename of your choice. Replace
db2audit.instance.log.0.20060418235612 with the filename of the archived instance logs.

e Run the following command to extract archived database logs:

> db2audit extract fileC:/IBM/DB2/databaselog.txt from files
db2audit.db.your_database.log.0.20060418235612

Note: Replace databaselog with the filename of your choice. Replace
db2audit.db.your_database.log.0.20060418235612 with the filename of the archived database logs.
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Both files will be extracted to the given archive path and can be imported into EventLog Analyzer.

6. Importing the logs to EventLog Analyzer

Now you will have to import the extracted database and instance log files into EventLog Analyzer. Here is a comprehensive

guide on how to import log files in EventLog Analyzer .

Diagnostic Logs
EventLog Analyzer also provides a report for diagnostic logs. To generate the diagnostic logs report, follow the given steps.

e Run the following command to find the location of the diagnostic log file.

> db2 get dbm cfg | findstr DIAGPATH
or

> db2 get dbm cfg | grep DIAGPATH

or

> db2 get dbm cfg

Note: The path corresponding to Current member resolved DIAGPATH is the path to the diagnostic log file.

o Navigate to the specified path and import the file named db2diag.txt to EventLog Analyzer. Here is a
comprehensive guide on how to import log files in EventLog Analyzer .

Import Troubleshooting tips

If you are unable to import a log file, ensure the following:

1. The credentials used are valid and have the necessary permissions.
2. The device is reachable.
3. The specified file exists and is accessible.

4. The log file format selected from the drop-down matches the log format of the chosen file.

Field extraction from logs

1. You can create a custom field by clicking on the tools icon at the top right corner of your log message. Follow the steps

given in this page to use custom patterns for logs.
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Dashboard  Repors  Compliance  Search  Correlation  Alerts [EEEeS
Log Type ; dhep_linux View Logs
Default Fields Logs
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Common Severity (50)
DATE_STRING (50)
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1P Address(dhcp) (39)
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a. Now custom fields are also displayed in the left pane.

b. Click on the Save button.

List of imported log files

You can view a list of all imported log files in your EventLog Analyzer installation. This is the default page that appears when

00:1b:53:c6:3e:9¢

i3

192.168.117.2

Type : DHCP linux logs  Logg

£192.168.117.50

192.168.117.2

: DHCPREQUEST for 10.10.10.17 from 00:1b:53:c6:3e:5¢ via 192.168.112.50: wrong network. L.

aging Device : dhep e :2021-03-18
£ 192.168.117.50

pe : DHCP linux logs L

JumpTo  LogReceiver 43

+ Add

dhep 2021-03-18 11:01:07

DHCPDISCOVER

00:90:

on : DHCPDISCOVER

DHCP linux logs dhep.
00:50:96:98:5¢:bb

e:dhcp  Time : 2021-03-18 11:

+ DHCPDISCOVER,

pe : DHCP linux logs  Log

dhep 2021-03-18 11:01:07
+ DHCPDISCOVER

00:90:96:

< : DHCP linux logs  Logging Device : dhep

0

the import log option is selected. This page provides details of the imported log file including, filename, device, monitoring
interval, time taken to import the log file, log format, and size of the log file.

Import Log File(s)

Select Log Type All Files v

@

File Name ¥ Device

Monitoring Interval

Apache Access Logs.4 sample One Time Import
Apache Access Logs.log sample One Time Import
DHCP Windows.txt sample One Time Import
IBM Maximo. txt sample One Time Import
IBM as400 sample One Time Import
1S W3C Web - UTF8.txt sample One Time Import
access_log.txt qwe Import Every 10 Min(s)

Last Scan Time ¥

Nov 07 2017 19:12

Nov 07 2017 19:12

Nov 07 2017 19:13

Nov 07 2017 19:12

Nov 07 2017 19:12

Nov 07 2017 19:12

Nov 07 2017 19:13

Import Log(s)

1-70f7 10~ B

Next Scan time ¥

Nov 07 2017 19:13
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Apache Overview Dashboard: Parsing Additional fields by modifying
the log format

The Combined Log Format is one of the log formats commonly used with Apache logs.

The Combined Log format is:

> %h %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-agent}i\"

While importing the log files in the Combined log format, the log files will not include the values for the fields response time

and bytes received.

The following widgets in the Apache Overview dashboard can display their values accurately only if the response time and
bytes received fields are parsed.

1. Bytes Transferred
2. Top 20 Slowest URLs
3. Web Activity Trend

4. Top 10 Slowest Servers

EventLog Analyzer )

viitors Number OF Raquests Chnt Errars Semer Erors

45737 491 5‘ 45 Q 19 677.38MB o

Web Activity Trend Request Volume by Geolocation

Responses Over Time. Top 10 Slowest Servers Top 20 Slowest URLs

Visitor Browsers Visitor Platforms. Top 5 Clie

In order to parse these additional fields, the log format has to be modified. The values for the additional fields can be

obtained once the logs are configured with the parameters "%{ms}T" and "%l".
Eventlog Analyzer can parse the modified log format by default.

The modified log format containing the parameters for response time and bytes received is:

> %h %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-agent}i\" %{ms}T %l

%{ms]T - time taken to serve the request (in milliseconds)

%l - bytes received, including headers

Note: Requires modlog_io to be enabled https://httpd.apache.org/docs/2.4/mod/mod_logio.html
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The modified log has 2 directives in addition to the commonly used Combined Log Format. These directives are present at
the end of the format, therefore, the combined log format will continue to be parsed as it was parsed in the previous

versions.

Procedure to change the Apache log format

Note: The configuration files by default are located at /etc/apache2/ in Debian/Ubuntu/Linux Mint or,
/etc/httpd/conf on Red Hat/Fedora/CentOS

1. Define a new log format and assign a label to it.

> LogFormat "%h %Il %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-agent}i\" %{ms}T %I"
modified

2. The label can be used to reference the new format string as the customLog directive.

> CustomLog logs/access.log modified

3. The new format will go into effect when the webserver is restarted.

After the log files have been imported, the updated Apache Overview dashboard has been displayed below:

EventLog Analyzer

Bytas Tanstarred

10544 ¢ 964 o 552 35.00G! b )

Responses. Over Time Top 10 Slowest Servers Top 20 Slowest URLs

vvvvvv Browsers Visitor Platforms

I sz
- ener erer2 sene =
o enerating 4xx Err
© frefox
® windows. 2
® chome
® macinosh 2 .
i i 2
© mie
® iphone 2
® opers 2
® orhers
® oters a

www.eventloganalyzer.com | demo.eventloganalyzer.com support@eventloganalyzer.com

109


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

4.10. How to monitor logs from an Amazon Web

Services (AWS) Windows instance

Installation procedure

Ensure that EventLog Analyzer server can access EC2 Windows instance.

i‘é’- ManageEngine EventLog Analyzer & - Agent

8 - Agent Setup Wizard

Welcome to the ManageEngine EventLog Analyze

Agent on your computer,

The installer will quide you through the steps reguired to install kM anageE ngine EventLog Analyzer 8 -

WwiSRMIMNG: This computer program is pratected by copyright law and international treaties.
Unautharized duplication or distribution of thiz program, or any portion of it, may result in severe civil
aor criminal penalties, and will be prozecuted ta the maximum extent possible under the law.

| Mewt » I

Cancel < Back

Welcome screen with copyright protection message appears.

i‘é’- ManageEngine EventLog Analyzer & - Agent

Confirm Installation

Click "Mext" to start the installation,

The ingtaller iz ready to inztall ManageE ngine EventLog Analyzer & - Agent on pour computer.

| et = I

Cancel < Back

Confirm the agent installation.
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Connection Settings for EventLog Agent-Server Communication

Sepecify the EventLog Analyzer Server Details, This will be used by the agents to
i communicate with the Server

—Server Sethings

Server Mame : I

Server Ip Address |44.111.18.129
Server Database ; | ™ postgres L mysql e masgl

Server Protocol : | % http " https

&S Instance : | © no & yes
Server Pork |84DD| (Default 34000
Enter the EventLog
Analyzer server details

Enter the server details: Server Name or Server IP Address, Server Database, Server Protocol, AWS Instance (choose Yes if
agent installation is on AWS, No if it is not), Server Port (mention the HTTP/HTTPS server port, default port is 8400).

{ii? ManageEngine EventLog Analyzer & - Agent M=
Y

Installation Complete

t anageE ngine EventLog Analyzer 8 - Agent has been successiully inztalled,

Click "Close to exit.

LCancel < Back | Cloze I
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i_ﬂ Programs and Features
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EventLog Analyzer agent is installed as a service in AWS Windows instance.

G ser
file - Action  Wisw

edmDd=EE|rnnnp
 Services (Local) | heme - | peseription [status |Startupiype [Logonss | =]

L Internes Conneckion Shating (1C5) Provides ., [isabéed Lacal Systern
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Local Sysker
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Ll Microsofl NET Frametrk NGEN v 0.50727 %36 Mereseit ... EventLog Analyzer Agent installad
E,;éfrm:rosoft JMET Framewori NEEN wi.0.30310_ X84 Microzodt .. as service and running in AWS
.':;ihﬁl:rustft JNET Framesiork NGEN v, 0. 30319 _K86 Microsoft . windews Instance
Sk Microsoft Fibee Channel Alatform Registration Serdce Registes L. T LOCa] SErLE
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C-;i{h’icrusuﬂ Foftware Shedow Topy Pravider ttanages 5. tearus Lol Swskem _'J

Eended ), stardard
| i |

Check whether the service is running.

itlog Analyzer

palbowd  HOStS  mpplicationd  Tile Manltansg 2013-07-1700D0 Z01I3-07-171E00 =
of AmcCroups simee [ Fotheduls
) Eenieh KetionET DUlETE DHEMN T
b ™
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EC2 server name is resolved from the IP address provided.

www.eventloganalyzer.com | demo.eventloganalyzer.com support@eventloganalyzer.com 112


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

Agent Admimstration

Mote: A It colisetan e irndperee o I Bamtle) Analyie ariueee L S mivh wgani
i i | i
Agents tndtalled Install Agent
Agent Mame Fhatan W A dredn Shows &1 | Hide &1
!I. @ % AMAZONA-CHIWRS = Swiwiee s minning ERigtar f55ce 4001112140145 | Hoete Add et I

AWS apent with status lisved n the cllent scredn

# Honlenring

g i ilemirive o

Evenilog Analyzer

Dathboard  Hosts  aApplicgtions  File Monivaring TN F-07TT 0000 FA1Z-07-1FIE08

of Al Crenips =Hos

Actidry s Deloie  Deanhie
L) Searen
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Nerd Help?

AWE Windows instance flsted as 'Hom'

IO IZONG Carp, Al RHGE Reservad

After five minutes you can view the reports rolling out for the AWS instance.

Note:
o |Install one agent on each AWS Windows server instance.

e You should not associate other AWS server instances with an AWS agent.
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aapters CONFiguring, and enabling logging/auditing
in sources

www.eventloganalyzer.com | demo.eventloganalyzer.com support@eventloganalyzer.com 114


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

5.1. Enabling Logs

Enabling Windows Firewall Logs

In order to monitor Windows firewall logs, add the Windows device from which the firewall logs are to be collected.

For EventLog Analyzer to collect Windows Firewall logs, modify the local audit policy of added Windows devices and enable

firewall related events. Follow the steps below to carry this out.

1. Open the command prompt.

2. Execute the following commands to enable logging of all firewall-related events:

> auditpol.exe /set /category:"Policy Change" /subcategory:"MPSSVC rule-level policy change"

/success:enable /failure:enable

> auditpol.exe /set /category:"Policy Change" /subcategory:"Filtering Platform policy change"

/success:enable /failure:enable

> auditpol.exe /set /category:"Logon/Logoff" /subcategory:"IPsec Main Mode" /success:enable

/failure:enable

> auditpol.exe /set /category:"Logon/Logoff" /subcategory:"IPsec Quick Mode" /success:enable

/failure:enable

> auditpol.exe /set /category:"Logon/Logoff" /subcategory:"IPsec Extended Mode"

/success:enable /failure:enable

> auditpol.exe /set /category:"System" /subcategory:"IPsec Driver" /success:enable

/failure:enable

> auditpol.exe /set /category:"System" /subcategory:"Other system events" /success:enable

/failure:enable

> auditpol.exe /set /category:"Object Access" /subcategory:"Filtering Platform packet drop"

/success:enable /failure:enable

> auditpol.exe /set /category:"Object Access" /subcategory:"Filtering Platform connection"

/success:enable /failure:enable

3. Restart the device (or) force a manual refresh by using the following command: gpupdate /force
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5.2. Enabling Hyper V logging

To monitor Hyper V Logs, add the Windows Server from which the Hyper V logs are to be collected.

For EventLog Analyzer to collect Hyper V logs, follow the steps below in the respective Windows device:

1. Open your Event Viewer.
2. Go to Application and Service Logs> Microsoft> Windows.
3. Right click on the following and select 'Enable Log'":
e Hyper-V-Config
o Hyper-V-High-Availability
e Hyper-V-Hypervisor
o Hyper-V-Integration
e Hyper-V-SynthFC
e Hyper-V-SynthNic
e Hyper-V-SynthStor
e Hyper-V-VID

e Hyper-V-VMMS
This will enable logging of Hyper V Logs and the logs can be viewed in Event Viewer.

To perform searches and generate reports out of these logs, carry out the following registry configuration on the respective

Windows machine:

1. Open the registry editor, 'regedit' in a Command Line Window.
2. Navigate to Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\eventlog
3. Right click on 'eventlog' and create new keys with the following names:
o Microsoft-Windows- Hyper-V-Config
o Microsoft-Windows-Hyper-V-High-Availability
® Microsoft-Windows-Hyper-V-Hypervisor
® Microsoft-Windows-Hyper-V-Integration
® Microsoft-Windows- Hyper-V-SynthFC
® Microsoft-Windows-Hyper-V-SynthNic
® Microsoft-Windows- Hyper-V-SynthStor
® Microsoft-Windows- Hyper-V-VID

® Microsoft-Windows- Hyper-V-VMMS

Note: EventLog Analyzer supports log collection from any device which has remote logging capability, via UDP or TCP
protocol. The default UDP ports are 513,514 and the default TCP port is 514 in EventLog Analyzer.

o TCP based log collection offers reliability.

o UDP based log collection is not reliable, but reduces load on your network when compared to TCP.

Depending on the requirements of your environment, you can choose the appropriate protocol for log collection.
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E.3. How to enable Audit for IBM AS400/iSeries Journal
ogs

For analyzing journal logs of IBM AS400/iSeries devices, you need to enable auditing in those systems.

To enable auditing for AS400/iSeries journal logs you have to:

1. Create ajournal receiver.
2. Attach the journal receiver to a journal.

3. Specify the audit logs that are to be stored in the journal receiver .

Once the journal receiver is created and the logs specified are collected in it, EventLog Analyzer will fetch those logs for

monitoring, report generation and alert notification.

Note: For setting up Security auditing in AS 400/iSeries machines, you must have the *AUDIT special authority.

Create a journal receiver

You can create a journal receiver in a library of your choice by using the following command:

> CRTJRNRCV JRNRCV(JRNLIB/AUDRCV0001) + THRESHOLD(100000) AUT(*EXCLUDE) +
TEXT('Auditing Journal Receiver')

Note: This example uses a library called JRNLIB for journal receivers.

e Place the journal receiver in any library of your choice. Ensure that it is not placed in the QSYS library, which is a
system library.

o Enter a name for the journal receiver.

o When you want the naming convention to be applied to naming all journal receivers, use the *GEN option.

e Specify an appropriate threshold level that suits your system size and activity. The size you choose should be based
on the number of transactions on your system and the number of actions you choose to audit. For system change
journal management support, the threshold must be at least 5000KB.

e To limit access to the information stored in the journal, specify *EXCLUDE on the AUT parameter.

Attach the journal receiver to a journal

e Create the QSYS/QAUDJRN journal by using the following command:

> CCRTJRN JRN(QSYS/QAUDJRN)+
JRNRCV(JRNLIB/AUDRCV0001)+
MNGRCV(*SYSTEM) DLTRCV(*NO)+

AUT(*EXCLUDE) TEXT('Auditing Journal')
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The journal name QSYS/QAUDJRN must be used.

Note: To create this journal you must have the authority to add objects to QSYS.

Specify the journal receiver name that you created, using the JRNRCV parameter.

Specify *EXCLUDE on the AUT parameter to limit access to the information stored in the journal.

(*SYSTEM) is passed as the parameter for Manage Receiver (MNGRCV). Thus when the attached journal receiver
reaches its threshold size, the system itself detaches this receiver and creates and attaches a new journal receiver.
Avoid detaching receivers and creating & attaching new receivers manually, using the CHGJRN command.

To retain the detached journal receivers, specify (*NO) as the value for DLTRCV. This will prevent the automatic
deletion of detached receivers by the system.

QAUDJRN receivers are your security audit trail. Hence, ensure that they are adequately archived.

Specify the logs that are to be captured by the journal receiver

>

Once this security auditing set up is completed, EventLog Analyzer will automatically fetch the logs collected in the journal
receiver of the AS400/iSeries device that is added for monitoring. If the AS400/iSeries machine is not added to EventLog

Use the following command to specify the logs that are to be stored in the journal receiver created:

CHGSECAUD QAUDCTL(*ALL) QAUDLVL(*ALL)

To specify which actions are to be logged into the audit journal for all the users on the system, you need to set the
audit level to the QAUDLVL system value using the WRKSYSVAL command.

If you want to set action and object auditing for specific users, use the CHGUSRAUD command.

You can also set object auditing for specific objects as per your requirement, using

the CHGOBJAUD and CHGDLOAUD commands.

Setting the QAUDENDACN system value helps you determine the systems action when it is unable to write an
entry to the audit journal.

With the QAUDFRCLVL system value parameters, you can control the transfer of audit records from memory to
auxiliary storage.

To start auditing set the QAUDCTL system value to any value other than *NONE.

Analyzer server, add the device to begin collecting its logs.
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5.4. Enabling Stackato Logging

EventLog Analyzer automatically adds and collects your stackato logs upon executing the following command in your tty

console:

$kato config set logyard drainformats/<Format Name>[<PRI>{{.Text}}]
For UDP based log collection:
$kato drain add ela udp://<ela_server_name>:<udp_port_no> -f systail-ela-local

For TCP based log collection:

$kato drain add ela tcp://<ela_server_name>:<tcp_port_no> -f systail-ela-local

Example:
$kato config set logyard drainformats/systail-ela-local[{<13>{{. Text}}]

$kato drain add ela udp://ELA:514 -f systail-ela-local

By default, EventLog Analyzer uses 513 and 514 as default UDP ports. In case you have changed the UDP port

number, specify the same here.

Logyard will now drain all logs in the format name as specified to EventLog Analyzer's UDP port number as given. EventLog

Analyzer can now collect all the stackato logs as syslogs and analyze them with special reports.
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5.5. Configuring McAfee Solutions

EventLog Analyzer collects log data from McAfee solution and presents it in the form of graphical reports. For the solution

to start collecting this log data, it has to be added as a threat source.

To configure McAfee in EventLog Analyzer, please follow the steps below.

1. Configure HTTPS in EventLog Analyzer.

2. Enable the required TLS port. Settings > System Settings > Listener ports

EventLog Analyzer) Home Reports Compliance Search Correlation Alerts Settings LogMe

€ Listener ports

x Configuration
Manage Syslog Listener Ports

-.o Admin Settings

Actions Protocol v Port v
[_& system settings & UDP 514
Notification Settings L} uop 513
Connection Settings o TcP 514
Re-branding ] LS 513
Server Diagnostics
Database Access
Log Level Settings
Listener Ports
Manage SNMP Traps Listener Port
Actions Protocol Port
2 & SNMP 162

Configure your McAfee ePO server to use the newly created syslog server.
Add a new registered server and select Syslog for the type of server.

Enter the FQDN of the Syslog server.

Click on enable event forwarding.

Y ® N o u o~ W

Click on save.

Device 3 Existing Host

Addon Type 3 FireEye v

Symantec Endpoint Protection
Symantec DLP

Malwarebytes

CEF Format

Click on test connection. A Syslog connection success message will be displayed.

@ Purchasenow  JumpTo  LogReceiver A1

Support + Add

Status v

TLS not configured 2

Status

@

Enter 6514 for the port number. If the listener port number was changed in the TLS, enter that port number.

Once the threat source is added, EventLog Analyzer will start parsing the fields in the logs. This log data can now be viewed

in the form of reports.

1. In the EventLog Analyzer console, navigate to Settings > Configurations > Manage Threat Source > Add Source

2. Click on Existing Host and select the device you had added from the list of existing devices.

3. Select the Addon Type from the list.
4. Click on Add.
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Available reports:

o McAfee Events
o McAfee Threat Reports
o McAfee Virus Reports
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5.6. Configuring Zscaler NSS

Navigate to Edit NSS Feed in the console and specify the following details:
1. Enter the EventLog Analyzer server IP address in the field SIEM IP address.

2. Enter 514 as the SIEM TCP Port. If you have changed the default TCP port, then specify the changed port number
here.

3. Select the Field Output Type as Tab-separated.

4. Append <96> at the start of the Feed Output Format before "%s... which specifies to EventLog Analyzer that the log

messages must be processed.
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aapters CONFiguring Syslog Service

6.1. Configuring the Syslog Service on a UNIX devices

Note: Please take a note of the default port numbers used for the different protocols.

Default port number protocol used

1. 513 & 514 UDP
2. 514 TCP
3. 513 TLS

e Login as root user and edit the syslog.conf/rsyslog.conf/syslog-ng.conf file in the /etc directory.

e You can check the logger in the device by executing 'ps aux | grep syslog'command in the Terminal or Shell.
e For UDP based log collection, append:

* *<space/tab>@<eventloganalyzer_server_name>:<port_no> at the end, where <eventloganalyzer_server_name>
is the name of the machine on which EventLog Analyzer is running. Save the configuration and exit the editor.
o For TCP based log collection, append:

* *<space/tab>@@<eventloganalyzer_server_name>:<port_no> at the end, where <server_name> is the name of the
machine on which EventLog Analyzer is running. Save the configuration and exit the editor.

e For TLS based log collection:

Prerequisites:

e Enable HTTPS and configure a valid certificate in server.xml. Click here to know how to configure a
valid SSL certificate.

e Only pfx format is supported for storing certificate, if you use keystore format, please convert it to pfx.

Using self-signed certificates:

o After applying a self-signed certificate, a file named ca.crt will be created in the location
<EventLogAnalyzer_Home>/Certificates.

e Use this file as the root certificate while configuring log forwarding in clients.

Using other certificates:

e For configuring log forwarding, get the root certificate from the certificate vendor.

e After checking the prerequisites, append the below comments in the syslog.conf/rsyslog.conf/syslog-ng.conf file in
the /etc directory.
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> $DefaultNetstreamDriverCAFile <CACertificate>
$ActionSendStreamDriver gtls
$ActionSendStreamDriverMode 1
$ActionSendStreamDriverAuthMode x509/name
$ActionSendStreamDriverPermittedPeer <commonname>

* *<space/tab>@@<eventloganalyzer_server_name>:<port_no>

Save the configuration and exit the editor.

Note:

1. If you want to use a different port other than the default ports as specified above, please specify it in the port
management settings.

2. The CommonName should be the same value as given in the certificate file.

Restart the syslog service on the device using the command:
/etc/rc.d/init.d/syslog restart

Note: To configure the syslog-ng daemon in a Linux device, append the following entries at the end of /etc/syslog-

ng/syslog-ng.conf
For UDP based log collection:

* *<space/tab>@<eventloganalyzer_server_name>:<port_no> at the end of the configuration file,
where <eventloganalyzer_server_name> is the DNS name or IP address of the machine on which EventLog Analyzer is

running. Save the configuration and exit the editor.

For TCP based log collection:
* *<space/tab>@@<eventloganalyzer_server_name>:<port_no> at the end, where <server_name> is the DNS name or IP

address of the machine on which EventLog Analyzer is running. Save the configuration and exit the editor.

Note: Ensure that EventLog Analyzer server that you provide is reachable from the Syslog device.

For TLS based log collection:

destination d_eventloganalyzer { tcp("<hostname>" port(<port>)tis(ca_dir("<CACertificate>") ); };

log { source(src); destination(eventloganalyzer); };

Note: The above configuration will only enable forwarding of machine logs to the EventLog Analyzer server.

Forwarding audit logs to the EventLog Analyzer Server
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The below given configurations have to be done in Linux devices under rsyslog.conf (or) syslog.conf :
1. Under the MODULES section, check whether the "$ModLoad imfile" is included. (This module "imfile" converts any

input text file into a syslog message,which can then be forwarded to the EventLog Analyzer Server.)

2. The following directives contain the details of the external log file:

$InputFileName <Monitored_File_Absolute_Path>
$InputFileStateFile <State_Filename>
$InputFileSeverity <Severity >

$InputFileFacility <Facility >

$InputRunFileMonitor

3. To forward the logs we must provide this line: <Facility>.<Severity> @Host-Ip:Port
Example:
$InputFileName /var/log/sample.log
$InputFileStateFile sample
$InputFileSeverity info
$InputFileFacility localé
local6.info @eventloganalyzer-Server:514

Here /var/log/sample.log is the external file to be forwarded.

Note:

1. These instructions can be applied to all Linux devices.

2. Please use a unique <State_Filename> for different <Monitored_File_Absolute_Path>.

3. When forwarding audit logs, sometimes default policies in Red Hat systems with Security enhancement (SElinux)
won't allow the audit logs to be read. In that case, the audit logs can be forwarded by adding "active=yes" in

etc/audisp/plugins.d/syslog.conf:

www.eventloganalyzer.com | demo.eventloganalyzer.com support@eventloganalyzer.com 125


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

6.2. Configuring the Syslog Service on a Mac OS devices

1. Login as root user and edit the syslog.conf file in the /etc directory.
2. Append *.*<tab>@<server_IP> at the end, where <server_IP> is the IP Address of the machine on which EventLog

Analyzer is running.
Note: Ensure that the EventLog Analyzer server IP address is reachable from the MAC OS device.

3. Save the file and exit the editor.

4. Execute the below commands to restart the syslog device:
$ sudo launchctl unload /System/Library/LaunchDaemons/com.apple.syslogd.plist

$ sudo launchctl load /System/Library/LaunchDaemons/com.apple.syslogd.plist

Note: TLS option is not available for Syslog.
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6.3. Configuring the Syslog Service on a HP-
UX/Solaris/AIX Device

1. Login as root user.
2. Edit the syslog.conf file in the /etc directory as shown below.

*.emerg;*.alert;*.crit;*.err;*.warning;*.notice;*.info;*.debug<tab-separation>@<ela_server_name>

where <ela_server_name> is the name of the machine where EventLog Analyzer is running. Ensure that there is only a

tab separation in between *.debug and @< ela_server_name>.

Note: For a Solaris device, it is enough to include *.debug<tab-separation>@<ela_server_name> in the

syslog.conf file.

3. Save the configuration and exit the editor.

4. Edit the services file in the /etc directory.

5. Change the syslog service port number to 514, which is one of the default listener of EventLog Analyzer. But if you
choose a different port other than 514 then remember to enter that same port when adding the device in EventLog
Analyzer.

6. Start the syslog daemon on the OS with the appropriate command:

(for HP-UX) /sbin/init.d/syslogd start

(for Solaris) /etc/init.d/syslog start

(for Solaris 10) svcadm -v restart svc:/system/system-log:default
(for IBM AlX) startsrc -s syslogd
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6.4. Configuring the Syslog Service on VMware

All ESX and ESXi devices run a syslog service (syslogd), which logs messages from the VMkernel and other system

components to a file.

To configure the syslog service on an ESX device:

Neither vSphere Client nor vicfg-syslog can be used to configure syslog behavior for an ESX device. To configure syslog for

an ESX device, you must edit the /etc/syslog.conf file.

To configure the syslog service on an ESXi device:

e On ESXi devices, you can use the vSphere Client or the vSphere CLI command vicfg-syslog to configure the

following options:

1.
2.

3.

Log file path: Specifies a datastore path to the file where syslogd logs all messages.
Remote host: Specifies a remote device to which syslog messages are forwarded. In order to receive the
forwarded syslog messages, your remote host must have a syslog service installed.

Remote port: Specifies the port used by the remote host to receive syslog messages.

e Configuration using vSphere CLI command: For more information on vicfg-syslog, refer the vSphere Command-

Line Interface Installation and Reference Guide.

e Configuration using vSphere Client:

1.

2
3
4.
5

In the vSphere Client inventory, click on the host.

. Click the Configuration tab.

. Click Advanced Settings under Software.

Select Syslog in the tree control.

. In the Syslog.Local.DatastorePath text box, enter the datastore path to the file where syslog will log messages.

If no path is specified, the default path is /var/log/messages.

The datastore path format is [<datastorename>] </path/to/file> where the path is relative to the root of the

volume backing the datastore.

Example: The datastore path [storage1] var/log/messages maps to the path /
vmfs/volumes/storagel/var/log/messages.

In the Syslog.Remote.Devicename text box, enter the name of the remote host where syslog data will be
forwarded. If no value is specified, no data is forwarded.
In the Syslog.Remote.Port text box, enter the port on the remote host where syslog data will be forwarded. By

default Syslog.Remote.Port is set to 514, the default UDP port used by syslog. Changes to Syslog.Remote.Port

only take effect if Syslog.Remote.Devicename is configured.

Click OK.
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6.5. Configuring the Syslog Service on Arista Switches

1. Login to the Arista Switch

2. Go to the config mode.

3. Configure the Switch as below to send the logs to the Eventlog Analyzer Server
o Arista# config terminal
o Arista(config)# logging host < Eventlog_Server_Ip > < port_number > protocol [tcp/udp]
e Arista(config)# logging trap information

o Arista(config)# copy running-config startup-config
To configure command executed logs:
e Arista (config)# aaa accounting commands all console start-stop logging

e Arista (config)# aaa accounting commands all default start-stop logging

( )

( )

e Arista (config)# aaa accounting exec console start-stop logging

e Arista (configl# aaa accounting exec default start-stop logging
( )

e Arista (config)# copy running-config startup-config

To configure logon logs:

e Arista (config)# aaa authentication policy on-success log
e Arista (config)# aaa authentication policy on-failure log

e Arista (config)# copy running-config startup-config
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6.6. Configuring the Syslog Service on Cisco Switches

1. Login to the switch.
2. Go to the config mode.

3. Configure the switch as below (here, we have used Catalyst 2900) to send the logs to the EventLog Analyzer server:

<Catalyst2900># config terminal
<Catalyst2900>(config)# logging <ela_server_IP>
For the latest catalyst switches
Catalyst6500(config)# set logging <ela_server_|P>

We can also configure logging facility and trap notifications with the below commands:

> Catalyst6500(config)# logging facility local7

Catalyst6500(config)# logging trap notifications

Note: The same commands are also applicable for Cisco Routers.
Please refer Cisco® documentation for detailed steps on configuring the Syslog service in the respective routers or
switches. Contact eventlog-support@manageengine.com if the Syslog format of your Cisco devices are different from

the standard syslog format supported by EventLog Analyzer.
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6.7. Configuring the Syslog Service on HP Switches

1. Login to the switch.

2. Enter the following commands.
HpSwitch# configure terminal
HpSwitch(config)# logging severity debug
HpSwitch(config)# logging <ELA IP_ADDRESS>
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6.8. Configuring the Syslog Service on Cisco devices

To configure the Syslog service on Cisco devices, follow the steps below:
1. Login to the Firewall.
2. Go to the config mode;
3. Configure the switch as given below (here, we have used Catalyst 2900) to send the logs to the EventLog Analyzer
server:
Cisco-ASA# config terminal
Cisco-ASA (config)# logging host <EventLog _server_IP> [TCP/UDP]/< Port_Number >

Cisco-ASA (config)# logging trap information

Cisco-ASA (config)# logging facility local7
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6.9. Configuring the Syslog Service on Cisco Firepower
devices

Step 1: Syslog server configuration

To configure a Syslog Server for traffic events, navigate to Configuration > ASA Firepower Configuration > Policies >
Actions Alerts and click the Create Alert drop-down menu and choose option Create Syslog Alert. For web interfaces,

navigate to Policies > Actions Alerts. Enter the values for the Syslog server.

o Name: Specify the name which uniquely identifies the Syslog server.
e Host: Specify the IP address/hostname of Syslog server.

e Port: Specify the port number of Syslog server.

e Facility: Select any facility that is configured on your Syslog server.

e Severity: Select any Severity that is configured on your Syslog server.

e Tag: Specify tag name that you want to appear with the Syslog message.

Step 2: Enable external logging for Connection Events

e Connection Events are generated when traffic hits an access rule with logging enabled. In order to enable the
external logging for connection events, navigate to ASDM Configuration > ASA Firepower Configuration > Policies
> Access Control Policy. For web interfaces, navigate to Policies > Access Control Policy. Edit the access rule and
navigate to logging option.

e Select the logging option either log at Beginning and End of Connectionor log at End of Connection Navigate
to Send Connection Events to option and specify where to send events.

e In order to send events to an external Syslog server, select Syslog, and then select a Syslog alert response from the
drop-down list. Optionally, you can add a Syslog alert response by clicking the add icon.

Step 3: Enable external logging for Intrusion Events

e Intrusion events are generated when a signature (snort rules) matches some malicious traffic. In order to enable the
external logging for intrusion events, navigate to ASDM Configuration > ASA Firepower Configuration > Policies >
Intrusion Policy > Intrusion Policy. For web interfaces, navigate to Policies > Intrusion Policy > Intrusion Policy.
Either create a new Intrusion policy or edit an existing one. Navigate to Advanced Setting > External Responses

e In order to send intrusion events to an external Syslog server, select option Enabled in Syslog Alerting then click
the Edit option.

Logging Host: Specify the IP address/hostname of Syslog server.
Facility: Select any facility that is configured on your Syslog server.
Severity: Select any Severity that is configured on your Syslog server.

Note: From Version 6.3 and above, make sure to enable timestamping in the RFC 5242 format in Firepower

Threat Defense for collecting syslogs along with their timestamps.
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6.10. Configuring the Syslog Service on SonicWall
devices

To configure the Syslog service on SonicWall devices, follow the steps below:

1. Login to the SonicWall device as an administrator.
2. Navigate to Log > Automation, and scroll down to Syslog Servers.
3. Click on the Add button.

Use a web browser to connect to the SonicWall management interface and login with your username and
password.

1. Click on the Log button on the left menu. This will open a tabbed window in the main display.

2. Click on the Log Settings tab.

w

. Under Sending the Log, enter the IP address of the machine running the Kiwi Syslog Server into the field Syslog Server
1. If you are listening on a port other than 514, enter that value in the field Syslog server port 1

4. The Syslog ID must be firewall for the effective parsing of firewall logs.

5. Under Automation, set the Syslog format to Enhanced Syslog.

6. Under Categories > Log, check all the types of events that you would like to receive Syslog messages for.

7

. Click on the Update button.

For SonicOS 6.5 and above:

1. Login to the SonicWall device as an administrator.
. Click on Manage tab and expand Log Settings> SYSLOG
. Click Add under Syslog Servers.

. From the Add Syslog Server window, enter the IP address or host name of the Eventlog Analyzer server.

. Set the Syslog format to Enhanced Syslog.

2

3

4

5. Enter the port number and set the Server Type to Syslog.

6

7. The Syslog ID must be firewall for the effective parsing of firewall logs.
8

. Click OK to configure.

A reboot of the SonicWall may be required for the new settings to take effect.
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6.11. Configuring the Syslog Service on Juniper devices

=

A wN

Login to the Juniper device as an administrator.
Navigate to the Configure tab.

Expand CLI Tools on the left pane, click on CLI editor in the subtree, and navigate to syslog under system.

For standard logs, insert the host node with the required values such as the host name, severity, facility and log prefix.

Consider the following command:
host ela-server{

any any;

port 513;

}

This will forward the log data in standard format. You can customize the syslog severity level by editing the command.

For structured logs, mention 'structured-data' in the command line. Consider the following command.
host ela-server{

any any;

port 513;

structured-data;

}

This will forward the log data in a structured format.

6. Click on Commit to save the changes. To view the changes, click on the CLI viewer.

Note: It is recommended to use structured logs
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6.12. Configuring the Syslog Service on PaloAlto devices

To configure the Syslog service in your Palo Alto devices, follow the steps below:

1. Login to the Palo Alto device as an administrator.
2. Navigate to Device > Server Profiles > Syslogto configure a Syslog server profile.
3. Configure Syslog forwarding for Traffic, Threat, and WildFire Submission logs. First, navigate to Objects > Log

Forwarding, and click on Add to create a log forwarding profile.

N

. Assign the log forwarding profile to security rules.

(&)

. Configure Syslog forwarding for System, Config, HIP match, and Correlation logs.

6. Click on Commit for the changes to take effect.

For version 7.1 and above:

1. Login to the Palo Alto device as an administrator.
2. Configure a Syslog server profile for the EventLog Analyzer server
o Select Device > Server Profiles > Syslog
e Click Add and provide a name for the profile.
o [f the firewall has more than one virtual system (vsys), select the Location (vsys or Shared) where this
profile is available.
e For the EventLog Analyzer server, click Add and enter the requested information.
e Click OK.
3. Configure syslog forwarding for Traffic, Threat, and WildFire Submission logs.
e Create a log forwarding profile.
e Select Objects > Log Forwarding click Add, and enter a Name to identify the profile.
e For each log type and each severity level or WildFire verdict, select EventLog
Analyzer's Syslog server profile and click OK.
e Assign the log forwarding profile to security rules.
4. Configure syslog forwarding for System, Config, HIP Match, and Correlation logs.
e Select Device > Log Settings.
e For System and Correlation logs, click each Severity level, select EventLog Analyzer's syslog server
profile, and click OK.
e For Config, HIP Match, and Correlation logs, edit the section, select EventLog Analyzer's syslog server
profile, and click OK.

5. Click Commit to save your changes.

Source: https://docs.paloaltonetworks.com/pan-os/7-1/pan-os-admin/monitoring/configure-syslog-monitoring

Note: It's recommended to use BSD format in syslog profiles.

Once you have completed the configuration steps, the logs from your Palo Alto device will be automatically forwarded to

the EventLog Analyzer server.
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6.13. Configuring the Syslog Service on Fortinet devices

To configure the Syslog service in your Fortinet devices follow the steps given below:

1. Login to the Fortinet device as an administrator.
2. Define the Syslog Servers. It can be defined in two different ways,

e Either through the GUI System Settings > Advanced > Syslog Server

Create New Syslog Server Setiings

Name
|IP address (or FQDN)

Syslog Server Port 514

4k

Configure the following settings and then select OK to create the syslog server.

Name Enter a name for the syslog server.
IP address (or FQDN) Enter the IP address or FQDN of the EventLog Analyzer.
Syslog Server Port Enter the EventLog Analyzer's port number. The default port is 514.

e Or with CLI commands:

> config system syslog
edit "syslog server name"
set ip "EventLog Analyzer IP Address"
set port 514
next

end

3. Use the following CLI commands to send Fortinet logs to the Eventlog Analyzer server.

> config system locallog syslogd setting
set severity debug
set facility local7
set status enable
set syslog-name <syslog server name set in above step>

end

4. Severity and Facility can be changed as per the requirements.

Once you have completed the configuration steps, the logs from your Fortinet device will be automatically forwarded to

the EventLog Analyzer server.

For more details refer the source: Link.
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6.14. Configuring the Syslog Service on Check Point
devices

To configure the Syslog service in your Check Point devices, follow the steps below:

1. Login to the Check Point device as an administrator.

2. To override the lock, click on the lock icon on the top-left corner of the screen.

3. Click Yes on the confirmation pop-up that appears.

4. Navigate to System Management > System Logging.

5. Under the Remote System Logging section, click Add.

6. In the Add Remote Server Logging Entry window, enter the IP address of the remote server (EventLog Analyzer
server).

7. From the Priority drop-down, select the severity level of the logs to be sent to the remote server.

8. Click OK.
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6.15. Configuring the Syslog Service on NetScreen
devices

The Syslog service in your NetScreen devices, can be configured in two ways:

Enabling Syslog Messages using the NetScreen Device:
1. Login to the NetScreen GUI.
2. Navigate to Configuration> Report Settings> Syslog.
3. Check the Enable Syslog Messages check-box.
4. Select the Trust Interface as Source IP and enable the Include Traffic Log option.
5. Enter the IP address of the Eventlog Analyzer server and Syslog port (514)in the given boxes. All other fields will have
default values.

6. Click Apply to save the changes.
Enabling Syslog Messages the CLI Console

Execute the following commands:

> Netscreen > set syslog config <ip address> facilitates localO localO
Netscreen > set syslog config <ip address> port 514
Netscreen > set syslog config <ip address> log all

Netscreen > set syslog enable
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6.16. Configuring the Syslog Service on WatchGuard
devices

To configure the Syslog service in your WatchGuard devices, follow the steps below:

1.

2
3
4
5.
6
7
8
9

10.

Login to the WatchGuard device as an administrator.

. Navigate to System> Logging> Syslog.
. Enable the Send log messages to the syslog server at this IP addresscheckbox.

. Type the EventLog Analyzer server's IP address in the box provided for IP address.

Select 514 in the box provided for Port.

. Select Syslog from the Log Format drop-down list.
. If you want to include date and time in the log message details, enable the Time stamp checkbox.
. If you want to add serial numbers in log message details, enable Serial number of the device checkbox.

. Select a syslog facility for each type of log message in the Syslog settings section drop-down list.

e For high-priority syslog messages, such as alarms, select LocalO.
e To assign priorities for other types of log messages select Locall - Local7.
e To not send details for a message type, select NONE.

Note: Lower numbers have greater priority.

Click SAVE
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6

To

.17. Configuring the Syslog Service on Sophos devices

configure the Syslog service in your Sophos devices, follow the steps below:

Enabling Sophos-UTM Syslog:

1.

2
3.
4

En

1
2
3

Login to Sophos UTM as administrator.

. Navigate to Logging & Reporting > Log Settings >Remote Syslog Server

Enable Syslog Server Status

. Configure the syslog server by filling the following details

Name: < Any >
Server: < EventLog Analyzer server IP Address >
Port: < 513 >

Navigate to Remote Syslog > select the logs that has to be sent to the EventLog Analyzer server.

. Click on Apply
abling Sophos-XG Syslog:

. Login to Sophos-XG as administrator.
. Navigate to System > System Services > Log Settings > Syslog Servers > Add

. Configure the syslog server by filling the following details
Name: < Any >
Server: < EventLog Analyzer server IP Address >
Port: < 513 >
Facility: < DAEMON >
Severity: < INFORMATION >

Format: < Standard Format >

4. Click on Save

5. Navigate to System > System Services > Log Settings> select the logs that has to be sent to the EventLog Analyzer

Server.
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6.18. Configuring the Syslog Service on Cyberoam

o
devices
To configure the Syslog service in your Cyberoam devices, follow the steps below:

Enabling Cyberoam Syslog:

1. Login to Cyberoam as administrator.
2. Navigate to Logs & Reports > Configuration > Syslog Server > Syslog Servers > Add

3. Configure the syslog server by filling the following details
Name: < any >
Server: < EventLog Analyzer server IP Address >
Port: < 513 >
Facility: < DAEMON >
Severity: < INFORMATION >
Format: < Cyberoam Standard Format >
4. Click on Save
5. Navigate to Logs & Reports > Configuration > Log Settings> select the logs that has

Analyzer Server.

to be sent to the EventLog
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6.19. Configuring the Syslog Service on Barracuda
devices

The Syslog service in your Bararacuda devices, can be configured by following these five steps:
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1. Enable the Syslog Service

Navigate to CONFIGURATION > Full Configuration > Box > Infrastructure Services > Syslog Streaming
Click on Lock.
Enable the Syslog service.

Click Send Changes and Activate.

2. Configure Logdata Filters

Navigate to CONFIGURATION > Full Configuration > Box > Infrastructure Services > Syslog Streaming.
From the menu select Logdata Filters.

Click on Configuration Mode > Switch to Advanced View > Lock

Click on + icon to add a new entry.

Enter a descriptive name in the Filters and click OK.

In the Data Selection table, add the log files to be streamed. (e.g. Fatal_log, Firewall_Audit_Log, Panic_log)

In the Affected Box Logdata section, define what kind of box logs are to be affected by the Syslog daemon
from the Data Selection list

In the Affected Service Logdata section, define what kind of logs created by services are to be affected by the
Syslog daemon from the Data Selection list.

Click on Send Changes and Activate.

3. Configure Logstream Destinations

Navigate to CONFIGURATION > Full Configuration > Box > Infrastructure Services > Syslog Streaming.
From the menu select Logstream Destinations.

Expand the Configuration Mode > Switch to Advanced View > Lock.

Click on + icon to add a new entry.

Enter a descriptive name and click OK.

In the Destinations window select the Remote Loghost.

Enter the EventLog Analyzer server IP address as destination IP address in the Loghost IP address field.
Enter the destination port for delivering syslog message as 513, 514.

Enter the destination protocol as UDP.

Click OK

Click on Send Changes and Activate.

4. Disable Log Data Tagging

5. Configure Logdata Streams

Navigate to CONFIGURATION > Full Configuration > Box > Infrastructure Services > Syslog Streaming.
From the menu, select Logdata Streams.

Expand the Configuration Mode menu and select Switch to Advanced View.

Click the + icon to add a new entry.

Enter a descriptive name and click OK.

Configure Active Stream, Log Destinations and Log Filters settings.

Click on Send Changes and Activate.
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6.20. Configuring the Syslog Service on Barracuda Web
Application Firewall

The Barracuda web application can be configured by following these steps:

1. Navigate to ADVANCED > Export Logs > Add Export Log Server

2. In the Add Export Log Server, enter the following details, and click OK

Name: Enter a name for the EventLog Analyzer Server
IP Address or Hostname: Enter the IP address or the hostname of the EventLog Analyzer server
Port: Enter the port associated with the IP address of the EventLog Analyzer server (513,514)

Log Timestamp and Hostname: Enable to send log with date and time of the event
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6.21. Configuring the Syslog Service on Barracuda Email
Security Gateway

The Barracuda email security gateway application can be configured by following these steps:

1. To configure the email Syslog, using the Barracuda Email Security Gateway Web interface, navigate to the ADVANCED

> Advanced Networking

Enter the IP address of the EventLog Analyzer server to which syslog data related to mail flow should be sent.

Specify the protocol TCP or UDP, and also port (513,514) over which syslog data should be transmitted.
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6.22. Configuring the Syslog Service on Huawei Firewall
devices

To configure the Syslog service in your Huawei firewall devices, follow the steps below:

1. Login to the Huawei firewall device.
2. Navigate to System view > Log monitoring > Firewall log stream
3. To export traffic monitoring logs to EventLog Analyzer server, enter the following details in the space provided:

Info-center loghost <EventLog Analyzer server IP address> 514 facility <facility>

4. Exit the configuration mode.
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6.23. Configuring the Syslog Service on Malwarebytes
devices

To configure the Syslog service in your Malwarebytes devices, follow the steps below:

1. Log into the Management console of the Malwarebytes device.
2. Move to the Admin pane and open the Syslog Settings tab.
3. Click Change and tick the Enable Syslog check box.
4. To export traffic monitoring logs to EventLog Analyzer server, enter the following details in the space provided:
e Address <EventLog Analyzer server IP address>
e Port<513/514>
e Protocol
e Payload format <CEF>
5. Click OK to save.
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6.24. Configuring the Syslog Service on Meraki devices

To configure the Syslog service in your Meraki devices, follow the steps below:

1.
2.
3.

Login to the Meraki device as an administrator.

From the dashboard, navigate to Network-wide > Configure > General.

Click on the Add a syslog server link. In the given fields enter the EventLog Analyzer server IP address and UDP port
number.

Define the roles so that data can be sent to the server.

Note: If the Flows role is enabled on a Meraki security appliance then logging for individual firewall rules can be
enabled/disabled. This can be done by navigating to the Security appliance > Configure > Firewalland editing the
Logging column.

Click Save.
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6.25. Configuring the Syslog Service on FireEye devices

1. Login to the FireEye device as an administrator.
Navigate to Settings > Notifications, select rsyslog and the Event type.

Click Add Rsyslog Server.

A wN

In the dialog box that opens, enter the EventLog Analyzer server IP address in the given field. Choose UDP as the
protocol and the format as CEF (default).

5. Click Save.
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6.26. Configuring the Syslog Service on pfSense devices

1. Login to the pfSense device.

Navigate to Status > System Logs > Settings

Enable Remote Logging.

Choose BSD (RFC 3164, default) as the Log Message Format.
Specify the IP address and Port of the EventLog Analyzer server.

Check all the Remote Syslog Content.

N o »u o~ w0 DN

Click Save.
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6.27. Configuring the Syslog Service on Symantec DLP
devices

A w N

Locate and open the config\Manager.properties file. The file path is as follows

Windows - \SymantecDLP\Protect\config directory

Linux - /opt/SymantecDLP/Protect/config directory

Uncomment the systemevent.syslog.host= line and specify the EventLog Analyzer server IP address as follows:
systemevent.syslog.host=xXX.XX.XX.XXX

Uncomment the systemevent.syslog.port= lineand specify 514 as the port to accept connections from the Symantec
Enforce Server as follows:

systemevent.syslog.port=514

After making the above mentioned changes, save and close the properties file.
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6.28. Configuring the Syslog Service on Symantec
Endpoint Protection devices

1. Login to the Symantec Endpoint Protection device as an administrator.

Navigate to Admin > Servers. Select the local site or remote site from which log data must be exported.
Click Configure External Logging.

In the General tab, from the Update Frequency list, choose how often log data should be sent to the file.
In the Master Logging Serverlist, select the management server to which the logs should be sent.

Check the Enable Transmission of Logs to a Syslog Serveroption.

N o »u o~ w0 DN

Enter the following details in the given fields.
e Syslog Server- Enter the EventLog Analyzer IP address or domain name .
e Destination Port - Select the protocol to use and enter the destination port that the Syslog server should use
to listen for Syslog messages.
e Log Facility - Enter the number of the log facility that you want the Syslog configuration file to use. Valid
values range from O to 23. Alternatively, you could use the default.

8. Click OK.
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6.29. Configuring the Syslog Service on H3C devices

1. Login to the H3C security device as an administrator.
Navigate to System view mode.

Enable the Info cente check box.

A wN

Configure an output rule for the host:

info-center source {<module-name>|default} {console|monitor|logbuffer|logfile|loghost] {deny|level <severity>}
5. Specify a log host and configure the below parameters:
info-center loghost {<ELA_SERVER_IP>} [port <port_number>][facility <local-number>]

6. Now you have successfully configured the H3C security device.
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6.30. Configuration the Syslog service on Stormshield
firewall

To enable log collection from Stormshield devices, follow the below steps:

1. Login to the firewall.

2. Click on the Configuration tab.

3. Click on the Notification button. Select Enable to start the Syslog service.
4. In the Destination field, enter the IP address of EventLog Analyzer.

5. Click Save.
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6.31. Configuration steps for Syslog forwarding from F5
devices to EventLog Analyzer

1. To forward system logs:

Login into Configuration Utility.

Navigate to System > Logs > Configuration > Remote Logging

Enter the remote IP. The remote IP in this case would be EventLog Analyzer server's IP address.

Enter the remote port number. The default remote port for EventLog Analyzer is 514.

Click on Add.

Click on Update.

2. To forward event logs. (Ex: Firewall Events, Application Security Event)

e Create management port destination

o

o

Login to Configuration Utility.

Navigate to System > Logs > Configuration > Log Destinations.

Click on Create.

Enter a name for the log destination.

To specify the log type, click management port.

Enter the IP address of the EventLog Analyzer server.

Enter the listening port of the EventLog Analyzer server. The default listening port is 514.
For protocol, select the UDP protocol.

Click on Finish.

e Create a formatted remote syslog destination.

o

[e]

Now navigate to System > Logs > Configuration > Log Destinations.

Click on Create.

Enter a name for the log destination.

To specify the log type, select remote syslog.

Under syslog settings, set the syslog format as syslog and select the forward to management Port as the
syslog destination.

Click on Finish.

o Create a log publisher to forward the logs.

[e]

[e]

Navigate to System > Logs > Configuration > Log Publishers

Click on Create.

Enter a name for the log publisher configuration.

In the available list, click the previously configured remote syslog destination name and move it to the
selected list.

Click on Finish.
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e Create a logging profile for virtual servers.
o Navigate to Security > Event Logs > Logging Profiles.
o Click on Create.
o Enter a profile name for the logging profile.
o Then enable the Network Firewall or Application Security or Both by clicking on the checkbox.
= For network firewall event logging, follow the steps below
o Under the network firewall configuration, enter the publisher. Enter the previously
configured Syslog publisher.
o Under log rule matches, click Accept, Drop, and Reject. ( Note: If you do not want any logs,
you can disable it).

o Leave other options in default. (Note: Storage Format should be none)

m  For application security event logging, follow the below steps
o Under application security configuration, select storage destination as Remote Storage.
o Select logging format as Key-Value Pairs (Splunk).
o Select the protocol as UDP or TCP.

o Enter Eventlog Analyzer server IP address and port (513/514) and click on Add.
o Then click on Create.

e Apply Logging Profile to corresponding Virtual Server
o Now navigate to Local Traffic > Virtual Servers
o Select your virtual server to which you want to apply logging profile.
o On the top, tap on the security tab and click on the policy.
o Go to Network Firewall.
o Set Enforcement: Enabled, and select your network firewall policy.
o Under log profile, enable the log profile and select the previously configured logging profile.

o Then click on Update.

www.eventloganalyzer.com | demo.eventloganalyzer.com support@eventloganalyzer.com 157


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

6.32. Configuration steps for Syslog forwarding from
Trend Micro - Deep Security devices to EventLog
Analyzer

1. To forward system events to ELA server:
® Go to Administration - System Settings — Event Forwarding.
e Select Forward System Events to a remote computer (via Syslog) in the SIEM section.
e Specify the following information and then click Save:
1. Hostname <EventLog Analyzer IP>
2. UDP port <default 514>
3. Syslog Format <CEF>

4. Syslog Facility

2. To forward security events to ELA server:
e Go to Policies.
o Double-click the policy you want to use for computers to forward security events via the Deep Security

Manager.

e Go to Settings > SIEM and select Forward Events To > Relay via the Manager for each applicable protection

module.

o Specify the following information that is required for relaying events via the Deep Security Manager and then

click Save:
1. Hostname <EventLog Analyzer IP>
2. UDP port <default 514>
3. Syslog Format <CEF>

4. Syslog Facility
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6.33. Adding Forcepoint devices to EventLog Analyzer

For EventLog Analyzer to collect logs from Forcepoint devices, log forwarding has to be enabled in the Forcepoint NGFW

Security Management Center.

1.

N o v M 0D

From the Security Management Console go to

Configuration > Network Elements > Servers > Log Server

Right-click on Log Server and select Properties. The Log Server - Properties pop-up will open.
Click on Add. The following fields have to be filled with the information below.

Enter the hostname or IP address of the EventLog Analyzer server.

Enter port numbers 513 for TCP and 514 for UDP.

Select the CEF format in log format.

Select the Log Forwarding tab and click on OK.

Forwarding Forcepoint Audit Logs.

1.

N o u > w0 D>

From the Security Management Console go to

Configuration > Network Elements > Servers > Log Server

Right-click on Management Server and select Properties. The Log Server - Properties pop-up will open.
Click on Add. The following fields have to be filled with the information below.

Enter the hostname or IP address of the EventLog Analyzer server.

Enter port numbers 513 for TCP and 514 for UDP.

Select the CEF format in log format.

Select Audit Forwarding and click on OK.
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6.34. Adding Dell switches to EventLog Analyzer

For EventLog Analyzer to collect logs Dell switches, logging has to be enabled on the switch.

Logging can be enabled in Dell switches by entering the following commands in the command prompt.

Command Parameters
console# configure Enter configuration mode.
Set IP address or hostname identifying the external syslog server

to send the log output.
(Optional) UDP and TCP port designation can be entered as well.

console(conf)# logging <IP address of the
EventLog Analyzer server>

Note: For more information, kindly refer to the documentation of your Dell switch.
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aaper7 USEr Interface

7.1. User Interface Tabs

EventLog Analyzer's user interface tabs help you navigate to different sections of the product. The tabs include:

Home tab

The home tab contains multiple dashboards that give you insights into important network activities. The below dashboards
are present by default when you click on the Home tab:

e Events Overview
o Network Overview
e Security Overview

e VPN Overview

e Incident Overview
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This tab presents a high-level overview of security events by generating graphical reports such as Logs Trend, Syslog

Severity Events, Windows Severity Events, and Recent Alerts. These reports are generated for events that occur in a

specific time frame (which can be customized). Hovering your mouse pointer over the charts or graphs will give you

information about the Event Count of a particular device, its IP address, and the Severity of the event (Information, Notice,

Debug, Warning, Alert, Error, Critical, and Emergency).

Network Overview

This tab gives you information about network traffic in your environment. It provides details on the traffic trend, allowed

and denied network connections, and more to help you track events of interest.

Security Overview
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The security overview dashboard consolidates events from network devices such as IDS/IPS, endpoint security solutions,
vulnerability scanners, and other threat detection solutions. This dashboard contains reports that help security teams keep
tabs on crucial security events such as vulnerabilities and threats. It also has an interactive widget on IDS/IPS attacks, which
helps you identify the type of attack, number of attack attempts, and the time when the attack happened.

The dashboard also contains the Alerts Count Overview widget that displays the number of alerts triggered in a given time
frame.

VPN Overview

You can customize the Home tab to include the VPN Overview tab by navigating to Settings = Add Tab = VPN Overview.
EventLog Analyzer monitors VPN session activities and generates reports to help you visualize events of interest. The VPN
Overview dashboard will give you insights on VPN user and session activities by displaying widgets such as Live Sessions

Count, Total Logon Hours, Average Login Time, Closed Sessions, and Top Users and Status. You can also customize the VPN

dashboard by adding and reordering widgets by navigating to Settings - Add Widgets and Settings = Reorder Widgets
respectively.
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Incident Overview

This tab helps you effortlessly manage the security incidents detected. The dashboard gives you the count of all, active,

unassigned and overdue incidents. It also provides the mean time to resolve. The dashboard provides insights such as:

e Overdue incidents's age.

e Personalized incident dashboard where the user can view the incidents assigned to them and their age.
o Top 5 incident handlers.

e The status and severity of the incidents detected.

e Trend graph for the incidents created and resolved.

e User-specific mean time to resolve the incidents.

Note: mean time to resolve refers to the average time taken to resolve an incident.
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The Home tab also contains the Log Sources, date and time selection, and settings icons.

Log Sources tab

When you click on the Log Sources tab, three tabs are displayed:

e Devices
e Applications
o File Integrity Monitoring

Devices

The Devices section displays the entire list of systems (Windows, Linux, IBM AS/400, HP-UX, etc.) and devices (routers,
switches, etc.), from which EventLog Analyzer is collecting logs. The device list displayed is categorized based on the Device
group selected from the drop-down list (default: All Groups). You can add a new device ( +Device), or add and schedule new
reports (+Schedule) from this section. You can search for a particular device based on its IP Address or Device Name, delete

a device or set of devices, and disable/enable log collection from a particular device or set of devices.

The device list table displays details like device type, event summary (error, warning, failure, others), connection status of
the device, time when the last log message was fetched, and device group to which the device belongs. Moving the mouse

over any device brings up some options:

View the last 10 events collected from a particular device.

Update the device details.

Ping the device.

Enable/disable log collection from the device.

You can even customize the columns you would like to display in the device table by clicking the column selector icon or
increase the number of devices that are displayed per page (from a minimum of 5 devices per page to a maximum of 200
devices per page). Using the drop down menu, you can list out only the Active devices or Enabled devices and have the
option to exclude synced devices from Active Directory Audit Plus.

Scheduled Reports

EventLog Analyzer lets you schedule report generation, export, and redistribution over email.
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1. Go to Dashboards -> View All Devices
2. To schedule a report, click Schedule Reports on the top right corner of the page.
3. Click on the +Create New Schedule button on the page. This will open the Create New Schedule page.
4. In the Create New Schedule window,
e Schedule Name: Enter the name of the Schedule.
e Select Log Sources: Add the Log Sources for which the schedule is for with the help of the + button.
e Schedule Frequency: Specify the frequency at which reports need to be exported. The frequency can be 'Only
Once', 'Hourly', 'Daily', 'Weekly', or 'Monthly'.
o Export Time Range: Select the time range for which the report needs to be created and later exported along
with the timing.
o Report Format: Choose the file format in which the report needs to be exported i.e. PDF or CSV.
o Email Address: Configure the email address to which the reports need to be sent.
o Email Subject: Enter the subject of the mail that contains the exported reports.

5. Once you've entered the necessary details for the schedule, click Save to complete creating the report schedule.

Applications

The Applications section provides an overview pie-chart (which can be drilled down to raw log information) and lists the
devices from which application logs for IIS W3C Web Servers, IIS W3C FTP Servers, MS SQL Servers, Oracle Live Audit,
DHCP Windows/Linux Servers, Apache Web Servers or Print Servers, have been received or imported into EventLog
Analyzer. The device list displayed is categorized based on Application Type selected from the drop-down list. Applications

logs can be imported into EventLog Analyzer by selecting +Import from the Actions drop-down list.

The application device list displays details like device name, application type, total events, recent records, time imported,
start time and end time. Click on the device name or the corresponding section in the pie chart to get the complete
overview of the application event data, and generate corresponding reports. You can even customize the columns you

would like to display in the application device table by clicking the column selector icon.
File Integrity Monitoring

The File Integrity Monitoring dashboard gives information about changes made to files and folders of Windows, Linux, and
Unix machines. It tabulates and reports on the files and folders created, deleted, modified, and renamed It also displays

changes made to file and folder permissions.

At the top of this dashboard, you can find the Manage File Integrity Monitoring tab which allows you to add, delete, and
manage devices for File Integrity Monitoring. The FIM Alert tab allows you to configure alerts for anomalous file and folder
modifications. The FIM Scheduled Reports tab helps you view and export scheduled reports.

Date and time

You can generate and view all the audit reports for the required time frame using the date and time box provided.

Settings icon

The settings icon displays multiple options to customize all dashboards by adding, managing, and ordering the widgets and
tabs that are displayed. You can also refresh the changes made to the time frame in the product using the Refresh Interval
option.

Reports tab
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This tab displays a dashboard that contains reports for all events taking place in your network. At the top left corner, you
can find a drop-down menu that allows you to choose and view reports based on Devices, Applications, File Monitoring,
Threats, Vulnerability, and Virtual Machines. You can also view Custom Reports, User Based Reports and Top and Trend
reports by clicking on the required option from this drop-down menu. The Export As drop-down menu enables you to
export reports in either the CSV or PDF formats. You can schedule reports by clicking on the +Add option present in the
Schedule Reports tab.

On the left pane, you can find multiple pre-defined reports that are automatically generated when log sources are added to
EventLog Analyzer. You can also create custom reports by clicking on the Manage Reports tab present at the lower-left
corner of the screen. The Scheduled Reports tab allows you to view existing scheduled reports and export them as and

when needed.

Compliance tab

The Compliance tab provides the set of canned reports as required by various compliance policies, namely, FISMA, PCI-DSS,
SOX, HIPAA, GLBA, GPG, and ISO 27001:2013. The +Add option allows you to create and select the reports required for a
new compliance policy of your choice. The Edit option allows you to customize the reports available under each compliance

policy.

Search tab

The Search tab provides two options to search the raw logs: Basic Search or Advanced Search. The search result is
displayed in the lower half of the page and the final search result can be saved as a report (in PDF or CSV format) and can

also be scheduled to be generated at predefined intervals and be automatically mailed to a set of configured users.

You can use Basic search if you are interested in manually constructing the search query. Here you can use phrase search,
Boolean search, grouped search, and wild-card search to build your search query. You can use Advanced search to
interactively build complex search queries easily with field value pairs and relational operators. New fields can be extracted
from the search result and regular expression (regex) patterns can be constructed to easily identify, parse and index these

fields in new logs received by EventLog Analyzer.

Correlation tab

The Correlation engine analyzes logs collected from different parts of the network and generates alerts for suspicious
patterns of events. The dashboard, by default, displays the report on Recent Incidents. You can create and modify

correlation rules by clicking on the Manage Rules tab present in the dashboard.

Alerts tab

This tab displays the number of Active Alerts in the dashboard along with their severities. You can view tabulated
information about the alerts, their time of generation, the status, and their corresponding response workflow (if configured)
in the dashboard.

Settings tab

This section allows you to configure EventLog Analyzer as per your requirements. It has three sub-sections as given below:

Configuration Settings

www.eventloganalyzer.com | demo.eventloganalyzer.com support@eventloganalyzer.com

165


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

This section allows you to Manage Devices, Device Groups, Application Sources, Import Log Data, Threat Sources, File
Integrity Monitoring, Vulnerability Data, FIM Templates, and vCenter. You can also configure threat management and log

forwarding from this section.

Admin Settings

This section allows you to perform various administrative activities by managing Alert Profiles, Archives, Technicians and
Roles, DB Retention Settings, Log Collection Filters, Working Hour Settings, Product Settings, Log Collection Failure Alerts,
Dashboard profiles, Privacy Settings, Logon Settings, Domain and Workgroups, Report Profiles, Resource Grouping, Custom

Log Parsers, Tags, and Log360 Cloud platform.

System Settings

This section can allow you to configure various settings including Notification Settings, System Diagnostics, Database

Access, Re-branding, NT Service, Connection Settings, and Listener Ports.

Add tab

This tab allows you to easily add log sources from Devices and Applications. It also has the provision to let you import logs

from other sources. You can add Alert Profiles, Log Filters and create custom Reports from this tab.
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7.2. Dashboard Views

EventLog Analyzer has a near real-time dashboard that presents security related data in the form of graphs and charts. The

dashboard helps you discern anomalies quickly, investigate threats and attack patterns, and get insights from log trends.

This dashboard is customizable.

Dashboard tabs:

The EventLog Analyzer dashboard comes with the following default subtabs:

o Events Overview
o Network Overview

e Security Overview
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106M 101M | 0

A 106080161 (29685.14%) A 101790835 o A 0(0.00%)

© Error 486257 e Failure 6397
® Warning 242

Logs Trend o Top 5 Devices

Event Count

Security Events Windows Severity Events

- ~ 1T

Each tab consists of numerous widgets.

Events Overview

Alerts Settings

£ LogSources

® 10g360-w8x86-1
@ log360ga-w12-1
log360qga-w16-2

® log360qa-dc2

® log360ga-dcl

Jump To Log Receiver e

LogMe Support + Add
2020-01-01 00:00:00 - 2020-10-03 23:59:50  [E&] £ 2 4

All Devices

27

View All Devices

9 Inactive devices

Recent Alerts

FAN-3-FAN_FAILED : Fan 3 had a rotation error reported

2020-C

31:59
ASA-4-733100 : [Firewall] drop rate 1 exceeded. Current burst
rate is 1 per second, max configured rate is 8000; Current

2020-07-31 18:16:16

ASA-4-400024 : IPS:2151 Large ICMP Traffic from 10.1.1.1 to
192.168.1.1 on interface outside

2020-07-31 18:16:16

ASA-4-400025 : IPS:2154 Ping of Death Attack from 10.1.1.1 to
192.168.1.1 on interface outside

2020

3118:16:16

Correlation : Cryptocurrency mining software started rule was M

This tab presents an overview of various security events monitored by EventLog Analyzer. The widgets in this dashboard

provide insights on the various critical events generated in the network during the specified time frame.

The Events Overview tab has the following widgets:
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Widget
Name

All
Events

Windows
Events

Syslog
Events

All
Devices

Function

This widget presents the total number of events/logs collected by EventLog
Analyzer during the given time frame.

This widget presents the total number of Windows-based events collected by
EventLog Analyzer during the chosen time frame. In addition to that, the pie chart
splits the windows events in to error events, failure events and warning events.
Success/info events are filtered and not displayed.

This widget presents the total number of Syslog events collected during the given
time frame. Furthermore, the pie chart splits the syslog events into warning, error
and critical events.

This widget provides a count of all the enabled devices from which log data is
being collected. The server image in the corner will have a green tick if all logs are
being collected successfully. A warning icon indicates that logs aren't being
collected from some of the devices. Additionally, this widget has a View All
Devices link. Clicking on the link will redirect you to the device dashboard page
which will provide detailed information of each device. Clicking on All Device will
take you to the Devices tab from where you can create a new list of Scheduled
Reports

The Events Overview tab also has the following widgets:

Widget
Name

Logs Trend

Top 5
Devices

Function

This widget presents a time-based log count trend of all events/logs ingested

into EventLog Analyzer. The X-axis represents the time range, which is based on

the calendar range you choose. If you choose the time range as less than 24
hours, then the graph will present you with hourly log trend data. The Y-axis
represents the Event Count.

This widget presents the top 5 devices based on event count.

Widget image

All Events

79621

A 54777 (220.48%)

2019-12-02 00:00:01 - 2020~

04-07 23:59:59 : 24844

Windows Events

42047K "“:‘,gufum_sa 539

Emor 88539 e Fallure 1124
jarning 42

o Event Count: 109

All Devices

~
5
i)

g+

Widget image

Logs Trend EIE

Top 5 Devices. E
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Recent
Alerts

Security
Events

Windows
Severity
Events

Syslog
Severity
Events

Top 5 File
Integrity
Monitoring
Events

Application
Events

Recent Alerts. %ot

This widget presents the 50 most recent alerts for the given time range.

This widget shows a summary of various security events such as Logon,
Account Logon, Account Management, and Object Access.

Windows Severity Events

This widget displays a graph in which the X-axis represents the Severity of a
Windows Event and the Y-axis represents the Event Count. o

Swcess Falwe Information

Syslog Severity Events. %

This widget displays a graph in which the X-axis represents the Severity of a
Syslog Event and the Y-axis represents the Event Count.

This widget presents a 3D graph which displays the details of the top 5 file
servers based on the log count. Each row contains additional data of various file
based events.

Application Events EE A

This widget displays a pie chart of the top 10 applications like IIS, DHCP etc
based on event count.

MSSOL Audit Logs.
® 15 W3C Web

Password Manag

Network Overview

This tab gives an overview of various network-related events monitored by EventLog Analyzer by generating graphical

reports. The widgets in this dashboard provide insights on the various critical events generated in the network during the

specified time frame.

The Network Overview tab has the following widgets:
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Widget
Name

All Events

Allowed
Connections

Denied
Connections

Network
Devices

Function

This widget presents the total number of network-based events collected
by EventLog Analyzer during the given time frame. Network-based events
refer to events collected from network devices such as firewalls, switches

and routers.

This widget presents the count of all the connections that were allowed by
the network device. The pie chart highlights the allowed connections from
the total number of connections that occurred in the network during the

specified time period.

This widget presents the count of all the connections that were denied by
the network device. The pie chart highlights the denied connections from
the total number of connections that occurred in the network during the

specified time period.

This widget provides a total count of network devices that are added for

monitoring.

The Network Overview tab also has the following widgets:

Widget image

41566

2022-10-06 00:00:00 - 2022-

11-04 23:59:59: 0

Allowed Connections
Traffic Blocked

8504 e Count: 4172
A 4372 (105.81%) y
Denied Comnactions

4172 fvent Coun. 8 504
A 3817 (1075.21%) <

Network Devices

31 I

View Al Deices i

www.eventloganalyzer.com

demo.eventloganalyzer.com

support@eventloganalyzer.com

170


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

Widget
Name

Traffic
Trend

Top
Network
Devices
Based On
Traffic

Top 5
Denied
Connections
by Source

Recent
Interface
Status
Changes

Top
Websites
Accessed

Top VPN
Logons by
User

Function

This widget presents a 3D graph that shows a time based trend of allowed traffic
and blocked traffic. The X-axis represents the time range. It will be based on the
calendar range you choose. If the calendar range is less than 24 hours, then this will
show hourly ranges. If it is less than 1 hour, it will show 1 minute ranges. If it is less
than 30 days, it will show 1 day ranges. If it is more than 30 days, it will show 1
month ranges. The Y-axis represents the Event Count.

This widget displays the top 10 network devices based on the log count. Each row is
further split into allowed traffic and blocked traffic.

This widget displays the top 5 sources for which connections were denied.

This widget shows the recent interface status for each interface in each network
device. The red downwards arrow indicates that the interface is down. The green
upwards arrow indicates that the interface is up.

This widget categorizes the top 10 websites accessed based on the number of times
the site was accessed.

This widget lists the top 10 users based on VPN logons.

Security Overview

This tab provides an overview of the key security events monitored by EventLog Analyzer. The widgets in this dashboard

provide insights on the various critical events generated in the network during the specified time frame.

The Security Overview tab has the following Widgets:

Widget image
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Widget Name

Correlative
Incidents

Threats
Detected

Vulnerabilities

IDS/IPS

Threats
detected by
Advanced
Threat
Analytics

Function

This widget refers to the number of incidents detected via EventLog
Analyzer's correlation engine.

This widget presents the total number of threats detected during the
chosen time frame from the Threat Sources (such as Symantec, McAfee,
Malwarebytes etc) added in the EventLog Analyzer.

This widget displays the total number of vulnerabilities detected by the
vulnerability scanner(s) whose data are being imported into EventLog
Analyzer.

This widget presents the total count of IDS/IPS events during the
chosen time frame.

This widget displays the count of threats detected by "Advanced Threat
Analytics" feature in EventLog Analyzer.

The Security Overview tab also has the following widgets:

Widget Name

Alert Count
Overview

Widget image

Correlative Incidents

1871
4 950 (103.15%)

2019-12-02 00:00:01 - 2020~

04-07 23:59:59 : 921

Threats Detected

0

4 0(0.00%)

2019-12-02 00:00:01 - 2020~

04-07 23:59:59 : 0

Vulnerabilities

274 @

4 0(0.00%)

2019-12-02 00:00:01 - 2020~

04-07 23:59:59 : 274

DS / IPS

2103 O

A 748 (55.20%)

2019-12-02 00:00:01 - 2020~

04-07 23:59:59 : 1355

Threats from Threat Sources

Y VAN

4 0(0.00%)

2019-12-02 00:00:01 - 2020~

04-07 23:59:59 : 0

Function Widget image

Alerts Count Overview ¥

100k

This widget provides an overview of each configured alert
profile. The X-axis denotes the alert profile and the Y-axis
denotes the count.

Count

test As 400 o F v & e
&
e Count: 74 427 °Q§~ STIIT &S
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T
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Top Network
Attacks
(IPS/IDS)

Recent
Threats
Identified

Recent
Correlated
Incidents

Top Affected
Endpoints
from Threat
Sources

Top
Vulnerabilities
from
Vulnerability
Scanners

This widget includes a 3D graph showing a time based trend
for IDS/IPS events. The X-axis represents the time range. It
will be based on the calendar range you choose. The Y-axis
represents the event count and the Z-axis represents the
IDS/IPS event type. Top 10 events are displayed based on the
event count.

This widget displays the most recent 50 threats based on the
calendar range.

This widget is similar to Alert Count Review. It provides an
overview of the recent correlated incidents. The X-axis
denotes the correlation rule and the Y-axis denotes the event
count.

This widget shows the Top 5 endpoint devices in which
threats were detected by Threat Sources (Symantec, McAfee,
etc)

This widget includes a pie chart that displays the top 5
vulnerabilities (selected on the basis of event count) detected
in endpoint devices by the vulnerability scanner.

Top Network Attacks(IPS/IDS) 3 c

10k
Tk 2020 Apr
- syn flood attack: 53
g
3 100 v
v} /
10

N
N\ \
2020 Feb 202; Mar 2020 Apr
Time
rl filtering log
meu.vulnerability.scanner
4 source route attack
ad-traffic ssh brute force login attempt
lacklist dns request for known malware domain counter.yad
1alware other http post request to a gif file

1alware-cnc win.trojan.zeus variant outbound connection

2V

Recent Threats Identified

12017-12:26T19:26:50.69+05:30 EVENT-TEST Malwarebytes-Endpoint-Security
8848 - - CEF-0| Malwarebytes| MBMC| 1.8.0 3443 MBAM'1.80.2.1012

12017-12-26T19:26:50.69+05:30 EVENT-TEST Malwarebytes-Endpoint.Security
8848 - - CEF:0| Malwarebytes| MBMC | 1.8.0.3443 MBAM:1.80.2.1012

Apr 12 22:59:55 Symantecserver ORGSEPOD1: Virus found IP Address
10.100.1.164,Computer name: ORG-USER-PC,Source: Real Time Scan,Risk name:

Apr 12 22:59:54 SymantecServer loglabs-SEP1 1a: Security risk found, Computer
name: mailclientxp,Source: Real Time Scan,Risk name:

Apr 12 22:59:53 SymantecServer v11afvm107: Commercial application
detected Computer name: C-afong:L Detection type: Commercial Application

12017-12-26T19:26:50.69+05:30 EVENT-TEST Malwarebytes-Endpoint-Security
8848 - - CEF:0| Malwarebytes| MBMC| 1.8.0.3443 MBAM:1.80.2.1012

12017-12-26T19:26:50.69+05:30 EVENT-TEST Malwarebytes-Endpoint: Security
8848 -- CEF:0| Malwarebytes | MBMC| 1.8.0.3443 MBAM:1.80.2.1012

Recent Correlated Incidents
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In addition to the above, predefined templates are also available for dedicated monitoring of Cisco, 1I1S and SQL Server

Devices.

Reports  Compliance  Search

Events Overview Network Overview Security Overview SQL Server Overview

Read Events Trend

10k
" \
H
3
© 100 D
Oct13 Oct 14
Time

-o- vaisali-4071\mssqlserver02

Correlation  Alerts  Settings gMe  Support

mpTo Lo Receiver

+ Add

S LogSources | 2020-10-1300:00:00- 2020-10-15 14:55:00 [ (I 2 ##

Write Events Trend DML Events
100 10k
g
s
S H
0 3
oct13 oct14 2 100
Time H I
-&- vaisali-4071\mssqlserver02 o

Selected Tables Updated Tables  Execute Command
Report Name

@ Created Databases
@ Dropped Databases
Created Tables

® Dropped Tables

-+ vaisali-4071 2017 isali-4071 ~+- vaisali-4071\mssqlserver_2017
Security Events Server Status %2 DDL Events
Device Instance Name Status
11-4071\mssq
g vaisali-4071 vaisall 407Imssqlsen o up
- er02
2
-3 & Down
k5 er03
&
vaisali4071\mssqlserv o
er 2017
[ 2 4 6 8 10
Event Count
Column Modified Report Failed Backup Reports
Device Instance Name Table Name Column Count Percentage 3
—
vaisali-4071 sqlexpress hostdetails last_scan_time 2 Z,
50.58 % 5
S
— =
next_scan_time 25 g
49.02 % 2 1
o

vaisali-4071
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7.3. Customizing Dashboard Views

The dashboard is populated using the data collected from various log sources. Click Log Sources on the top-right corner of

the dashboard to view the list of devices, applications, and monitored files from which the data is being collected.

&) Purchasenow  JumpTo  Log Receiver JC

EventLog Analyzer)

Reports Compliance Search Correlation Alerts Settings LogMe Support + Add

Events Overview Network Overview Security Overview £ Log Sources 2020-10-03 00:00:00 - 2020-10-03 19:35:00 E bR - 4

All Events Windows Events Syslog Events All Devices
| A
5597K 5543K 0 27 Hii—s
[ of
T
v 112877 (-1.98%) ¥ 85235 (-1.51%) A 0 (0.00%) View All Devices i gd
O
9 Inactive devices
® FError 370 e Failure 145 ® Warning 5
Logs Trend Top 5 Devices Recent Alerts o

100M

® log360ga-wi2-1

@ No data available
® 10g360-w8x86-1 Please choose a different time range

Event Count

log360ga-dcl

To edit dashboard profiles, click here.

To customize the dashboard according to your preferences, the following options are available to you:

Adding a new tab to the dashboard

To add a new tab to the dashboard,
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e |n EventLog Analyzer's dashboard, click the * icon on the top-right corner and select Add Tab.

Add New Tab

Add Custom Tab Event Overview

-I|I-I|I- W Microsoft
cisco 1B

CISCo Microsoft IS

Incident Overview

Network Overview

¢
SQL Server

MS SQL Server

Cancel

e In the pop-up box that appears, you can see the following:

Security Overview

2%

Cloud access Overview

VPN Overview

PGSQL Overview

1. Three default tabs: Events Overview, Network Overview, and Security Overview

2. Three predefined templates: Cisco Overview, |IS Overview, and SQL Server Overview

3. Add Custom Tab option

e Click Add Custom Tab. Enter a name for the tab in the given field and click Add.
o Navigate to the new tab in your dashboard and click Add Widget to start adding widgets of your choice.

If you want to add an existing report as a widget, click here to know how.

Adding a new widget to a tab

To add a new widget,
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e |n EventLog Analyzer's dashboard, navigate to the tab to which you want to add a new widget and click the * icon
on the top-right corner.

e Click Add Widget. In the pop-up box that appears, select the widget, widget type, chart type, chart color, and enter
a display name for the widget.

Add New Widget

Widget | Logs Trend

Widget Type (& Graph () Table

Chart Type  ut Column Chart
Chart Color | M =214fed

*Display Name | Logs Trend

o Once you've entered all the details, click Add.

You also have the option of pinning a report as a new widget To know how, click here.

Deleting and reordering tabs in the dashboard

To delete tabs from the dashboard,
e In EventLog Analyzer's dashboard, click the * icon on the top-right corner and click Manage Tabs.

Manage Tab

x

# Events Overview

e In the Manage Tab dialog box that appears, click the T icon corresponding to that tab that you want to delete.

e In the pop-up confirmation box, click Yes to complete the deletion of the tab
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To edit the order of tabs in the dashboard,

e In EventlLog Analyzer's dashboard, click the * icon on the top-right corner and click Manage Tabs.

e Click the ** icon and drag and drop the tabs in the order of your choice.

Reordering and resizing widgets

To reorder the widgets in a tab,

e In EventlLog Analyzer's dashboard, navigate to the tab whose widgets you want to reorder, click the * icon on the
top-right corner and click Reorder Widgets.

e Click and drag the widgets wherever you want to place them.

® You can also resize widgets by dragging them from their bottom-right corner and adjusting their sizes as required.

o Click on the Save button present on the top-right corner.

Editing and deleting widgets
To edit a widget in a tab,

e In EventLog Analyzer's dashboard, click the ! icon corresponding to the widget that you want to edit.

o Select Edit Widget. Update the necessary information and click Update.

To delete a widget from a tab,

e In EventLog Analyzer's dashboard, click the ! icon corresponding to the widget that you want to delete.

o Select Delete Widget and click Yes in the pop-up box that appears.

Viewing the dashboard in full screen mode

To view the dashboard in full screen,
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EventLog Analyzer

~)

All Events Windows Events

632K 4667

A 632212 (8/80/.22%)

eFfalure30  © Error 10

e In EventlLog Analyzer's dashboard, click the * icon on the top-right corner.

Events Overview v msasssn(3)

Syslog Events

627K 35

© Warning 507417 = Error 86443

All Devices

- g

Logs Trend Top 5 Devices Recent Alerts
e unknown([172.23.142 86] 1515088558-016215607
8d)ljv 1515088582 1515088636 SCAN - rajesh-4095@csez 2onocorpin.com
= ® ela-debian7
Eam 2019.12.06 122750
S ® ela-rhel7
2 unknown[172.23.142.86] 1515088558-016215607 -
g ela-centos7-32bit 801y 1515088582 1515088636 SCAN - rajesh-4035@csez zonocorpin.com
® ela-uti-1 2015-12.06 1227.50
Nov30 DecOl DecO2 DecO3 Dec04 DecOS Dec06 @ 1722111 AT VAT ISIETET i
Time 80)ljv 1515088582 1515088636 SCAN - rajesh-4095@Csez.20n0corpin.com
2018-12.06 1227:50
172.23.142.86] 76215607
Security Events Windows Severity Events 80)ljv 1515088562 1515088636 SCAN - rajesh-4095@C5e2.20n0corpin.com
2019-12.06 1227:50
Report Name Count 1ok
Logon 1476 L Web:[172.23.142.86] FAILED_LOGIN (admin)
g 2019-12.06 1227:50
3
Account Logon 250 S 00
H 172.23.142.86] 16215607 1.
Account Management 0 & 80)ljv 1515088562 1515088636 SCAN - rajesh-4095@cse2.20n0c0rpin.com
2019-12.06 1227:50
Object Access 0 B .
System Evers 0 Success  Information Failure error 17223.14286] 6215607 -
Severity 8d)ljv 1515088582 1515088636 SCAN - rajesh-4095@csez.20n0corpin.com

e In the full screen view, you can view a slideshow of the tabs by clicking the play icon © located at the top of the
screen.

® You can switch to different tabs by clicking on the drop-down button ~ located at the top of the screen.

e You can also remove a particular tab from the slideshow by clicking the toggle button next to the name of the tab in
the drop-down list.

® You can also switch to dark mode by clicking the toggle button ** at the top-right corner of the screen.

® To go back to the normal viewing mode, click the ** icon.

Viewing a widget in full screen mode

To view a widget in full screen, in EventLog Analyzer's dashboard, click the * icon on the top-right corner of the widget
you want to view.

Logs Trend

H
E
2
o
€
2
&

Refreshing the dashboard and widgets

To refresh the dashboard, in EventLog Analyzer's dashboard, click the 4* icon on the top-right corner of the screen.

www.eventloganalyzer.com | demo.eventloganalyzer.com support@eventloganalyzer.com 179


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

To refresh a particular widget, in EventLog Analyzer's dashboard, click the 4* icon on the top-right corner of the widget.

Changing refresh interval

To change the time interval for the automatic refreshing of the dashboard,

e In EventLog Analyzer's dashboard, click the * icon on the top-right corner and click Refresh Interval.

e In the pop-up box that appears, select the refresh interval—Never, 30 Secs, 1 Min, 5 Mins, 10 Mins, and 1 Hr.

Note: If you choose Never for the refresh interval, the dashboard will never be refreshed automatically. You will

have to refresh it manually.

Check out our video for a step by step demonstration of customizing the EventLog Analyzer dashboard here.
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aapers EVENtLOE Analyzer Reports

8.1. EventLog Analyzer Reports

EventLog Analyzer offers 1000+ out-of-the-box reports and also the capability to create custom reports as per your
requirements. These reports can help review the key security events happening in your network and also meet compliance

requirements.

The reports can be accessed from the Reports tab of the Ul. The event counts shown in the reports can be drilled down to
the raw logs. The logs can be further filtered based on various log fields. EventLog Analyzer also allows you to schedule

reports to be automatically generated and emailed periodically.

Types of reports

EventLog Analyzer offers a wide category of reports. Some of them are listed below.

Windows

The Windows reports allow you to get an overview of the events happening in your Windows environment. A few examples

are given below:

e Windows Logon Reports
e Policy Changes

o Windows Logoff Reports
e Windows Firewall Threats

o Application Crashes

Unix

The Unix reports allow you to get an overview of the events happening in your Unix environment. A few examples are given

below:

e Unix Logon Reports

e Unix Logoff Reports

e Unix Failed Logon Reports

e Unix User Account Management

e SU Commands

Applications

The application reports allow you to get an overview of the events happening in the applications installed in your network.
ManageEngine EventLog Analyzer supports a wide range of applications including Terminal Server, DHCP Windows and
Linux Servers, MS 1IS W3C FTP Server, MS 1IS W3C and Apache Web Servers, MS SQL and Oracle Database Servers,
Sysmon, and Print Server. These reports also help you to identify the performance and security status of the above

applications.

A few examples are given below.
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o Terminal Server Gateway Logons
o Terminal Server Gateway Logons
o SQLServer DDL Auditing Report
e Oracle Security Reports

e Printer Auditing

Network Devices

The network devices reports allow you to get an overview of the events happening in your networking devices. A few

examples are given below.

o Router Logon Report

e Router Configuration Report
o Router Accepted Connections
e Firewall Account Management

o Network Device Risk Reports

Custom Reports

The custom reports that you have created will be listed in this section.
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8.2. Setting up Windows Event Log Reports

EventLog Analyzer comes packaged with over 1,000 predefined reports that help organizations view consolidated security

events, conduct security audits, and meet various compliance requirements. These reports help organizations visualize

security events in their network and meet various security and compliance requirements.

In this help document, you will learn to set up Windows report generation.

Setting up Windows report generation

In EventLog Analyzer, most Windows reports get generated automatically when the device is added for monitoring and the

event source is configured. To learn how to add a device, check out this page. To learn how to configure an event source,

check out the How to configure event source files in a device?section in this page.

There are certain reports, mentioned in the table below, that will require manual creation of keys in your Windows Registry.

To set up the generation of these reports, follow the steps given below.

Enable logging box, in Event Viewer.

Please make sure event logging has been enabled by right clicking on the event source > Properties> checking the

Open the Registry Editor and navigate to HKEY_LOCAL_MACHINE > SYSTEM > CurrentControlSet > Service >

EventLog. Here, create the keys given in the New keys column of table below.

e Next, open Local Group Policy Editor and navigate to Computer Configuration > Windows Setting > Security
Setting. Further paths and steps to enable the generation of reports are given in the Audit policies column.

Reports

Application
Whitelisting
Reports

Windows
Firewall
Auditing
Reports

Removable
Disk
Auditing

Registry
changes

Windows
Backup &
Restore
Reports

New keys Audit policies

Enable
AppLocker
under
Application
Control
Policies

Microsoft-Windows-
AppLocker/EXEandDLL Microsoft-
Windows-AppLocker/MSI and Script

Enable Audit
MPSSVC
Rule - Level
Policy
change,
under
Advanced
Audit Policy
Configuration
> Policy
Change.

Microsoft-Windows-Windows Firewall
With Advanced Security/Firewall

Enable Audit
Handle
Manipulation
and Audit
Removable
Microsoft-Windows-DriverFrameworks- Storage,
UserMode/Operational under
Advanced
Audit Policy
Configuration
> Object
Access.

Enable Audit
Registry,
under
Advanced
Audit Policy
Configuration
> Object
Access.

No
Microsoft-Windows-Backup modification
required.

Other prerequisites

Start the service Application Identity.

panel. Right click on the event source, click Properties, and copy the Log path.

Then navigate to

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\WINEVT\Channels\Microsoft-

Windows-AppLocker/EXE and DLL, and create an expandable string value with name File. Use the copied log path from
the previous step as Value data.

Configure the Executable rules, Windows Installer rules and Script rules under the mentioned audit policies.

Restart the machine.

Set SACL for the removable disk by right-clicking on the required folder and navigating to Property > Security tab > Advanced >

Auditing.

Set SACL for the registry key by right-clicking on the required registry and navigating to Permission > Advance > Auditing in
Registry Editor.
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Microsoft-Windows-
GroupPolicy/Operational Microsoft-
Windows-NetworkProfile/Operational
Microsoft-Windows-
WindowsUpdateClient/Operational
Microsoft-Windows-
Winlogon/Operational Microsoft-

Windows Windows-WLAN- No
System AutoConfig/Operational Microsoft- modification
Events Windows-TerminalServices- required.

Gateway/Operational Microsoft-
Windows-TerminalServices-
RDPClient/Operational Microsoft-
Windows-TerminalServices-
RemoteConnectionManager/Operational
Microsoft-Windows-Wired-

AutoConfig/Operational
Microsoft-Windows-Hyper-V-Worker-
Hyper-V . . .
Server Admin Microsoft-Windows-Hyper-V-
Events VMMS-Storage Microsoft-Windows- No
Hyper-V VM Hyper-V-VMMS-Networking Microsoft- modification
v Windows-Hyper-V-VMMS-Admin required.
Management . .
Microsoft-Windows-Hyper-V-
Reports . .
Hypervisor-Operational
P N
rogram Microsoft-Windows-Application- ° e
Inventory Experience/Program-Inventor modification
Reports P 8 Y required.
No
s Microsoft-11S-Configuration/Operational ~ modification To access IS reports, open EventLog Analyzer and navigate to Reports > IIS W3C web server > IS Admin Configuration Reports
required.
Microsoft-Windows- No
Print service PrintService/Operational, Microsoft- modification
Windows-PrintService/Admin required.
No

. Microsoft-Windows-TerminalServices- e L.
Terminal A modification
Gateway/Operational .
required.

EventLog Analyzer will now start generating the reports mentioned in the table.

www.eventloganalyzer.com | demo.eventloganalyzer.com support@eventloganalyzer.com 184


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

8.3. Manage Predefined Reports

EventLog Analyzer allows you to personalize the appearance of the reports page as required. You can customize the

arrangement of reports and report groups.

Customizing the arrangement of reports and report groups

To customize the arrangement of reports and report groups, follow the steps given below.

o Open EventLog Analyzer and click on the Reports tab.

e Click on Manage Reports at the bottom of the left panel. Then, click on Manage Predefined Reports at the top right
corner.

e Select the required log source by clicking on the corresponding tab.

o The arrangement of the sub-categories of the log sources, as seen on the top bar of the reports page, will be
displayed. For example, when Devices is chosen as the log source, the top bar will display the first few devices and
the rest is displayed in a drop-down list. You can choose to have your most-used devices displayed first in the top
bar to ensure easy access.

& UstenerPort @ SyslogViewer 2 v @~

Favorites

Enable/Disable Format

W Scheduled Reports

# Manage Reports

N

e To change the order of devices, hover the mouse pointer on the space to the left of the device name. A * icon will
appear.

o Use the t icon to drag and drop the devices in the required order.

e You can also enable or disable reports by clicking on the toggle button under the Enable/Disable Format column
corresponding to the required device.

e Similarly, you can also rearrange the reports inside each report group by clicking on the report group and following
the steps mentioned above.
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8.4. Manage Report Views

EventLog Analyzer allows you to create multiple views of the same report. This enables you to view the report based on

different parameters such as time, domain, source, etc. The different views will be generated from the same set of log data.

In this help document, you will learn to perform the following operations.

Creating a new report view

To create a new report view,
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o Open EventLog Analyzer and select the Reports tab.

e Choose the required report and click on the

(Manage Custom Views) icon present on the right corner.

JumpTo  LogRecever & 2 =)
EventLog Analyzer ) pashboard [l Compliance  Search  Correlaion  Alerts  Settings  LogMe  Support + Add
<
" All Events Exportas ~ (@ W Schedule Reports [ More
Windows Events v
I All Events
Select Device | 192.168.111.14,192.168.111.6,192.16¢ T Period  Last 30 Days
Important Events
Device Severity Reports » All Events Top Source Top Devices *
Windows Critical Reports. L1
System Events » Chart Summary
Threat Detection 2 40M
. oo 5
Removable Disk Auditing ( o
Network Policy Server | o
1 3 20m
Registry Changes » o
Windows Backup and Restore » oM A
Application Crashes » 0
PSS ; e S S &
i i it » S S T F S EEEEEEEEEEESEE LS
Windows Firewall Auditing S S S S S S S S S S S S F T 8
. - & F CEEEEEEEEEEEESE € & &
Threat Detection From Antivirus ~ * IS ST I E IS A
Infrastructure Reports Ly - Emor = Wamning Information -4 Success ¥ Failure
W Scheduled Reports
m @ Incident 1-100f4294207%6 > 10~ M3
# Manage Reports
Time  Device Event ID. Severity Source DisplayName ~ Message
# Need new reports? 2021
Microsoft-

-

e In the pop-up window that appears, click on +Add View.

Manage Reports View

View Name View fields
All Events Source
Top Source Source

Top Devices Device

Enable/Disable
v
M
v

—

X

Actions

e Enter a suitable name for the view and choose the required parameters on which the view should be based. You can

choose up to four different parameters.
e Click on Add.

® The new view will be added as a separate tab in the report.

Editing, deleting, or disabling report views

To edit, delete, or disable the views that have been created:
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o Open EventLog Analyzer and select the Reports tab.

e Choose the report whose views you want to edit and click on the = (Manage Custom Views) icon present on the
right corner.

Download  PersonalizedDemo  JumpTo LogReceiver M 2 )
EventLog Analyzer ) Home Pl Compliance  Search  Correlation  Alerts  Settings  LogMe  Support + Add e
Windows Unix/Linux IBM AS/400 Cisco SonicWall Fortinet Juniper Sophos Meraki PaloAlto WatchGuard Barracuda - % Favorites
@
All Events Exportas~ [ & Schedule Reports [ More
Windows Events -
I All Events =
Select Device SQLSERVER,192.168.218.130,WIN-JLD : Period 2020-01-01 00:00:00 - 2020-05-30 23:59:59 E
Important Events
User Based Activity All Events Top Source Top Devices E
Trend Reports. 4
Device Severity Reports 4 Chart summary
Windows Critical Reports » g 2%
i v
System Events. 4 |
Threat Detection 4 -
£
3 ik
Removable Disk Auditing » S
Network Policy Server >
Registry Changes 4 o
Windows Backup and Restore » « & &
L@" & &
& & &
@ Scheduled Reports - Error =+ Warning Information & Success ¥ Failure
#* Manage Reports
# Need new reports?
m = 1-1000f4289 > | 100~ | ISR

e In the pop-up that appears you can see a list of views for that report.

Manage Reports View X

+ Add View
View Name View fields Enable/Disable Actions
All Events Source [
Top Source Source
Top Devices Device

Test Time

To edit a report view, click the * icon corresponding to the view that you want to modify. Make the required
changes and click on Update.

To delete a report view, click the T icon corresponding to the view that you want to delete.

To enable/disable a report view, check/uncheck the checkbox under the Enable/Disable column, corresponding to
the required view.
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8.5. Custom Reports

EventLog Analyzer can generate custom reports based on criteria set by you. You can specify the criteria with field values

and logical operators. These reports will be listed under Custom Reports.

Create custom reports

1. Navigate to Reports and select Manage Reports at the bottom-left. In the Manage Reports dashboard, click +Add new

reports button on the top-right.

EventLog Analyzer ) [P Compliance  Search  Correlation  Alerts  Settings  LogMe  Support - Q LogSea
@
. Manage Custom Reports
Windows Events »
Trend Reports 4 Manage Predefined Reports
Device Severity Reports » =
x 1-1000f541 > » | 100~ [
Windows Critical Reports 4
Actions Report Name ~ Group Name Status View Report Shared To
System Events 4
£ 8 adminuser - ] View Report 0
Threat Detection ’
£ 8 adsfadf - v View Report 0
Removable Disk Auditing »
£ 8 adssadasdas ew Report 0
Network Policy Server »
£ 8 All Events - v View Report 0
Registry Changes 4
S8 AllReport Report 0
Windows Backup and Restore
£ 8 asDDDD - v] View Report 0
Application Crashes 4
£ 8 asdfasdfasdf - ] View Report 0
Windows Firewall Auditing »
. - S 0 asdfghjk Report 0
Threat Detection From Antivirus *
£ 8 aut10ks - ] View Report 0
Infrastructure Reports Py
£ 8 auth567634 0
£ 8 auth78 0
@ Scheduled Reports
£ 8 auth784 0
#* Manage Reports
£ 8 auth78rt 0
# Need new reports? &8 authgos23

2. In the Create Custom Report dashboard, enter a name for your report.

Download Personalized Demo  JumpTo  LogReceiver M ?

Reports Compliance Search Correlation Alerts Settings LogMe Support + Add

Windows Unix/Linux IBM AS/400 Cisco SonicWall Fortinet Juniper Sophos Meraki PaloAlto . * Favorites

Create Custom Report

* Report Name P e ent port nam 2 Select Device Select D E 3
Report Group test2 Y 4 Report Type Tabular View M 5
Report Criteria ®
Severity . Equals v Nothing selected WV )

can 7

3. Click Select Device to generate reports for specific devices or applications.
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Select Device

Select All
DefaultGroup (0/7)
UnixGroup (0/31)

WindowsGroup (0/11)

@ Apache
© Dhep_Windows
@ 1s_weB

© MYSQL_LOG

Cancel

@ Dhep_Linux
@ s FrP

© MYSQL_ERROR_LOG

4. Click Report Group to add the new report to the desired group. The drop down displays all available report groups

under Custom Reports. Select one of these or create your own group and click '+'. If not specified, the custom report

will be added to the Default Group.

Report Group

Report Criteria

test2

test2

Default Group

Windows File Moni...

test

NEW test

5. Select the type of view for your report (see types of view).

rerity

6. Set the criteria for the report. You can add multiple criteria and perform AND or OR operations between them. You

can also add criteria to groups and perform AND or OR operators between the groups.
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Note:

o When the given criteria is separated by commas, it is treated as a separate criteria with OR
condition. (Eg: If the criteria is given as EventID = 4678,4679 , then it is treated as Event|D= 4678
OR 4679).

e If you intend to give a single criteria with a comma character, please use "&comma;" instead of "," .

7. Click Add to save.

Manage Custom Reports

You can edit, delete, or disable the custom reports.

1. Navigate to Reports. Click Manage Reports at the bottom of the left panel.

2. To edit a custom-made report, click on the adjacent edit icon and make the necessary changes. Click Update.

Edit Custom Report
* Report Name & Select Device UnixGroup

Report Group Default Group N Report Type Tabular View v

Report Criteria ®

Event ID v Equals N 528,540,4624 n
AND w Device Type v Equals v Windows H: n
OR =
Event Name v Equals b Successful User Logon,Successfi u
AND w Device Type v Equals v Unix F u

Cancel

3. To delete a custom-made report, click on the adjacent delete icon. Click Yes in the pop-up box that appears.
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Delete Custom Report

@ Are you sure you want to delete this custom report?

BN -

4. To disable a custom-made report, click on the corresponding tick box in the Status column.

Personalized Demo JumpTo LogRece
Custom report disabled successfully.

Reports i Me Support

Unix/Linux IBM AS/400 Cisco SonicWall Fortinet Juniper Sophos Meraki PaloAlto hd

Manage Custom Reports

¢ 1- 100 of 48:
Actions Report Name + Group Name Status View Report
{ S o 1 = View Report
| & F 111 R View Report
L | 4663 = E] View Report
S 0 4663Test - B View Report

5. To share the reports with technicians, hover over the report and click on the share icon that appears. Select the

technician(s) and click Share.
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Custom Reports - Custom Reports

& Search Reports

Default Group -
Pivot view
Summary view - 2
Summary view -1
Tabular view

Multi report

+ Add Custom Report

'@ Scheduled Reports

## Manage Reports

¥ Need new reports?

Types of views

Tabular View

This view displays the data in the form of a simple table. You just need to frame the criteria for selecting logs for the report.

Reports

Multi report

Compliance Search

Correlation  Alerts

Select Device event-test,192.168.2.1,192.168.2.5,19;

Report Name
All Events
Success Events
All Events
User Logoffs
SU Logoffs
Logons

Failed logons

SSH logons

Count

74675594

74637400

1686582

0

5251

439

1202

328

EiCniine & Listener Port [ Syslog Viewer

Settings LogMe  Support

% Favorites

ExportAs~ [o @ Schedule Reports [ More

Period 2000-08-22 00:00 To 2020-08-22 16:20 E

Action

View Report
View Report
View Report
View Report
View Report
View Report
View Report

View Report

You can generate different views of the same tabular view report. To create a new view, refer the Manage Report Views

section.

Time  DisplayName  Username

2020

0 WIN-SERVER-

Event ID

081 Administrator 4737

2:47. 2012

46

2020

08 WIN-SERVER-

081 Administrator 4737

2:47: 2t

46

2020

04 WIN-SERVER-

081 Administrator 4737

2:47: i

46

2020

e WIN-SERVER-

081 Administrator 4737

2:47. 2012

46

Summary View

Error

Error

Error

Error

Severity

Source

Microsoft-
Windows-S
ecurity-Au
diting

Microsoft-
Wwindows-S
ecurity-Au
diting

Microsoft-
Windows-S
ecurity-Au
diting

Microsoft-
Windows-S
ecurity-Au
diting

1-850f85 100w [
Message

A security-enabled global group was changed. Subject: Security ID: 5-1-5-2

1-2477490969-972611893-3386141825-500 Account Name: Administrator

Account Domain: ELANEW2017 Logon ID: 0x38FEFCABS Group: Security ID:
S-1-5-21-2477490969-972611893-3386141825-1161 Group Name: secGrou
p Group Domain: ELANEW2017 Changed Attributes: SAM Account Name: -
SID History: - Additional Information: Privileges: - 291208299

A security-enabled global group was changed. Subject: Security ID: 5-1-5-2

1-2477490969-972611893-3386141825-500 Account Name: Administrator

Account Domain: ELANEW2017 Logon ID: 0x38FEFCABS Group: Security ID:
S-1-5-21-2477490969-972611893-3386141825-1161 Group Name: secGrou
p Group Domain: ELANEW2017 Changed Attributes: SAM Account Name: -
SID History: - Additional Information: Privileges: - 291208299

A security-enabled global group was changed. Subject: Security ID: 5-1-5-2
1-2477490969-972611893-3386141825-500 Account Name: Administrator
Account Domain: ELANEW2017 Logon ID: 0x38FEFCABS Group: Security ID:
S-1-5-21-2477490969-972611893-3386141825-1161 Group Name: secGrou
p Group Domain: ELANEW2017 Changed Attributes: SAM Account Name: -
SID History: - Additional Information: Privileges: - 291208299

A security-enabled global group was changed. Subject: Security |
1-2477490969-972611893-3386141825-500 Account Name: Administrator

Account Domain: ELANEW2017 Logon ID: 0x38FEFCABS Group: Security ID:
§-1-5-21-2477490969-972611893-3386141825-1161 Group Name: secGrou
p Group Domain: ELANEW2017 Changed Attributes: SAM Account Name:

This view gives you a more granular representation of the log data. It allows you to select multiple criteria based on which

data wil Ibe displayed. After framing the report criteria, you need to select the fields based on which the summary view

report will be generated.
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EventLog Analyzer)

Home

Custom Reports Custom Reports
& Search Reports Create Custom Report
Default Group »
* ReportName | Summary view -1 SelectDevice | Pick Device
Report Group Default Group v Report Type Summary View v
Report Criteria

Summary Report Fields

EE Listener Port &1 Syslog Viewer

Compliance  Search  Correlation ~ Alerts  Settings LogMe  Support +Add -

2| ®

% Favorites

(ONC)

Summarize Based On Device v n
wd then by | Username D x|

nd then by Severity bt

+ Add Custom Report

@ Scheduled Reports Username Event

# Manage Reports sername! Event IDIDY% Count!
Domair Username Event IDIDY Count

¥ Need new reports?

£F Listener Port &1 Syslog Viewer

?- 0

EventLog Analyzer) Wyl Compliance  Search  Correlation  Alerts  Settings  LogMe  Support +Add v

Custom Reports Custom Reports % Favorites
& Search Reports Summary view -1 ExportAs~ [ @ Schedule Reports [ More
Default Group -
Pivot view Select Device event-test,192.168.2.1,192.168.2.5,19. Period 2000-08-22 00:00 To 2020-08-22 14:25 E
Summary view - 2
Device Username Severity Count Percentage
Summary view -1
userl user-1 Error 37882882 — 5038%
Tabular view
Warning b 0.00%
Multi report
user-1$ Error 2840896 [} 378%
local service Error 14073 0.02%
anonymous logon Error 876 0.00%
administrator Warning 512 0.00%
el-k8r2s-64-1$ Warning 386 0.00%
+ Add Custom Report
system Error 360 0.00%
- bhi Warnif 132 0.00%
@ Scheduled Reports prafiy arming
user-5$ Error 20 0.00%
# Manage Reports
user-6 Error 15 0.00%
Need new reports? user2 user-2 Error 18176786 -— 2417 %

Note: When you apply onlyone criteria, a graph would be generated. When you apply more than one criteria, a

graph would not get generated, but the data would be displayed in a table.

www.eventloganalyzer.com | demo.eventloganalyzer.com support@eventloganalyzer.com

194


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

EventLog Analyzer )

Qs

Summary view - 2
Default Group =

summary view -2

Summary view -1

Tabular view

Mutd report

Device
usert
user2
user3
users
eventest

+ Add Custom Repos

@ scheduled Reports

# Manage Reports

¥ Need new reports?

Home BNl Compliance  Search  Correlation  Alerts  Semings  LogMe

Support

9 Device

Count
6651630
759216
a3
376737

34024

S B

& listenerPort @ SyslogViewer 2 v @~

% Favorites

Bpotis- B | W ScheduleRepors [ More

Percentage
—_— E2E
-_— By
f 385w
' 334w

0z0m

Pivot View

This view is useful when you have to monitor particular values of the field based on which the report is generated. After

selecting the report criteria, you can select the field and the values in the field that you want to monitor. Each of those

values will be displayed as separate columns with the'count'.

EventLog Analyzer )

Home Reports Compliance  Search
Custom Reports Custom Reports.
& Search Reports Create Custom Report

Default Group »

Correlation ~ Alerts  Settings LogMe  Support

EE Listener Port &0 Syslog Viewer

% Favorites

* Report Name Pivot view Select Device
Report Group Default Group R Report Type Pivot View v
Report Criteria ®
Pivot Report Fields ®
Specify Row field Device v
Specify Column Field Username v Values | Custom v r28,administrat

+ Add Custom Report

@ Scheduled Reports

# Manage Reports

# Need new reports?

Note: A maximum of five values can be chosen for monitoring.
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EventLog Analyzer )

Custom Reports v Custom Reports

Reports

Compliance

Search  Correlation  Alerts

& Search Reports Pivot view
Default Group -
I Pivot view Select Device UnixGroup,ELA-NATIVE-WIN,event-tes
Summary view - 2
Device user-3$
Summary view -1
userl 0
Tabular view
user3 1999297
Multi report
user2 0
event-test 0
192.168.12.24 0
userd 0

+ Add Custom Report

@ Scheduled Reports

# Manage Reports

#: Need new reports?

Multi Report View

EE Uistener Port [ SyslogViewer 2 v @~

[

% Favorites

Settings  LogMe  Support +Add ~
ExportAs ~ [

@ Schedule Reports [ More

Period 2000-08-22 00:00 To 2020-08-22 14:25 E

user-1$ user-2$ administrator
2849529 0 514

0 0 3942

0 954747 0

0 0 20582

0 0 146

0 0 38

This view is useful to monitor numerous reports at one glance. It will give you a holistic view of the reports that you have

added to the multi report. In this view, each report has a View Report button that navigates to the original report.

EventLog Analyzer)

Custom Reports Custom Reports

Reports

Compliance

Search Correlation  Alerts

& search Reports Multi report
Default Group -
Pivot view Select Device event-test,192.168.2.1,192.168.2.5,19.
Summary view - 2
Report Name Count
Summary view -1
All Events 74675594
Tabular view
Success Events 74637400
Multi report
All Events 1686582
User Logoffs 0
SU Logoffs 5251
Logons 439
Failed logons 1202
4+ Add Custom Report
SSH logons 328

@ Scheduled Reports

## Manage Reports

¥ Need new reports?

EF Listener Port [ Syslog Viewer 7 « e -

_Lug Search :!

% Favorites

Settings Log Me Support +Add v

ExportAs~ [o @ Schedule Reports [ More

Period 2000-08-22 00:00 To 2020-08-22 16:20 E

Action

View Report
View Report
View Report
View Report
View Report
View Report
View Report

View Report
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8.6. Schedule Reports

EventLog Analyzer lets you schedule report generation, export, and redistribution over email. This page elaborates on the

procedure to create and manage report schedules.

Creating a New Report Schedule

Download Personalized Demo  JumpTo  Log Receiver

EventLog Analyzer) Home

Reports Compliance Search Correlation Alerts Settings LogMe Support + Add

m Windows Unix/Linux 1BM AS/400 Cisco SonicWall Fortinet Juniper Sophos Meraki PaloAlto v % Favorites
o3
) Scheduled Reports
Windows Events 4
Trend Reports »
x @ 1-150f15 100%
Device Severity Reports »
5 . Actions Schedule Name v Frequency Next Schedule Email
Windows Critical Reports
5 7 » ) £ 0 115Schedule Only Once - lil1399@qq.com
ystem Events
T — b ) & T aaaaaaaaaaaaaaSchedule1 Every Week 2020-11-15 06:30:00
reat Detection
R ble Disk Auditi » N CISCO Interface UP Every Day 2020-11-11 21:30:00
emovable Disk Auditing
NetworcPolicy Server 5 & dgfdffgschedulet Every Day 2020-11-11 06:30:00
Registry Changes N o dvsdvsvdSchedule1 Only Once
Windows Backlip and Restore » S o Logon failureaaaaaaaSch... Only Once
O | Logon failureaaaaSchedu... Only Once
S0 Logon failureSchedule1 Only Once
|- SR 1 PR | oneSchedulel Only Once
# Manage Reports , _
@ & | Syslog ReportSchedulel Only Once
# Need new reports? @ &0 Test12342353463546456 Only Once - wibolek@xcodes.net -
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1. Click on the Schedule Report link on top right corner of the Reports page. Alternatively, you can click on the +Create

New Schedule button on the top right corner of the Scheduled Reports page. This will open the Create New Schedule

page.

Create New Schedule

*Schedule Name Test Schedule

* Select Device 192.168.2.3,192.168.2.5

* Select Reports User Failed Logons,SSH Failed...

Schedule Details

Schedule Frequency Weekly v | at Monday v 10 v 0 v
Export Time Range Previous week ~ | Time Range
Report Format PDF hd
Email Notification
Email Address test@manageengine.com Reconfigure Mail Server  (3)

Email Subject | Weekly Reporf

2. In the Create New Schedule window,

Cancel

o Enter the name of the schedule, devices for which the schedule is for, and the reports which are to be included

in the schedule.

e Schedule Frequency: Specify the frequency at which reports need to be exported. The frequency can be 'Only

Once', 'Hourly', 'Daily', 'Weekly', or 'Monthly'.

o Export Time Range: Select the time range for which the report needs to be created and later exported.

o Report Format: Choose the file format in which the report needs to be exported i.e. PDF or CSV.

e Email Address: Configure the email address to which the reports need to be sent.

o Email Subject: Enter the subject of the mail that contains the exported reports.

3. Once you've entered the necessary details for the schedule, click Save to complete creating the report schedule.

Manage Report Schedules

You can view, edit, delete, or disable report schedules. The procedure is as below.
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EventLog Analyzer) Reports

Download Personalized Demo  JumpTo  Log Receiver

‘L’onmo Search Correlation Alerts Settings LogMe Support

Windows Unix/Linux IBM AS/400 Cisco SonicWall Fortinet Sophos Meraki PaloAlto v % Favorites
[o3
. Scheduled Reports
Windows Events
Trend Reports » -
|08 1-150f15 100
Device Severity Reports »
5 . Actions Schedule Name v Frequency Next Schedule Email
Windows Critical Reports
. 3 b @ ¢ 3 ischedulet Only Once - 1i11399@qq.com
ystem Events
Fhreat betacti » @ & m aaaaaaaaaaaaaaSchedule1 Every Week 2020-11-15 06:30:00
reat Detection
R ble Disk Auditi » © &8’ (@ 4 Interface UP Every Day 2020-11-11 21:30:00
emovable Disk Auditing
oo ey 5 S0 dgfdffgSchedule Every Day 2020-11-11 06:30:00
. S0 dvsdvsvdSchedule1 Only Once
Registry Changes »
Windows Backlip and Restore » U ] 5 Logon failureaaaaaaasch... Only Once
@ & o Logon failureaaaaSchedu... Only Once
© & o Logon failureSchedule1 Only Once
- SR 2 @ & o oneSchedulel Only Once
# Manage Reports _
S 0 Syslog ReportSchedulel Only Once
9 2 © &0 Test12342353463546456 Only Once - wibolek@xcodes.net
% Need new reports? y

1. Navigate to the Reports page.

2. In the left pane, click Scheduled Reports present at the bottom. You can now see a list of report schedules.
e To edit a report schedule, click the edit icon corresponding to the report schedule and make the necessary
changes.
e To delete a report schedule, click the corresponding delete icon. Click Yes in the pop-up box that appears.

e To disable a report schedule, click on the corresponding tick in the Actions column.
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8.7. Adding reports to the Favorites section

If you have reports that you frequently refer to, these can either be added to the "Favorites" section or they can be pinned

as a widget in the dashboard for quick access.

Adding a report to the Favorites Section
From the list of available reports, you can select up to 20 reports to be added to the Favorites section.
To add reports to Favorites,

o Navigate to the required report.

or w JumpTo LogReceiver A1

Reports Compliance Search rrelation Alerts Settings LogMe Support + Add

m Windows Unix/Linux IBM AS/400 Cisco SonicWall Fortinet Juniper Meraki Sophos PaloAlto v % Favorites
=3 All Events Exportas ~ [d @ Schedule Reports | [ More
Windows Events - B Setas Default
Select Device wsm-eventlog-5WSM-EVENTLOG-3,ws Y Period 2019-07-3C I
All Events * Add to Favorites
Important Events All Events % Pin to Dashboard
Windows Severity Reports 4
Windows Critical Reports 4
Summary
Windows System Events 4
Source Failure Success. Information Warning Error
Threat Detection 4
desktop window
Removable Disk Auditing 4 manager 0 0 2 0 0
Network Policy Server » dfsr 0 0 0 0 2
Registry Changes 4 igfxcuiservice2.0.0.0 0 0 2 0 0
Windows Backup and Restore 4 microsoft-windows- 0 0 o 0 3
application...
microsoft-windows-
A 0 0 2 0 0
@ scheduled Reports brokerinfra...
# Manage Reports microsoftwindows- o o 10 o

# Need new reports?

certificate...

e On the right top corner of the tab, click on More and select Add to Favorites.
® The selected report will be added to the Favorites section.

e This can now be accessed quickly by clicking on "Favorites" in the top right corner.

EventLog Analyzer )

Home.

Compliance  Search  Correlation  Alerts  Semings  LogMe  Support

£ Ustener Port 0 Syslog Viewer

7. ©-

o | RN

@ sear s All Events ye Reports Overview A User Logons
- 2, AS400 Logons @ Al vens
Important Events SelectDevice | eventrest ELA-NATIVEWIN thulasi38 v & Symantes successtu Logon 58 NMAP:Anered ports

i s ctlicn Reporis ) -, Top Vulnerabilies High, 115 Top Users

AlEvents

Aelots Sty meoets R SQLServer Databases Crea. 23 RiskLevel

Wrdews Syt . & Symantec DLP Top Senders Windowss Compliance Checks

. . __ Summary F Nexpose Reports Overview a4 Rourer Logons

N Source Error Warning Information Success Failure

Removable Disk Auditing »

- 53 7 z

Network Policy Server » boiiiii] il 2 °

Registry Changes » il g e i e °

Windows Backup and Restore browser 0 2 2 o o

Application Crashes » Lo L] 2 ! 2 2

Windows Firewall Auditing > dellfoundation 0 0 2 o o

services
Threat Detection From Antivirus »

deskopcentral 1 o 19 0 0
Infrastructure Reports »

etderpress 0 1 1 3 0

Hyper erver Events »

‘Windows Firewall Threats »

Application Whitelisting »

= 1-s004226073 » || 50w |5

GPG Compliance Reports »

Time Device DisplayName Source severty

Program Inventory »

. Aug21, 20181 raesn-4095 rajesn-4095 Microsoft:Windows Secu Success
Domain Events »
5:3001 - 4 Vicrasotes z suces
ypervi Hariagdrmnt L AE212018153000 raesh-4095 rajes-4095 Microsoft: s Secu uccess
Aug 21,2018 15:30:00 rajesh-4035 rajesh-4095 Microsoft:Windows Secu Success
Aug 21,2018 15:30:00 rajesh-4035 rajesh-4095 Microsoft:Windows Secu Success
Scheduled Reports

w i Aug 21, 2018 15:30:00 rajesh-4095 rajesh-4095 Micrasoft-Windows-Securit Success.
# Manage Reports AUg 21,2018 153000 ajesh-4095 rajesh-4095 Microsoft-Windows-Security-Auditing Success
- Aug 21,2018 15:30:00 rajesn-4095 rajesn4095 MicrosoftsWindows Securis-Auditin Success

#: Need new reports? e 8 v g

Removing a report from the Favorites section,
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o Navigate to the report which you want to remove from Favorites.

® On the right top corner of the tab, click More and select Remove from Favorites.

Note: While upgrading to the latest build of EventLog Analyzer, favorite reports in Builds 11212 and below will

not be retained.

Adding a widget to the EventLog Analyzer Dashboard

Any report of your choice can be pinned to the EventLog Analyzer dashboard for a quick reference.
To pin a report,

o Navigate to the report you want to pin to the dashboard.

e In the top-right corner of the report, click More and select Pin to Dashboard.

e This report will now get added as a widget in the dashboard.

o Purchase now Jump To Log Receiver 0n ? e
EventLog Analyzer) Home Reports Compliance Search Correlation Alerts Settings LogMe Support + Add Q lLog
Windows Unix/Linux 1BM AS/400 Cisco SonicWall Fortinet Juniper Meraki Sophos PaloAlto v % Favorites
[o3 All Events Exportas ~ [ @ Schedule Reports | 5 More
Windows Events - B set as Default
Select Device ‘wsm-eventlog-5,WSM-EVENTLOG-3,ws Y Period 2019-07-3C I
All Events % Add to Favorites
Important Events All Events % Pin to Dashboard
Windows Severity Reports 4
Windows Critical Reports 4
Summary
Windows System Events 4
Source Failure Success Information Warning Error
Threat Detection 4
desktop window
Removable Disk Auditing 4 manager 0 0 2 0 0
Network Policy Server 4 dfsr 0 0 0 0 2
Registry Changes 4 igfxcuiservice2.0.0.0 0 0 2 0 0
y » : .
Windows Backup and Restore microsoft-windows: 0 0 0 0 B
application...
microsoft-windows-
& 0 0 2 0 0
@ Scheduled Reports brokerinfra...
# Manage Reports microsoftwindows- o o 10 o

certificate...
#: Need new reports?
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aaterss AVailable Reports

8.8.1. List of Network Device Event Reports

Apart from servers, applications and workstations, enterprise networks also consists of various perimeter networking
devices such as routers and switches. It is important to monitor these devices to gain visibility into who is entering and

leaving your network.

For instance, a misconfigured router, switch, or firewall can lead to the entry of malicious traffic. Monitoring network

activity along with the changes in perimeter network devices can spot and help seal such loopholes.
EventLog Analyzer helps you collect, analyze, and conduct forensic investigation on perimeter devices' log data.

This solution offers built-in support for different types of networking and security devices such as routers, switches,

intrusion detection and prevention systems, and firewalls.

Some important report categories are mentioned below.

Router Logon Reports

These reports provide insights into events such as successful logons, failed logons, VPN logons, etc.
Router Configuration Reports

These reports ensure that all the changes made to your network's configuration are authorized and don't create any
loopholes in your network security.

Router/Switch System Events

The reports in this category provide critical insights into the key events taking place in your routers and switches such as
the commands executed, the fan status, the system temperature, etc.

Router Traffic Errors

Keep track of router transmission errors such as occurrences of too many fragments, fragment overlap, or invalid fragment
length.

IDS/IPS Activity

The reports in this category help you to understand what type of attacks your network is susceptible to, which network

devices need to be secured further, how to decide which malicious traffic sources to target, and more.
Firewall Threats
These reports give detailed information on possible security threats to the network.

Firewall Traffic Reports

These reports provide insights into the allowed and denied traffic with details on the source, destination, port, and protocol.

Firewall Logon Reports

With these reports, you can monitor the successful and failed firewall logons.
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8.8.2. List of Windows Event Reports

EventLog Analyzer offers a range of reports for the Windows environment that can aid in granular monitoring and auditing

of events. It also contains reports on attacks common to Windows devices. The moment an a suspicious event is detected,

an alert notification will be sent via email or SMS. The following are the report groups for Windows devices.

Windows Event Reports

Windows Firewall Auditing

Reports on the common attacks that can be detected by monitoring events in the Windows Firewall will be listed here.

e Spoof Attack - A malicious entity poses as a legitimate user to compromise a system.

e Internet Protocol half-scan attack - The attacker attempts to scan for open ports by requesting ACK packets to
launch an attack.

e Flood Attack - This is a DDoS attack where the attacker initiates multiple connections without finalizing any
connection.

e Ping of Death Attack- A DDoS attack where malicious actors try to disrupt a server by sending abnormally large
packets.

o SYN Attack - An attacker attempts to flood all the open ports of a server at the same time to launch an attack.

Threat Detection

This section contains reports on some common threats to the Windows environment which can aid in the detection,

analysis, and forensic investigation of vulnerabilities. The attacks in this category are primarily focused on weakening the

defenses of a system. Conducting a deeper analysis of the threats captured in these reports can help prevent an attack at a

later stage.

o DoS Attack Subsided - Possible denial of service attack that have ended.
o DoS Attack Entered Defensive Mode - This report is generated when the Windows Filtering Platform has
discovered a potential DoS attack and entered into a defensive mode.

e DoS Attacks - This report captures information on the denial of service attacks in a system where legitimate users

will be deprived of a service due to a high volume of malicious traffic.

o Downgrade Attacks - This report captures instances of Downgrade Attacks. In this attack, advanced security
features of a system will be downgraded to adopt older legacy security features thereby making it vulnerable to
attacks.

o Replay Attack - This report captures instance of legitimate data or requests that are captured and replayed by an
attacker to bypass authentication or for other malicious purposes.

o Defender Malware Detection - Instances of malware detection in Windows defender will be listed in this report.

o Defender Real Time Protection Detection - This report contains information on anti-virus data from Windows
Defender.

o Terminal Server Attacks - This report captures data on attacks to the terminal. server that enables multiple clients

in a network to communicate.

o Terminal Server Exceeds Maximum Logon Attempts - Information of multiple failed logon attempts in the terminal

server will be available here.

e |P Conflicts - If more than more than one host is assigned the same IP address, an IP conflict that inhibits
communication between hosts will occur.The information on such IP conflicts in a network will be listed here.

o User Account Locked Out Error - Instances of user account lockouts will be listed here. This report will aid in the
investigation of the probable cause leading up to the account lockout.

Application Whitelisting
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Reports on whitelisted and blocked EXE, DLL, and MSI files or automated scripts are listed here.

e EXE or DLL File Allowed to Run- This event is generated when certain apps blocked by the organization are
allowed to run.

e EXE or DLL Files Not Allowed to Run due to Enforced rules This event is generated when certain apps are not
allowed to run due to enforced rules.

o EXE or DLL File Not Allowed to Run- This event is generated when certain apps blocked by the organization is not
run.

o MSI or Script File Allowed to Run-This event is generated when certain scripts or MSl files blocked by the
organization are allowed to run.

o MSI or Script Files Not Allowed to Run due to Enforced rules- This event is generated when certain scripts or MSI
files are blocked due to enforced rules.

o MSI or Script File Not Allowed to Run- This event is generated when MSI files or automated scripts blocked by the
organization are not allowed to run in a system.

e Software Restricted to Access Program - Any software that is restricted from making changes to systems or files.

Domain Events

Reports on crucial Active Directory events will be listed here. Monitoring these critical changes is essential to ensure that

the security features in Active Directory have not been compromised or downgraded.

e Special groups assigned to new logon - This report captures instances of logons to special groups designated by the
administrators.

o SID History added to account- If a user is migrated to a new domain, the security identifier history will be added to
the new domain. This report essentially helps in tracking users across domains by recording instances where SID
history has been added to an account.

o Failed SID History addition- Instances of failed additions of SID history to a user account will be listed here.

o Kerberos policy changes - This report will contain a history of policy changes made to the Kerberos authentication
protocol in a network. Monitoring these policy changes is essential to ensure that authentication standards in a
network are not downgraded.

e Special groups logon table modifications - This report captures all instances of modifications to special groups.

Application Crashes

This report group helps monitor issues related to performance of applications installed in Windows devices.

e Application Errors - This report captures instances of errors in the loading of applications installed in Windows
devices.

e Application Hanged - This report captures instances of applications hanging in Windows devices.

o Windows Error Reporting - This report will have information on the frequently occurring errors in Windows
devices.

e Blue Screen Error (BSOD)- This report contains instances of blue screen errors in Windows devices.

o System Errors - This report contains reports of the system errors in Windows devices.

o EMET Logs - Information from Microsoft Enhanced Mitigation Experience Toolkit will be available in this report.

o Windows File Protection - This report captures instances of attempts to replace critical Windows system files.

Threat Detection From Antivirus

EventLog Analyzer can collect log data from antivirus solutions such as Kaspersky, Sophos, and McAfee. The reports in this

category give an overview of all the threats detected by these solutions.
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e Threats Detections by ESET Endpoint Antivirus

e Threats Detections by Kaspersky

® Threats Detection by Microsoft Antimalware

e Threats Detection by Sophos Anti-Virus

e Threats Detection by Norton Anti Virus

e Infected files detected by Symantec Endpoint Protection
® Threat Detections by McAfee

e Defender Malware Detection

o Defender Real Time Protection Detection

Registry Changes
This report group helps in monitoring the Windows registry changes, and records attempts to modify it.

e Registry Accessed - A record of all attempts to access the Windows registry.

o Failed Registry Access - This report has a record of failed attempts to access the Windows registry.

e Registry Created - This report will contain a record of all newly created registry keys.

o Failed registry Creations - This report will contain a record of all failed attempts to create registry keys.

e Registry Value Modified - This report captures the changes made to Registry values.

o Failed Registry Modifications - This report captures all failed attempts to modify Registry values.

e Registry Deleted - A record of deleted Registry keys will be available in this report.

o Failed Registry Deletions - A record of failed attempts to delete Registry values will be available in this report.

e Registry Permission Changes - All instances of a change in Registry Permissions will be listed here.

e Top Users on Registry - A list of users who access the Registry the most will be listed here. This report can help flag
suspicious users.

Removable Disk Auditing

This report group gives an overview of removable disk activity in Windows devices. This also includes instances of USB or

removable disks that have been plugged in and removed even if no files are copied.

o USB Plugged In

o USB Plugged Out

e Removable Disk Reads

e Removable Disk Failed Reads

e Removable Disk Creates

e Removable Disk Failed Creates

e Removable Disk Modifications

e Removable Disk Failed Modifications

e Removable Disk Deletes

e Removable Disk Failed Deletes

e Device Based Removable Disk Changes

e Top Successful Users on Removable Disk Auditing
e Top Failed Users on Removable Disk Auditing

® Removable Disk Changes Trend

Windows Startup Events

This report group provides an overview of Windows System Events such as start-up, shut-downs, and restarts.
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o Windows Startups

e Windows Shutdowns

e Windows Restarts

o Unexpected Shutdown

o System Uptime

o Windows Startup and Windows ShutDown

Service Audit

These reports help you track all the services installed in your Windows devices.

o New Service Installed
e Service Started
® Service Stopped

e Service Failed

Program Inventory

These reports provide information on software, services, or updates that happen in your Windows environment.

e Software Installed

e Software Updated

e Failed software installations

o Failed software installations due to privilege mismatches
e Software Uninstalled

o Windows Updates - Installed

o Windows update process failed

e Failed hot patching

o Update Packages Installed

e Non valid Windows license

e Failed Windows license activations
o Non activated windows products

o New kernel filter driver installed

Wireless Network Reports

These reports help you closely monitor your wireless network events.

e Wireless Network Authentication
e Wired Network Authentication

e Wired Network Connected

e Wired Network Disconnected

e Wireless Network Connected

o Wireless Network Disconnected

Eventlog Reports

These reports help you track the status of your event logging service in Windows devices.
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Audit Events Dropped

Error in EventLog Service

Event log automatic backup

Security Log Full

Eventlog Reports

These reports capture instances of the logging service shut down to prevent recording logs of any change including

malicious or inadvertent activity.

e Event Logging Service Shutdown
e Security Logs Cleared

e Event Logs Cleared

System Events

These reports can help you monitor some critical system events in your Windows infrastructure.

o Windows Time Change

o Windows Updates Installed

e AD Backup Error

o GPO Queries Failed

e |nvalid Windows license

e Non activated Windows licenses
e Active Directory database corruptions
e Bad disk block

e Failed loadings of Kernel driver
o Code Integrity Check

e Invalid image hash file

e Invalid page hash image file

o Hard disk failures

® System Restored

Windows Event

This report group gives the overall trends in Windows reports based on all recorded events, important events, and user

based events.

e All Events
e Important Events

e User Based Report

Trend Report

This report group gives an overview of the trends detected in the logs collected from Windows devices. This report group
helps identify the events that are generated the most and the frequency of those events.

o Weekly Report
o Hourly Report

Windows Severity Reports
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This report group gives an overview of the success, failure, information, and warning events in Windows devices.

® Success Events

e |nformation Events
e Failure Events

o Warning Events

e Error Events

Windows Backup and Restore

This report group gives an overview of all the backup and restoration events in Windows devices.

e Failed Windows backup

e Successful Windows backup
e Failed Windows restores

e Successful Windows restores

e System Restored

Windows Firewall Auditing

The Windows Firewall Auditing report group helps in auditing critical changes in Windows Firewall such as the addition,

deletion, or modification of Firewall rules and settings.

e Rule Added

e Rule Modified

e Rule Deleted

e Settings Restored

e Settings Changed

e Group Policy Changes

Network Policy Server

This report group helps in the monitoring of the Network Policy server in Windows devices.

® Access granted to users

e Access denied to users

e Discarded requests for users

e Discarded accounting requests for users

e Locked users due to repeated logon failures

o NPS Unlocked user accounts

Data Theft Detection

This report group helps mitigate data theft with reports to monitor printer activity, removable disks, and databases.
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Printer Document Theft
Removable Media Data Theft
Shared Network Data Theft

SQL Server Data Theft by Backups
SQL Server Data Theft by Reads
Oracle Data Theft by Reads
Windows FTP Data Thefts

Unix FTP Data Thefts
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8.8.3. Unix Event Reports

EventLog Analyzer has a wide range of out-of-the-box reports and alert profiles for Unix devices. With these you can audit
system events such as package installs and updates, track important events such as low disk space, and more. You can also
audit critical events based on device, alert type, or severity. Apart from critical events, you can also track other events on

your Unix systems such as cron jobs, session connections and disconnections, deactivated services, and more.

Unix Logon Reports

A record of different logon types specific to Unix devices such as SU, SSH, and FTP logons will be available here. In
addition, the top logon reports classify these logons based on users, devices, remote devices, and method of logon. The
logon trend report gives real-time insights on the general trend detected in Unix logons. This can help detect sharp

deviations in general trend which could be indicative of malicious activity.

e User Logons

e SU Logons

o SSH Logons

o FTP or SFTP Logons

e Logons Overview

o Top logons based on users

o Top logons based on devices

o Top logons based on remote devices
o Top Unix Logon Method

e Logon Trend

Unix Logoff Reports

A record of different logoffs specific to Unix devices such as SU, SSH, FTP, and user logoffs will be available here. The

Logoffs overview report gives real-time insights on the general trend.

o User Logoffs

o SU Logoffs

o SSH Logoffs

o FTP or SFTP Logoffs

e Logoffs Overview

Unix Failed Logon Reports

This report group can help in the monitoring of failed logons in any Unix device. The top failed reports based on users,
devices, and remote devices will help identify an unusual number of logon failures which could be indicative of an attack. In

addition, devices with repeated logon failures will be listed separately.
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e User Failed Logons

e SU Failed Logons

o SSH Failed Logons

o FTP or SFTP Failed Logons

e Failed Logons Overview

e Top failed logons based on users

e Top failed logons based on devices

e Top Failed logons based on remote devices

e Top failed logon methods

e Failed Logon Trend

® Repeated authentication failures

e Invalid user login attempts

e Unsuccessful logon failures with long password
e Repeated login failures based on remote devices

® Repeated authentication failures based on remote devices

Unix User Account Management

This report group can help monitor critical changes to user accounts, groups, and passwords such as creations, deletions,

modification of groups, user accounts, and passwords.

e Added user accounts

e Deleted user accounts

e Renamed user accounts
o Groups added

e Groups deleted

o Groups renamed

e Password Changes

e Failed password changes
o Failed user additions

o Top Unix Account Management Events

Unix Removable Disk Auditing

These reports can help track removable disk activity in Unix devices.

o USB Plugged In
o USB Plugged Out

SUDO Commands

The reports in this group can help ensure that security privileges of the super user are not misused.

e SUDO command executions
e Failed SUDO command executions
e Top SUDO command executions

e Top Failed SUDO command executions

Trend report

The reports in this group give an overview of the trend in activity in Unix devices.
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o Weekly Report
o Hourly Report

Unix Mail Server Reports

These reports help in monitoring Unix mail servers. The 'Top' reports give the usage statistics of Unix mail servers. Reports

to monitor mailbox usage, general trends, mail deliveries and the execution of commands are also available in this report

group.

® Mails Sent Overview

® Mails Received Overview

e Top mails sent based on senders

o Top mails sent based on remote device
e Top mails received from remote devices
o Top Sender Domain

o Top Recipient Domain

e Trend report on mails sent

e Trend report on mails received

e Top mails rejected based on sender

e Top receivers who rejected the mails

e Top mail rejection errors

e Top Rejected Domains

e Mails rejected Overview

e Mailbox Unavailable

e Insufficient Storage

o Bad Sequence of Commands

e Bad Email Address

o Non existent email address on remote side
e Top Mail Errors

e Top mail errors based on senders

e Failed Mail Deliveries

Unix Threats

The reports in this group and their corresponding alert profiles help discover and mitigate some of the threats common to

Unix devices.

® Reverse Lookup Errors

e Bad DeviceConfig Errors

e Bad ISP Errors

e |nvalid connection remote device

e Denial of Service Attack

Unix NFS Events

These reports help monitor the storage of file in remote systems using the Network File Share (NFS) protocol.
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e Successful NFS mounts
o Refused NFS Mounts

o Denied NFS mounts based on users

® Top Successful NFS mounts based on remote device

o Top Refused NFS mounts based on remote devices

Unix Other Events

This report group contains reports to monitor Unix events such as timed out or denied connections, failed updates, name

and address mismatch errors for devices, and more. This group also contains reports to monitor cron jobs or the scheduling

of commands to be executed later.

e Cron Jobs

e Cron Edit

e Cron Job Started

e Cron Job Terminated

e Connection aborted by a software
e Receive identification string

e Session Connected

e Session Disconnected

e Deactivated services

e Unsupported Protocol Version
e Timeout While Logging

o Failed Updates

e Device Name Mismatch Error

e Device Address Mismatch Error

® Top cron jobs based on users

Unix FTP Server Reports

This report group has a range of reports to monitor the usage of the File Transfer Protocol (FTP) in Unix devices. Monitoring

this protocol is crucial for data security.

e File downloads

e File Uploads

e Data transfer stall timeouts
e Login Timeouts

® Session idle timeouts

e No transfer timeouts

e Connection timeouts

o FTP Reports Overview

o Top FTP operations based on user

o Top FTP operations based on remote device

Unix System Events

Crucial Unix system events such as Yum installs, stopping and restarting of the Syslog service, system shutdowns, and low

disk space can be monitored with these reports.
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e Syslog service stopped
e Syslog service restarted
® Low Diskspace

o System Shutdown

e Yum installs

® Yum updates

® Yum Uninstalls

Unix Severity Reports

This report group classifies and presents Unix events in eight different levels of severity. This classification can help

prioritize events and alerts.

e Emergency Events
e Alert Events

e Critical Events

e Error Events

o Warning Events

e Notice Events

e |nformation Events

o Debug Events

Unix Critical Reports

This report group helps analyze critical events further based on the level, event, device, and also the general trends.

e C(riticality level of events

e C(Critical reports based on event

e Critical events based on device

o Critical events based on remote device
e Critical events Trend

e Critical events Overview

VMWare Logons/Logoff

This report group helps in the monitoring of logons/logoffs of the virtual machines installed in Unix devices. The reports in

this group categorize the events based on the type, status, and the number of events.
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o User Logons

e SU Logons

o SSH Logons

e SFTP Logons

e Logons Overview

e Top logons based on user

e Top logons based on remote devices
e Failed Logon

e Failed SU Logon

e Failed SSH Logon

e Failed FTP or SFTP Logon

e Failed Logon Overview

e Top failed logons based on users

e Top failed logon based on remote devices
o User Logoff

o SU Logoff

o SSH Logoff

e SFTP Logoff

o Logoff Overview

VMWare System Events

The reports in this group deal with monitoring system events in the virtual machines installed in Unix devices. Creation and
modification of user accounts, logging activity, disk space availability, and password changes can be tracked with these

reports.

e User Account Added

e User Account Deleted

e User Account Renamed
o Group Added

e Group Deleted

o Groups Renamed

o Password Changes

o Password Change Failed
e User Addition Failed

e Syslog Service Stopped
e Syslog Service Restarted
e Low Diskspace

e System Shutdown

VMWare Server Events

Critical events specific to VMs such as creation, deletion, and the modification of VMs and guest logins can be monitored

with these reports.

e Guest Login on VM
o VM Created

o VM Deleted

e VM State Changes
e Top VM Changes

o VM Events Overview
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AS400 Reports

This report group contains reports to monitor changes in AS400 devices. All critical system changes, logon events, hardware

errors, configuration changes and more can be tracked with this report.

e lLogons

e Failed Logons

e |ogoff

e Failed Authorization

e Authority changes

e User Profile changes

e Objects deleted

e Job changes

e Ownership changes

e Logon failure due to invalid passwords
e System value changes report

e Successful Job Start

e Successful Job End

e Job Logs

e Device Configuration

e System time changes

e Subsystem varied off workstation

e ASP storage threshold reached

e ASP storage limit exceeded

e Disk Unit Errors

o Expired system IDs report

e Unable to write audit record

e Disabled user profiles due to maximum number of sign-on attempts
® Report on weak battery

e Report on battery failures

e System password bypass period ended
e Storage directory threshold reached
e Report on serious storage conditions
e Report on battery cache expiry

® Report on i5 grace period expiry

o Temporary IO Processor errors

e System Processor Failure

e Hardware Errors

o Top logons based on users

e Top failed logons based on users

e Top jobs based on users
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8.8.4. Reports for Applications

EventLog Analyzer has multiple report groups to track critical activity in Terminal servers, IIS Web Servers, SQL servers, and
printers. The moment a suspicious event is detected, an alert notification will be sent via email or SMS. The following are

the report groups available for applications.

Terminal Server Gateway Logons

These reports help in the monitoring of successful and failed connections in terminal servers. You can also track access to

your critical resources using these reports.

e Successful user disconnections from the resource

e Successful user disconnections from the resource by administrators
e Successful user connections to the resource

e Failed user connections to the resource

e Successful connection authorizations

e Failed connection authorizations

e Successful resource authorizations

e Failed resource authorizations

Terminal Server Gateway Communications

These reports help in the monitoring of session activity in Terminal Servers.

o Top Byte transferred
o Top Byte received
® Top Session Duration

o Top activities based on events

Terminal Server Gateway Top Reports

These reports help determine which gateways, clients, and resources in your terminal servers have the highest usage.

o Top Gateway Users
o Top Clients

e Top Resources

DHCP Windows Based Server Reports

These reports help monitor all critical activities in your DHCP Windows based servers such as lease granted, denied, or
released, DNS updates, and critical requests. Since DHCP server auditing reports can track client-server exchanges that

occur when IP addresses are allotted, these reports can be essential in detecting suspicious network activity.
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® Lease renewed by client
e |ease denied

e |ease Granted

® |ease Released

® |Lease Expired

e |ease Deleted

e |P Found To Use in Network
e Pool Exhausted

o DNS Update Request

o DNS Update failed

o DNS update successful

e Unreachable domain

o BOOTP Lease Report

e Authorization succeeded
e Authorization failed

e Server found in domain
e Network failure

o DHCP Logging started

o DHCP Logging stopped
o DHCP logging paused due to low disk
e Critical Events Report

e Error Reports

o Warning Reports

o Top Clients

o Top Mac Address

o DHCP Reports Overview

DHCP Linux Based Server Reports

Each step in the exchange of client-server messages in DHCP Linux based servers can be viewed using these reports. With

these you can get information on the most active IP addresses, MAC addresses, gateways, and operations with the top N

reports.

The DHCP Linux overview report will summarize all DHCP log events.

e Discovers

o Offers

® Requests

o Acknowledges

® Releases

o Negative Acknowledges
e Abandoning IP

e Information Report

e DHCP Linux Overview
o Top Operation

o Top IP Address

e Top MAC Address

o Top Gateway

IIS FTP Server Reports
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The IS FTP Server reports can help you track user logons and logoffs, check what data is being shared, and also identify

trends in the overall file sharing activity.

e Logons

e Failed Logons

e Login attempts

e File downloads

o File uploads

e Disconnects

e File Transfer Aborts

o File Deletions

e Make Directories

® Remove Directories

® Rename Operations

e List Directory Contents

e Password Changes

o Bad Sequence of Commands
e Successful Commands

o Command Syntax Errors

e Transfer Incomplete due to insufficient space
e Security Data Exchange

e Top File Types Downloaded
e Top File Types Uploaded

o Top Users

o Top Clients

o Top Methods

o Top Status

o FTP Reports Overview

IIS Web Server Error Reports

With these reports, you can detect the problems users might be facing on your website and closely track all error alerts.
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o HTTP Status Success

e Failed User Authentication

e HTTP Bad Request

e HTTP Payment Required

e Site Access Denied

e Password Change

e HTTP Request URI Too Large

o HTTP Request Entity Too Large
o HTTP Expectation Failed

o HTTP Unsupported Media Type
e HTTP Locked Error

o HTTP Bad Gateway

e |P Address Rejected

e Read Access_Forbidden

o Write Access_Forbidden

e Service Unavailable

o Gateway Timeout

o UNC Authorization Failed

e Denied direct request to Global.asa
e |O Operation Aborted

e Web Server Restart

e Web Server Busy

e [nformation Reports

® Success Reports

e Redirection Reports

o Client Error Reports

e Server Error Reports

IIS Web Server Attack Reports

These reports can help you detect some of the most common and dangerous web server attacks instantly, including SQL

injection attacks or denial of service attacks.

® SQL Injection reports

e Cross site scripting reports

o Malicious URL Requests

e Malicious File Executions

e cmd.exe and root.exe file executions
o xp_cmdshell executions

e Admin Resource Accesses

e Denied Directory listing

e DoS Attacks

e Directory Traversal

o Spam Mail Header

Apache Web Server Error Reports

This report group can help you track several common HTTP error codes. It also has consolidated reports for both client
errors and server errors. These reports help you identify which errors are occurring most frequently in your Apache web

servers.
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o HTTP Status Success

o HTTP Bad Gateway

o HTTP Internal Server Error

o HTTP Gateway Timeout

e HTTP Request URI Too Large

o HTTP Unsupported Media Type
o HTTP Request Entity Too Large
e HTTP Forbidden

e HTTP Server Not Found

o HTTP Request Timeout

e HTTP Bad Request

e HTTP Unauthorized

e [nformation Reports

® Success Reports

e Redirection Reports

e Client Error Reports

e Server Error Reports

Apache Web Server Top Reports

These top reports can help you discover the most frequently occurring errors and rectify them. With these, you can also
identify the most popular pages in your website and see who's accessing your site most often to get insights on user
behavior.

o Top Visitors

o Top Users

e Top URL

o Top Browsers

o Top Errors

o Top Referrers

e Apache Server Trend

e Apache Reports Overview

Apache Web Server Attack Reports

These reports can help you detect some of the most common and dangerous attacks in Apache web servers such as SQL

injection attacks or cross-site scripting errors.

e SQL Injection reports
e Cross site scripting reports
e Directory Traversal

o Malicious URL Request

SQL Server Advanced Auditing Reports

These reports can help database administrators to monitor, track, and identify any operational issues. They can also help in
tracking unauthorized access to confidential data and user permissions. When a password is changed or the login
information is altered for users or user groups, the Logins Information Report displays the details about their login
information.
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o Column Modified Report
e Last Login Time Report

® Delete Operations Report
e Logins Information Report
e Most Used Tables

o Table Update Report

e Index Information Report
e Server Information Report
e Waits Information

o List Of Blocked Processes
® Schema Change History

e Object Change History

e List Of Connected Applications
e Security Changes Report
o List Of Permissions

e Last Backup of Database
e Last DBCC Activity report

SQL Server DDL Auditing Reports

The reports in this group can help monitor and track the changes happening at the database structural level, such as

changes to the tables, views, procedures, triggers, schema, and more.

e Created Databases

o Dropped Databases

e Altered Databases

e Created Tables

o Dropped Tables

e Altered Tables

e Created Views

e Dropped Views

o Altered Views

e Created Stored Procedures
o Dropped Stored Procedures
e Altered Stored Procedures
e Created Index

e Dropped Index

o Altered Index

e Created Triggers

e Dropped Triggers

e Altered Triggers

e Created Schemas

e Altered Schemas

o Dropped Schemas

SQL Server DML Auditing Reports

The reports in this group can help you figure out when functional queries are executed, who executed them, and from
where. You can also track activities such as data being viewed, updated, deleted, or new entries being added to your

confidential data.
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e Selected Tables

o |Inserted Tables

o Updated Tables

e Deleted Tables

e Execute Command

® Receive Command

o Check reference command executed
o Inserted Schemas

e Selected Schemas

e Updated Schemas

o Deleted Schemas

SQL Server Auditing Account Management

These reports can help you track changes made to any account with respect to the users, logons and logoffs, and
passwords. You can also track the creation, deletion, or modification of privileged accounts to ensure that unauthorized
privilege escalations don't take place. In addition, you can audit logon and logoff activities, and learn the reasons behind

logon failures and instantly know when the password of a critical account gets changed, and more.

e User Created

e User Dropped

e User Altered

® Login Created

e Login Dropped

e Login Altered

e Database Role Created

e Database Role Dropped
e Database Role Altered

e Application Role Created
e Application Role Dropped
e Application Role Altered
e Credential Created

e Credential Dropped

e Credential Altered

o Own Password Changes
e Failed Own password changes
e Password changes

e Password changes Failed
e Password resets

e Password resets Failed

e Own password resets

e Failed Own password resets
e Unlocked accounts

e Enabled users

e Disabled users

SQL Server Auditing Server Reports

These reports help audit MS SQL Server activities such as startups, shutdowns, logons, logon failures, database backup,

restoration, audit, audit specifications, administrator authorities, and a lot more.
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e Database backup report

e Database restoration report

e Transaction log backup report

® Admin authority changes report

® Permission changes report

o Owner Changes report

e Created server roles

o Dropped server roles

e Altered server roles

e Created Server Audits

e Dropped Server Audits

o Altered server audits

e Created Server Audit Specifications

e Dropped Server Audit Specifications
o Altered Server Audit Specifications

e Created Database Audit Specifications
e Dropped Database Audit Specifications
e Altered Database Audit Specifications
e Changed Audit Sessions

e Shutdown and Failure Audits

e Trace Audit C2 On

e Trace Audit C2 Off

e Started Trace Audits

e Stopped Trace Audits

e Server Startups

e Server shutdowns

e Logons

o Failure logons

e Logout Accounts

o Top logons based on user

o Top logons based on remote devices
e Top failure logons based on users

e Top failure logons based on remote devices
e Logons Trend

e Failed Logons Trend

e Event Trend report

SQL Server Security Reports

This report group gives detailed information on SQL injection and denial of service attacks, to help you conduct detailed

forensic analysis on how the attack happened.
You can also track account lockouts, privilege abuses, and unauthorized copying of sensitive data with these reports.

e Privilege abuses

o Unauthorized copies of sensitive data
e Account Lockouts

e Storage media exposure

e SQL Injection

e Denial of Service
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SQL Server DBCC Information Reports

These reports help you track the execution of DBCC commands in your SQL servers.

o DBCC Check Catalog required
e DBCC Check DB required
e DBCC failure events

SQL Server Host Activity Reports

This report help you track host activity in your SQL servers.

o Killed processes by hosts

SQL Server Integrity Reports

These reports help you ensure that the integrity of your data is not tampered with.

e Audit integrity

e Failure followed by success events

SQL Server Permissions Denied Reports

The SQL server permissions denied reports can help you track unauthorized access attempts on critical data.

® Object permission denied
o Column permission denied
e Database permission denied

e Alter DB permission denied

SQL Server Violation Reports
SQL server violation report can give you details on the access violations which could be indicative of an attack or data theft.

® Access violation

SNMP Trap Type Reports

These report can help you consolidate the information from SNMP traps and help you manage your network better.

e Cold Start

o Warm Start

e Link Down

e Link Up

e Authentication Failure
e EGP Neighbor Loss

o Enterprise Specific

SNMP Severity Reports

These reports can help you track the error and information events to ensure that critical issues are brought to your notice.
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e Error Events

e Information Events

Oracle Auditing Reports

These reports provide insights into Oracle database access, command execution, critical task performance, and more,

including who did what, when, and from where.

e Created Databases
o Dropped Databases
e Altered Databases
e Created clusters

e Dropped clusters

e Altered Clusters

e Created Tables

o Dropped Tables

e Altered Tables

e Selected Tables

e |Inserted Tables

e Updated Tables

e Deleted Tables

e Created functions
e Dropped functions
e Altered functions

e Created Schemas

e Created procedures
o Dropped procedures
e Altered procedures
e Executed procedures
e Created triggers

o Dropped triggers
o Altered Triggers

Oracle Auditing Account Management

These reports can help track the creation, modification, and deletion of user accounts and roles. With these reports, you can

also monitor who accessed a user account or role, from where, and when the event occurred.

e Created profiles
e Dropped profiles
e Altered profiles
e Users created
o Dropped users
e Altered users

® Roles created
e Dropped roles
e Altered roles

e Granted roles
e Revoked roles
o System Grant

o System Revoke
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Oracle Auditing Server Reports

These reports give insights on Oracle database access to monitor all user activity within the database. These reports help

you audit user logons, remote logons, and user logoffs.

e Connect Events

e Server Startup

e Server Shutdown

e lLogons

e Failed Logons

e Top logons based on users

e Top logons based on remote devices
e Top failed logons based on users

e Top failed logons based on remote devices
e logon Trend

e Failed logon trend

e Oracle Events Trend

Oracle Security Reports

These reports help you detect attacks on Oracle databases such as SQL injections and Denial of Service attacks. With these
you can also track expired passwords and account lockout to ensure that legitimate uses have uninterrupted access to

resources.

o SQL Injection report
e Account Lockouts
o Expired Passwords

o Denial of Service Reports

MySQL Logon Events

These reports will help you track logons in your MySQL database to ensure that there is not unauthorized access to your
MySQL database.

e Logon Success

e Logon Failures

MySQL General Statements

These reports help you track DDL and DML statements to make sure that there is no unauthorized modification or access

to sensitive data.

e DDL Statements

e DML Statements

e Transactional and Locking Statements
e Utility Statements

e Replication Statements

MySQL Database Administrative Statements

These reports can help you track database administrative statements including account management and resource group

management statements in MySQL servers.
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o Account Management Statements

® Resource Group Management Statements
e Table Maintenance Statements

o Component and Plugin Statements

e Other Administrative Statements

e Set Statements

o Show Statements

MySQL Server Events

This report helps you track startup and shutdown events in your MySQL server.

e Server Startup/Shutdown Events

Printer Auditing

The printer auditing reports help you keep track of the documents that get printed within your network. These reports can

also help you identify which documents get printed the most and by whom. This can help ensure that sensitive information

is not indiscriminately printed which can increase the risk of data theft.

e Documents Printed

o Deleted documents

e Timed out documents

o Moved Documents

® Resumed Documents

e Paused documents

o Corrupted documents

o Documents' priority changes

o Insufficient Privilege to Print Documents
e Top printed documents based on users
e Top printed documents

e Printer Activity trend

e Failed Printer Activity Trend

Sysmon Process Auditing Reports

® Process Created

® Process Terminated

e Remote Thread Creation
® Process Access

® Pipe Created

® Pipe Connected

Sysmon Registry Auditing Reports

® Registry Object Renamed
® Registry Value Set

e Registry Key Created

e Registry Key Deleted

® Registry Value Created

® Registry Value Deleted

www.eventloganalyzer.com | demo.eventloganalyzer.com

support@eventloganalyzer.com

228


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

Sysmon File Auditing Reports

File Created

File Stream Creation

File Time Change

® Raw Access Read

Sysmon Library and Drivers Reports

e Drivers Loaded

e Image Loaded

Sysmon Network Auditing Reports

o Network Connection
o DNS Query

Sysmon WMI Auditing Reports

e WAMI Filter Events
o WMI Event Consumer Activity
o WMI Consumer to Filter Activity

Sysmon Configuration Reports

e Service State Change

o Config Modification

ADSelfService Plus Product Activity Report

o All Activity

ADSelfService Plus Debug Reports

e |Instances Created
e Services Created
e Server Started

e Successful Logins

e Failed Logins

ADSelfService Plus Web Access Reports
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o >HTTP Status Success

o >HTTP Bad Gateway

e >HTTP Internal Server Error

o >HTTP Gateway Timeout

e >HTTP Request URI Too Large

o >HTTP Unsupported Media Type
e >HTTP Request Entity Too Large
e >HTTP Forbidden

e >HTTP Server Not Found

o >HTTP Request Timeout

e >HTTP Bad Request

e >HTTP Unauthorized

o >Information Reports

® >Success Reports

® >Responses over time

o >Client Error Reports

o >Server Error Reports

ADManager Plus Product Activity Report

o All Activity

ADManager Plus Debug Reports

® |Instances Created
® Services Created
® Server Started

e Successful Logins

o Failed Logins

ADManager Plus Web Access Reports

o HTTP Status Success

o HTTP Bad Gateway

o HTTP Internal Server Error

o HTTP Gateway Timeout

e HTTP Request URI Too Large

o HTTP Unsupported Media Type
e HTTP Request Entity Too Large
e HTTP Forbidden

e HTTP Server Not Found

e HTTP Request Timeout

e HTTP Bad Request

e HTTP Unauthorized

e [nformation Reports

® Success Reports

® Responses over time

o Client Error Reports

e Server Error Reports
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ADAudit Plus Product Activity Report

All Activity

ADAudit Plus Debug Reports

e |Instances Created
e Services Created
e Server Started

e Successful Logins

e Failed Logins

ADAudit Plus Web Access Reports:

o HTTP Status Success

o HTTP Bad Gateway

o HTTP Internal Server Error

o HTTP Gateway Timeout

o HTTP Request URI Too Large

o HTTP Unsupported Media Type
o HTTP Request Entity Too Large
e HTTP Forbidden

e HTTP Server Not Found

o HTTP Request Timeout

e HTTP Bad Request

o HTTP Unauthorized

e Information Reports

® Success Reports

® Responses over time

o Client Error Reports

e Server Error Reports

UEM SOM Management

o Computer Modifications
o Domain Changes
® |P Scope Changes
e Replication Policy Events

e Agent Updates

UEM Remote Activity

o Remote Control Activities

o Remote Shutdown Actions

UEM Patch Management

e Successful Patch Events

e Policy Deployment Events
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UEM Device Control Management

o Whitelist Events

o Temporary Access Events

Policy Events

File Extension Group Events

Policy Deployment Events

UEM Inventory Management

e Inventory Scanning Changes

e License Modifications

UEM BitLocker Reports

o Recovery Key Audit Events
e Policy Events

e Policy Deployment Events

UEM User Management

e Successful Logons

e Password Policy Modifications
e User Account Modifications

® Role Changes

e Other User Activities

ITOM Solutions Product Activity Report

e All Activity

ITOM Solutions Debug Reports

e Instances Created

e Services Created

Server Started

Successful Logins

Failed Logins

ITOM Solutions Web Access Reports:
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HTTP Status Success

HTTP Bad Gateway

HTTP Internal Server Error
HTTP Gateway Timeout

HTTP Request URI Too Large
HTTP Unsupported Media Type
HTTP Request Entity Too Large
HTTP Forbidden

HTTP Server Not Found

HTTP Request Timeout

HTTP Bad Request

HTTP Unauthorized
Information Reports

Success Reports

Responses over time

Client Error Reports

Server Error Reports
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8.8.5. List of reports for vCenter Monitoring

Cluster changes

e Cluster created
o Cluster destroyed
o (Cluster renamed

e Cluster reconfigured

Datacenter changes

o Datacenter created
e Datacenter deleted

e Datacenter renamed

Datastore changes

e Datastore created

e Datastore destroyed
e Datastore renamed
e Datastore file copied
e Datastore file moved

e Datastore file deleted

Folder changes

e Folder created
e Folder deleted
e Folder renamed

e Inventory objects moved into a folder

Permission changes

® Permission created
® Permission removed

® Permission updated

Resource pool changes

® Resource pool created
® Resource pool destroyed
® Resource pool moved

e Resource pool reconfigured

Role changes

o Role added
® Role removed

e Role updated
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VM changes

e VM created

o VM deployed

e VM removed

o VM renamed

o VM reconfigured

o VM power state changes

Device changes

e Device added

e Device added failure

e Device IP changed

e Device shutdown

e Device removed

e Device connection overview

e Device powered down to standby

EventLog Analyzer also provides predefined alert criteria for all the above mentioned vCenter events. Setting up vCenter

alert profile is same as setting up a predefined alert profile, except that you need to choose ' vCenter' type in alert criteria.
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8.8.6. Reports for H3C Devices

H3C Events Reports

o All Events

e Important Events

Firewall Allowed Traffic

Allowed Traffic

Top Traffic based on source

Allowed Traffic Trend

Firewall Denied Connections

Denied Traffic

Denied Connections Trend

Logon Reports

e Successful Logons

e Successful Logon Trend

Failed Logon Reports

e Failed Logons
e Failed Logons attempts

e Failed Logons Trend

Firewall Rules Management Reports

o Rules Added
e Rules Deleted
e Rules Modified

DHCP Reports

o Allocated IP address
e Conflicting IP Address
® Lease Extend IP Address

Interface Status Reports

e Interface Up

e Interface Down

Top Top Traffic based on destination

Top Denied Connections based on Source

Top Denied Connections based on Destination
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Firewall IDS/IPS Reports

o All Attacks
e Attacks Trend

VPN Logon Reports

e Successful VPN Logons
e VPN Logout
e Successful VPN Logons Trend

Failed VPN Logon Reports

e Failed VPN Logons attempts
e Failed VPN Logons Trend

Firewall Security Reports

o Web Filtering

® Anti-virus reports

System Events

e Configuration Changes
o Clock Update

o System Reboot

e Fan Failure

& Memory Status

e CPU Status

o Temperature Status

o High Availability Status

Severity Reports

e Emergency Events
o Alert Events

o Critical Events

e Error Events

e Warning Events

e Notice Events

e Information Events

e Debug Events
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8.8.7. Reports for Arista Devices

Arista Events

o All Events

e Important Events

Logon Reports

e Successful Logon
e Top Source

e Top Users

e Logoff Events

e Top Source

o Top Users

e Successful Logons Trend

Failed Logon Reports

Failed Logons

Top Source

e Top Users

Failed Logons Trend

Allowed Traffic

o Allowed Traffic

o Top Source

o Top Destination

o Top Protocol

e Top Port

e Allowed Traffic Trend

Denied Connections

e Denied Connections
e Top Source

o Top Destination

o Top Protocol

e Top Port

® Denied Connections Trend

Interface Status

e Interface Up

e Interface Down

System Events
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e Configuration Changes
e Configuration Errors
o System Reboot

o Clock Update

e Command Executed

e Fan Status

e Power Status

o Temperature Status

e Package Status

Severity Reports

e Emergency Events
e Alert Events

e Critical Events

e Error Events

o Warning Events

e Notice Events

e Information Events

o Debug Events
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8.8.8. StormShield Reports

StormShield Events

o All Events

e Important Events

Logon Reports

e Successful Logon
o Failed Logons

® Logon Overview

Traffic Reports

o Allowed Traffic
e Denied Connections

e Traffic Overview

Firewall Rule Management

o Rule Added
o Rule Modified
o Rule Deleted

Firewall User Management

o Admin Added
o Admin Modified
o Admin Deleted

System Event

e Clock Updated
o System Shutdown
o System Reboot

IDS/IPS Reports

e Attack Overview

Severity Report
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Emergency Events
Alert Events
Critical Events
Error Events
Warning Events
Notice Events
Information Events

Debug Events
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8.8.9. HP Switches Reports

EventLog Analyzer supports HP Switches and provides out-of-box reports for the following categories of events:

e HP Events: Provides information on all events on HP devices.

e Successful and Failed Logons: Provides information on all successful and failed logons based on source and users,
including trend reports.

o Interface Events: Provides information on all interface and trunk status events.

e Configuration Reports: Provides information on both successful and failed commands and insights on ACL error and
VLAN status.

e System Events: Provides information on configuration changes, clock update, system update and reboot, power.
and license status.

e Device Severity Reports: Provides information on all emergency, alerts, critical, error, warning, and notice events.

HP Switches reports dashboard

Download  Personalized Demo  JumpTo  LogReceiver 2
EventLog Analyzer) [N Compliance  Search  Correlation  Alerts  Settings  LogMe  Support + Add , Log
m Windows Unix/Linux 1BM AS/400 Cisco SonicWall Fortinet Juniper Sophos Meraki PaloAlto WatchGuard Barracuda HP h * Favorites
x
All Events Exportas » [ @ Schedule Reports [ More
HP Events v
All Events
Select Device  192.168.1.11 v Period | 2020-01-01 00:00:00 - 2020-05-30 23:59:59 E
Important Events
Logon Reports » All Events #*
Failed Logon Reports »
Interface Events 4 Chart Summary
Configuration Reports. 4 3k
v
System Events 4
Device Severity Reports » U
2
S
1k
§ & <
& y‘& ® * & & § ’@\Q
- Emergency - Alert Critical - Error % Warning -~ Notice
-+ Information Debug
@ Scheduled Reports
[y = 1-100f3726 > 10~ M
% Manage Reports
Time Device Severity Source DisplayName Message
#: Need new reports? 2020-04-16 08:41:08 192.168.1.11 Debug P 192.168.1.11 1P - IP mIpAdMCtrl1PM_NBR_ACTIVITY: count=2

e Go to the Reports section. Select HP from the displayed list of vendors.

e Click Select Device and choose the HP devices for which you need the reports. Click Add.
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Select Device

Select Al
DefaultGroup (0/7)
UnixGroup (1/31)

WindowsGroup (0/11)

(X sewcnoences ]

817216012

V| 192168111

® 19216815
) 19216811129
A 192168213161
ikl Arista-Swiich
ikl CIsco

A FIREEYE

€23 FORTINET

m Gl

192.168.1.1
192.168.1.2

W 192.168.111.22
2319216811132
A\ ARISTA-SWITCH1
2 CHECKPOINT
il CISCO-ONE

ikls FIREPOWER

(&8 Hac

e You can set filter criteria for events based on Source, Severity and Device and Message. Use logical operators as

required.

Create Filter

Device

Crera acern: (0t | |
Device
Severity
Source

Message

e Select the Period for which you want the data to be displayed and click Apply.

e The graphs can be viewed in different formats.

v || Equals v | | Enter Criteria Value
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Download Personalized Demo  JumpTo  LogReceiver M ? -

EventlLog Analyzer ) Home [ENEG] Compliance  Search  Correlation  Alerts  Settings  LogMe  Support + Add .
@
All Events Exportas v [ @ Schedule Reports [ More
HP Events
I All Events,
Select Device  192.168.1.11 v Period | 2020-01-01 00:00:00 - 2020-05-30 23:59:59 E
Important Events
Logon Reports » All Events #
Failed Logon Reports »
Interface Events » Chart Summary
Configuration Reports » 3k
v
»
System Events o e
Device Severity Reports » o & Bar
£
H snmp
5] Count : 684 iy Column
T®
X l Area
o 7‘—|—4;‘:‘_‘7<
& X < Q ) © R
§ o N Q & & § s
- Emergency - Alert Critical - Error  ~% Warning -~ Notice
~+- Information Debug
@ Scheduled Reports
= 1-100f3726 > | 10+
# Manage Reports.
Time. Device Severity Source DisplayName Message
Need new reports? 2020-04-16 08:41:08 192.168.1.11 Debug 13 192.168.1.11 1P - IP miIpAdMCtrl-IPM_NBR_ACTIVITY: count=2. .

e The left panel lists all the available out-of-box reports for HP. Select the report you want to view.

Download Personalized Demo  JumpTo  LogReceiver M ? S

EventLog Analyzer ) Home Reports Compliance  Search Correlation  Alerts  Settings ~ LogMe  Support + Add
_ Windows  Unixlinux ~ IBMAS/400  Cisco  SomicWall  Fortinet  Juniper | Sophos ~ Meraki | PaloAlto | WatchGuard — Barracuda = HP v * Favorites
<3
= 1-200f3726 > 20~ M3
HP Events 8t
Time Device Severity Source DisplayName  Message
I All Events.
2020-04-16 08:41 1921681 Debug P 192.168.1.11 IP - IP mIpAdMCtrl:IPM_NBR_ACTIVITY: count=2
Important Events
> '
Legon Reports 2020-04:16 08:41 :?““' Debug P 192168111 IP:IP InetServer:s=192.168.1.11 d=172.21 204 105(vi1) g=192.168 50.132 xmit
Failed Logon Reports »
2020-04-16 08:41 192.168.1
Interface Events 5 Debug P 192.168.1.11 IP - IP InetServer:s=192.168.1.11 d=172.21.157.175(vI1) g=192.168.50.132 xmit
i » )-04--
CopfisRrieRepei 2020-0416 08:41: 1921681 b0 P 192168111 IP:IP InetServer:s=192.168.1.11 d=172.21152.151(vi1) g=192.168 50.132 xmit
System Events L
2020-04-16 08:41 192.168.1
Do Secer ity R 5 o I Debug P 192168111 1P IP InetServer:s=192.168.1.11 d=172.21.154.181(vI1) g=192.168.50.132 xmit
20200416 08:41 :?Z 1681 Debug P 192.168.1.11 IP - IP InetServer:s=192.168.1.11 d=172.21.204.105(vI1) g=192.168.50.132 xmit
202004160841 1RIBL penyg LLop 192168111 LLDP: LLDP 0098:22:39:33.06 LLDP mildpCrrk: idp refresh pkt sent out port: A8
2020-04-16.08:41 1921681 Debug P 192.168.1.11 IP - IP InetServer:s=192.168.1.11 d=172.21.204.105(vI1) g=192.168.50.132 xmit
202004160841 1921681 5oy P 192168111 1P IP InetServer:s=192.168.1.11 d=172.21.157.175(1) g=192.168.50.132 xmit
2020-0416.08:41 192.168.1 Debug [ 192.168.1.11 IP : IP InetServer:s=192.168.1.11 d=172.21.152.151(vI1) g=192.168.50.132 xmit
@ Scheduled Reports .04
L B 202004160841 19IBL peng P 192168111 IP: IP InetServer:s=192.168.1.11 d=172.21.154.181(v11) g=192.168.50.132 xmit
# Manage Reports 2
2020-04-16 08:41 1921681 Debug LLDOP 192.168.1.11 LLDP: LLDP 0098:22:39:33.07 LLDP mlidpCtri: lidp refresh pkt sent out port : A11

1

Need new reports?

2020-04-16 08:41: 1921681 - .

e To quickly export the report, click Export as and choose the format. Once done, you can download the report.
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Download Personalized Demo  JumpTo  Log Receiver = M

EventLog Analyzer )

Home [EUEOCUEMM Compliance  Search  Correlation  Alerts  Settings  LogMe  Support + Add

Devices Windows Unix/Linux 1BM AS/400 Cisco SonicWall Fortinet Juniper Sophos Meraki PaloAlto WatchGuard Barracuda HP - * Favorites

<
All Events Exportas [ W Schedule Reports 5 More

HP Events

& PDF
All Events, -

Select Device  192.168.1.11 v Pt @ coy  [01-0100:00:00 - 2020-05-30 23:59:59

Important Events

Logon Reports. > All Events *
Failed Logon Reports »

Interface Events. > Chart Summary

Configuration Reports » 3k .

System Events »

Device Severity Reports » ‘ o

LT

y

v“\\ SFQ N} * & @q* Qey ﬁ\@&
- Emergency - Alert Critical =& Error - Waming -8~ Notice
-+ Information Debug
@ Scheduled Reports
= 1-200f3726 > | 20~ M
# Manage Reports
Time Device Severity Source DisplayName ~ Message
# Need new reports? .04-
i 202004160841 1921881 popug 3 192.1681.11  IP: 1P mipAMCtrlIPM_NBR ACTIVITY: count=2 -

e Click Schedule to have this report exported and emailed periodically.

Add schedule

“Schedule Name
Schedule Frequency | OnlyOnce | v at | 2020-11:2310:40:11
Export Time Range  Previous Hour v
Report Format | PDF v
Email Address | Use comma () to separate multiple email a

Email Subject | Enter mail subject

e Click More for further customization options.

1. Set as Default, to set this report as the default for HP reports.
2. Add to Favorites, to mark this report as favorite.

3. Pin to dashboard, to pin this report to the main dashboard in the Home page.
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EventLog Analyzer )

Home [EEEOCUEM Compliance
x
All Events
HP Events
I All Events.

Select Device  192.168.1.11
Important Events

Logon Reports. » All Events
Failed Logon Reports »
Interface Events »
Configuration Reports »
System Events »

Device Severi

Reports »

@ Scheduled Reports

=
# Manage Reports.
Time. Device
* Need new reports? 2020-04-16 08:41 192.168.1

Search

SonicWall

Severity

Debug

Download Personalized Demo  JumpTo  LogReceiver M

Correlation  Alerts  Settings  LogMe  Support

+ Add
Fortinet  Juniper Sophos Meraki PaloAlto WatchGuard Barracuda HP  ~ * Favorites
Exportas~ [ @ Schedule Reports [ More
B setas Default
g -01-01 00
Period | 20200101 00:00:€ ¢ 44 16 Favorices |
% Pin to Dashboard
Chart Summary
3K
v
2%
£
3
[
®
0 - :_.4;:4_‘74
& < R R ) © N
S < N N & o &
- Emergency - Alert Critical -+ Error % Warning e Notice
=+ Information Debug
1-200f3726 > | 20~ M
Source DisplayName ~ Message
P 192168111 IP: 1P mipAdMCtrkIPM_NBR_ACTIVITY: count=2
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8.8.10. Barracuda reports

EventLog Analyzer supports Barracuda Firewall and provides out-of-box reports for:

e Barracuda Events: Information on all events on Barracuda devices

o Firewall Allowed and Denied Traffic Insights on traffic based on source, destination, protocol and port, also
provides a report on traffic trends.

o Firewall Website Traffic Traffic reports based on source, destination and website traffic trend reports

e Successful and Failed Logons: Source and user based reports, trends reports

o Firewall Rule Management Information on rules added, deleted or modified

e Firewall Accounts Management Reports on administrators, users and groups added, deleted or modified.

o Firewall IDS/IPS Events: Insights on attacks based on source and destination IP address, critical and possible attacks
with a report on attack trends

e Firewall Security: Antivirus reports and anti-spam reports.
e Email Security: Information on scanned, sent and received emails.
e System Events: Reports on service, power and memory status, clock update, system shutdown and reboot.

e Device Severity: Information on all emergency, alerts, critical, error, warning, and notice events

Barracuda reports dashboard

Download  Personalized Demo  JumpTo  Log Receiver
EventLog Analyzer) Home [REIL Compliance  Search  Correlation  Alerts  Settings Support
r
All Events Bxportas + [ @ Schedule Reports [ More
Barracuda Events -
All Events
Select Device | 192.168.1.1 v Period | 2020-01-01 00:00:00 - 2020-05-30 23:59:59 E
Important Events
Firewall Allowed Traffic ’ All Events »
Firewall Denied Traffic »
Firewall Website Traffic > Chart Summary
Logon Reports > 3k
Failed Logon Reports »
2k

Firewall Rule Management > H

g

S
Firewall Account Management 4 1k
Firewall IDS/IPS Reports »

o -
Firewall Security Reports 4
é\é
Email Security Reports > &
&
System Events 4
- Emergency - Alert Critical - Error % Warning -8~ Notice

Device Severity Reports 4

= Information Debug

@ Scheduled Reports

| = 1-200f2000 > 20v My
# Manage Reports

Time Device Severity Source DisplayName

# Need new reports? 2020-04-16 07:43:29 192.168.1.1 Debug inbound/pass1 192.168.1.1

o Go to the Reports section. Select Barracuda from the displayed list of vendors.

o In the left panel, all the available out-of-the-box reports for Barracuda will be listed. Select the report you want to
view.

o Click Select Device and choose the Barracuda devices for which you need the reports. Click Add.
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Select Device

select Al (Chercnoences ]

DefaultGroup (0/7) A 17216012 [] Wi 192.168.1.1

UnixGroup (1/31) @ 192.168.1.11 192.168.1.2
WindowsGroup (0/11) ® 192168.15 W 192.168.111.22
¥ 192168.111.29 §3192168.111.32
A 192168213161 A\ ARISTASWITCHI
il Arista-Swiich Q CHECKPOINT
il CISCO ikl CISCO-ONE
A FIREEVE ikls FIREPOWER

23 FORTINET (&8 Hac

m Gl

e You can set filter criteria for events based on Source, Severity and Device. Use logical operators as required.

Create Filter

Device v || Equals v | | Enter Criteria Value

Criteria Pattern - ((Def

Device
Severity

Source

e Select the Period for which you want the data to be displayed and click Apply.
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Download Personalized Demo  JumpTo  LogReceiver M

EventlLog Analyzer ) Home RGP Compliance  Search  Correlation  Alerts  Settings  LogMe  Support + Add .
m Windows  Uni/Linux | IBMAS/400  Cisco | SonicWell | Fortinet  Juniper | Sophos — Meraki  PaloAlo = WatchGuard | Barracuda  Huawei  + * Favorites
@
. m 1-200f2000 > | 20~ |MG
Barracuda Events -
Time Device Severity Source DisplayName
I All Events.
2020.04-16 07:43:29 192.168.1.1 Debug inbound/passt 192.168.1.1
Important Events
e N 2020.0416 07:4329 192.168.1.1 Debug inbound/passt 19216811
0416 07:4: 168.1.1
e IR e 5 2020.04-16 07:43:29 192.168.1 Debug inbound/pass1 192.168.1.1
) § § 2020-04-16 07:43:29 192.168.1.1 Debug inbound/passt 192.168.1.1
Firewall Website Traffic »
2020-04-16 07:43:29 192.168.1.1 Debug inbound/passt 192.168.1.1
Logon Reports »
20200416 07:43:29 192.168.1.1 Debug inbound/passt 192.168.1.1
Failed Logon Reports »
2020.04-16 07:43:29 192.168.1.1 Debug inbound/passt 19216811
Firewall Rule Management »
2020.04-16 07:43:29 192.168.1.1 Debug inbound/pass1 192.168.1.1
Firewall Account Management ~ *
2020-04-16 07:43:29 192.168.1.1 Debug inbound/passt 192.168.1.1
Firewall IDS/IPS Reports »
2020-04-16 07:43:29 192.168.1.1 Debug inbound/passt 192.168.1.1
Firewall Security Reports 4
2020.04-16 07:43:29 192.168.1.1 Debug inbound/passt 192.168.1.1
Email Security Reports »
2020.04-16 07:43:29 192.168.1.1 Debug inbound/passt 192168.1.1
System Events 4
2020.04-16 07:43:29 192.168.1.1 Debug inbound/pass1 192.168.1.1
Device Severity Report: »
evice Severity Reports v 2020041607:4329 192.168.1.1 Debug Inbound/pass1 19216811
20200416 07:43:29 192.168.1.1 Debug inbound/passt 192.168.1.1
W Scheduled Reports 2020.04-16 07:43:29 192.168.1.1 Debug inbound/pass1 192.168.1.1
# Manage Reports 2020.04-16 07:4329 192.168.1.1 Debug inbound/pass1 19216811 ~
2020.04-16 07:43:29 192.168.1.1 Debug inbound/pass1 192.168.1.1
Bl T 2020-04-16 07:4329 192.168.1.1 Debug Inbound/passt 192.168.1.1 l

e The graphs can be viewed in different formats.

Download Personalized Demo  JumpTo  Log Receiver 2
EventLog Analyzer ) [ Compliance  Search  Correlation  Alerts  Settings  LogMe  Support + Add
m Windows Unix/Linux 1BM AS/400 Cisco SonicWall Fortinet Juniper Sophos Meraki PaloAlto WatchGuard Barracuda Huawei - % Favorites
53
. AllEvents Exportas > [o ® Schedule Reports [ More
Barracuda Events v
I All Events
Select Device ~ 192.168.1.1 v Period | 2020-01-01 00:00:00 - 2020-05-30 23:59:59 ﬂ
Important Events
Firewall Allowed Traffic » All Events *
Firewall Denied Traffic »
Firewall Website Traffic » Chart Summary
Logon Reports. » 3k
v
i »
Failed Logon Reports N o e
Firewall Rule Management » H
2 [ Bar
3 inbound pass1
Firewall Account Management ~ * I3 Count : 2000 Column
Firewall IDS/IPS Reports » lx Area
) .
Firewall Security Reports 4
Email Security Reports »
System Events »
3 . - Emergency - Alert Critical - Error =% Warning @~ Notice
Device Severity Reports Y - ~+ Information Debug
W Scheduled Reports
=] 1-200f2000 > | 20~ Mo
# Manage Reports
Time Device Severity Source DisplayName
# Need new reports? 2020.04-16 07:43:29 192.168.1.1 Debug inbound/pass1 19216811

e To quickly export the report in view, click Export as and choose the format. Once done, you can download the
report.
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Download Personalized Demo  JumpTo  LogReceiver M ? -

EventLog Analyzer )
x
Barracuda Events

I All Events

Important Events

Firewall Allowed Traffic »
Firewall Denied Traffic »
Firewall Website Traffic »
Logon Reports. »
Failed Logon Reports »
Firewall Rule Management »

Firewall Account Management  *

Firewall IDS/IPS Reports >
Firewall Security Reports 4
Email Security Reports »
System Events 4
Device Severity Reports. »

@ Scheduled Reports

# Manage Reports.

# Need new reports?

[Tl Compliance  Search

Unix/Linux  1BM AS/400

All Events

Select Device  192.168.1.1

All Events

m =
Time

2020-04-16 07:43:29

Cisco | SonicWall

Correlation ~ Alerts  Settings  LogMe  Support + Add
Fortinet Juniper Sophos Meraki PaloAlto WatchGuard Barracuda Huawel - * Favorites
Exportas v [® W Schedule Reports [ More
B PDF
v Pl @ csy  [01-0100:00:00 - 2020-05-30 23:59:59 E
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3k
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€
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3
S
i3
) =
>
&
§
o
&
- Emergency - Alert Critical =& Error % Waming e~ Notice
-+ Information Debug
1.200f2000 > | 20~ |MG
Device Severity Source DisplayName
192.168.1.1 Debug inbound/passt

192.168.1.1 .

e Click Schedule to have this report exported and emailed periodically.

Add schedule

*Schedule Name

Schedule Frequency

Export Time Range

Report Format

Email Address

Email Subject

OnlyOnce | v at | 2020-11-2311:30:49
Previous Hour v

POF v

Use comma () to separate multiple email a

Enter mail subject.

o Click More for further customization options.

1. Set as Default, to set this report as the default for Barracuda reports.

2. Add to Favorites, to mark this report as favorite.

3. Pin to dashboard, to pin this report to the main dashboard in the Home page.
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EventLog Analyzer )

Download  Personalized Demo  JumpTo  Log Receiver
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I All Events.
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Firewall Allowed Traffic »
Firewall Denied Traffic »
Firewall Website Traffic »
Logon Reports »
Failed Logon Reports »
Firewall Rule Management »
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Firewall IDS/IPS Reports »
Firewall Security Reports. >
Email Security Reports »
System Events »
Device Severity Reports »

® Scheduled Reports

% Manage Reports

# Need new reports?
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All Events % Pin to Dashboard
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Time Device Severity Source DisplayName
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8.8.11. CheckPoint reports

EventLog Analyzer supports CheckPoint Firewall and provides

out-of-box reports for:

o CheckPoint Events: Information on all events on CheckPoint devices.

o Firewall Allowed and Denied Traffic Insights on traffic based on source, destination, protocol and port, also

provides a report on traffic trends.

e Successful and Failed Logons: Insights on successful and failed logons categorized based on the user, the source,

and the general trend.

o Firewall Accounts Management Reports on user and user group added or deleted.

e Configuration: Reports on configuration changes, interface status and executed commands.

o Firewall IDS/IPS Events Insights on attacks based on source and destination IP address and attack trends.
o System Events: Reports on system shutdowns and clock updates.

e Device Severity: Emergency, alerts, critical, error, warning, and notice events.

CheckPoint reports dashboard

Download Personalized Demo  Jump To

EventLog Analyzer ) Home [RETL Compliance  Search  Correlation  Alerts  Settings
m Windows Unix/Linux IBM AS/400 Cisco SonicWall Fortinet Juniper Sophos
[+
. All Events
CheckPoint Events
All Events
Select Device  CHECKPOINT v
Important Events
Firewall Allowed Traffic » All Events Device Time Togther
Firewall Denied Traffic »
Logon Reports » Chart Summary
Failed Logon Reports » 1000
Firewall Account Management 4
Configuration Reports 4 £
3 500
Firewall IDS/IPS Reports » e

System Events »

Device Severity Reports 4 0

&

- Emergency - Alert

& N

LogMe

Meraki PaloAlto  WatchGuard Barracuda CheckPoint  ~ * Favorites

Exportas = [ & Schedule Reports [ More
Period | 2020-01-01 00:00:00 - 2020-05-30 23:59:59 _ [aa]
*

[

%

>
& & K
8

&

Critical - Error % Warning -8~ Notice

=+ Information Debug

@ Scheduled Reports
| =
#* Manage Reports
Time  Device Severity Source DisplayName ~ Message
# Need new reports? 2020

an

1-200f1425 > 20w M

= [

e Go to the Reports section. Select CheckPoint from the displayed list of vendors.

o In the left panel, all the available out-of-the-box reports for CheckPoint will be listed. Select the report you want to

view.

e Click Select Device and choose the CheckPoint devices for

which you need the reports. Click Add.
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Select Device

Select Al
DefaultGroup (0/7)
UnixGroup (1/31)

WindowsGroup (0/11)

(X serchoovces ]

ikl Arista-Swiich
ikl CIsco

A FIREEYE

423 FORTINET
% HUAWEI

[ NETSCREEN
D PALOALTO
W SONICWALL

4 SYMANTEC-SERVER

[V] @ cHECKPOINT
il CISCO-ONE
ks FIREPOWER
(@3 H3c
[ JUNIPER
4 OPMANAGER
I PFSENSE
SOPHOS.

4 UNIX-ONE

® You can set filter criteria for events based on Source, Severity, Device and Message. Use logical operators as

required.

Create Filter

Device

Criteria Pattern : (De|
Device
Severity
Source

Message

e Select the Period for which you want the data to be displayed and click Apply.

v

Equals v

Enter Criteria Value
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Download  Personalized Demo  JumpTo  Log Receiver

Windows  Unilinux  IBMAS/400  Cisco  SonicWall ~ Fortinet  Juniper | Sophos ~ Meraki  PaloAlto | WatchGuard — Barracuda | CheckPoint  +

1-200f1425 >

Message

Configuration changed from localhost by user admin by the service dbset

* Favorites

20v M

admin localhost t +installer:packages:Check_Point_R77_30_JUMBO_HF_1_Bundle_T216_FULL tgz:description <b>Package R77.30 Jumbo Hotfix
contains:<br><span style='color:green'>8#8226; Security Gateway / Security Managemen( R77.30 Jumbo Hotfix - Installed</span><br><span

style='color:green'>8#8226; Mobile Access R77.30 Jumbo Hotfix - tyle="color
mbo Hotfix - Installed</span><br><span style='c

; Smartlog R77.30 Ju
olorigreen'>8.#8226; GAIA R77.30 Jumbo Hotfx - Installed</span><br><span stylex

olorgre

en'>&#8226; Performance Pack R77.30 Jumbo Hotfix - Installed</span><br><span style="color:green'>&#8226; Endpoint Security Manageme

nt R77.30 Jumbo Hotfix - ; SmartEvent and
0> <br><span sty

olorblue’ 88226, Management Portal R77.30 Jumbo

uite R77.30 Jumbo Hotfix - <info> Patching: 10% </inf
226; MDS R77.30

P sy
Jumbo Hotfix</span><br><span style="color:blue'>&#8226; CPdiag R77.30</span><br><br>Note: Ater the package is installed, the gateway r

eboots.</b>

Configuration changed from localhost by user admin by the service dbset

admin localnost ¢ +installer:bundle:packages:ReportingServer_HOTFIX_R77_30_JUMBO_HF_GA_FULL tgz Compressing Backup File:

Configuration changed from localhost by user admin by the service dbset

EventlLog Analyzer ) Home [EEBSNEMM Compliance  Search  Correlation  Alerts  Settings  LogMe  Support
«
CheckPoint Events »
Severity Source DisplayName
Firewall Allowed Traffic »
2020
Firewall Denied Traffic » -04-
160 :9420' B Notce xpand CHECKPOINT
Logon Reports. > 6:39:
51
Failed Logon Reports 17
Firewall Account Management b
" 2020
Configuration Reports -04-
o i 0% 1e216811
! 160 Notice xpand CHECKPOINT
Firewall IDS/IPS Reports 4 630, 140
51
System Events »
Device Severity Reports >
2020
04-
192.168.11
160 ‘940 Norice xpand CHECKPOINT
6:39:
51
2020
04-
192.168.11
160 %0 Notice xpand CHECKPOINT
6:39:
51
2020
@ Scheduled Reports 04
192.168.11
el ;s}g 140 Notice xpand CHECKPOINT
51

# Need new reports?

The graphs can be viewed in different formats.

admin localnost t +installer:packages:Check_Point_R77_30_JUMBO_HF.

Download Personalized Demo  JumpTo  LogReceiver M
EventLog Analyzer ) Home Reports Compliance  Search Correlation  Alerts  Settings ~ LogMe  Support + Add
_ Windows  Univlinux | IBMAS/400  Cisco | SonicWall ~ Fortinet  Juniper | Sophos ~ Meraki | PaloAlto = WatchGuard — Barracuda | CheckPoint
LS
All Events Exportas + [ & Schedule Reports.
CheckPoint Events » i - i
Firewall Allowed Traffic »
Select Device  CHECKPOINT g Period | 2020-01-01 00:00:00 - 2020-05-30 23
Firewall Denied Traffic »
Logon Reports. » All Events Device Time Togther
Failed Logon Reports »
Firewall Account Management ~ » Chart Summary
Configuration Reports - 1000 o
Configuration Change 2 Line
Command executed w0 I Bar
Interface Up Column
Interface Down /‘\ |z Area
Firewall IDS/IPS Reports » 0 o - -
& &
System Events » & &
o
Device Severity Reports »
- Emergency - Alert Critical - Error % Warning -~ Notice
=+ Information Debug

W Scheduled Reports

1-200f1425 >

m
# Manage Reports
Time. Severity Source DisplayName ~ Message
* Need new reports? 2020
04-

report.
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_Bundle_T216_FULL tgz:description <b>Package R77.30 Jumbo Hotf

* Favorites
Es More

s B

*

20+ M

e To quickly export the report in view, click Export as and choose the format. Once done, you can download the

support@eventloganalyzer.com

254


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

EventLog Analyzer ))

Home [EEESHEM Compliance  Search  Correlation  Alerts  Settings  LogMe  Support

+ Add
Windows Uni/Linux 1BM AS/400 Cisco SonicWall Fortinet  Juniper Sophos Meraki PaloAlto WatchGuard Barracuda CheckPoint ~ ~ * Favorites
x
All Events Exportas » [ W Schedule Reports [ More
CheckPoint Events »
B PDF
Firewall Allowed Traffic »
Select Device  CHECKPOINT v P @ coy  [01-0100:00:00 - 2020-05-30 23:59:59 E
Firewall Denied Traffic »
Logon Reports. » All Events Device Time Togther &
Failed Logon Reports. »
Firewall Account Management. » Chart Summary
Configuration Reports > 1000 "
Firewall IDS/IPS Reports 4
» €
System Events R
S
Device Severity Reports 4
) . /\‘_ .
& & g & &
& & & e <&
&
&
- Emergency - Alert Critical =& Error % Waming -8~ Notice
-+ Information Debug
@ Scheduled Reports
:::]

1-200f1425 > | 20~ M3

# Manage Reports

Severity Source DisplayName ~ Message

# Need new reports?

e Click Schedule to have this report exported and emailed periodically.

Add schedule

*Schedule Name
Schedule Frequency | OnlyOnce | v at  2020-11:2311:50:39
Export Time Range  Previous Hour v
Report Format | PDF v
Email Address | Use comma () to separate multiple email a

Email Subject | Enter mail subject

e Click More for further customization options.
1. Set as Default, to set this report as the default for CheckPoint reports.

2. Add to Favorites, to mark this report as favorite.

3. Pin to dashboard, to pin this report to the main dashboard in the Home page.
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Download Personalized Demo  JumpTo  LogReceiver M ? &

EventLog Analyzer )

(XSS Compliance  Search  Correlation  Alerts  Settings  LogMe  Support + Add

Windows Unix/Linux 1BM AS/400 Cisco SonicWall Fortinet  Juniper Sophos Meraki PaloAlto | WatchGuard Barracuda  CheckPoint — ~ * Favorites
@
N All Events Exportas v  [® @ Schedule Reports | [ More
CheckPoint Events »
- St Defaul
Firewall Allowed Traffic > W Secas Defauk
Select Device  CHECKPOINT Ad Period | 2020-01-01 00:00:0 o ) 11 0 Eayorite I
o Favorites
Firewall Denied Traffic »
TR o » AllEvents  Device  Time  Togther % Pin to Dashboard
Failed Logon Reports »
Firewall Account Management » Chart Summary
Configuration Reports » 1000 o
Firewall IDS/IPS Reports »
» €
System Events £ s
8
Device Severity Reports »
) /\AA .
& Q D> >
& & & S
& & & &
o
- Emergency - Alert Critical =& Error % Waming -8~ Notice
-+ Information Debug
@ Scheduled Reports
m 1-200f1425 > 20~ (M
# Manage Reports.
Time. Severity Source DisplayName ~ Message
Need new reports? 2020
04
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8.8.12. FirePower reports

EventLog Analyzer supports Cisco FirePower Firewall and provides out-of-box reports for the following categories of
events:

e FirePower Events: Information on all events on FirePower devices

o Firewall Allowed and Denied Traffic Insights on traffic based on source, destination, protocol and port, and traffic
trends.

o Firewall Website Traffic Traffic reports based on source, destination and website traffic trend reports

o Firewall IDS/IPS Events Insights on attacks based on source and destination IP address, also provides a report on
attack trends

e Device Severity Reports: Emergency, alerts, critical, error, warning, and notice, information and debug events

FirePower reports dashboard

Download PersonalizedDemo  JumpTo  LogReceiver M ? =
EventLog Analyzer ) tome JENEE Compliance  Search  Correlation  Alerts  Settings  LogMe  Support + Add
Windows | Unix/Linux | IBMAS/400 | Cisco  SonicWall |~ Fortinet  Juniper | Sophos = Meraki | PaloAlto = WatchGuard  Barracuda | FirePower = v * Favorites
53
N All Events Exportas + [ @ Schedule Reports [ More
FirePower Events N
I All Events
Select Device  FIREPOWER v Period | 2020-01-01 00:00:00 - 2020-05-30 23:59:59 E
Important Events
Firewall Allowed Traffic » All Events *
Firewall Denied Traffic »
Firewall Website Traffic » Chart Summary
Firewall IDS/IPS Reports » 4k
° v

Device Severity Reports. >

g

2 2%

8

o
\\0\\
&
§
&
o Severity

@ Scheduled Reports

1-200f3756 > 20w |Mp
# Manage Reports

Time  Device Severity Message DisplayName

#: Need new reports? [Primary Detection Engine (9a44059a-fea6-11e4-b454-81f396323529)][Northumbria Access Policy] Connection Type: End, User: Unknown, Client: Microsoft Cr

unteAPI Annlicarian Profacal- HTTP Weh Ann- (ISP Access Canfrol Rile Name: Dafailr Actian Accass Cantral Riile Actian- Allaw Accass Canfrol Rule Reasn

e Go to the Reports section. Select FirePower from the displayed list of vendors.

o Click Select Device and choose the FirePower devices for which you need the reports. Click Add.

Select Device

Select Al (K scarcDewces ]

DefaultGroup (0/7)

il CIsco ikl CISCO-ONE
UnixGroup (1/31)
’ A FIREEYE [/] i FIREPOWER

WindowsGroup (0/11) &3 FORTINET @ e
W HUAWEI & JunipeR
[ NETSCREEN A OPMANAGER
¥0 PALOALTO F2j PFSENSE
S SONICWALL SOPHOS

A SYMANTEC-SERVER A UNIX-ONE

A UNIX-THREE A UNIXTWO
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® You can set filter criteria for events based on Device, Severity and Message. Use logical operators as required.

Create Filter

Criteria Pattern - ((De{

Device v Equals v | | Enter Criteria Value

Device
Severity

Message

e Select the Period for which you want the data to be displayed and click Apply.

e The graphs can be viewed in multiple formats. To switch to a different graph format, click the drop down button.

EventLog Analyzer) Home

N All Events
FirePower Events

I All Events
Select Device FIREPOWER
Important Events

Compliance  Search

Windows | Uniwlinux | IBMAS/400  Cisco | SonicWall

@

Correlation  Alerts  Settings  LogMe  Support

Fortnet  Juniper | Sophos ~ Meraki = PaloAlto = WatchGuard | Barracuda | FirePower v

v

Download Personalized Demo  JumpTo  LogReceiver M

+ Add
* Favorites
Exportas~ [

@ Schedule Reports [ More

perioa | 2020-01-01 ovi00i00 - 2020.05:30 23:59:59 ||

Firewall Allowed Traffic » Al Events *
Firewall Denied Traffic »
Firewall Website Traffic » Chart Summary
Firewall IDS/IPS Reports » 4k
() v
A
. . o
Device Severity Reports p T a2 Line
‘ Count : 3756
{ 2 i — ¢ Pe
3 2k
S E Bar
i Column
| Area
o
&
&
&
o Severity
® Scheduled Reports
m = 1-20073756 > | 20v
# Manage Reports
Time  Device Severity Message DisplayName
# Need new reports? {Primary Detection feab.11e4-b454.81 wumbria Access Policy] Connection Type: End, User: Unknown, Client: Microsoft Cr

unteAPI Annlicarian Protacal HTTP Weh Anr OCSP Access Cantral Rille Name: Dafailr Actian Arcess Cantral Rule Artian: Allaw Access Cantrol Riile Reaso

e This panel lists all the available out-of-box reports for FirePower. Select the report you want to view.
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EventLog Analyzer )

@

ePower Events
I All Events.

Important Events

irewall Allowed Traffic

:wall Denied Traffic

wall Website Traffic
Firewall IDS/IPS Reports

Device Severity Reports

® Scheduled Reports

# Manage Reports

¥ Need new reports?

Download  Personalized Demo  JumpTo Lo Receiver

Home [EECCHEM Compliance  Search  Correlation  Alerts  Settings  LogMe  Support + Add
Unix/Linux 1BM AS/400 Cisco SonicWall Fortinet  Juniper Sophos Meraki PaloAlto | WatchGuard Barracuda FirePower  ~ * Favorites
B = 1-200f3756 » @ 20v MG
Time  Device Severity Message DisplayName

[Primary Detection Engine (9a44059a-feat-11e4-b454-811396323529)][Northumbria Access Policy] Connection Type: End, User: Unknown, Client: Microsoft Cr
YPtoAPI, Application Protocol: HTTP, Web App: OCSP, Access Control Rule Name: Default Action, Access Control Rule Action: Allow, Access Control Rule Reaso

ns: Unknown, URL Category: CDNs, URL Reputation: Well ) URL: hip://s symed.com/MFE JrDgMCGgU
D 42a6BIKIQVAQQUAVmISI06C EC D, HTTP Referer: Unknown, User Agent: Microsoft-( (rypmAPVS‘I
o Referenced Host: sr.symcd.com, Interface Ingress: inside, \n(erfa(e Egress: outside, Security Zone Ingress: inside, Security Zone Egress: outside, Security Intell
leo 1921681 | o  IBenceMatching IP: None, Security Inteligence Category: None, Client Version: 6.1, Number of File Events: 20, Number of IPS Events:20, TCP Flags: 00, NetBl  Locoo o
v 05 Domain: (null), Initiator Packets: 6, Responder Packets: 6, Initiator Bytes: 570, Responder Bytes: 2287, Context: Unknown, SSL Rule Name: N/A, SSL Flow St
- ats: N/A, SSL Cipher Suite: N/A, SSL Certificate: SSL Subject CN: N/A, SSL Subject Country: N/A, SSL Subject
OU: N/A, SSL Subject Org: N/A, SSL Issuer CN: N/A, SSL Issuer Country: N/A, SSL Issuer OU: N/A, SSL Issuer Org: N/A, SSL Valid Start Date: N/A, SSL Valid End D
ate: N/A, SSL Version: N/A, SSL Server Certificate Status: N/A, SSL Actual Action: N/A, SSL Expected Action: N/A, SSL Server Name: (null), SSL URL Category: N/
A, SSL Session ID: SSL Ticket Ik
000, {TCP} 192.168.131.54:53621 -> 23.51.123.27:80
[Primary Detection Engine (9a44059a-fea6-11e4-b454-811396323529)][Northumbria Access Policy] Connection Type: End, User: Unknown, Client: Chrome, Ap
plication Protocol: HTTP, Web App: Unknown, Access Control Rule Name: Default Action, Access Control Rule Action: Allow, Access Control Rule Reasons: Unk
nown, URL Category: Business and Economy, URL Reputation: Well known, URL: http://ads stickyadstv.com/auto-user-sync, HTTP Referer: http://www.dingit.t
Vihighlight/1453239, User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/62.0.3202.94 Safari/537.36, Re
2020
‘s ferenced Host: ads stickyadstv.com, Interface Ingress: inside, Interface Egress: outside, Security Zone Ingress: inside, Security Zone Egress: outside, Security |
leo 1921681 | o on  Neligence Matching IP: None, Security Intelligence Category: None, Client Version: 62.0.3202.94, Number of Fle Events: 20, Number of IPS Events20, TCPFla  Locoo o
46 g5 0x0, NetBIOS Domain: (null), Initiator Packets: 7, Responder Packets: 5, Iitiator Bytes: 1904, Responder Bytes: 833, Context: Unknown, SSL Rule Name: N/
b A, SSL Flow Status: N/A, SSL Cipher Suite: N/A, SSL Certficate: SSL. Subject CN: N/A, SSL Subject Country: N/
A, SSL Subject OU: N/A, SSL Subject Org: N/, SSL Issuer CN: N/A, SSL Issuer Country: N/A, SSL Issuer OU: N/A, SSL Issuer Org: N/A, SSL Valid Start Date: N/A, S
SLValid End Date: N/A, SSL Version: N/4, SSL Server Certificate Status: N/A, SSL Actual Action: N/A, SSL Expected Action: N/A, SSL Server Name: (null), SSLURL
Category: N/A, SSL Session ID: SSL Ticket Id:
0000000000000, {TCP} 172.18.104.158:53505 -> 104.127.17.103:80
[Primary Detection Engine (9a44059a-fea6-11e4-b454-811396323529)][Northumbria Access Policy] Connection Type: End, User: Unknown, Client: Chrome, Ap
plication Protocol: HTTP, Web App: Moat, Access Control Rule Name: Default Action, Access Control Rule Action: Allow, Access Control Rule Reasons: Unknow
. URL Category: Web Advertsements, URL Reputation: Well known, URL h/px mostads.com/pivel.g7e-08ac=186q=7&1=A0L VIDIBLE API1&4=1513151
08 ba=dingit.tv&f=08&cs=0, HTTP Referer: http://www.dingit.tv/highlight/1453239, User Agent:
2020 Mozma/s 0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/62.0.3202.94 Safari/537.36, Referenced Host: px.moatads.com, | o
04 101681 nterface Ingress: inside, Interface Egress: outside, Security Zone Ingress: inside, Security Zone Egress: outside, Security Intelligence Matching IP: None, Securit
160 Information y Intelligence Category: None, Client Version: 62.0.3202.94, Number of File Events: 20, Number of IPS Events:20, TCP Flags: 0x0, NetBIOS Domain: (null), Initiat  FIREPOWER
8:46: or Packets: 208, Responder Packets: 105, Initiator Bytes: 61577, Responder Bytes: 47400, Context: Unknown, SSL Rule Name: N/A, SSL Flow Status: N/A, SSL Ci
34 pher Suite: N/A, SSL Certificate: SSL Sublect CN: N/A, SSL Sublect Country: N/A, SSL Sublect OU: N/A, SSL Su -

e To export the report in view, click Export as and choose the format. Once done, you can download the report.

EventLog Analyzer)
@
FirePower Events

I All Events

Important Events

Firewall Allowed Traffic 4
irewall Denied Traffic »
ewall Website Traffic 4
Firewall IDS/IPS Reports »
Device Severity Reports 4

@ Scheduled Reports

# Manage Reports

# Need new reports?

Download Personalized Demo  JumpTo  LogReceiver M &
Home [EGEONHEMM Compliance  Search  Correlation  Alerts  Settings  LogMe  Support + Add
Uni/Linux  IBMAS/400  Cisco | SonicWall  Fortinet  Juniper | Sophos ~ Meraki = PeloAlto = WatchGuard — Barracuda | FirePower — ~ * Favorites
All Events Exportas v [ @ Schedule Reports [ More
B POF
Select Device ~ FIREPOWER v Pl @ csy  [01-0100:00:00 - 2020-05-30 23:59:59 ﬂ
All Events *
Chart Summary
4k
L v
3 2%
S
o
&
&
&
o Severity
m = 1-200f3756 > | 20v M
Time  Device Severity Message DisplayName
[Primary Detection feab-11e4-b454-81 \umbria Access Policy] Connection Type: End, User: Unknown, Client: Microsoft Cr -
VnroAPL Annlication Protacal: HTTP. Weh Ann: OCSP. Access Control Rule Name: Defaulr Action. Access Cantral Rule Action- Allow. Access Control Rule Reasa i

e Click Schedule to have this report automatically generated, exported and emailed to the specified users in the
desired format, at the specified times.
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Add schedule

*Schedule Name
Schedule Frequency | Only Once v at | 2020-11-2312:00:28
ExportTime Range  Previous Hour
Report Format | PDF

Email Address | Use comma () to separate multiple email a

Email Subject | Enter mail subject

e Click More for further customization options.
1. Set as Default, to set this report as the default for FirePower reports.

2. Add to Favorites, to mark this report as favorite.

3. Pin to dashboard, to pin this report to the main dashboard in the Home page.

Download Demo  jumpTo
Home [EEEOEES npliance arch  Correlation  Alerts LogMe  Support
Devices Windows Unix/Linux 1BM AS/400 Cisco SonicWall Fortinet Juniper Sophos Meraki PaloAlto WatchGuard Barracuda FirePower ~ ~ * Favorites
@
N All Events Exportas > [ @ Schedule Reports | [5 More
FirePower Events v
I All Events. + B setas Default
Select D FIREPOWER A -01-01 00
ect Deice [+ | perog | 2000100000 g oo |
Important Events
Firewall Allowed Traffic » Al Events * Pin to Dashboard
Firewall Denied Traffic »
Firewall Website Traffic » Chart Summary
Firewall IDS/IPS Reports » 4k
. v
Device Severity Reports 4
2 2%
S
0
&
«
«
- Severity
@ Scheduled Reports
m 1-200f3756 > | 20~ [Mp
# Manage Reports
Time  Device Severity Message DisplayNam
# Need new reports? [Primary Detection feab-11ed-b454.81 umbria Access Policy) Connection Type: End, User: Unknown, Client: Microsoft Cr

VoteAPI. Annlicarion Pratacal: HTTP. Web Aner OCSP. Access Contral Rule Name: Default Action. Access Cantral Rule Action: Allaw. Access Control Rule Roaso
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8.8.13. Reports for Fortinet Devices

EventLog Analyzer supports Fortinet firewalls and provides out-of-the-box reports for the following categories of events:

o Fortinet Events: These reports provide valuable information on all events including important events such as
logons, failed logons, possible attacks, users added/deleted etc., on Fortinet devices.

o Firewall Allowed and Denied Traffic The reports in this category provide insights on traffic based on the source,
destination, protocol and port, and traffic trends.

e Successful and Failed Logons: These reports provide information on source, user-based, and trends reports.

o Firewall IDS/IPS Events: The reports in this category provide insights on possible attacks, and attacks based on the
source and destination IP address. They also provide reports on attack trends.

o Firewall Security Events: These reports provide valuable information on applications, email and web filters. They
also provide reports on antivirus and DLP.

e Firewall Accounts Management This category provides reports on administrators and users added, deleted or
modified.

o Firewall Policy Management The reports in this category provide useful information on policies added, deleted or
modified.

o Successful and Failed VPN Logon Reports These reports provide insights on VPN logons and logouts based on
success, failure, remote devices, users and trends.

e System Events: These reports provide valuable information on configuration changes, license expiration, power
restores and failures, system shutdowns and reboots and failed commands.

e Device Severity Reports: The reports in this category provide insights into emergency, alerts, critical, error, warning,
notice, information and debug events.

e VPN IP Assigned Reports: These reports provide information on private IP assigned, IP assigned users, remote IP
and VPN [P assigned.

Managing Fortinet reports dashboard

e Go to the Reports section and click on the Devices option in the drop down menu. Select Fortinet from the
displayed list of vendors.

JumpTo  LogReceiver 3 2 [-)
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Failed Logon Reports » v 5
4% Firewall IDS/IPS Reports >
ADManager, =
Firewall Security Reports » § 10 /
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“# Need new reports?
- Alert Emergency @

o Click Select Device and choose the Fortinet devices for which you need the reports. Click Add.
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Select Device

SelectAl (@ecoioe ]

DefaultGroup (0/7) 2 17216012 192168.11

UnixGroup (2/31)

@ 192168111 M s216812

WindowsGroup (0/11) ® 19216815 @ 19216811122
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A 192168213161 A\ ARISTA-SWITCH1
ki Arista-Swtich 9 CHECKPOINT
il C1sco i CISCO-ONE
A FIREEYE il FIREPOWER
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e You can set filter criteria for events based on device, source, message and severity. Use logical operators as
required.

Create Filter

Device Equals

Criteria Pattern : (Dey

Severity

e Select the Period for which you want the data to be displayed and click Apply.
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EventLog Analyzer e Support
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2 | Al Events
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® Scheduled Reports blokenciitaaiotnd

# Manage Reports

# Need new reports? -

e The graphs can be viewed in different formats.
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Severity
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Information
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Information

Information

e To export the report being viewed, click Export as and choose the format. Once done, you can download the

report.
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e Click Schedule to have this report exported and emailed periodically.
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Add schedule

*Schedule Name

Schedule Frequency Only Once v a 2020-11-17 19:20:53

Export Time Range  Previous Hour v
Report Format  PDF v
Email Address Use comma (,) to separate multiple email a

Email Subject Enter mail subject.

m CI]

e Click More for further customization options.

1. Set as Default, to set this report as the default for Fortinet reports.
2. Add to Favorites, to mark this report as favorite.

3. Pin to dashboard, to pin this report to the main dashboard in the Home page.

Exportas + [® @ Schedule Reports [ More

B Set as Default

Period | 2020-01-01 00:00:C @ , 44 1o Favorites

" % Pin to Dashboard
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8.8.14. Reports for Huawei Devices

EventLog Analyzer supports Huawei firewall devices and provides out-of-the-box reports for the following categories of
events:

o Huawei Events: These reports provide valuable information on all events including important events such as logons,
failed logons, policies added/deleted, users added/deleted etc., on Huawei devices.

e Successful and Failed Logons: These reports provide information on source and user-based reports, and trend
reports.

o Firewall Allowed and Denied Traffic The reports in this category provide insights on traffic based on the source,
destination, protocol and port, and traffic trends.

e Firewall Accounts Management This category provides reports on users and groups added, deleted or modified.

o Firewall Policy Management This category of reports provide valuable information on policies added, deleted,
modified, enabled or disabled.

o Firewall IDS/IPS events: This category of reports provide useful insights on attacks based on the source and
destination IP address. They also provide reports on attack trends.

o Firewall Security Events: These reports provide information on application, email and web filters. They also provide
reports on antivirus and DLP.

e Successful and Failed VPN Logon Reports This category of reports provide insights into VPN logons and logouts
based on source, users and trend reports.

o System Events: This category provides reports on power status, command executed, CPU status, clock update,
interface status, temperature status and fan status.

e Device Severity Reports: The reports in this category provide insights into emergency, alerts, critical, error, warning,
notice, information and debug events.

Managing Huawei reports dashboard
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System Events. 4
- Debug -+ Information Notice -+ Warning % Error e~ Critical
Device Severity Reports » - Alert Emergency
@ Scheduled Reports E = 1-100f22 > | 10% [My
% Manage Reports Time. Device DisplayName Source

Severity

20201120 12:48:11 192168210 192168210 RIGHTM/S/LOGINFAIL

Debug
# Need new reports?

2020-11-20 12:48:11 192168210 1921682.10 RIGHTM/S/LOGINOK Information =l -

o Go to the Reports section and click on the Devices option in the drop down menu. Select Huawei from the
displayed list of vendors.

o Click Select Device and choose the Huawei devices for which you need reports. Click Add.
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Select Device X

Select All | < |
DefaultGroup (0/3) W 192.168.2.1 M 192.168.2.10
UnixGroup (1/11) A 192.168.2.11 A 19216822
WindowsGroup (0/21) s 192.168.2.3 D 192.168.2.4

A 192.168.25 A 19216827

A 192.168.2.8 A log360-w8x86-2

§.F MS-24

Add Cancel

® You can set filter criteria for events based on device, source, message and severity. Use logical operators as

required.

Create Filter

Device o Equals b Enter Criteria Value u

Criteria Pattern : ((Device Name : ))

e Select the Period for which you want the data to be displayed and click Apply.
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® The graphs can be viewed in different formats.
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o The All Events panel lists all the available out-of-the-box reports for Huawei. Select the report you want to view.
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¥ Need new reports?

e To export the report being viewed, click Export as and choose the format. Once done, you can download the

report.

JumpTo LogReceiver A5

Correlation Alerts Settings LogMe Support
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Exportas + [

PDF
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e Click Schedule to have this report exported and emailed periodically.

Add schedule

*Schedule Name
Schedule Frequency Only Once v | at 2020-11-17 19:20:53
Export Time Range Previous Hour v
Report Format PDF 4

Email Address Use comma (,

separate multiple email a

Email Subject Enter mail subject.

e Click More for further customization options.

+ Add

# Favorites

@ Schedule Reports  [4 More

o

4= Back X
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1. Set as Default, to set this report as the default for Huawei reports.
2. Add to Favorites, to mark this report as favorite.

3. Pin to dashboard, to pin this report to the main dashboard in the Home page.

Exportas - [@m @ Schedule Reports [ More

B Setas Default

2020-01-01 00:00:C l
Period Y % Add to Favorites

% Pin to Dashboard
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8.8.15. Reports for Juniper Devices

EventLog Analyzer supports Juniper Firewall and provides out-of-the-box reports for the following categories of events:

e Juniper Events: These reports provide valuable information on all events including important events such as logons,
failed logons, possible attacks, configuration errors, interface up/down, etc., for Juniper devices.

e Successful and Failed Logons: These reports provide insights on source and user-based reports, trends reports.
They also provide information on firewall, web, and CLI logons.

e Configuration Reports: The reports in this category provide information on interface settings, commands executed,
and configuration errors.

o Firewall Allowed and Denied Traffic This category of reports provide valuable insights on traffic based on the
source, destination, protocol and port, and traffic trends.

o Firewall IDS/IPS Events These reports provide insights on possible, critical, top attacks; attacks based on source,
destination IP address, and severity; and attack trends.

e Application Tracking Reports: The reports in this category provide useful information on applications accessed
based on username and reports on applications started and stopped.

o System Events: These reports provide information on process and fan status, and system reboots.

e Device Severity Reports: The reports in this category provide insights on emergency, alerts, critical, error, warning,
notice, information, and debug events.

Managing Juniper reports dashboard
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# Need new reports?

e Go to the Reports section and click on the Devices option in the drop down menu. Select Juniper from the
displayed list of vendors.

e Click Select Device and choose the Juniper devices for which you need the reports. Click Add.
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e You can set filter criteria for events based on device, source, message and severity. Use logical operators as

required.

Create Filter

Criteria Pattern : ((Device Name : ))

Device

v Equals v

Enter Criteria Value u

e Select the Period for which you want the data to be displayed and click Apply.
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e The graphs can be viewed in different formats.
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e The left panel lists all the available out-of-the-box reports for Juniper. Select the report you want to view.
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e To quickly export the report being viewed, click Export as and choose the format. Once done, you can download

the report.
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e Click Schedule to have this report exported and emailed periodically.
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Add schedule = Back X

*Schedule Name

Schedule Frequency  OnlyOnce v  at | 2020-11-17 19:20:53
Export Time Range Previous Hour v
Report Format PDF v

Email Address

Email Subject

Cancel

e Click More for further customization options.
1. Set as Default, to set this report as the default for Juniper reports.

2. Add to Favorites, to mark this report as favorite.

3. Pin to dashboard, to pin this report to the main dashboard in the Home page.

Exportas + @ @ Schedule Reports [ More

B setas Default

2020-01-01 00:00:€ l
Period Y % Add to Favorites

* Pin to Dashboard
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8.8.16. Reports for Malwarebytes devices

EventLog Analyzer supports Malwarebytes Firewall and provides out-of-the-box reports for the following category of

events:

Malwarebytes Events: The reports in this category provide valuable information on detected threats and exploits based on
source and users. Additionally, granular reports on blocked, allowed exploits, quarantined threats, and websites blocked

based on source and users are available.

Managing Malwarebytes reports dashboard

JumpTo  LogReceiver 45 7
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Detected Exploits

Blocked Exploits

® Scheduled Reports o

## Manage Reports

¥ Need new reports?
Device = -

e Go to the Reports section and click on the Threats option in the drop down menu. Select Malwarebytes from the
displayed list of vendors.

e Click Select Device and choose the Malwarebytes devices for which you need the reports. Click Add.
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Cancel

e You can set filter criteria for events based on object type, action value, action, object scanned, risk name, username
and source IP. Use logical operators as required.

Create Filter

Device v Equals v

Cancel

e Select the Period for which you want the data to be displayed and click Apply.
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Yesterday
Last 7 days
Chart Summary Last 30 days

4 This month
Last month

Custom

Count
o

+/ All Hours
Business Hours

Non-business Hours

M3 Last || Days @ w
&

e The graphs can be viewed in different formats.

v

AN Line
¢ Pie

= Bar
1y Column

& Area

e In the left panel, under Malwarebytes Reports, you can view all the available threat reports for Malwarebytes.
Select the report you want to view.

www.eventloganalyzer.com | demo.eventloganalyzer.com support@eventloganalyzer.com 277


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

Log Receiver 8

EventLog Analyzer ) Home ALY Complance  Search  Correlaton  Alerts  Setings  LogMe  Support + Add
Symantec Endpoint Protection | SymantecDLP  FireEye ~ Malwarebytes ~ McAfee ~ CEFFormat | ThreatAnalytics  Trend Micro * Favorites
. — N
<
© Device
Malwarebytes Reports <
Detected Threats

Quarantined Threats

m 1-30f3 | 10v M
Allowed Threats
Ti Object type Action Value Action Object Scanned Risk Name Username DisplayN: Source IP
Top Threats based on source me jecttyp L R
Top Threats based on user 2020- C:WUsers\\test\\Documents
11-20 QUARANT \\RanSim\\TestDirectory\\Sc RiskWare.Rans 172.21.109.1
File Syst¢ 2 test 192.168.2.6
Top Threats Types 1639, eoystem INE enarios\Archiver\\18826223  omSimulator €3 5
02 09_Archiver.txr
Top Websites blocked based o...
2020- C\\Users\\test\\Documents
11-20 \\RanSim\\TestDirectory\\Sc RiskWare.Rans 172.21.109.1
File Syst¢ 2 ALLOW test 192.168.2.6
163 eoystem enarios\\WeakCryptorn\3453  omSimulator es 5
@ scheduled Reports 43 4649_WeakCryptor.txr
» MEDIESREPEIE 3(1)220(; [@\\V] \\test\\AppData\\ T MBAMT 17. ’/\\ 109.1
b File System 0 ALLOW NUsersivestiAppDatatite  Trojan. test 192.168.2.6 el 109
16:20: st-trojan.exe est 45
¥ Need new reports? 05

=

e To quickly export the report being viewed, click Export as and choose a format. Once done, you can download the
report.

JumpTo  LogReceiver A8

Correlation Alerts Settings LogMe Support + Add

Malwarebytes McAfee CEF Format Threat Analytics Trend Micro % Favorites

Exportas ~ [® 'u' Schedule Reports  [5 More

PDF
T P¢ csy -11-20 00:00:00 - 2020-11-20 23:59:59

*

e Click Schedule to have this report exported and emailed periodically.

Add schedule 4 Back X

*Schedule Name

Schedule Frequency Only Once v | at 2020-11-17 19:20:53

Export Time Range Previous Hour v
Report Format PDF v
Email Address Use comma (,) to separate multiple email a

Email Subject Enter mail subject.

o Click More for further customization options.
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1. Set as Default, to set this report as the default for Malwarebytes reports.
2. Add to Favorites, to mark this report as favorite.

3. Pin to dashboard, to pin this report to the main dashboard in the Home page.

Exportas - [@m @ Schedule Reports [ More

B Setas Default

2020-01-01 00:00:C l
Period Y % Add to Favorites

% Pin to Dashboard
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8.8.17. Reports for Meraki Devices

EventLog Analyzer supports analysis of Meraki Firewall log format and provides out-of-the-box reports for the following

categories of events:

o Meraki Events: The reports in this category provide information on all events including important events such as
allowed traffic, denied connections, possible attacks etc., on Meraki devices.

o Firewall Allowed and Denied Traffic This category of reports provide valuable insights on traffic based on the
source, destination, protocol, port, and traffic trends.

e Logon Reports: These reports provide valuable information on user logons and its trends.

o Firewall Website Traffic This category provides reports on traffic based on the source, destination IP address,
website, and traffic trends.

e Firewall IDS/IPS Events The reports in this category provide insights on possible attacks, and top attacks based on
source and destination IP address. They also provide reports on attack trends.

o Firewall Security Events: This category provides reports on web filtering.

e Successful and Failed VPN Logon Reports These reports give you valuable insights on VPN logouts and logons
based on remote devices, users and trend reports.

e Device Severity Reports: The reports in this category provide insights on, alerts, critical, error, warning, notice,
information and debug events.

Managing Meraki reports dashboard

JumpTo LogReceiver I3 2
Home Reports Compliance Search Correlation Alerts Settings Support - Q  LogSearc
v | Windows = Windows Workstation | Unix/Linux = IBMAS/400  Cisco  SonicWall  Fortinet  Juniper H3C  Barracuda  Meraki  ~ 1 % Favorites
soaudit [N All Events Exportas > 7 @ Schedule Reports 5 More 9
7
Meraki Events - 6 8
All Events SelectDevice  192.168.10.6 hd 3 Period  2020-11-14 00:00:00 - 2020-12-13 23:59:59 E
4
Important Events 2
All Events &
Firewall Allowed Traffic L
Firewall Denied Traffic >
Chart Summary
Logon Reports 4
10

Firewall Website Traffic 4 e 5
Firewall IDS/IPS Reports »

€
Firewall Security Reports » E

S
VPN Logon Reports 4
Device Severity Reports » A =

© <& © ©
& o8 e
2 &
@ Scheduled Reports - Debug - Information Notice -4 Warning - Error - Critical

# Manage Reports = Alert Emergency

¥ Need new reports?

o Go to the Reports section and click on the Devices option in the drop down menu. Select Meraki from the
displayed list of vendors.

e Click Select Device and choose the Meraki devices for which you need to generate the reports. Click Add.
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Select Device

Select All |Cf
DefaultGroup (0/7

HL A 172.16.0.412 192.168.1.1
UnixGroup (1/31) () 192.168.1.11 B 192.168.1.2
WindowsGroup (0/11) % 192.168.1.5 s 192.168.111.22

i 192.168.111.29
A 192.168.213.161

il Arista-Swtich

275 192.168.111.32
A\ ARISTA-SWITCH1

L CHECKPOINT

e CISCO fms CISCO-ONE
A FIREEYE ‘il FIREPOWER
225 FORTINET R Ha3c

Add Cancel

e You can further generate reports based on source, message and severity. Use logical operators as required.

Create Filter

Device o Equals b Enter Criteria Value u

Criteria Pattern : ((Device Name : ))

e Select the Period for which you want the data to be displayed and click Apply.
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Correlation Alerts Settings LogMe Support

JumpTo LogReceiver [4

+ Add

Fortinet Juniper Sophos Meraki PaloAlto WatchGuard Barracuda Huawei NetScreen -  Favorites

v

From
i 2020-11-17 00:00:00
Nov 2020 ~ < >
SU MO TU WE TH FR SA
() noc
2 3 4 5 6 7
8 9 10 11 12 13 14
15 16 18 18 20 21
22 23 24 25 26 27 28
29 30

e The graphs can be viewed in different formats.

b
0‘\

rning -® Notice

r 2 Line
= Bar
o1y Column

| Area

Exportas~ [ & Schedule Reports [ More

Period 2020-11-17 00:00:00 - 2020-11-17 18:45:00 E

To Today
i 2020-11-17 18:45:00 Yesterday
Last 7 days
Dec 2020 - < > !

Last 30 days
SU MO TU WE TH FR SA

This month
1 2 3 4 5
Last month
6 7 8 9 10 11 12
+ Custom
13 14 15 16 17 18 18
20 21 22 23 24 25 26
+/ All Hours

27 28 2% 30 31
Business Hours

Non-business Hours

Caneel Last Days v

o The All Events panel lists all the available out-of-the-box reports for Meraki. Select the report you want to view.
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Meraki Events

| All Events
Important Events
Firewall Allowed Traffic
Firewall Denied Traffic
Logon Reports
Firewall Website Traffic
Firewall IDS/IPS Reports

Firewall Security Reports

@ Scheduled Reports

# Manage Reports

Reports

Time

2020-04-16 08:33:
34

» 2020-04-16 08:33:
34

2020-04-16 08:33:

» 34

» 2020-04-16 08:33:

2020-04-16 08:33:

> 2020-04-16 08:33:

2020-04-16 08:33:

2020-04-16 08:33:

# Need new reports? 2020-04-16 08:33:

Unix/Linux 1BM AS/400

Search rrelation
Cisco | SonmicWall  Fortinet
Device Severity Source
;92'168'1‘ Information  urls
lez.w 81 information  Local?
;92'16&1' Information urls
;92 168.1. Information Local?
;92'168"' Information urls
;92'168'1‘ Information  Local7
;92'163'1‘ Information  Local7
;92'163'1' Information  urls
192'168'1‘ Information  Local7

Download  PersonalizedDemo  JumpTo LogReceiver M

Alerts  Settings ogMe  Support + Add
Juniper | Sophos | Meraki  PaloAlto | WatchGuard  Barracuda v * Favorites
1-1000f1891 > | 100~

DisplayName ~ Message

192.168.1.2 Src=192.168.10.3:62526 dst=54.241.7.X.X mac=00:

XK:XX:XX request: GET

192.168.1.2 Apr 20 14:36:35 192.168.1.2 MX60 urls src=192.168.10.3:62526 dst=54.241.7.X.X mac=00:1A:A0:XX:XX:XX re
B quest: GET

192.168.1.2 src=192.168.10.3:62526 dst=54.241.7.X. X mac=00:1A:A0:XX:XX:XX request: GET

loaregra  APr2014:36:35192.168.1.2 MXGO urls src=192.168.10.3:62526 dst=54.241.7.XX mac=00:1AADXXXKXK re
R quest: GET

192.168.1.2 src=192.168.10.3:62526 dst=54.241.7.X.X mac=00:1A:A0:XX:XX:XX request: GET

Apr 20 14:36:35 192.168.1.2 MX60 urls src=192.168.10.3:62526 dst=54.241.7.X.X mac=00:1A:A0:XX:XX:XX re

192.168.1.2
quest: GET

19216812 APr2014:36:35192.168.1.2 MX60 urls Src=192.168.10.3:62526 dst=54.241.7.X.X mac=00:1 AADXXXX:XK re
o quest: GET
~

192.168.1.2 Src=192.168.10.3:62526 dst=54.241.7.X.X mac=00:1A:A0:XX:XX:XX request: GET

Apr 20 14:36:35 192.168.1.2 MX60 urls src=192.168.10.3:62526 dst=54.241.7.X.X mac=00:1A:AD:XX:XX:XX

192.168.1.2 near: GFT

e To quickly export the report being viewed, click Export as and choose the format. Once done, you can download

the report.

Correlation

I Fortinet

-+ B

Alerts Settings LogMe

Juniper Sophos Meraki

Download Personalized Demo  Jump To Log Receiver A
Support + Add
PaloAlto - % Favorites
Exportas + [E® ©® Schedule Reports  [5 More

PDF

P¢ B csv 101-01 00:00:00 - 2020-05-30 23:59:59

e Click Schedule to have this report exported and emailed periodically.

Add schedule

*Schedule Name

Schedule Frequency

Export Time Range

Report Format

Email Address

Email Subject

Only Once v

Previous Hour

PDF

Use comma (,

Enter mail subject.

at

v

o Click More for further customization options.

4= Back X

2020-11-17 19:20:53

te multiple email a
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1. Set as Default, to set this report as the default for Meraki reports.
2. Add to Favorites, to mark this report as favorite.

3. Pin to dashboard, to pin this report to the main dashboard in the Home page.

Exportas - [@m @ Schedule Reports [ More

B Setas Default

2020-01-01 00:00:C l
Period Y % Add to Favorites

% Pin to Dashboard
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8.8.18. NetScreen reports

EventLog Analyzer supports NetScreen Firewall and provides out-of-the-box reports for the following categories of events:

o NetScreen events: Detailed information on all events on NetScreen devices.

o Firewall Allowed and Denied Traffic Provides insights on traffic based on source, destination, protocol and port,
also provides a report on traffic trends.

o Firewall Website Traffic Traffic reports based on source, destination, and website traffic trend.

e Successful and Failed Logons: Provides source and user based reports, trend reports.

o Firewall Accounts Management Provides reports on administrator added, deleted or modified.

o Firewall Policy Management Provides information on policies added, deleted, or modified.

e Firewall IDS/IPS Events: Provides insights on attacks based on source and destination IP address, also provides a
report on attack trends.

e System Events: Provides reports on configuration changes, clock update, system status, start and stop of services.

e Failed VPN Logon Reports: Monitors the VPN activities from pfSense logs and offers out-of-the-box reports for
failed VPN logons.

e Device Severity Reports: Provides reports on emergency, alerts, critical, error, warning, and notice events.

NetScreen Reports Dashboard

Download Personalized Demo  JumpTo  LogReceiver M ? (2]

EventLog Analyzer) Home [ESTCH Compliance  Search  Correlation  Alerts  Settings  LogMe  Support B o s

v | Windows | Unilinux  IBMAS/40 Cisco  SonicWall | Fortinet Juniper PaloAlto  WatchGuard  Barracuda  NetScreen v * Favorites
«
All Events Exportas~ [ & Schedule Reports  Ex More
NetScreen Events >
All Events
Select Device  NETSCREEN,192.168.111.29 v Period | 2020-01-01 00:00:00 - 2020-05-30 23:59:59 E
Important Events
Firewall Allowed Traffic » Al Events Device &
Firewall Denied Traffic »
Logon Reports > Chart Summary
Failed Logon Reports »
-
Firewall Account Management 4
Firewall Policy Management »
Firewall IDS/IPS Reports 2 . *ff'\\
]
Firewall Security Reports »
System Events 4
Device Severity Reports » o 250 500 750 1000 1250 1500 1750 2000 2250 2500 2
Count
@ Emergency @ Alert Critical @ Error @ Warning @ Notice

@ Information Debug

'@ Scheduled Reports

# Manage Reports

o Go to the Reports section. Select NetScreen from the displayed list of vendors.

e In the left pane, all the available out-of-the-box reports for NetScreen will be listed. Select the report you want to
view.

e To generate reports for a specific NetScreen device, click Select Device drop down list on the right pane and
choose the needed NetScreen devices. Click Add.
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Select Device

Select All

DefaultGroup (0/7)

UnixGroup (2/31)

WindowsGroup (0/11)

LELE ¢ e e e

i CISCO
A FIREEYE

5.7 FORTINET

i) NETSCREEN

¥ PALOALTO
—

s’ SONICWALL

A SYMANTEC-SERVER

A UNIX-THREE

til CISCO-ONE
ihli FIREPOWER
D Hac

il JUNIPER

A OPMANAGER
P} PFSENSE
B sopHos

A UNIX-ONE

A UNIX-TWO

e You can further generate reports based on Source, Severity and Device. Use logical operators as required.

Create Filter

Device o Equals b Enter Criteria Value u

Criteria Pattern : ((De

vice Name : ))

e |f you want to generate the reports for a specific time period, select the Period calendar option from the top right
corner, specify the time period, and then click Apply.
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Download  Personalized Demo

EventlLog Analyze [ Compliance  Search  Correlation  Alerts  Settings  LogMe
Windows Unix/Linux 1BM AS/400 Cisco SonicWall Fortinet Juniper Sophos Meraki PaloAlto WatchGuard Barracuda NetScreen - * Favorites
x m 1-1000f2462 > 100~ MMy
oS T Time Device Severity Source splayName
LUETIS 2020.03.07 01:00:04 192.168.111.29 Notice system 192.168.111.29
Important Events 2020-03-07 01:00:04 192.168.111.29 Notice system 19216811129
EEenall Mloved et ' 2020.03.07 01:00:04 19216811129 Notice system 19216811129
EESl R Tratic ’ 2020-03-07 01:00:04 19216811129 Notice system 19216811129
LozonRencets 4 2020-03-07 01:00:04 192.168.111.29 Notice system 192.168.111.29
EaileclEbgoniRepors ’ 2020.03.07 01:00:04 19216811129 Notice system 192.168.111.29
Firewall Account Management U 2020-03-07 01:00:04 192.168.111.29 Notice system 192.168.111.29
EIRvalRolicy[UAnSES FasnE ’ 2020-03-07 01:00:04 19216811129 Notice system 192.168.111.29
Firewall IDS/IPS Reports L 2020-03-07 01:00:04 192.168.111.29 Notice system 19216811129
Firewall Security Reports. 4 2020-03-07 01:00:04 192.168.111.29 Notice system 192.168.111.29
System Events 4 2020-03-07 01:00:04 192.168.111.29 Notice system 192.168.111.29
Device Severity Reports > 2020.03.07 01:00:04 19216811129 Notice system 192168.111.29
2020-03-07 01:00:04 192.168.111.29 Notice system 192168.111.29
2020-03-07 01:00:04 192.168.111.29 Notice system 192168.111.29
2020-03-07 01:00:04 192.168.111.29 Notice system 192.168.111.29
@ Scheduled Reports
2020-03-07 01:00:04 192.168.111.29 Notice system 192.168.111.29
# Manage Reports o
2020-03-07 01:00:04 192.168.111.29 Notice system 192.168.111.29
¢ Need new reports? 2020-03-07 01:00:04 192.168.111.29 Notice system 19216811129 1

e To export a report, click Export as and choose the format. The solution allows you to export the reports in PDF and
CSV formats.

Download  Personalized Demo  JumpTo  Log Rec
EventLog Analyzer [ Compliance  Search  Correlation  Alerts  Settings  LogMe
<
All Events Exportas v [ W Schedule Reports L= More

NetScreen Events.

I All Events. PO
Select Device  NETSCREEN,192.168.111.29 . A | B oy 01-0100:00:00 - 2020-05-30 23:59:55 [
Important Events
Firewall Allowed Traffic 4 All Events Device *
Firewall Denied Traffic »
Logon Reports. > Chart Summary
Failed Logon Reports » 3k
Firewall Account Management » .
Firewall Policy Management »
Firewall IDS/IPS Reports 4
Firewall Security Reports »
System Events » N
Device Severity Reports » ﬁ&‘
- Emergency - Alert Critical - Error  ~% Warning -~ Notice
=+~ Information Debug

@ Scheduled Reports

# Manage Reports

# Need new reports?

e To generate and redistribute the reports over email at periodic time intervals, you can use the Schedule Reports
option.
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Download Personalized Demo  JumpTo  LogReceiver M -
EventLog Analyzer ) Home [EEEOCUEMM Compliance  Search  Correlation  Alerts  Settings  LogMe  Support + Add

m Windows Unix/Linux 1BM AS/400 Cisco SonicWall Fortinet  Juniper Sophos Meraki PaloAlto WatchGuard Barracuda NetScreen * Favorites

x

All Events Exportas v [ @ Schedule Reports [z More
NetScreen Events v
All Events
1 Select Device  NETSCREEN,192.168.111.29 v Period | 2020-01-01 00:00:00 - 2020-05-30 23:59:59 E
Important Events

Firewall Allowed Traffic 4 All Events Device *

Firewall Denied Traffic »

Logon Reports. 4 Chart Summary

Failed Logon Reports » 3k

Firewall Account Management ~ * .

Firewall Policy Management » L

Firewall IDS/IPS Reports » 3

1k

Firewall Security Reports »

System Events » o

Device Severity Reports » <

&
- Emergency - Alert Critical - Error -+ Warning @ Notice
=+ Information Debug

@ Scheduled Reports

# Manage Reports

# Need new reports?

® The More link at the top right corner provides you the below customization options:

1. Set as Default: Allows you to set the selected report as the default report.
2. Add to Favorites: Marks the selected report as favorite.

3. Pin to dashboard: Pins the selected report to the dashboard in the Home page.

Exportas ~ [® @ Schedule Reports [ More

B Set as Default

i 2020-01-01 OO:OO:[i i I
Period . % Add to Favorites

% Pin to Dashboard
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8.8.19. Palo Alto reports

EventLog Analyzer supports Palo Alto Firewall and provides out-of-the-box reports for the following categories of events:

e Palo Alto Events: Provides information on all the events associated with Palo Alto devices.

o Firewall Allowed and Denied Traffic Provides insights on traffic based on source, destination, protocol and port,
and also generates a report on traffic trends.

e Firewall Website Traffic Provides traffic reports based on source, destination, and website traffic trend.

e Successful and Failed Logons: Provides source and user based reports, trend reports.

o Firewall Accounts Management Provides reports on administrator added, deleted or modified.

o Firewall Policy Management Provides information on policies added, deleted, or modified.

e Firewall IDS/IPS Events: Provides insights on attacks based on source and destination IP address, also provides a
report on attack trends.

e System Events: Provides reports on configuration changes, clock update, system status, start and stop of services,
features and license status.

e Failed VPN Logon Reports: Monitors the VPN activities from Palo Alto logs and offers out-of-the-box reports for
failed VPN logons.

e Device Severity Reports: Provides reports on emergency, alerts, critical, error, warning, and notice events.

Palo Alto Reports Dashboard

Download Personalized Demo  JumpTo  LogReceiver M ?

EventLogAnalyzer) Reports Compliance Search Correlation  Alerts Settings LogMe Support - Q L

Unix/Linux 1BM AS/400 Cisco SonicWal Fortinet iniper Sophos Meraki PaloAlto  WatchGuard Barracuda Huawei  ~ * Favorites

x
All Events Exportas * [ W Schedule Reports [ More
PaloAlto Events -
All Events
Select Device = PALOALTO A d Period | 2020-01-01 00:00:00 - 2020-05-30 2 59 E
Important Events
Logon Reports 4 All Events TEST hora neo one &
Failed Logon Reports 4
Firewall Allowed Traffic 4 Chart Summary
Firewall Denied Traffic » 1000
System Events 4 —
Firewall IDS/IPS Reports » .
- . 2 500
Firewall Security Reports > o
Device Severity Reports 4
VPN Reports 4

& & «©
& & IS
S &

- Emergency - Alert Critical - Error % Warning -~ Notice
-+~ Information Debug

@ Scheduled Reports

# Manage Reports

# Need new reports?

e Go to the Reports section. Select Palo Alto from the displayed list of vendors.

e In the left pane, all the available out-of-the-box reports for Palo Alto will be listed. Select the report you want to
view.

e To generate reports for a specific Palo Alto device, click Select Device drop down list on the right pane and choose
the needed Palo Alto devices. Click Add.
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Select Device X

Select All x
DefaultGroup (0/7) tists CISCO fists CISCO-ONE
UnixGroup (2/31) A FIREEYE iists FIREPOWER
WindowsGroup (0/11) §-3 FORTINET R3C

@ HUAWEI 8 JUNIPER

¢ NETSCREEN A OPMANAGER

0 PALOALTO P PFSENSE

s’ SONICWALL SOPHOS

A SYMANTEC-SERVER A UNIX-ONE

& UNIX-THREE A UNIX-TWO

W WATCHGLIARD

Cancel

e You can further generate repots based on Source, Severity and Device. Use logical operators as required.

Create Filter

Device v Equals v Enter Criteria Value n

Criteria Pattern : ((Device

e |f you want to generate the reports for a specific time period, select the Period calendar option from the top right
corner, specify the time period and then click Apply.
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Download Personalized Demo  JumpTo  LogReceiver M

EventLog Analyzer )

@

PaloAlto Events <

I All Events.

Important Events

Logon Reports. »
Failed Logon Reports »
Firewall Allowed Traffic M
Firewall Denied Traffic »
System Events »
Firewall IDS/IPS Reports »
Firewall Security Reports »
Device Severity Reports »
VPN Reports »

W Scheduled Reports

# Manage Reports

# Need new repors?

[Tl Compliance  Search
Uni/Linux | IBMAS/400  Cisco | SonicWall
m
Device DisplayName
1oz1681 Information PALOALTO
123
19216811 Information PALOALTO
19216811 Information PALOALTO
1
19216811 | tormation  PALOALTO
123
192.168.11
o2168 Information  PALOALTO
123
192.168.11
13 Information  PALOALTO

Correlation  Alerts  Settings  LogMe  Support + Add

Fortinet  Juniper Sophos  Meraki  PaloAlto  WatchGuard Barracuda  Huawei v * Favorites

1-100f2504 > | 10~ [M3

Time  Source Message

2020

-03- Sep 7 08:49:38 192.168.111.23 03f-cityhallgw2 nne.nngov.local 1,2020/03/28 16:32:41,001801008443,SYSTEM,general,0,2020/03/28 16:32:41,,
281 SYSTEM 1,00, I Installed wildfire package: panup-all-wildfire-9268: tg2,73840: 0,0,0,03f-city
402 hallgw2

40

2020

-03- Sep 7 08:49:38 192.168.111.23 03f-cityhallgw2.nne.nngov.local 1,2020/03/28 16:32:41,001801008443 SYSTEM,general,0,2020/03/28 16:32:41,,
281 SYSTEM general,0,0,general,informational Installed wildfire package: panup-all-wildfire-92682-99536.tgz,738402,0x8000000000000000,0,0,0,0,03f-city
402 hallgw2

40

2020

-03- Sep 7 08:49:38 192.168.111.23 03f-cityhallgw2.nne.nngov.local 1,2020/03/28 16:32:41,001801008443,SYSTEM,general,0,2020/03/28 16:32:41,,
281 SYSTEM general,0,0,general,informational Installed wildfire package: panup-all-wildfire-92682-99536.tgz,738402,0x8000000000000000,0,0,0,0,03f-city
402 hallgw2

40

2020

-03- Sep708:49:38 192.168.111.23 03f-cityhallgw2.nne.nngov.local 1,2020/03/28 16:32:36,001801008443,SYSTEM,general,0,2020/03/28 16:32:36,,
281 SYSTEM general,0,0,general,informational,"Connection to Update server: completed successfully, initiated by 10.5.2.52°,738399,0x800000000000000
402 0,0,0,00,03f-cityhallgw2

35

2020

-03- Sep708:49:38 192.168.111.23 03f-cityhallgw2.nne.nngov.local 1,2020/03/28 16:32:36,001801008443,SYSTEM,general,0,2020/03/28 16:32:36,,
281 SYSTEM general,0,0,general,informational,"Connection to Update server: completed successfull, initiated by 10.5.2.52",738399,0x800000000000000
402 0,0,0,00,03f-cityhallgw2

35 A

2020

-03- Sep 7 08:49:38 192.168.111.23 03f-cityhallgw2 nne.nngov.local 1,2020/03/28 16:32:36,001801008443,SYSTEM,general,0,2020/03/28 16:32:36,,
281 SYSTEM general,0,0,generalinformational,"Connection to Update server: completed successfully, initiated by 10.5.2.52",738399,0x800000000000000)
402 0,0,0,00,03f-cityhallzw2 >

e To export a report, click Export as and choose the format. The solution allows you to export the reports in PDF and
CSV formats.
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e To generate and redistribute the reports over email at periodic time intervals, you can use the Schedule Reports

option.
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System Events 4 —
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@ Scheduled Reports

# Manage Reports

# Need new reports?

The More link at the top right corner provides you the below customization options:
1. Set as Default: Allows you to set the selected report as the default report.

2. Add to Favorites: Marks the selected report as favorite.

3. Pin to dashboard: Pins the selected report to the dashboard in the Home page.

Exportas - [@® @ Schedule Reports  [5 More

B Setas Default

2020-01-01 00:00:C l
Period % Add to Favorites

% Pin to Dashboard
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8.8.20. pfSense reports

EventLog Analyzer supports pfSense Firewall and provides out-of-the-box reports for the following categories of events:

o pfSense Events: Provides information on all events on pfSense devices.

o Firewall Allowed and Denied Traffic Provides insights on traffic based on source, destination, protocol and port,
and also generates a report on traffic trends.

e Firewall Website Traffic Provides traffic reports based on source, destination, and website traffic trend.

e Successful and Failed Logons: Provides source and user based reports, trend reports.

o Firewall Accounts Management Provides reports on administrator added, deleted or modified.

o Firewall Policy Management Provides information on policies added, deleted, or modified.

e Firewall IDS/IPS Events: Provides insights on attacks based on source and destination IP address, also provides a
report on attack trends.

e System Events: Provides reports on configuration changes, clock update, system status, start and stop of services,
features and license status.

e Failed VPN Logon Reports: Monitors the VPN activities from pfSense logs and offers out-of-the-box reports for
failed VPN logons.

e Device Severity Reports: Provides reports on emergency, alerts, critical, error, warning, and notice events.

pfSense Reports Dashboard

Download Personalized Demo  JumpTo  LogReceiver M ? (=]
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x
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pfSense Events
All Events
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Important Events
Firewall Allowed Traffic » All Events ]
Firewall Denied Traffic »
Logon Reports Y Chart Summary
Failed Logon Reports » 4k
Firewall IDS/IPS Reports »
Configuration Reports. 4 o
2 2%
System Events 4 5]
Device Severity Reports 4

& N

- Emergency - Alert Critical - Error % Warning -~ Notice
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@ Scheduled Reports

# Manage Reports

# Need new reports?

e Go to the Reports section. Select pfSense from the displayed list of vendors.

o In the left panel, all the available out-of-the-box reports for pfSense will be listed. Select the report you want to
view.

e To generate reports for a specific pfSense device, click Select Device drop down list on the right panel and choose
the needed pfSense devices. Click Add.
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Select Device X

Select All x
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e You can further generate reports based on Source, Severity and Device. Use logical operators as required.

Create Filter

Device v Equals v Enter Criteria Value n

Criteria Pattern : ((C

e |f you want to generate the reports for a specific time period, select the Period calendar option from the top right
corner, specify the time period and then click Apply.

www.eventloganalyzer.com | demo.eventloganalyzer.com support@eventloganalyzer.com 294


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

EventLog Analyze [P Compliance  Search

Windows | UnixLinux | IBMAS/400  Cisco | SonicWall
(=4
pfSense Events -
All Events
m
Important Events
Time vi Source
Firewall Allowed Traffic 4
Firewall Denied Traffic » 2020041611020 102168110 f1ieriog
LosoniRepors 4 2020.041611:020  192.168.1.10
; | filterlog
Failed Logon Reports »
20200416 11:020 192168110
Firewall IDS/IPS Reports » J ) fileerlog
ConEtaticnRaperty 4 2020.041611:020  192.168.1.10
: ) filteriog
System Events 4
. ) 2020.041611:020 192168110
Device Severity Reports » ] ) fileerlog
2020.041611:020  192.168.1.10
filteriog
2 1
2020.041611:020  192.168.1.10
filterlog
2 1
20200416 11:020 192168110
filterlog
2 1
W Scheduled Reports 20041611020 192168110
#* Manage Reports 2 1
2020-041611:020  192.168.1.10
: ) filterlog

# Need new reports?

Download  Personalized Demo

Correlation  Alerts  Settings  LogMe  Support
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62,16777216,12000,em0,matchblock,in,4,0x0,128,30528,0,none, 17,udp,78,192.168.216.210,192.168 219.255,137,137,58

0,55443,1900,18

62,16777216,12000,em0,match,block,in,4,0x0,1,26230,0, 17,udp,202,192.168.218.147,
2

62,16777216,12000,em0,match,block,in,4,0x0,128,23041,0,none, 17,udp,78,192.168 219.64,192.168.219.255,137,137,58
62,16777216,12000,em0,match block,in,4,0x0,,128,30530,0,none, 17,udp,78,192.168.216.210,192.168.219.255,137,137,58

55,16777216,,11000,em0,match,block,in,6,0x00,0x00000,1,UDP, 17,111 da7,ff02:1:2,546,547,111
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* Favorites

1-100f3753 > | 10¥

ms

Severity DisplayName

Information  PFSENSE

Information  PFSENSE

Information  PFSENSE

Information  PFSENSE

Information  PFSENSE

Information  PFSENSE

PFSENSE

62,16777216,12000,em0,match,block,in,4,0x0,4,6020,0,none,17,udp, 129,192.168 216.210,239.255 255 250,63349,1900,109

62,16777216,12000,em0,matchblock,in,4,0x0,,1,23284,0,none, 17,udp,202,192.168.218.118,239.255.255.250,62903,1900,18
2

62,16777216,12000,em0,match,block,in,4,0x0,1,25750,0,none, 17,udp,305,192.168.219.63,239. 0,60177,1900,285

Information  PFSENSE

Information  PFSESE

PFSENSE

e To export a report, click Export as and choose the format. The solution allows you to export the reports in PDF and

CSV formats.
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e To generate and redistribute the reports over email at periodic time intervals, you can use the Schedule Reports

option.
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The More link at the top right corner provides you the below customization options:

1. Set as Default: Allows you to set the selected report as the default report.

2. Add to Favorites: Marks the selected report as favorite.

3. Pin to dashboard: Pins the selected report to the dashboard in the Home page.

Exportas + @

Period 2020-01-01 00:00:¢

W@ Schedule Reports 5 More
B Setas Default
* Add to Favorites l

* Pin to Dashboard
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8.8.21. SonicWall reports

EventLog Analyzer supports SonicWall Firewall and provides out-of-the-box reports for the following categories of events:

e SonicWall Events: Provides information on all events on SonicWall devices.

o Firewall Allowed and Denied Traffic Provides insights on traffic based on source, destination, protocol and port,
and also generates a report on traffic trends.

e Firewall Website Traffic Provides traffic reports based on source, destination, and website traffic trend.

e Successful and Failed Logons: Provides source and user based reports, trend reports.

o Firewall Accounts Management Provides reports on administrator added, deleted or modified.

o Firewall Policy Management Provides information on policies added, deleted, or modified.

e Firewall IDS/IPS Events: Provides insights on attacks based on source and destination IP address, also provides a
report on attack trends.

e System Events: Provides reports on configuration changes, clock update, system status, start and stop of services,
features and license status.

e Failed VPN Logon Reports: Monitors the VPN activities from SonicWall logs and offers out-of-the-box reports for
failed VPN logons.

e Device Severity Reports: Provides reports on emergency, alerts, critical, error, warning, and notice events.

SonicWall Reports Dashboard
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@ Scheduled Reports

% Manage Reports

# Need new reports?

o Go to the Reports section. Select SonicWall from the displayed list of vendors.
o In the left pane, all the available out-of-the-box reports for SonicWall will be listed. Select the report you want to
view.

e To generate reports for a specific SonicWall device, click Select Device drop down list on the right pane and choose
the needed SonicWall devices. Click Add.
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Select Device
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e You can further generate reports based on Source, Severity and Device. Use logical operators as required.

Create Filter

Device

Criteria Pattern : ( e Name : ))

e |f you want to generate the reports for a specific time period, select the Period calendar option from the top right
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Time.

vice Source

layName ~ Sev Message

202004161 ela-demo- 2019-02-28T13:27:32.485322+00:00 Arista-Swtich Confighgent: %SYS-5-CONFIG_STARTUP: Startup config saved from system:/runnin

1:37:44 win Locald SONICWALL — Noice g-config by admin on tty1 (0.0.0.13)

2020.04161  ela-demo- 2019:02-28T13:33:30.059062+00:00 Arista-Swiich Ebra: %LINEPROTO-5-UPDOWN: Line protocol on Interface Etherner (Ethernet123
Local4 SONICWALL  Notice

1:37:44 win 3), changed state to up

20004161 elademo | SONICWALL  Nomce 2019.02:28T13:33:32.043546+00:00 Arista-Sweich ConfigAgent: %65YS-5-CONFIG_: Configured from console by admin on try (0.0.0,

1:37:44 win

303270;&“6 ! ;‘;dem’ Locald SONICWALL  Notice 2019.02-28T13:33:34.138028+00:00 Arista-Swrich Aaa: %AAA-5-LOGOUT: user admin logged out [from: ] [service: login]

202004161 elademo- | SONICWALL  Notce 2019:02-28T13:33:34.139080+00:00 Arista-Swiich Aza: %ACCOUNTING-5-EXEC: admin tty! unknown stop task_id=5 start_time=1551

1:37:44 win 356286 timezone=UTC service=shell elapsed_time=4527.79844704

202004161 elademo | SONCWALL  Warning 2019.0228T13:33:38.420228+00:00 Arista-Swiich Aaa: %AAA-4-LOGIN_FAILED: user admin failed to login [from: ] [sevice: login)] [rea

1:37:44 win son: Authentication failed - Bad secret)

202004161 elademo- | SONCWALL  Warning 2019-02-28T13:33:39.448675+00:00 Arista-Swiich Aga: %AAA-4-LOGIN_FAILED: user afddafadf failed to login [from: ] (service: login]

1:37:44 win [reason: Authentication failed - Bad user]

202004161 elademo- | SONICWALL ~ Warning 2019:02-28T13:33:45.058769+00:00 Arista-Swiich Aza: %AAA-4-LOGIN_FAILED: user admin failed to login [from: ] [sevice: login [rea

1:37:44 win son: Authentication failed - Bad secret]

1203270';:“6 ! ;‘;de"“" Locald SONICWALL ~ Notice 2019:02-28T13:33:57.316047+00:00 Arista-Swich Aaa: %AAA-5-LOGIN: user admin logged in [from: ] [service: login] N

202004161 elademo- | SONICWALL  Notce 2019.02-28T13:33:57.317604+00:00 Arista-Swiich Aza: %ACCOUNTING-5-EXEC: admin tty1 unknown Start task_id=6 start_time=1551

137:44 win 360837 timezone=UTC service=shell

e To export a report, click Export as and choose the format. The solution allows you to export the reports in PDF and

CSV formats.
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