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1. Introduction

As an IT administrator, your biggest concerns are keeping your organization secure and meeting
compliance requirements. But what are security and compliance? Let's start by taking a deeper look

at each of these terms and how they differ from each other.

Security is the practice of protecting the integrity and confidentiality of the critical business
information and assets in your possession. Compliance, on the other hand, involves taking steps to
ensure your digital resources are protected, and is mainly the process of adhering to the
requirements set by third parties, including government regulations, terms of a contract, and
security frameworks. In short, compliance is a measure adopted to prove that your network is

secured.

A common misconception among organizations is that if their setup is compliant, it also means that
they're secure. We've seen organizations such as Home Depot and Target suffer huge data breaches

despite being PCl-compliant. So what should organizations focus on instead to ensure security?

The main focus for any business is to protect the confidential data in its possession, as any loss of data
can destroy an organization's reputation, leading to huge costs in damages. To protect confidential
data, both compliance and security are equally important. Every organization needs to combine a

strong security program with a compliance plan to reduce the risk of data breaches.

M365 Manager Plus is an extensive Microsoft 365 tool that helps you comply with various IT

compliance mandates as well as mitigate any security threats looming over your Microsoft 365 setup.
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2. M365 Manager Plus: Your Microsoft 365
compliance and security management tool

M365 Manager Plus is a comprehensive Microsoft 365 reporting, auditing, monitoring,
management, and alerting tool. Its user-friendly interface makes it easy to manage Microsoft 365
services such as Exchange Online, Azure Active Directory, Skype for Business, OneDrive for

Business, and Microsoft Teams, all from a central console (Figure 1).

M365 Manager Plus provides over 700 preconfigured reports that consolidate data from your
Microsoft 365 components, giving you complete visibility into your Microsoft 365 setup. You can
monitor Microsoft 365 services around the clock, and receive instant email notifications about
service outages. It also eases compliance management with built-in compliance reports, and offers

advanced auditing and alerting features to keep your Microsoft 365 setup secure.
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Figure 1. M365 Manager Plus' dashboard.
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3. Compliance is a click away with
M365 Manager Plus

Organizations have to implement various control methods to comply with different industry

mandates. M365 Manager Plus keeps tabs on all user and admin activities in your Microsoft 365

environment, so you can comply with regulatory mandates such as SOX, HIPAA, PCI DSS, GLBA

and EISMA. For detailed compliance reporting, we have compiled checklists of the required control

methods for some of the most important compliance mandates.

Reports Management Audit

Alerts Delegation Automation

Settings Content Search

3, Download Now  License Jobs &Y TalkBack ? @ ~

£} Tenant Settings

Mailbox Mail Traffic + User »

Compliance Reports

SOX

User Logon Activity
Mailbox Quota Changes
Mailbox Size Changes
Recent Logon Failure

Mailbox Created

HIPAA

Non-Owner Mailbox Access
Undelivered Emails
Messages by Subject

OWA Logon by Users

User To User Email Activity

PCI-DSS

Messages by Subject

Mails Sent by Shared Mailbox
Mails Received by Shared Mailbox
Mailbox Permission Changes

User Mailbox Security

GLBA

Exchange Admin Activity
Non-Owner Mailbox Access
Mailbox Permission Changes
User Mailbox Security

Admin Roles

Group « Contact License

Mailbox Deleted

OneDrive Events Log

OWA Attachment Policies

OWA Attachment Policy by Users

Address Book Policies

User Logon Activity
Recent Successful Logon
Recent Logon Failure
Mailbox Auditing
Mailbox Created

Admin Roles

Recent Logon Failure
OneDrive Events Log
User Logon Activity

Recent Successful Logon

Mailbox Delegate Changes
User Logon Activity
Recent Successful Logon
Recent Logon Failure

Azure Admin Activity

OneDrive « Skype + Yammer Security - Compliance «

ﬂ Schedule Report

Address Book Policy by Users
Mail Traffic Policy Match Summary

Recent Successful Logon

Mailbox Deleted

OneDrive Events Log

Mailbox Created
Mailbox Deleted

FISMA

OneDrive Events Log
Malware Detections
Spam Detections
User Logon Activity
OWA Logon by Users

Exchange Admin Activity
Recent Successful Logon
Recent Logon Failure

Azure Admin Activity

Figure 2. Prebuilt compliance reports mapped to their respective compliance regulations.
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3.1 Checklists

Using M365 Manager Plus’ compliance reports, you can keep your organization's information safe

and meet the requirements of various compliance standards.

SOX Compliance FISMA Compliance GLBA Compliance

Download SOX compliance Download FISMA compliance Download GLBA compliance
checklist checklist checklist
HIPAA Compliance PCI Compliance

Download HIPAA compliance Download PCI DSS compliance
checklist checklist

Note: The procedures for establishing compliance may vary depending on your systems

configuration, internal procedures, the nature of your business, and other factors.
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4. Overcoming security challenges with
M365 Manager Plus

M365 Manager Plus offers a wide array of features to ensure the security of your Microsoft 365

environment.

4.1 Detecting spam and malware

M365 Manager Plus provides the following capabilities to detect spam and malware in your

Microsoft 365 setup:

* Comprehensive monitoring of all inbound and outbound traffic in your
Exchange Online environment.

® Custom summary audit views for faster threat detection.

Scheduled reports for all spam and malware information for regular
security audits.

Alert notifications that help with early detection.

4.1.1 Auditing

M365 Manager Plus detects spam and malware in emails and provides detailed information such

as sender, subject, and recipient, as shown in Figure 3.

© Purchase Now  License Jobs &% TalkBack ? @@ -
0365 Manager Plus ) Management  Audit  Alerts  Delegation  Automation  Settings  Support e £3 Tenant Settings
3 Mailbox = | Mail Traffic = | User v = Group ~ | Contact ~ | License ~ = OneDrive v | Skype ~ = Yammer v | Security ~ | Compliance +
Spam Detections (%) [2 ExportAs @ Schedule Reports [ More
Office 365 Tenant | zohocorpadmgrplus.onmicrosoft.com | v

Filter By Select Domains/Groups

Period | 31/12/2019 12:00 AM - 30/01/2020 0€ E

Generated on: 30 Jan 2020 05:30 PM

(o3 « ¢ 1-70f7 > » 25+ | Y Add/Remove Columns
Received v Sender Recipient Subject Size

28 Jan 2020 10:02 PM  communications@manageengine.com i .com  Automate your desktop management tickets  58.052 KB(59,445 bytes)

27 Jan 2020 05:10 PM kulmail i .com i .com ic reply: Password Expiry Notification ~ 14.452 KB(14,799 bytes)

27 Jan 2020 05:10 PM i i .com p-i nmicrosoft.com Automatic reply: Password Expiry Notification ~ 14.452 KB(14,799 bytes)

27 Jan 2020 05:10 PM i i .com i .com  Automatic reply: Password Expiry Notification ~ 14.452 KB(14,799 bytes)

27 Jan 2020 03:28 PM i ) i .com i om Automatic reply: Password Expiry Notification ~ 15.123 KB(15,486 bytes)

27 Jan 2020 03:28 PM i i .com o icrosoft.com  Automatic reply: Password Expiry Notification  15.123 KB(15,486 bytes) ___

Figure 3. M365 Manager Plus spam detection.
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4.1.2 Creating custom views

Using M365 Manager Plus you can set custom views for audit summaries based on spam/malware
sender address, spam/malware recipient address, domain, and more, as shown in Figure 4. These

custom views make monitoring quicker and more convenient.

Create New View X

* View Name

* Summary Based On | Select v

Sender Address
Recipient Address
Subject

Event Type
Action

Domain

Niractinn

Figure 4. Creating a custom spam and malware detection summary view.

4.1.3 Advanced audit filters

You can use the filters available under the audit profile configuration option to scrutinize your

preferences further.
8, Download Now ticense  tobd &Y TalkBack 7 o -
= 0365 Manager Plus J Home  Reports  Management  Audit  Alerts  Delegation  Automation [ECSUETN Monkoring s & Tenant Settings
- Audit Profile Configuration
Configuration Admin

*Profile Name | Test Audit
Audit Configuration =

Description Auditing purposes
| Audit Hrofiles o PP

Alert Profiles *Office 365 Service | Azure Active Directory v
Manegsment Zeftinga L “Category  Azure AD user v
Menitering Configuration ¥

* Actions et v
Content Search Configuration »

Advanced Configuration «
Other Configuration »

Filter Settings

Business Hours Filter

Filter By Column

When ¥ | Between v | [03f01/2020 12:00 AM - 01/02/2020 1 [+

Cancel
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4.1.4 Geo-location

In M365 Manager Plus, Geolocation option has been enabled for audit reports and alert triggers.
Using this option you can find out the country from where a user is performing a specific operation,
by tracking the IP address of the device. The operations covered under this geolocation tag include
user login process, changing account password and so on.

Using this feature of M365 Manager Plus it is now very easy to maintain track over the user’s actions.
You can use this feature along with the Business hours settings available in the product to monitor
the sign-ins. You can put to use the geolocation functionality available with the audit reports by
choosing the Add/Remove columns option.

You may also use filters for alert profiles like the Client IPs filter, to find out the activities done
outside the organization network or your trusted IP ranges. You may also choose to block or trust IPs
based on the data you get.

License Jobs A% TalkBack ? @ v

= 0365 Manager Plus ) Fome,

Reports  Management  Audit  Alerts  Delegation  Automation [ECESIHES ee £¥ Tenant Settings

i Gy *Profile Name | Risky sign-ins

Description | Outside country logins

Audit Configuration v

Audit Profiles * Office 365 Service | Azure Active Directory v

Alert Profiles

*Category | Azure AD user v

Archive Settings
Management Settings > "Actions | Added user v
Monitoring Configuration » *Severity () Attention ) Trouble (&) Critical
Content Search Configuration » * Alert Message Macros
Other Configuration »

Advanced Configuration v

Notification Filter Settings
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P o
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Country v Equals v Afghanistan !

4.1.5 Customized audit profiles

You can create your own profiles for auditing using the Add profile option available under the audit tab.

loba MY Talkack 7 @~
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A Audil
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) #S B Activities by Mailbox Owners. Exchange Online Exchange Online Activities 03 lan 2020 03,20 PM
Content Search Configuration .
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3 /B Mail Move and Delete Activities Exchange Online Exchange Online Activities 03 Jan 2020 03:20 PM

) £ B Mailbiox Permission Changes Exchanga Online Mailbiox permission 03 Jan 2020 03:20 PM

@ 7/ ® Mailbox Storage Quota Changes Exchange Online Mailbox 03 Jan 2020 03:20 PM

» /B Mailbox Move Activities Exchange Online Mailbox move 03 Jan 2020 03:20 PM
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3 4 ® Connector Changes Exchange Online Connector 03 Jan 2020 03:20 PM
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4.1.6 Alerting

M365 Manager Plus can send notification messages to admins containing details about the
spam/malware sender's email address, recipient's email address, subject of the spam email, and
more, as shown in Figure 5. With this information, you can take immediate action after discovering

an attack.

& Download Now  License Jobs A TalkBack ? @ ~

= 0365 Manager Plus ) Home  Reports  Management  Audit  Alerts  Delegation  Automation [ECSGGECEN Monitoring  «=e £3 Tenant Settings
..p Alert Profile Configuration
Configuration Admin

*Profile Name | Spam Filter
Audit Configuration -

Description To monitor Spam
Audit Profiles

Alert Profiles. *Office 365 Service | Exchange Online v
M it Setti
SpResmentoStnes " *Category | Spam Detection v
Monitoring Configuration »
*Actions | Spam filtered by advanced filters, Messa | v
Content Search Configuration »
4 * Severit, Attention Trouble Critical
Other Configuration , verity . © o )

Macros
*Alert Message | o,CALLER_USER_NAME% changed permission for the

mailbox %MAILBOX_ALIAS_NAME%

Advanced Configuration »

o

Figure 5. Spam alerts.

4.1.7 Reporting

Using M365 Manager Plus, you can generate various reports on spam and malware in emails,

including:

Top Spam Recipients Top Malware Recipients

Malware Detections Spam Detections
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4.2 Monitoring DLP policy matches

M365 Manager Plus helps prevent data loss via email by monitoring and investigating email traffic.

It helps you:

* Gather information from the data loss prevention (DLP) policy matches
report, or set DLP policy match alerts to prevent sensitive information from
being compromised.

* Filter the DLP policy matches based on time, sender, recipient, and more to
better understand the trends and reasons for data loss.

4.2.1 Auditing and alerting

One way M365 Manager Plus detects data loss is by identifying emails that match DLP policies. If an
email contains data matching the policy, M365 Manager Plus provides all details about the email,

including the sender, recipient, subject, domain information, and the DLP policy that's matched to it.

@ Ppurct License Jobs M&* TalkBack

= 0365 Manager Plus )

(OGSl Management  Audit  Alerts  Delegation  Automation  Settings  Support

x Mailbox ~ Mail Traffic ~ User + Group ~ Contact ~ License ~ OneDrive + skype ~ Yammer ~ Security ~ Compliance +

DLP Policy Matches (%) [% Export As @ Schedule Reports [ M

Office 365 Tenant zohocorpadmgrplus.onmicrosoft.com v

Filter By | -Select Domains/Groups-

Generated on: 30 Jan 2020
& « ¢ 1-250f1263 > » 25+ Y Add/Remove Columi
Received v Sender Recipient Subject DLP Policy Transport Rule Action Event Type
30 Jan 2020 11:06 AM PublicFolder_2c024f08 publicfolder_2c024f08 HierarchySync_Increm APA Australia Privacy: Atta SetAuditSeverityMediu DLPRuleHits
@zohocorpadmgrplus. @zohocorpadmgrplus. entalSync_180099_fbS chment not supported m
onmicrosoft.com onmicrosoft.com db430-3e98-4e2b-a54

3-04bb82b2f7fb

30 Jan 2020 11:06 AM  PublicFolder_2c024f08  gkpublicfoldermailbox_  HierarchySync_Increm  APA Australia Privacy: Atta  SetAuditSeverityMediu  DLPRuleHits
(@zohocorpadmgrplus. Sfodad49@zohocorpad entalSync_180099_fbS chment not supported m
onmicrosoft.com marplus.onmicrosoft.c  db430-3e98-4e2b-a54
om 3-04bb82b2f7fb
30 Jan 2020 11:06 AM PublicFolder_2c024f08 publicfolder_2c024f08 HierarchySync_Increm APA Australia Privacy: Atta SetAuditSeverity DLPPolicyHits
(@zohocorpadmgrplus. @zohocorpadmgrplus. entalSync_180099_fbS chment not supported
onmicrosoft.com onmicrosoft.com db430-3e98-4e2b-a54

3-04bb82b2f7fb

Figure 6. Auditing DLP policy matches.
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= 0365 Manager Plus) Home  Reports  Management  Audit  Alerts  Delegation  Automation [ECSUOECE Monitoring  eee £¥ Tenant Settings
'u' :. Alert Profile Configuration
Configuration Admin
*profile Name | DLP Policy matches
Audit Configuration v
Description
Audit Profiles
I Alert Profiles * Office 365 Service | Exchange Online v
Management Settings L *Category | DLP Policy Matches v
Monitoring Configuration »
*Actions | Messages filtered by DLP rule, Messages | v
Content Search Configuration »
* Severity ©) Attention ) Trouble () Critical
Other Configuration » v © - g

* Alert Message Macros

Advanced Configuration »

s S

Figure 7. DLP policy match alert configuration.

5. Microsoft 365 security reports

M365 Manager Plus provides the following categories of reports to comprehensively monitor and

strengthen the security of your Microsoft 365 environment:

® Activity reports

e User and mailbox security reports

M365 Manager Plus also helps you comply with the stringent requirements of IT compliance
regulatory mandates like PCI DSS (requirement 10.2.2 and 11.5), ISO 27000 (requirement A.12.4.3),
SOX (section 404), HIPAA (section 164.308 (a)(1)(ii)(D)), and FISMA (NIST SP800-53), by keeping

tabs on all administrator and user activities in your Microsoft 365 environment.
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5.1 Activity reports

Most organizations delegate administrative responsibilities among different admins and sometimes

need to elevate a user's rights. Activity reports let you know when admins, users with elevated
rights, or any other users make critical changes in your Microsoft 365 environment, so you can easily

identify unauthorized modifications.

5.1.1 Admin Activities

Get a comprehensive overview of all administrator activity in your Microsoft 365 environment with

reports on:

® Exchange Admin Activity
e Azure Admin Activity

e Hold activity

5.1.1(a) Exchange Admin Activity

This report provides an overview of all administrators' activities in your Exchange Online

environment, such as what activity was performed, who performed the activity, the status of the

operation, and which objects were modified.

or ow License Jobs &% TalkBack ? @ -
0365 Manager Plus ) Home [EENISE Management Audit  Alerts  Delegation  Automation  Settings  Content Search  ses £} Tenant Settings
(3 Mailbox ~ Mail Traffic ~+ | User v = Group ~  Contact ~ | License ~ = OneDrive ~ | Skype v  Yammer v Security ~ | Compliance ~
Exchange Admin Activity [2 ExportAs @ Schedule Reports [ More
Office 365 Tenant | zohocorpadmgrplus.onmicrosoft.com | v

Period 01/01/2020 12:00 AM - 31/01/2020 01

(3 « ¢ 1-90f9 > » | 25v | Y | Add/Remove Columns
When ~ Activity Who Parameters Succeeded When(milliseconds)

29 Jan 2020 11:13 PM Add-MailboxPermission padmgrplus.onmicrosoft.com Details true 1580319816000

14 Jan 2020 06:04 PM New-MailContact erpdemo@zohocorpadmgrplus.onmicrosoft.com Details true 1579005250000

14 Jan 2020 05:57 PM New-MailContact er 1ocorpadmgrplus.onmicrosoft.com Details true 1579004869000

13 Jan 2020 06:06 PM enable-Mailbox NT AUTHORITY\SYSTEM (w3wp) Details true 1578918974000

13 Jan 2020 06:06 PM disable-Mailbox NT AUTHORITY\SYSTEM (W3wp) Details true 1578918966000

13 Jan 2020 05:57 PM Set-Mailbox 036! icrosoft.com Details true 1578918431000

13 Jan 2020 05:38 PM enable-Mailbox NT AUTHORITY\SYSTEM (w3wp) Details true 1578917306000

Figure 8. Exchange Admin Activity report.

n
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This report helps you monitor, audit, and report on Azure administrators' activities, and ensure the

integrity and security of your organization's Azure environment.

w  License Jobd

A% TalkBack 7

ev

@ ru
= 0365 Manager Plus ) Home [EEGNSTEM Management  Audit  Alerts  Delegation  Automation  Settings  Content Search
x Mailbox ~ Mail Traffic ~ User ~ Group ~ Contact ~ License ~ OneDrive ~ Skype ~
Azure Admin Activity @
Office 365 Tenant | zohocorpadmgrplus.onmicrosoft.com | v
Stop
@ « < 1-250f820
3, Loading real time data. Please wait...
When ~ Activity Who Target ID
31Jan 2020 11:26 AM  Update user. EMPTY. bala@o365domain.ga

31Jan 2020 11:01 AM  Add user. 0365team@zohocorpadmgrplus.onmicrosoft.com 1234@sub.o0365manager.tk

31 Jan 2020 09:37 AM Update user. EMPTY. bala@o365domain.ga
31Jan 2020 09:26 AM  Update user. EMPTY. bala@o365domain.ga
31 Jan 2020 07:26 AM Update user. EMPTY. bala@o365domain.ga
31Jan 2020 05:26 AM  Update user. EMPTY. bala@o365domain.ga

Figure 9. Azure Admin Activity report.

5.1.1(c) Hold activity reports

£} Tenant Settings

Yammer ~ Security v Compliance ~
‘@ Schedule Reports
> » | 25+ | Y | Add/Remove Columns

Placing a hold on a mailbox retains emails for either a specific period of time or indefinitely. This

ensures that all emails are retained and left unaltered for legal purposes. Any alteration can cause

huge legal ramifications, so it's important to closely monitor every change made to hold objects.

M365 Manager Plus' hold activity reports provide details on all changes made to InPlace Hold and

Litigation Hold objects, including information on the change, the person responsible for the

change, the parameters changed, and the status of the change.

5.1.1(c)(i) Litigation Hold Activity

This report provides details on all changes made to the Litigation Hold on mailboxes, as shown in

Figure 10. These details include what object was modified, what activity was performed, and who

made the change.

@r
= 0365 Manager Plus ) Home [ECSUCE Management  Audit  Alerts  Delegation  Automation  Seftings  Content Search
q Mailbox Mail Traffic User « Group v Contact License « OneDrive Skype ~
Litigation Hold Activity (2
Office 365 Tenant | zohocorpadmgrplus.onmicrosoft.com | v
Period | 01/01/2020 12:00 AM - 31/01/2020 01 [E§]
[¢3 «< 1-90of 9

Activity

Parameters

Succeeded

[2 Export As

License Jobs M% TalkBack ?

ev

£3 Tenant Settings

Yammer ~ Security ~ Compliance ~

‘@ Schedule Reports [ More

> » Add/Remove Columns

G

08 Jan 2020 04:30 PM Add-MailboxPermission Details janakar.m@zohocorpadmgrplus.onmicrosoft.com

13 Jan 2020 05:35 PM disable-Mailbox Details NT AUTHORITY\SYSTEM (w3wp)

13 Jan 2020 05:38 PM enable-Mailbox Details NT AUTHORITY\SYSTEM (w3wp)

13 Jan 2020 05:57 PM Set-Mailbox Details om
13 Jan 2020 06:06 PM disable-Mailbox Details NT AUTHORITY\SYSTEM (w3wp)

13 Jan 2020 06:06 PM enable-Mailbox Details NT AUTHORITY\SYSTEM (w3wp)

14 Jan 2020 05:57 PM New-MailContact Details .com

Figure 10. Litigation Hold Activity report.
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5.1.1(c)(ii) InPlace Hold and eDiscovery Activity

M365 Manager Plus helps you identify all changes made to InPlace Hold objects, including
information on the change, the administrator responsible for the change, and which parameters
were changed. This report also provides details on all InPlace eDiscovery searches meant to search

for content from your Exchange mailboxes.

License  Jobs

&% TalkBack ? @~

0365 Manager Plus ) Home [QECTUCHE Management  Audit  Alerts  Delegation  Automation  Settings  Conter £¥ Tenant Settings
Q S Mailbox + Mail Traffic User « Group « Contact » License ~ OneDrive Skype ~ Yammer Security v Compliance ~
InPlace Hold Activity & [2 ExportAs @ Schedule Reports [ More
Office 365 Tenant | zohocorpadmgrplus.onmicrosoft.com | v
Period | 01/01/2020 12:00 AM - 31/01/2020 01 E
o3 « ¢ 190f9 > » 25v | Y Add/Remove Columns

When & Activity Parameters Succeeded

When(milliseconds)

08 Jan 2020 04:30 PM Add-MailboxPermission Details Jjanakar. padmgry i com true 1578481223000
13 Jan 2020 05:35 PM disable-Mailbox Details NT AUTHORITY\SYSTEM (w3wp) true 1578917138000
13 Jan 2020 05:38 PM enable-Mailbox Details NT AUTHORITY\SYSTEM (w3wp) true 1578917306000
13 Jan 2020 05:57 PM Set-Mailbox Details padmgr icrosoft.com true 1578918431000
13 Jan 2020 06:06 PM disable-Mailbox Details NT AUTHORITY\SYSTEM (w3wp) true 1578918966000
13 Jan 2020 06:06 PM enable-Mailbox Details NT AUTHORITY\SYSTEM (w3wp) true 1578918974000
14 Jan 2020 05:57 PM New-MailContact Details erpdemo@zohocorpadmgrplus.onmicrosoft.com true 1579004869000

Figure 11. InPlace Hold and eDiscovery Activity report.

£5 TakBack ? @~

£¥ Tenant Settings

License  Job3

@ Purchase Now

Content Search .o

= 0365 Manager Plus ) Home

Reports Management Audit Alerts Delegation Automation Settings

x Mailbox + Mail Traffic ~ User ~ Group ~ Contact ~ License ~ OneDrive ~ Skype ~ Yammer ~ Security ~ Compliance ~
Mailbox Login Activities @ [2 ExportAs @ Schedule Reports [ More
Office 365 Tenant | zohocorpadmgrplus.onmicrosoft.com | v
Period | 01/01/2020 12:00 AM - 31/01/2020 01 ﬂ

(e} « ¢ 1-250f59 25v | Y | Add/Remove Columns

When Who Mailbox Owner UPN Operation Client

22 Jan 2020 07:04 PM admin@zohocorpadmgrplus.onmi .com padmgr i .com MailboxLogin Microsoft.Exchange.Powershell

06 Jan 2020 07:04 PM admin@zohocorpadmgrplus.onmi .com padmgr icrosoft.com MailboxLogin Microsoft.Exchange.Powershell

18 Jan 2020 07:03 PM admin@zohocorpadmagrplus.onmi .com padmgr icrosoft.com MailboxLogin Microsoft.Exchange.Powershell

12 Jan 2020 07:03 PM admin@zohocorpadmgrplus.onmicrosoft.com admin@zohocorpadmgrplus.onmicrosoft.com MailboxLogin Microsoft.Exchange.Powershell

24 Jan 2020 07:03 PM admin@zohocorpadmgrplus.onmicrosoft.com padmgry osoft.com MailboxLogin Microsoft.Exchange.Powershell

16 Jan 2020 07:04 PM admin@zohocorpadmgrplus.onmicrosoft.com padmagry iicrosoft.com MailboxLogin Microsoft.Exchange.Powershell

30 Jan 2020 07:03 PM admin@zohocorpadmgrplus.onmicrosoft.com padmgr icrosoft.com MailboxLogin Microsoft.Exchange.Powershell

Figure 12. Mailbox Login Activities report.

5.1.2 User Activities

M365 Manager Plus provides reports on Exchange user activities, such as mailbox logins, along with
details on who performed the activity, what activity was performed, status of the activity, client IP

address, and more.

You can also monitor the activities performed by mailbox delegates and mailbox non-owners, as

well as send as activities; mail, move, and delete activities; and more.
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@ rurd License Jobs M% TalkBack ? @~
0365 Manager Plus ) [ESUCHE Management  Audit  Alerts  Delegation  Automation  Settings  Support £¥ Tenant Settings

¢ Mailbox ~ Mail Traffic ~ User ~ Group ~ Contact ~ License ~ OneDrive ~ Skype v | Yammer + Security ~ Compliance ~
Exchange User Activities 2 [2 Export As @ Schedule Reports [ More

Office 365 Tenant zohocorpadmgrplus.onmicrosoft.com v

Period 31/12/2019 12:00 AM - 30/01/2020 11 m

[ Generate tow |

o3 « | <| 1=250f72 |>][» 25v Y Add/Remove Columns
When Who « Mailbox Owner UPN Operation Client

22 Jan 2020 07:04 PM admin@zohocorpadmgrplus.onmicrosoft.com admin@zohocorpadmgrplus.onmicrosoft.com MailboxLogin Microsoft.Exchange.Powershell

06 Jan 2020 07:04 PM admin@zohocorpadmagrplus.onmicrosoft.com admin@zohocorpadmgrplus.onmicrosoft.com MailboxLogin Microsoft.Exchange.Powershell

18 Jan 2020 07:03 PM admin@zohocorpadmagrplus.onmicrosoft.com admin@zohocorpadmgrplus.onmicrosoft.com MailboxLogin Microsoft.Exchange.Powershell

12 Jan 2020 07:03 PM i padmgrplus.onmi .com admin@zohocorpadmgrplus.onmicrosoft.com MailboxLogin Microsoft.Exchange.Powershell

24 Jan 2020 07:03 PM i padmgrplus.onmi .com admin@zohocorpadmgrplus.onmicrosoft.com MailboxLogin Microsoft.Exchange.Powershell

16 Jan 2020 07:04 PM admin@zohocorpadmgrplus.onmicrosoft.com i i com MailboxLogin Microsoft.Exchange.Powershell

30 Jan 2020 07:03 PM i padmgrplus.onmicrosoft.com i padmgr i .com MailboxLogin Microsoft.Exchange.Powershell

Figure 13. Exchange User Activities report.

5.2 User and mailbox security reports

M365 Manager Plus provides an array of user and mailbox security reports to enhance the security

of your Microsoft 365 setup. With these reports you can:

® See which users were added and removed from admin roles to prevent
unintended users from gaining privileged roles.

e View details on users who have access to shared mailboxes, as well as the type
of access rights they have. This helps ensure correct permissions are granted
only to desired users.

* Find passwords that are set to never expire in your Microsoft 365 setup so you can
take corrective action.

e And more.

Mailbox Security Reports Users Security Reports

User Mailbox Security Admin Roles Recently Removed Member from Role
Shared Mailbox Security Exchange Admin Roles Updated Company Contact Information
Mailbox Retention Policy User Password Settings

Mailbox On Hold Last Password Change

Mailbox Auditing Recently Added Member to Role

Figure 14. Mailbox and user security reports.
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6. Get critical alerts for OneDrive for Business,
Sway, Yammer, and Microsoft Teams

6.1 OneDrive for Business

With M365 Manager Plus, you can set customized alerts for OneDrive file and folder, sync, and

sharing activities, along with the severity of the action performed, as shown in Figure 15.

3, Download Now  License Jobs MY TalkBack ? @ ~
= 0365 ManagerPlus) Home Reports  Management  Audit  Alerts  Delegation  Automation [ECSGUETEN Monitoring  ees £ Tenant Settings
& Alert Profile Configuration
Configuration Admin

* Profile Name OneDrive for Business alerts

Audit Configuration v
Description
Audit Profiles
Alert Profiles * Office 365 Service OneDrive for Business v
ManagemancSettiogs b ¥ Category | OneDrive Sharing Activities v
Monitoring Configuration »
*Actions | - Select - v
Content Search Configuration > - ]
. Severit
Other Configuration » ¥
Created company-wide share links i
. acros
Alert Message Deleted company-wide share links 5

Used company-wide share links
Created access requests
Accepted access requests

Denied Access requests

Figure 15. OneDrive for Business file sharing alerts.

6.2 Sway

M365 Manager Plus lets you audit and set alerts for various activities such as Sway creation,

modification, duplication, deletion, and external sharing.

3 Download Now  License Jobs MY TalkBack ? @ ~
= 0365 Manager Plus ) Home  Reports  Management  Audit  Alerts  Delegation  Automation [ECSUIEEE Monitoring  «ee £3 Tenant Settings
# .’p Alert Profile Configuration
Configuration Admin

*Profile Name | Sway alerts

Audit Configuration v
Description
Audit Profiles
I Alert Profiles *Office 365 Service | Sway v
Management Settings » *category | Sway &
Monitoring Configuration 3
*Actions | - Select v
Content Search Configuration » I
g * Severi !
Other Configuration > i
Created sway )
* Alert Message — Macros

Modified sway or
Deleted sway

Duplicated sway

Viewed sway

Shared sway

[ oo [

Figure 16. Set alerts for various actions performed in Sway.
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6.3 Yammer

M365 Manager Plus helps get details about various admin activities, such as modifications to
security configurations, delete settings, and private content mode. You can also view details on user

activities including file sharing and message deletion.

&, Download Now  License Jobs MY TalkBack ? @ v

= 0365 ManagerPlus) Home  Reports  Management  Audit  Alerts  Delegation  Automation [EGSGHGCH Monitoring  eee £¥ Tenant Settings
ﬁ :. Alert Profile Configuration
Configuration Admin

*Profile Name | Yammer alerts

Audit Configuration v
Description
Audit Profiles
Alert Profiles * Office 365 Service | Yammer v
M t Seti
SIRESHERES=ires K *Category [ Settings Changes by Admin v
Monitoring Configuration , AR

* Actions
Content Search Configuration » ‘Settings Changes by Admin

*Severity (s) Attention () Trouble ) Critical
Other Configuration » everity (&) O

* Alert Message | o,cAlLER USE Macros

Advanced Configuration »

Figure 17. Set alerts for various user and admin actions in Yammer.

6.4 Microsoft Teams

M365 Manager Plus helps you audit events and setting changes in Microsoft Teams and raises alerts

for these actions, as shown in Figure 18.

&, Download Now  License Jobs MY TalkBack ? @ ~

= 0365 ManagerPlus) Home  Reports  Management  Audit  Alerts  Delegation  Automation [ECGOeCE Monitoring  ees {¥ Tenant Settings
£ o Alert Profile Configuration
Configuration Admin

*profile Name Microsoft teams alerts

Audit Configuration -
Description
Audit Profiles
I Alert Profiles * Office 365 Service Microsoft Teams v
MapssementSetrnes v *Category | Microsoft Teams Events v
Monitoring Configuration »
* Actions Select v
Content Search Configuration »
soveric 1 [
Other Configuration » SYERtY

Added Channel

Macros
IS MEsEage Created Team

Deleted Team
User Signed in to Teams
Added bot to team

Added connector

Figure 18. Set alerts for various actions performed in Microsoft Teams.
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7. Summary

With M365 Manager Plus' comprehensive Microsoft 365 compliance and security module, you can:

* Generate reports for IT compliance regulations.
* Monitor email traffic to detect spam and malware.
e Runreports on Exchange and Azure admin activities, litigation holds, and more.

* Detect loss of sensitive data for faster disaster recovery.

Get critical alerts on OneDrive for Business, Microsoft Teams, Yammer,
Sway, and more.

Our Products

AD360 | Log360 | ADManager Plus | ADAudit Plus | ADSelfService Plus

Exchange Reporter Plus | RecoveryManager Plus

ManageEngine)
M365 Manager Plus

M365 Manager Plus is an extensive Microsoft 365 tool used for reporting, managing, monitoring,
auditing, and creating alerts for critical incidents. With its user-friendly interface, you can easily manage
Exchange Online, Azure Active Directory, Skype for Business, OneDrive for Business, Microsoft Teams,

and other Microsoft 365 services from a single console.

$ Get Quote ¥ Download
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