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Privileged session
management

Establish a strong foothold in the fight against privileged
access misuse by controlling, monitoring, and recording
privileged sessions of high-risk accounts.
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Whatis a privileged session?

A privileged session is an internet session launched by a user with administrative
privilegeswhileaccessingasystem, device, orapplicationinthelT infrastructure—
either locally or remotely—and comprises all the activities carried out during that

session.

A privileged session can be a database or security administrator accessing
confidential corporate information at the data center via an RDP or SSH session;
a third-party vendor remotely accessing specific enterprise applications via a
remote access tool; or a maintenance engineer accessing critical servers located
in various industrial plants and automation systems, like PLCs and SCADA, for

troubleshooting or software patching.
The security risks associated with privileged sessions

If you're an IT administrator, you know initiating a privileged session today is a
risky yet inevitable task. Although a mix of both modern and traditional tools and
technologies can help enterprises facilitate remote access and boost operational
efficiency, unchecked privileged access also introduces a host of new challenges

in terms of security and compliance.
1. Organizations often play down privileged accounts

Privileged accounts and the credentials that secure them are tapped into an
organization’s most critical systems, because they have the highest permission
levels. Notsurprisingly, privilegedaccountsremainaripetargetforcybercriminals.
If an attacker were to gainaccessto just one mismanaged privileged account, they

could easily escalate their access to the most sensitive systems inside the
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network. Such malicious privileged sessions enjoy the benefit of the doubt since
they’re launched via legitimate privileged accounts by attackers impersonating

privileged users.

2. The results of Internet of Threats

Sensitive business data, like privileged accounts, certificates, tokens, keys, and
passwords, are prime targets for cybercriminals, because they offer unrestricted
privileged access to every nook and cranny of the IT infrastructure. To minimize
risks and balance IT security against productivity, organizations must provide
appropriate, controlled access for privileged users to secure critical systems. If
privileged sessions are not managed with tightcontrols, they can be compromised
by malicious actors—both external and internal—causing irreversible damage to

corporate data.
3. Risks from third-party collaborations
One of the biggest challenges organizations face today is the failure to understand

their third-party relationships and their associated risks. According to a 2020

Ponemon Institute report (via Security Boulevard), 53% of organizations have

experienced at least one data breach caused by a third party in the last two years.
Attackers also leverage third-party remote access points to gain a foot in the door
and launch attacks in due course. With the increasing reliance on remote vendors
and the threat landscape constantly changing, it’s difficult to identify third-party

threats and vulnerabilities without proper monitoring tools in place.

4. Failure to limit access to sensitive systems

In most organizations, employees often have a surplus of high-level privileges and

access permissions that are actually unnecessary for their roles, paving the way
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for privilege abuse. These privileges generally go unnoticed and unmanaged,
inviting several security risks and jeopardizing businesses. IT teams often fail to
handle the consequences of too much access, especially when it comes to former
employees. Failure to nullify a former employee’s identity and access permissions
allows disgruntled employees to have access to sensitive data even if they’re no

longer with the organization.
5. Decentralized remote access provisioning and management

Many organizations today still rely on multiple tools and manual, piecemeal
strategies to provision remote access to employees due to budgetary constraints
or sheer ignorance of the risks of insecure access methods. Such a decentralized
system can cause huge disparities in remote access policies and workflows across
the organization, leaving several security gaps behind and making it complicated

for IT teams to manage all of an organization’s privileged sessions.
How to secure privileged access to confidential systems

How do you, as an IT administrator, overpower this modern landscape of threats
and securely establish a strategy to provide privileged access to employees, third-
party vendors, applications, and devices? How do you manage and monitor every
privilegedactivity happeninginyouron-premises, hybrid,and cloudinfrastructure,
and ensure no malicious activity goes unnoticed? And how do you lock all of the

backdoors fabricated by bad actors to stay secure without ebbing productivity?

The ordeal of dealing with such questions can seem like a daunting challenge for

many IT teams today. This is where privileged session management comes in.
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Privileged session management: An IT security process to control

and supervise privileged access

Privileged session management (PSM) is a fundamental IT security component of
an identity and access management program that regulates privileged access to
critical systems while strictly governing the sessions through session recording

and auditing.

A PSM tool helps increase oversight and accountability, and mitigates the risk
of privileged access misuse by continually managing, monitoring, and auditing
the activities carried out by privileged users, including trusted insiders, third-
party contractors, applications, and systems. It’s also an inseparable part of the
emerging Zero Trust model that encourages organizations to not automatically

trust that users are always using their elevated access for the right things and

ensure that the best security practices are being followed religiously.
Benefits of using an effective PSM tool

A PSM tool monitors and records the activities of every privileged user from the
time they launch a privileged session to when that session ends, enabling security
administrators to proactively identify and terminate suspicious or unauthorized
activities in real time. It provides an unimpeachable audit trail of all privileged
activitiesthatenablescomplianceandeasesforensicinvestigations.Implementing
a PSM solution as part of their cybersecurity program helps enterprises mitigate
security risks, reduce operational complexity, improve visibility into privileged

access, and adhere to compliance standards.
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1. Provides centralized access to
geographically sequestered assets

A privileged session manager allows IT and
security headstohaveacentral point of control
to manage access to critical resources from
anywhere across the globe, have granular
controls on access pathways, and define how
other privileged remote users connect to

critical systems.

stakeholders and third parties

A robust PSM tool provides an easy-to-utilize
workflow that enables easy provisioning and
de-provisioning of privileged access while
creatingcompleteaccountabilityforprivileged
users. It enables temporary, role-based access
forthird parties—like contractors, vendors,and
outsourced employees—to access specific
enterprise systems or applications without the

need for privileged account credentials.
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3. Increases productivity and simplifies
administration

Implementing a PSM solution facilitates
centralized administration of distributed
remote IT assets through a single point
of control. Privileged users can update,
troubleshoot, and manage data center
systems centrally, facilitating quick, efficient

administration. It also ensures improved

quality of work and better accountability
through standardized policies and efficient

supervision.

4. Tightens overall access governance

Besides providing granular access, PSM
solutions also provide admins with the right
controlstomonitorandmanagegeographically
distributed assets. Real-time monitoring

of privileged remote sessions promotes

organizational transparency and provides IT

admins with the ability to proactively mitigate

insider attacks through session recording and

shadowing.
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5. Helps comply with various remote
access compliance standards

A PSM tool helps organizations meet industry
compliance standards, like SOX, HIPAA, ICS
CERT, GLBA, PCI DSS, FDCC, and FISMA,
and allows them to secure all their data.
Implementing PSM as part of acomprehensive
cybersecurity strategy enables organizations
to record all activities related to critical
IT infrastructure and privileged access,
helping them effortlessly adhere to audit and

compliance requirements.

6. Improves security and reduces risk

A privileged session manager helps secure
critical systems by eliminating direct access
to them. It serves as a proxy gateway server to
tunnel privileged connections from the user
device to the target system. This prevents
unexpected access from unauthorized
systems, limits all access pathways to
corporate systems to this tool, and allows for
more secure communications without the

need for providing confidential passwords.
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ManageEngine PAM360’s privileged session management

module

PAM360 is a complete privileged access security solution from ManageEngine
that helps you regulate and monitor all remote privileged access in your
organization. It serves as a proxy server between end-user devices and target
systems while simultaneously preventing credential exposure and directaccessto
critical systems via insecure and unauthorized pathways. PAM360 helps improve
oversight and accountability of privileged user activities via session shadowing,

recording, auditing, and advanced analytics.

Role-based and least privileged access controls

On a daily basis, an IT team typically handles many permanent and temporary
access requests raised by users and third-party vendors to access various
corporate systems. To ensure effective management of these privileged access
requests and uninterrupted functioning of business routines, IT teams must

maintain a streamlined workflow as part of their PSM strategy.

Configure Access Control X

users to raise a request to view the passwords of selected resouree(s). Passwords will be released by administrators

@
Policy Configuration

Approval Administrators @ Elevate accounts to the security groups.

Selected Groups | Access Control Assistance Operators
Account Operators
Administrators
Miscellaneous Settings Backup Operators
Certificate Service DCOM Access

Excluded Users

Auto Approval

Policy Configuration

Note: To approve access requests to the selected resource(s) after the Policy Configuration changes are
applied, at least one of the Authorized Administrators from the Approval Administrators tab must have
the same login credentials for both PAM360 and ADManager Plus.

Save & Activate Deactivate Cance
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Configure access controls in PAM360 by setting up approval requirements for

privilegedsessions, mandatinguserstoprovideareasonand/orthecorresponding
ticket ID that can be integrated with an existing ticketing system. You can also
associate certainresources orapplicationstoauserthatthey’re entitled torequest
accessto,andensureonly the minimumaccess requiredisgranted for the minimal

amount of time.

Share administrator owned by pradmin with other users

Click the 'Grant' button beside the user to provide them access to administrator, with one of the two access privileges - View or Modify Access. Click the 'Revoke' button beside
the respective user to remove access for the resource. To grant or revoke access to multiple users, select the required users and click the 'Grant' or 'Revoke' button at the top
of the users list.

Filter A All Users v
Q- | search Username = Grant ¥ Revoke < Showing 1 - 25 Total Count < prev Page1 next> |25 50 75 100
O Username = RemoteApp Only Actions
View Passwords
o0 oww
Modify Passwords

0 (@) franklin figueroa INU ACLESS
0 (@ sguest No Access
0 @ Guest1D No Access
0 @ heidar z No Access
O (@) testing yes No Access
0 (@ lee kwak No Access
0 (@ mhss No Access
0 @ MZ MZ No Access
dJ (@ My User No Access
0O @ Vma damunua No Access
0 @ User check D No Access
0 (@) new check No Access
0 (@) Kaxa Nipsoredstvenno No Access
0 @ Password Administrator No Access
0 @ Password Auditor No Access
O (@ PefFr No Access
O [©) Password User No Access
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Secure remote access provisioning

PAM360 serves as a proxy through which a privileged session is initiated and
relayed to the target systems. Since there’s no direct connectivity between the
user device and target systems, the enterprise network is protected against

unauthorized access and any virus or malware that may exist on the user’s system.
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Remote Connections (2) & All My Connections 9§ Facing problems in launching remote connection:
All My Connect tions. Showing 1- 13 of Total Count <prev Page1 nexty 25|50 75 100
@i ] L] Filter by Resource Name search | Clear
Favorites
Recently Accesse d [ & | - ?} ?} [ = o
=) RDP andVNC Connections G5 218 hpprocurve: 218 linuxak18 meod-u1432-1 mssqi2k1s oracle2k18 PAM;eo,;esourcs, PAMBGOJ? ssssssss pmp
SSH Connections )
SQL Connections
Web App Connections | = | [ = | = |

e pmp2016 pmp-node2 pmpwin10-642

Default Group
Service Accounts
SQL databases

Switches and Firewalls

Provision employees and external stakeholders secure and controlled RDP, SSH,

SQL, or VNC access to sensitive systems across your on-premises, cloud, and

hybrid infrastructure without exposing privileged credentials. Allow users to

launch multiple remote sessions simultaneously to improve productivity.
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Session collaboration, shadowing, and termination

PAM360 lets you collaborate with users on an active remote session to share
knowledge, monitor user activity for compliance with the established security

policies, or assist with troubleshooting.
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Audit @ 4 Active Privileged Sessions 9% Facing problems in recorded sessions playback?

% Resource Audit Configure Session Recording @

User Audit - All - v < Showing1-1of1 «¢ < 1 > » 25 50 75 100
Task Audit Resource Name User Account Operated By IP Address Join Terminate
User Sessions Zylker- Desktop-1 test admin =) =)
Recorded Connections

Active Privileged Sessions

Keys Audit

Shadow privileged sessionsthatinvolve critical systems and third-party vendors to

proactively uncover fraudulent activities and ensure only authorized users access
confidential systems in accordance with the scope of activities they’re allowed
to perform. If you catch a suspicious or unauthorized activity during a privileged
session, you can terminate the session immediately and alert the concerned

security teams.

Session recording and playback

Privileged session recordings offer tamper-proof evidence of a user’s privileged

access. Should an attacker break through your defenses and access your systems,
you can easily filter and review past session recordings to uncover the source and

adjust policies to prevent another attack.
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Session Recording

& Record RDP sessions

¥/ Record VNC Sessions.

= Record S5H, Telnet and SQL Sessions.
External Location for Recorded Sessions

Directory for storing recorded sessions @ | D:\ManageEngine\PAM360\recorded_files
Backup Directory for storing recorded sessions @ | Mot Set

Purge Recorded Sessions

Purge recorded sessions that are more than | 0 days old. ®

Privileged sessions launched from PAM360 can be recorded, archived and played back to support forensic audits. The
above settings enable recording of RDP, VNC, 55H, Telnet and SQL sessions in PAM360. This can be disabled anytime.

By default, PAM360 records all RDP, VNC, SSH, and SQL sessions launched from
the application. Therecorded sessions can be traced using any details, such asthe
name of the connection, the user who launched the session, or the time at which

the session was launched.

Comprehensive auditing and reporting

Audit trails help in identifying suspicious behavior. Automated audit logs enable
administrators to identify system implementation issues, operational issues,
unusual or suspicious activities, and other system errors. Various compliance
standards, like HIPAA, SOX, and PCI DSS, expect organizations to monitor and
capture all actions performed by privileged accounts, and session management
provides an immutable audit log that can be shared with auditors to demonstrate

compliance.
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Audit @ & User Audit
Resource Audit Primary Server  Secondary Server Operation Types Audit Actions + @
% User Audit
Create | - All-- v Q 2 Showing 1- 25 TotalCount < prev Page1 next> |25 50 75 100
Task Audit
Username Operated By IP Address Action Performed Time Stamp Reason User Client
User Sessions
pradmin N/A 49.37.213.195 User Logged in - PAM360 Jan 12, 2021 08:45 AM Authenticated by PAM360 a...  Web Client
Recorded Connections
pradmin N/A 89.151.36.4 User Logged Out Jan 12,2021 08:20 AM N/A Web Client
Active Privileged Sessions
admin N/A 85.221.131.127 User Logged Out Jan 12,2021 07:51 AM N/A Web Client
Keys Audit
pradmin N/A 89.151.36.4 User Logged in - PAM360 Jan 12, 2021 07:48 AM Authenticated by PAM360 a...  Web Client
admin N/A 85.221.131.127 User Logged in - PAM360 Jan 12,2021 07:20 AM Authenticated by PAM360 a... ~ Web Client
pradmin N/A 223.178.158.218 User Logged Out Jan 12, 2021 06:43 AM N/A Web Client
pradmin N/A 223.178.158.218 User Logged in- PAM360  Jan 12, 2021 06:07 AM Authenticated by PAM360 a... ~ Web Client
admin N/A 89.144.170.165 User Logged Out Jan 12, 2021 04:49 AM N/A Web Client
pradmin N/A 24.155.21.64 User Logged Out Jan 12, 2021 04:26 AM N/A Web Client
admin N/A 89.144.170.165 User Logged in - PAM360 Jan 12,2021 04:12 AM Authenticated by PAM360 a...  Web Client
pradmin N/A 45.31.228.204 User Logged Out Jan 12, 2021 03:46 AM N/A Web Client
aaa (Group Name) Privileged Administrator 192.168.75.81 User Group Modified Jan 12,2021 03:40 AM User 'ff* added to group. Web Client
aaa (Group Name) Privileged Administrator 192.168.75.81 User Group Modified Jan 12, 2021 03:40 AM User 'DLO2RPG' added togr... ~ Web Client
aaa (Group Name) Privileged Administrator 192.168.75.81 User Group Modified Jan 12,2021 03:40 AM User ‘ccdd' added to group. Web Client
aaa (Group Name) Privileged Administrator 192.168.75.81 User Group Modified Jan 12, 2021 03:40 AM User 'admin nad' added to ... Web Client
aaa (Group Name) Privileged Administrator 192.168.75.81 User Group Modified Jan 12, 2021 03:40 AM User 'mhs' added to group. Web Client
pradmin N/A 24.155.21.64 User Logged in - PAM360 Jan 12,2021 03:40 AM Authenticated by PAM360 a... ~ Web Client
pradmin N/A 45.31.228.204 User Logged in - PAM360 Jan 12,2021 03:12 AM Authenticated by PAM360 a... ~ Web Client
pradmin N/A 27.5.99.241 User Logged Out Jan 12,2021 02:58 AM N/A Web Client

PAM360’s immutable audit logs and reports contain the record of all events
around privileged account activities, scheduled and completed tasks, and remote
accesses. This data helps in complying with regular internal audits and forensic
investigations and demonstrating who accessed what resource or files, where,

when, and why.
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Reports () & Password Reports

% Password Reports

Password Inventory

i 5
User Reports Policy Compliance CA Password Expiry % Password Activity

General Reports

[2) Generate Report 2% Customize Report [ Generate Report (2, Customize Report [B Generate Report  [2 Customize Report [® Generate Report [ Schedule Report
Compliance Reports
E=]schedule Report [=Ischedule Report [ElSchedule Report
Custom Reports
Certificates Reports
SSH Keys Reports W? Ungrouped Passwords r{j Password Access Control % Passwords Out of Sync ﬁ? Unshared Passwords

ts that are

Query Reports <

[® Generate Report [ Schedule Report

[2 Generate Report

Search Reports

[B Generate Report ] Schedule Report [BGenerate Report  []Schedule Report

Favorite Reports 33 Schedule Integrity Check

Manage Categories C¢3Find Out of Sync Passwords

Resource Groups

(il

User Groups

Users
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You can also integrate PAM360 with your existing security information and event
management tool to export privileged access data via syslog messages or with
your network management tool to receive access-related logs via SNMP traps.
Doing so lets you notify the concerned teams of potential breaches and prioritize

and execute remedial actions accordingly. Learn how.

Connection Audit Configuration

OPERATIONS SEND EMAIL* GENERATE SYSLOG RAISE SNMP TRAP

Encryption Key Location Changed

4]

Encryption Key Rotated

a

Encryption Key Rotation Failed

<]

File Downloaded

a

File Transferred

a

File Uploaded

4]

Mail Server | SNMP Trap / Syslog Settings
* Notify the chosen events as and when they occur

] * Notify the chosen events as a daily digest

* Notification to

All administrators [ Other User

s [ Specify Email Addresses (Separate addresses by a comma(’,))

Purge Connection Audit Records [N

Purge audit records that are more than 0 days old. (Enter 0 or leave the field blank to disable purging)

Save Cancel
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Configure Notifications @

You can receive/send email notifications upon the occurrence of any action on the passwords of this resource group.
Group Name : Default Group

Password Accessed -

Notify the following users when a password is accessed
¥ Owner
¥ Users having permission to access the passwords

Other Users Select / View

Specify Email Addresses
[Note:Comma (') separated values allowed]
Raise an alert to the management system when a password is accessed
¥ Send as a Syslog message
Send as a SNMP trap

[Note: Configure Settings to enable Syslog Message and SNMP Trap]

Password Changed »
Password Share Changed »
Password Expired »
Password Policy Violated »
Password Out Of Sync »

Learn more about privileged session management

With cyberattacks getting increasingly sophisticated and dangerous by the
minute, it’s high time IT security administrators get smart about protecting their
organization’s critical information. Implementing security best practices and
highly recommended PSM practices will help your organization achieve a strong

defense mechanism against unauthorized access threats.

If you want to see privileged session management in action, sign up for a free trial
of PAM360 where you can test out all the features of the tool. You can also try the

demo version where you can get hands-on knowledge of how the tool works.
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