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1. Introduction

Enforce accountability and enhance security across your Microsoft Azure Active Directory (AD)
environment using ManageEngine's UBA-driven change auditing solution, ADAudit Plus. It helps
keep track of the changes made to various AD objects, as well as authentication attempts, to

ensure compliance with regulatory mandates such as PCI DSS, HIPAA, and the GDPR.

Highlights of auditing Azure AD using ADAudit Plus

® Gain complete visibility into your on-premises, cloud, or hybrid AD environment from a

single console.

® Audit and record both failed and successful authentication attempts and analyze

authentication patterns across both on-premises and cloud AD environments.

® Protect your organization from various IT security threats by analyzing high-risk activities,
such as when a user logs in to a disabled application or tries to sign in using a disabled

account.

e Track and report on all changes in a user account's life cycle, including creation, deletion,

enabling, disabling, and restoration.
® Audit and alert on every time a user is added or removed from a device.

e |ocate and analyze members who are added or removed from AD groups and prevent

privilege misuse.

® Meet the required security standards across Azure tenants by keeping a close eye on

recently added or removed OneAuth permissions.
® Track and analyze the usage of Azure applications and the failed requests.

e Trigger instant email or SMS notifications every time Azure AD multi-factor authentication
(MFA) fails.

This guide takes you through the process of setting up ADAudit Plus to audit an

Azure AD environment.
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2. Comparing the methods for configuring Azure AD

ADAudit Plus offers two methods to audit your Azure environment. They are:

e Using an Azure AD Premium license.

® Using a Microsoft 365 license.

Category Azure Microsoft 365
Geolocation Possible Not possible
MFA details Possible Not possible
Group-based license change Possible Not possible
Application display name Possible Possible by using the Azure

AD module

Modified properties, along with their Possible Not possible with basic edition of
new and old values Microsoft 365 E1 licensing
Sign-in risk detection and reporting Possible Not possible

Table 1: A detailed comparison of how auditing Azure varies depending on whether you use a
Microsoft 365 license or an Azure AD Premium license.

Note: ADAudit Plus strongly recommends the use of an Azure AD Premium license over a

Microsoft 365 license to get more features.
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To audit your Azure AD environment using an Azure AD Premium license, ADAudit Plus uses the

Microsoft Graph API to obtain events from Azure AD.

Privileges required while using Microsoft Graph API

e Application.Read.All
AuditLog.Read.All
Directory.Read.All
IdentityRiskEvent.Read.All
Group.Read.All
User.Read.All

Register an application

Register an application in the Azure portal, using these steps:

1. Go to the Azure portal, and sign in using your Microsoft account.

2. Select Azure Active Directory from the Azure services section.
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3. Go to Manage > App registrations > New registrations to open the Register

an application window.
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4. Enter the application name, for example, ADAudit Plus Application.

5. Ensure that Accounts in this organizational directory only (zohoadapazure only - Single tenant)

is selected under Supported account types.

Microsoft Azure L Search resources, services, and docs (G+/)

Home > zohoadapazure >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| ADAudit Plus applicatior{

Supported account types

Who can use this application or access this API?
I @ Accounts in this organizational directory only (zohoadapazure only - Single tenant) I

(_J) Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

‘ Web ~ | | e.g. https://myapp.com/auth

By proceeding, you agree to the Microsoft Platform Policies (!

6. Click Register.
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Grant minimum privileges required for Microsoft Graph API

To grant the necessary privileges using Microsoft Graph API:

1. Go to the Azure portal, and sign in using your Microsoft account.

2. Select Azure Active Directory from the Azure services section.
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3. Go to Manage > App registrations. Select your application under Owned applications.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > zohoadapazure

Azure Active Directory
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0 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD
will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microso
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4. Go to Manage > API permissions and select + Add a permission.

Microsoft Azure L Search resources, services, and docs (G+/)

Home > zohoadapazure > ADAudit Plus Application

= ADAudit Plus Application | APl permissions =

|/O Search (Ctrl+/) ‘ « O Refresh O Got feedback?

B overview
A This application is using Azure AD Graph API, which is on a deprecation path. Starting June 30th, 2020 we will no longer add any n

& Quickstart application to use Microsoft Graph APl instead of Azure AD Graph API to access Azure Active Directory resources. Learn more

y . . .
#  Integration assistant | Preview

Manage

B egranding

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The
all the permissions the application needs. Learn more about permissions and consent

2 Authentication ~+ Add a permission | v Grant admin consent for zohoadapazure

Certificates & secrets API / Permissions name Type Description Admin cons

' } )
ili Token configuration ~v Azure Active Directory Graph (1)

Directory.Read.All Application  Read directory data Yes
Expose an API ~ Microsoft Graph (3)
Owners AuditLog.Read.All Application  Read all audit log data Yes
& Roles and administrators | Preview Directory.Read All Application  Read directory data Yes
Manifest User.Read Delegated  Sign in and read user profile -

Request APl permissions

Select an API

Microsoft APIs  APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph

N\ —
4‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.

Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
single endpeint.

("} Azure Rights Management

0 Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

|

== Azure Storage

—_—

Secure, massively scalable object and

data lake storage for unstructured and
semi-structured data

; Intune

Programmatic access to Intune data

& Services

Allow validated users to read and write
protected content

c Dynamics 365 Business Central

Programmatic access to data and
functicnality in Dynamics 365 Business
Central

G Office 365 Management APls

Retrieve information about user, admin,
system, and policy actions and events
from Office 365 and Azure AD activity

Ifafal

A Azure Service Management
Programmatic access to much of the

functionality available through the Azure
portal

.f'l Flow Service

Embed flow templates and manage flows

m OneNote

Create and manage notes, lists, pictures,
files, and more in OneNote notebooks
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5. Select Microsoft Graph. Click Application permissions as the type of permission required.

6. From the listing, select the following:

Application.Read.All
AuditLog.Read.All
Directory.Read.All
IdentityRiskEvent.Read.All
Group.Read.All
User.Read.All

Request APl permissions

CAIl APIs

> APIConnectors

N/ Application (1)

Application.Read.All (D
R Yes
Read all applications
D Application.ReadWrite. All (O 2
es
Read and write all applications
0 Application.ReadWrite.OwnedBy (O i
es
Manage apps that this app creates or owns
> AppRoleAssignment
> ApprovalRequest
' AuditLog (1)
AuditLog.Read All (D
. Yes

Read all audit log data

> BitlockerKey

Add permissions Discard

7. Click Add permissions.

8. Select Grant admin consent for <tenantname >

9. Click Yes.
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Obtain client ID and client secret

1. Go to the Azure portal, and sign in using your Microsoft account.

2. Select Azure Active Directory service from the Azure services section.

3. Go to Manage > App registrations. Select your application under Owned applications.

= Microsoft Azire & Search resslrees; senvices; and does (G |

Home > rohoadapazure

gz zohoadapazure | App registrations  »

Azure Active Directony

-+ New regi & Endpoints ' Troubleshiooth ' Downioad [ Preview features P Got feedback?

@ Overview

# Getting started
0 Starting Jurie 30th, 2020 we wifl no longeradd any new features to Azure Active Directory Authenticotion Library (ADALY and Azure AL
B rriview kub will ne langer provice feature updates, Applications will need to be ded 1o Mi ft Authents Libeary (MSAL) and Microse

% Diagnose and solve problems

Al applications  JOwned applications
Manage — e

K ne | 2 Skart yping a name or Application 10 1o filter these resulis
& Groups Display name Application (client) I
B External Identitias n Reparting AP AzureAD 16630089 debd 4ade
&. Reles and administrators ﬂ Reporting APl edbebbi27 72ab-490e
48 Administrative unils n TestApphigmt Neme Changed dasadled-di11-4299
B emerprse applications - lestl Ted1d15-088c-4dE7
Cl Devices nl ARaudit Plus Application I 5011 187-c384-43d5-
n ADAudiItFiuz Ul Change Application Test cf385hb-e910-4439-
(& Idartity Governance n TestApplication 1966 195-7143-4422-
Bi  Application prowy H ADauditPlus New Application A526cd44d-e789-dcce-
@ licerses rohoazursadap F19e4108-1262 4532
b Azure AD Connect Test BLIBMf0-Ma7-4494-8

4. Go to Manage > Certificates & secrets.

e Click + New client secret.

Enter the description.

Choose 24 Months as the expiration date; this is the maximum value that can be used.

Click Add.
Copy the client secret value (e.g., "14uCILxkHtIVGR3wkCqg12341Nd5Vtestkk W TylPrrE="


https://www.manageengine.com/products/active-directory-audit/
https://portal.azure.com/

Microsoft Azure /2" Searchi resolirces; services, and dogs

ManageEngin@
ADAudit Plus

Home > zohoadapazure > ADAudit Plus applicaiton

2 Search (Ctrl+/) ‘

i Overview

&3 Quickstart

# Integration assistant

I Manage I

Branding

El

Authentication

_Certiﬁ cates & secrets I

Token configuration
API permissions
Expose an API

App roles | Preview

Owners
Roles and administrators | Pre...

Bl manifest

Support + Troubleshooting

éa Troubleshooting

ADAudit Plus application | Certificates & secrets

&

P

b

Q Got feedback?

Credentials enable confidential applications to identify themselves to the authentication service when receiving toke
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credentia

Certificates

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred

T Upload certificate

Thumbprint Start date Expires

No certificates have been added for this application.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Alsc can be referred to as ap)

I -+ Mew client secret I

Description Expires Value

No client secrets have been created for this application.

Microsoft Azure 2 Search resources; services, and docs (G+/)

Home > zohoadapazure > ADAudit Plus applicaiton

= ADAudit Plus application | Certificates & secrets

E

| 0O search (Ctrl+/))

| «

Overview
Quickstart

-
F

Integration assistant

Manage

@ Branding
3

Authentication
Certificates & secrets
Token configuration
APl permissions
Expose an AP

App roles | Preview

Owners
Roles and administrators | Pre...

Manifest

Support + Troubleshooting

ﬁ Troubleshooting

~

s

QP Got feedback?

0 Copy the new client secret value. You won't be able to retrieve it after you perform another operation or leave this hlaclk

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred tc

0 Upload certificate

Thumbprint Start date Expires

No certificates have been added for this application.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as appli

-I- New client secret

Description Expires Value

ADAudit Plus application description 11/16/2021 opGY.mZrg_SkpXvhdaLlln~21tdHO~h1JG_
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5. Go to Manage > App registrations. Select your application under Owned Applications.

6. Navigate to Application (Client ID) and click Copy to clipboard.

Microsoft Azure A2 Search resolirces, senvices, and does (5+/)

5

Home > zohoadapazure >

= ADAudit Plus Application »

I):’ ISearch (Ctrl+/) ] % ] Delete & Endpoints Preview features

H ) ~ 3
= Qverview Essentials

& Quidkstart Display name + ADAudit Plus Application

l—\pplicat\'on (client) ID : 5c01118f-c384-43d3-9efd-520chB8a19af8 I

# Integration assistant | Preview
Directory (tenant) 1D | 34e0cdfc-a347-4052-815a-e1ef2526debg

Manage Ohbject 1D 1 19c41367-8bc9-4139-a3f5-F1981fa4c410

& Branding
. ﬂ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Li
‘3 Authentication will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication L

Certificates & secrets

“; Token configuration

Call APIs

= APl permissions

G Expose an AP] /r l
F - gg’ lﬂ 5

@ =

QOwners
& o 3 N
s Roles and administrators | Preview x =
o
i Manifest
Build more powerful apps with rich user and business data
Support + Troubleshooting from Microsoft services and your own company's data
sources.

Troubleshootin
7 9 View API permissions

£ New support request

10
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Setting up Azure AD in ADAudit Plus
1. Open the ADAudit Plus web console.

2. Go to Configuration > Configured Server(s) > Cloud Directory.

3. Select +Add Tenant in the top-right corner.

ADAudit Plus )

Configured Senver(s) = Cloud Directory

@ W i
ACTIONS RAME EWENT FETCH INTERVAL LAST SCHEDULE RUN AT TIMESTAMP OF LAST EVEMT STATUS

PR nrcadananes oot o Eunry 3 mieuse o 12,2000 £ A0 AN it Wil Astte Mo 11,

4. Select Audit via Azure.

5. In the Cloud Directory window, choose the Cloud Type based on the national cloud points

from the list below:
e Azure AD global service (Azure Cloud - Default)
Azure AD for US Government L4 (Azure GCC High Cloud)
Azure AD for US Government L5 (Azure DOD Cloud)
Azure AD China operated by 21Vianet (Azure China Cloud)

Azure AD for Germany (Azure Germany Cloud)

6. Enter the Tenant Name, Client ID, and Client Secret.

11
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Cloud Directory

Doty Type A

Tanant Namé

Al

7. Click Add.

Privileges required while using Azure AD Graph API

The use of Azure AD Graph API is deprecated. Instead, it's strongly recommended you use the
Microsoft Graph API to audit your Azure AD.

For more details on why Azure AD graph API was deprecated, check the FAQ.

Check if you are using Azure AD Graph API and, if so, migrate using these steps:
1. Open the ADAudit Plus web console.

2. Go to Configuration > Configured Server(s) > Cloud Directory.

® |n the top-right corner, if the Migrate to Microsoft Graph API button is available, then
Azure Active Directory Graph APl is in use.

® |f the Back to Azure AD Graph API button is available, then Microsoft Graph APl is in use.

3. Migrate to Microsoft Graph API from Azure AD Graph API by clicking Migrate to Microsoft
Graph API at the top-right corner.

4. Click Yes in the confirmation prompt.

12
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ADAudit Plus )

Configured Serveris) = Cloud Directory
WEmber Seivefs i =
il Sarves
Werlketatis Wi W smpn L | Add T

(R
ACTIONS NANE EVENT FETCH INTERVAL LAST SCHEDULE RUN AT TIMESTAMP OF LAST EVENT STATUS
NP - 0 20nOASAPARIIE BarkruSET: com Every 30 miruites WMay (15,2021 042420 PM [Run Move AU May 04,2021 04 05 28 PM Auidie - Sucess
Aot E o \ Signin . May 052021 034335 PM Slgrion-Suieess

Analytics Configuration =

Anslyties Configutston

MRy Al Priobley
Crmate Mert Profie
Repart frofiles -

ViewiMuhify Repolt Prafiles

Note: Once you have migrated to Microsoft Graph API, add the necessary minimum privileges

using the steps listed here.

If you still want to use Azure AD Graph API, you can find the privileges required below:

e Directory.Read.All

3.2. Configuring using a Microsoft 365 license

To audit your Azure AD environment using a Microsoft 365 license, ADAudit Plus uses the
Microsoft 365 Management API for all installations after ADAudit Plus build 7050.

Privileges required while using Microsoft 365 Management API

® Microsoft Graph API > Directory.Read.All
e (Office 365 Management API > ActivityFeed.Read

Register an application
Register an application in the Azure portal, using these steps:

1. Go to the Azure portal, and sign in using your Microsoft account.

2. Select the Azure Active Directory service from the Azure services top pane.

13
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B soih ptources sareidis, anll docs 1G4}

Azure services

3 & " = (%)

& O _ ’ e |

Azure Active Auure AD Cest Subscriptivns Storage Activity log Risource Wirtual
Duuctery Boman.. Management .. accounts Qroups machines

Recent resources

Mame Type Last Viewed
Pray-As- Mo i) Subscription aweek ago

= AapaEzi et Sterage dccuunt 2 yoeks age

=] siapmorage Resgurce group 3 weeks ago

Starage Sync Service 3 weeks auo

MNavigate

Subseriptions I' ] Resnurce grouvis All restroes E{J Dashbaard

3. Go to Manage > App registrations > New registrations to open the Register

an application window.

Home * soboadapeasne

g zohoadapazure | App registrations 2

Azure Active Diregiory

. - Mow legistration @ Endpoints 4% Troubleshooting 4 Download B Preview features & tsol fewdback?
O Olerview -

" Getting started

=
=

»

0 Starhing dune 30th, 2020 v will ng longer add any rew features o Azurg Achive Directory Authenticabon Lbcary (ADALT and Azure AL Graph. We will contim

Preview hub will na langer provide feature updatss: Appiications will need to be Lpgraded o Microsamn Authentication Libréry (M2AL) and Microsoft Graph. Leam minre

Diagnase and solve prablems

Al applications  Owned applications

a Usirs . A3 Stant typing a name or Application 10 1o filter thes:
&h Groups Display name Application (client) ID
IR matenal Mlertities Repnrting API AzuteAD 16630389 dabd-4ade-9500-ab29h9705d 1¢

& Roles and administratars Reparting AP edbebb27-72ab-495e-aalc-a6bI005e0chs
& Administrative units n TestApphigmt Name Changed 4584 2e9-d711-4298-b147-3b3Bcd0T 2R
B Enterpnse applicalions H sl Ted71d15- U088 4dbi b 2e- 122300847 17
T Davices n ADAudie Plus Application 5e01 1 18f-0384-43d3-8efd-520008 219288
I B App registrations I E ADAuditPlus L Thangs Application Test f385h3b-e310-4d39-R 18- Aeai98aR4bba
&) idemity Governance - Testapplcation F1960195-7143-4422-57-64celfodod 14
B application proxy n ADvuditPlus New Applicytion 526044 /82 qroe-b351-d267149b5b e
& licenses - zohazyreadap 91304 10912624932 - 9200 413a530d6aal

4. Enter the application name, for example, ADAudit Plus Application.

5. Ensure that Accounts in this organizational directory only (zohoadapazure only - Single tenant)

is selected under Supported account types.

14
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= Microsoft Azure

2 Search resources, services, and docs (G+/)

Home > zohoadapazure >

Register an application

* Name

The user-facing display name for this application (this can be changed later)

| ADAudit Plus appli:atior‘{

Supported account types

Who can use this application or access this API?

I @ Accounts in this erganizational directory only (zohoadapazure only - Single tenant) I

(_) Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be

changed later, but a value is required for most authentication scenarios.

‘ Web ~ ‘ ‘ e.g. https://myapp.com/auth

By proceeding, you agree to the Microsoft Platform Policies '

===

6. Click Register.

Grant minimum privileges required for Microsoft 365 Management API

Grant the necessary privileges using Microsoft 365 Management API, using these steps:

1. Go to the Azure portal, and sign in using your Microsoft account.

2. Select Azure Active Directory service from the Azure services section.

Microsoft Azure P Search resnlireas: sanyices, snd decs lie))

Azure services
+ | & &
Creaie a Arure Active Azure AL
tesouce Disectory Domain..,

Recent resources

Mame

Pay-As-You-Go
= 2dapazurestoragetest
‘E'ii adapstorage

& wrarsiilesme

Mavigate

Subenptions [..’]

&

Cost
Management....

Resource groups

U —_—

Subscriptions Storage
uccounts

Type
Subseription
Storage accoust
Retcuree group

Storage Sync Service

BER  af s
-] IBSOUICES

Activity log

(¥ e

Resource Virtual
groups machines

Last Viewsd
o week aga

# wesks age
3 weekraga

3 weeks aga

Eﬁ Daxhboard

-

WMore services
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3. Go to Manage > App registrations. Select your application under Owned applications.

Microsoft Azure O search resources; senvices; and does (G+/)

Home » zohoadapazure

== zohoadapazure | App registrations =

Azure Active Directory

«

+ New registration @ Endpoints ﬁ Troubleshooting 4 Download Preview features Q Got feedback?

@ Overview =
# Getting started

0 Starting lune 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication: Library (ADAL).and Azure AD

B2 Preview hub will no lenger provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microso
s

Diagnose and solve problems

IManage I
& Users

&8 Groups

All applications I Owned applications I

‘ £ Start typing a name or Application ID to filter these resulis

Display name Application (client) IC

External Identities

Roles and administrators
Administrative units
Enterprise applications

Devices

AP

AU

Reporting AP1 AzureAD
Reporting AP1
TestApphgmt Name Changed

test?

ADAudit Plus Application I

ADAuditPlus Ul Change Application Test

16630a89-debd-4ade
edbecbb27-72ab-499%
d45a42e9-d711-4299
1ed71d15-088c-4dbi
5c01118f-c384-43d3

cf385b3b-e910-4d39-

(z) Identity Governance

TestApplication 1968195-7143-4422-

i% Application proxy ADauditPlus New Application d526cd4d-e789-4cce-

i Licenses zohoazureadap 919e4109-1262-4932-

<b Azure AD Connect Test 6b18f010-0a7-4404-8;

4. Go to Manage > API permissions and select + Add a permission to open the Request API

permissions window.

L Search resources, services, and docs (G+/)

Home > zohoadapazure » ADAudit Flus Application

- ADAudit Plus Application | API permissions  »

‘p Search (Ctrl+/) | &« O Refresh 7 Got feedback?

B overview
A\ This application is using Azure AD Graph AP, which is on a deprecation path. Starting June 30th, 2020 we will no longer add any n

& Quickstart applicatian to use Microsoft Graph AP| instead of Azure AD Graph AP to access Azure Active Directory resources. Learn maore

# Integration assistant | Preview

B sranding

Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The
all the permissions the application needs. Learn more about permissions and consent

3 Authentication

Grant admin consent for zohoadapazure

Certificates & secrets API / Permissions name Type Description Admin cons
;I: Token configuration ~7 Azure Active Directory Graph (1)
Directory.Read.All Application Read directory data Yes
@ Expose an AP ~ Microsoft Graph {3}
¥ Owners AuditLog.Read.All Application  Read all audit log data Yes
a4 Roles and administrators | Preview Directory.Read All Application  Read directory data Yes
0l Manifest User.Read Delegated  Sign inand read user profile -
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5. Select Office 365 Management APls.

Hemm 3

B Svmrew
Gk

W fitegration sssistait
Wanage

B granding & propertios

D Awtnenvzavon

Ates & cocivis
Ml Fekein canfigimiian
£ A peimissi

Expose dn ARI

A P

App raley

&

CharTveTY

. Brlae and adminiarstecs

B beanidest

Support = Traubleshooting

2 Troubleshioating

. ADAudit Plus Application | APl permissions =

{7 nefresn 3ot feedoachi

i Tros appacanan i unng Ao AD Graoh AR, WIKT B 0N S 0eprect
spplication fouse MicEsett Graph AP nstesd of faune AD Grapti)

€ T ey et v caET RheS i St vt fon|
Im ceganizations whare this ape willbe vied. Letan it

Configuresd permissions

Applicateans ave mihorzad to call Af
W e permasiong e dpplication

+ Add s pemission. " Girant admun comuat

o7 avhcadapaaun

APl [ Permissions name Type Descripnon
A At
application  Fesd directouy d
Apyticate
Altit, fi R A Read i poditbs
= fiead direcieny o

6. Choose Application permissions.

B overiew

£ Cuitksian

& indegratian ssdiitant
Mansge

B Beanding & propimies
D suthentcatian

Certifizates & savany

Token configueation
P prmisscns

Expanze an AP

29 4

App-rotes.

15

Crarery

4 dnies and sdminictratar.
H hanites

Suppart + Troubleshoating

& Woublshooning

Request APl permissions

Dynamics 365 Business

Central

Progeam

/] Pow seriice

Taimas:

0 oveiee

Create ana manage noces. s,
st e h
natabocks

6 SharePoint

Iritaract femately W Shareiaing dats

a Skyps for Business

TEM - ITIT FESATICE, BOTURD
3 caling. siid cenfecemte

W Treg Tmamay Wt
iS4 008, Ly, GOuET

Bt etmnliess. s il et 6350

ication | APl permissions 2

O metosh B Gatdescitinck?

it AP which i oo » deprecs
| intlead af Arvae ADGraph |

Ak Thix spehemicn i uing A AD

atan Geaph

) Tree s e vecuited ot St e St v tor |
in oeganenticns whes this app will be et [2am mare

Configured permissions

Apglizations are authotize
All e permiisizni the 2p

Add g permisson  ~ Grant admm comsent for zehosgapana

AT [ Pernussicns name Type Desenprion
oty Rt AT Application  Rend diiateny d

S Miomsaft espn )
Applination  Read of apjiiccal

Reod #if audl k>

Apglication

Bt ey

Request APl permissions

£l g

o nfliss.

ﬂ Office 365 Management APy
btz r f

ManageEngin@
ADAudit Plus

Servives (WHS)

- gaeron R

Whit type of permissions dos w apphcation Tequine
Dilegated pormissions Apglication panmissns
oo it 5 sovmss the MPL ) the argmed-in s
Al e nbadic e

7. In the Request API permissions window, select Application permissions, then check the

ActivityFeed.Read box under ActivityFeed. Select Add permissions.
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e 1 Azure

Plus

Fatme

5 ADAudit

B Search (Caike f)

-~

Oniriiew
Dwekstan

integuatioh wsiin

&

Manage

Toksii configuration

A pemTisRERE

Exjine an AP

App toles

DrEY

o Boles.dnd odmanigiraiors

B

Mantesy

Support + Troubleshoating

& Troubthasting

8. Once again,

2 Segmll it smetems il Gocd 5 4))

)i Ay i

Application | AP| permissions  #

) Butrash A Got teedhack?
Ak 11 aponcanon & wing AT Catpty &Y, which 15 00 4 Gegiseck
Apoheation 1 Use Microsoft Grach 91 msteed of Adure AD Granh|i

The “Attmio consur® regumsd-Sobumn ficws M dalmll vl
I GHEsrIteT wheTe 13t will be uted Lean mete

Configured parmissions

Request AP| permissions

What Iype of penRESsI0ns S08s Your Spication fequyel

Dwfogated parmissions

iaur BEp

Selact permissions

Pertiission

ManageEngin@
ADAudit Plus

Apphication prrmesson

$oun aEECANion s 8 4 Bacegrond smvce o o
Signed- i ists

Adimin eansant Iegirred

N ctranfeed t)

AchipilyFesd Read

Yeu
+ tidda permuzson " Geand admm consent for dohoadepacy . Hasmd activivy. data fr yoor oroEmiEson
AP Prrmizsions name Type Pescription i \'..
chachng OeLRCIag sensitive date
ik e Tlires gl
Application  fead daectory J
A th fiznd
Wk
It it shation for yoa organizefion
Application ' Read all appiicat
il applhicanon | kead 4l gt o
Ciawetany el Al Ppplization  Read @ipctery |
- Discord |
..... e Beamdvite 8 Berdifaslai - Hand snd ete-4 s -

go to Manage > API permissions > + Add a permission.

Micrusoft Azure 2 Search resources, services, and docs (G+/)

Home > zohoadapazure > ADAudit Plus Application

- ADAudit Plus Application | APl permissions =

| 22 Search (Cirl+/)

‘ « O Refresh

i

Overview
Quickstart

Integration assistant

Branding
Authentication
Certificates & secrets

Token configuration

Expose an API

QOwners

.ﬂg Roles and administra
Manifest

 Got feedback?

A This application is using Azure AD Graph AP, which is on a deprecation path. Starting June 30th, 2020 we will no longer add any n
application to use Microsoft Graph APl instead of Azure AD Graph API to access Azure Active Directory resources. Learn more

| Preview
Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The
all the permissions the application needs. Learn more about permissions and consent

+ Add a permission

API / Permissions name

~/ Grant admin consent for zohoadapazure

v Azure Active Directory Graph (1)

Directory.Read.All
~ Microsoft Graph (3)
AuditLog.Read.All
tors | Preview

Directory.Reacd.All

User.Read

Type Description Admin cons
Application  Read directory data Yes
Application  Read all audit log data Yes
Application  Read directory data Yes
Delegated  Sign in and read user profile -

9. Select Microsoft Graph in the Request API permissions window.
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T

5 ADAudit

o

T "ty

Seattdy f
vy
Qi

mregIation assstant

Manage

]
2
i

=
&
B

=
-
[

Branding & propsmies
Authaitication

Certificutes & secrets

Teskem, ecpreligu stisr
AP perfmisshong:

Excpose o ATV

Bpp relet

Cwinery

Ualez ard aclminiseators

Manifest

Suppart + Troublethoating

2

Troublesfonting

Plus

solication

Application | APl permissions =

Tetasn MP- Gion leedback?

i

o tszes will howe 10

12 aitiing perissonisl 10 youm Appc

FRPICEOONT |} WETg AuTe AD Graph A7, which 00 3 drerecy
Scation 1o e Wirosoft Gragh. AP wistend of Asare AD Grach |

Frer "Agemin congent requoed” calimn shows the Sl vako ol
I EQANKAEDOE WIS TS app Wit e tiked, Lesm more

Configured permissions

Applizatlems ane autharized 2 call A when theyp see grambed gy
alt-Yhe parmissions the appéication needs |

4 add gpemiisson -+ | GEnt admE consent focmanddaganm

AP} Permissions name Dwscription

Type

AL At D

i

Apphcation

Resd alt applicat

ALt g R Al Aprlicahon  Read all sudit o

10. Select Application permissions.

Homg

safl Azure

Request APl permissions

Selert.an AR

Microsoft APls APh y ws My APl

Commanly used Microsaft APis

ManageEngin?’
ADAudit Plus

Micrasoft Graph

Teice sdventage of the Nemerdous-2a
e A AD,
siigge: esipoit

\

A of dats i Dce 365, Entepree Mok
change, Onedivave, Gnelote. ShaePoind Plannsl and mone thitugh i

'+ Setutily snd Windowh 10

“ Azure Data Cataloy

HAETITINE weres b Ol

Oumm

qante iy At Ol s Amay
s SArve

Azure Rights Management
Services

A e Service Managoment

Aoy vadcihted e bo read and wiits
Feaiacied content

£ Sewch: viuieoes. whidicin. i lEs 318

Al

Phus Applicntion

5 ADAudit Plus Application | API permissions =

]
“©

i

v,
Cuickstan

SnepEon A

Manage

-
D

1]
*
@
-
i

Aranding & propestie:
Mrhentication

Alcates

]

Tokan canfigiratian

A prpeni
Exgrosas an AP

A rades

Caners

Tdles. wid adimmistrators

Wanifiess

Support = Traubleshoating

£

Troutishoating

00 kehush  FF Gotfentl

b Vo abe editieg parESineE 10 fur SEEACIBON. Users wil lude b

A

i ation) 1 Lring Azae A0 e
scatine) fo-uas Lhctacah Gragh AP )

 wmih B S ia deprecs
tead of Arors AD Giaph )

D The"Ademin cantent recuired” cotumn st fhe defaell vakie T |
in crparazalicns where 1 po will be whed. Legin o

Configured permissians
ARFIatonT are suthonzed 1
all th perrmise

1 AP Wher Shry S0 GrATARE parim
fcation teade s

i mpp

- Add s perretien 5 Geant admin coneent foe solssdapeni

AP { Fermisskans name Type Dascription.

Head ol applicat

Apatcation

Renad all duda boe

Apnbcatian

Request APl permissions

Wihar type of prermasions dors your dglicabion requins?

@ Azisre Key Vault

Mznage pout kig rnlits o il o the
and centiicates sl

s
e Asure Storage

oo

&, masstochy scatidife object

e ant

Delegated getmistions

Vo any

100G 10 B0CESE the. AR 5 11 Zgratcl 1 Lo

applcaan
i A

Appication permizsiam

-0 BACKITOON SETVIe DF HARTSN Wit

11. Check the Directory.Read.All box under Directory. Select Add permissions.
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o T

Home » aohaudapanue > Al

5 ADAudit Plus Application | API permissions =

& Sapirh) (011 £ hehushi &7 Gat leathack
B Oveivien B A\ "o e et prrmssina(i) ft poot Appktition, s el et
 Caostart
& e . T apericanon 15 uning rune AD-Gragn AP, wivon 15 o @ Oeprecs

tead of Agum AL Grage s

o 10 Ute MeCIDsoft Graph AR

appc
Manage

B Bunding & proper

W T i conmn requines” Godenit phiwa e spfail silin 1o |
i B pamtasicng wheee ths dgp wil be Ussd. el e

D Authentic

Request API permissions

R ——
T —Y

7 e

L e

' Drectory ()

ManageEngin@
ADAudit Plus

Conifioanss & seres

Configured permissions

N o candiguration

AL parmiE

e i + Add s prmisson  F Grant adman comsent fo

-
&

B Agp i
& Cner
&
L}

APL{ Bormiisiioos name Desasipion

Type

daeztory d

Suppart « Troubleshoating

Appiioiion

Raad il npphcal

£ Moubinshouting

Apphcatlion - Read sl audie

12. Select Grant admin consent for <tenant

. Diractory Mesd M ) '
v
Fead ditecy Qitn
s
Yeu

> Dimain

name>.

(= e o O

Home

5. ADAudit Plus Application | APl permissions 2

) eetiesh 5 Got ertback?

B Cieview "
& Tuickstart

A Integration assistant
appicstion 16 sk Micoioh Graph AP instead of Aure AD Graph AP

Manage

B2 Branting & propernes

i cemmazaties wievs tes s ol b used Lagn o
D duthestication ¥ et

Centificates & sacrets
Configured permissions
I Tekn configuration

Apiplicatini sre sutharised to eall APES veben they e 9lan
it b perpmsblons the app! :

farem

B AP parmmssong e

A Vo e ecmng germisEen(l fooour apgkanon, gees will R 10 conEmt ey i S aisacy Oone g0 priniusy

accedy baute et Directony resousces. Lo

e permissions by userd/admens a5 part of the carsent pracess. The 1 of corfiguied permssions should intude

T =2

G Expoie ail AR

mispan I/ Girant admm consent For sohosdapasre

|

o5
B agpro AP| / Permissions nanse Type Destription Admin consent requ. - Status
B Crenens

e Azt v T n
& Fotes and administeatoes

Applicatign:  Read dincrory data Ve & Granted for soboatiapas  ees

[
Suppart « Troubleshooting Applicatign  Bwad ali applicanons s Mot granted bt sibosa e
& Tubleshocting L applicatian  Rend all andit log data es © Ceaited Ml eobidsdapaz_ =ee

13. Click Yes.

. Trus apmhcalion @ vsing Azure AD Gragh AR whCh 15 G B (NpiecHIon patt Starting Ame A0S, 2070 wo will f 10T 3c By new 1elwes Sc Azane AL Graph ARL We srongly ircommmend Mimt it upgrace you
Lebm moce

U e Addrm contend roquiind” Tolm shows the Aol el Sor s oipaniainn, Howeyer, Lies ponsst can b cushonited per pyersso), user. of sgip, This cosiumey mity f0E Teflect the ik i o srjasizsge, o
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Obtain client ID and client secret

1. Go to the Azure portal, and sign in using your Microsoft account.

2. Select Azure Active Directory service from the Azure services section.

Micrasoft Azure B Search resources: services; anid docs (G40

Azure services

- 2 & ¢ =

(=) L —>

Create i Azure Active Az AD ot Subiseriptiong Starge foufce Wirtial Mars ierite

TESOUNCe Directory Domain... Management ... AoooUnts Qroups machines
Recent resources
M Type Last Viewed

Fay-As-Yau-to Subscripticn o wekk g
= atlapasurssTorageiest Starage account 2 'woris az0
[ adapstarage Ressurice group 3 weks ago
@ anurefilnsyn: Starage Fyn Senvice & Wk 0
Navigate

. e mmm
Subscriptions lrjj Resousce groups E3E Al resources E Dashboard

3. Go to Manage > Certificates & secrets.
e Click + New client secret.
e Type in the description and the expiration date.
e Click Add.

Home > zohoadapazure > ADAudit Plus applicaiton

2 ADAudit Plus application | Certificates & secrets =

Search resotirees, services, and docs (G+/).

|,0 Search (Ctrl+/) ‘ « 0 Got feedback?

A
F] Credentials enable confidential applications to identify themselves to the authentication service when receiving toks
scheme). For a higher level of assurance, we recommend using a certificate (instead of.a client secret) as a credentia

&% Overview

& Quickstart
7 Integration assistant -
Certificates
| Manage I
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred

B pranding

3 Authentication 1 Upload certificate

I Certificates & secrets I Thumbprint Start date Expires

i : ;
i Token configuration No certificates have been added for this application.

- API permissions
@ Expose an API

88 App roles | Praview Client secrets

Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as ap|

@ Roles and administrators | Pre...

Manifest

Description Expires Value

Support + Troubleshooting

. No client:secrets have been created for this application.
ﬁ Troubleshooting
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Microsoft Azure 9 Search resotirces, services, and docs (GL/)

Home > zohoadapazure > ADAudit Plus applicaiton

ADAudit Plus application | Certificates & secrets »

|)D Search (Ctrl=/)

e

73

=
=

Qverview
Quickstart

Integration assistant

Manage

B

)]

Branding

Authentication

Certificates & secrets

Token configuration

APl permissions

Expose an APl

App roles | Preview

Owners
Roles and administrators | Pre...

Manifest

Support + Troubleshooting

ﬁ Troubleshooting

|<<

i ecret
Description

& Got feedback?

Expires

@ In 1 year
O In 2 years
O Never

T

B e e

Client secrets

A secret string that the application uses to prove its identity when requesting a teken. Also can be referred to as application passy

+ New client secret

Description Expires

No client secrets have been created for this application.

4. Copy the client secret value (e.g., 14uCILxkHtIVGR3wkCq12341Nd5VtestkkW TylPrrE=).

Microsoft Azure £ Searchiresources, services, and docs (614

Home > zohoadapazure > ADAudit Plus applicaiton

= ADAudit Plus application | Certificates & secrets

| 2 Search (Curl+/)

W Overview

& Quickstart

* Integration assistant

Manage

8 Branding

‘3 Authentication
Certificates & secrets

III & . i

18l Token configuration

APl permissions

Expose an API

App roles | Preview

iy Owners

Manifest

Support + Troubleshooting

g4 Roles and administrators | Pre...

ﬁ Troubleshooting

| «

Q Got feedback?

-

0 Copy the new client secret value. You won't be able to retrieve it after you perform another operation or leave this hlade

Certificates can be used as secrets to prove the applicatien’s identity when requesting a token. Also can be referred tc

= Upload certificate

Thumbprint Start date Expires

No certificates have been added for this application.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as appli

-|— New client secret

Description Expires Value

ADAudit Plus application description 11/16/2021 opGY.mZrq_9kpXvhdalln~21tdHO~h1JG_
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5. Go to Manage > App registrations. Select your application under Owned applications.

Microsoft Azure B Search restaiines, sinvices. aind doxs (G+/)

Home » rohoadapazure

zzz zohoadapazure | App registrations  #
-y L

Apude AT

4 Mew regstration @:‘ Endpoi J."ﬁ Truubleshoating _l' C load & Preview features & Gut feedback!

D overview =
A Getting started

B Srarting June 300, 2020 we will no longer edd any new Teatures 1o Asure Active Diectiony Authentication Librany (AUAL) and Azure
B preview liub will no longer provide feature updater. Applications will need to be upgraded to Microsoft Authantication Library (MZAL) and Mics

X Disgnase and solye problems

All applications  Owned applications

B Users O Stan typing & name or Application IC 1o filter theze results
& Groups Display name Application {clien

85 External identities

Reparting AP

16630a89-debd 4

& Rolez and sdministratars Reparting ARI sdtichhT-72ab-4

Administrative units T BAgmt Mae

da5ad2e8-4711-4

B W

Enterprise applications

l.: :h-:u :

& identity Governance

test 1ed? 175, 088c- 4
Se0T1 181 -cEE4 -4
MR e Rpplicktn Tew c385b3b-e9T0-4c
M962185-T143-48
B Application proey sz Mew Application 5260440 e 780 4
% Lcenses eatlyp 919:4109-7262 41

S Asure AD Connect

ShIB0i0-0lar-449

6. Navigate to Application (client ID) and click Copy to clipboard.

‘}J Sea“;h msamées‘ sewmes’ and ddcs ('G-f".)

Home > zohoadapazure >

= ADAudit Plus Application =

[/C" ISearch (Ctrl=/) ] @ [i] pelete & Endpoints Preview features

B overview ~ Essentials
& Quickstart Display name + ADAudit Plus Application

- . ) ) N 2pplication (cliert) ID : 5c07118f-c384-43d3-9efd-520c68a19af8 | |
# Integration assistant | Preview

Directory (tenant) 1D : 34e0cdfc-a347-4052-815a-e1ef3526debg
Manage Object ID 1 19¢c41367-8bc9-4139-a3f5-11981fadcd10

& Branding i

. o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Li
‘:’) Authentication will no longer provide feature updates. Applications will need to be Upgraded to Microsoft Authentication L

Certificates & secrets
i ;
i1l Token configuration

Call APIs

9 APl permissions

3 Expose an AP| ‘ ¥ \

B owners ég’ u

ﬂ Roles and administrators | Preview Q =
e

B Manifest

Build mare powerful apps with rich user and business data
Suppart + Troubleshooting from Microsoft services and your own company's data
sources.

ég Troubleshooting
i View API permissions

& New support request

2
&
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Setting up Azure AD in ADAudit Plus
1. Open the ADAudit Plus web console.

2. Go to Configuration > Configured Server(s) > Cloud Directory.

ADAudit Plus )

Configured Server(s) o Cloud Directory

Mentes Sefvess

File Serum
Workmanars + Add baromsy

v Sappenpmons S0 wt

Fibe Mergny
ACTIONS. HAME EVENT FETCH INTERVAL LAST SCHEDULE RUN AT TIMESTAMP OF LAST EVENT STATUS

Pript Sarvars

Authe Nov 1120000586 31 FM Ayl

ey EvtiEEe Lot [ | > 2 n sahnsdasature ot gaofLeant Ewery 30 rrondiles Moy L2000 D8 40732 AR it Mk
Sigrm - hy 11,2000 045732 PM Sigrin

Auivamias Canfgurion \
A Profiles bl
WiRWINCTy Al Frofilas
Create Adert Prafie
Aualytics Eonfiguration -
Ay Des Lo
Repor Profiles -
Viewetgeliny Regort Prihiey
Configuranon =
Aanied ConBgisations

Glnodl Exclisgs Canfigusatian

3. Select + Add Tenant.
4. Select Audit via Office 365.

5. In the Cloud Directory window, enter the Client ID and Client Secret.

Cloud Directory

Dirsctary Type

Chient 1D

Gl Sacert

Dioud Typs

6. Click Add.
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Privileges required for Office 365 cmdlet configuration
ADAudit Plus uses the below-listed APIs to audit Azure AD.
e Office 365 Management API for all installations after ADAudit Plus build 7050.

® PowerShell cmdlets (unified audit log) for tenants who configured Azure AD via Office 365
before ADAudit Plus build 7050.

Note: ADAudit Plus strongly recommends using Office 365 Management API to obtain Azure AD
events. For tenants still using PowerShell cmdlets, you can update your configuration by migrating
0365 cmdlet configuration to Office 365 Management API configuration. You can find the

steps to do it here.
Check and migrate O365 cmdlet configuration to M365 API configuration
1. Open the ADAudit Plus web console.

2. Go to Configuration > Configured Server(s) > Cloud Directory.

3. Under the Actions column in the report, select the Migrate icon.

Note: This is only necessary for tenants who configured Azure AD via 0365 before build 7050.

This feature will be available once the users upgrade to build 7050 or above.

4. In the Migrate to M365 API window that opens, enter the Client ID and Client Secret

generated previously.

Migrate to M365 API|

Client 1D

Client Secret

Why to migrate?

The existing configuration uses "Exchange Online Powershell Cmdlets' to collect events from
0365/M365 and authenticates using Basic Authentication, which has been depreciated (Refer
link).

50, We suggest migrating 1o 0363 Management Activity rest-based web API, which uses DAuth2
protocol for authentication.

Migrata Cancel
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5. Click Migrate.

If you still want to use 0365 cmdlet configuration and you are using an ADAudit Plus build lower

than 7050, you can find the privileges required below:

Required role Permission

Global administrator Compliance Management (Audit Logs)

Organization Management (View-Only
Audit Logs)

Listed below are the system specifications required:

i. Microsoft .NET Framework 4.0
® To check whether .NET Framework 4.0 is installed:
® Go to Start > Command Prompt.
Type in the following query: reg query
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\NET Framework
Setup\NDP\v4\full" /v version.

® Ensure that the version number is 4.0.

If not, download NET Framework 4.0 from here and install it.

ii. PowerShell version 3

To check whether PowerShell is installed:
¢ Go to Start > Run.
¢ Type in PowerShell.

e If PowerShell is installed, check for its version number by typing in the following query in the

command prompt: SPSVersionTable.
e |f PowerShell is not installed or if the existing PowerShell version is below 3, you can install

or upgrade to version 3 from here.

iii. Azure AD module for Windows PowerShell

To check whether the Azure AD module is installed:

® Go to Start > Run
® Type in PowerShell.

® Type in the query get-module -Name AzureAD. This will list the module if it's already installed.
In case it's not, install the module by running the PowerShell cmdlet Install-Module Azure AD.
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Notes:
e Gain a correlated view of your hybrid AD environments by configuring both Azure AD and

on-premises AD domain details in ADAudit Plus.

e This Azure AD module is available only in the 64-bit version of Windows.

4. Reporting capabilities of ADAudit Plus

4.1. ADAudit Plus vs. Azure portal

ADAudit Plus Azure portal

On-premises domain details

Displays both on-premises and cloud details, Only displays details available in the cloud,
such as SID, GUID, and user distinguished name such as user name and display name

Activity origin

Generates details on where the activity began, Does not include details on where the
e.g., in the cloud or synced from Windows servers | activity began

Retention
Retains historical data based on the retention Amount of data stored depends on the license
period configured by the user level in Azure (maximum retention duration
is 30 days)
Reports
Analyzes user login details across both Generates only cloud login details in reports

on-premises and cloud environments from a
single console

Table 2: A detailed comparison of how auditing via ADAudit Plus differs from auditing via the

Azure portal over multiple categories.
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4.2. ADAudit Plus vs. Microsoft 365 (using PowerShell cmdlets)

ADAudit Plus Microsoft 365

On-premises domain details

Displays both on-premises and cloud details,
such as SID, GUID, and user distinguished name

Only displays details available in the cloud,
such as user name and display name

Activity origin

Generates details on where the activity began,
e.g., in the cloud or synced from Windows servers

Does not include details on where the
activity began

Retention

Retains historical data based on the retention
period configured by the user

Amount of data stored is based on the license
level in Microsoft 365 (maximum retention
duration is 90 days)

Rep

orts

Lists user login details across both on-premises
and cloud environments from a single console

Generates only cloud login details in reports

Table 3: A detailed comparison of how auditing via ADAudit Plus differs from auditing via

Microsoft 365 over multiple categories.

5. Event categories tracked by ADAudit Plus

5.1. Event details

Listed below are the event categories that are monitored by ADAudit Plus.

Azure Active Directory — Application
Azure Active Directory — Device
Azure Active Directory — Directory
Azure Active Directory — Group
Azure Active Directory — Policy
Azure Active Directory — Role

Azure Active Directory — Sign-in
Azure Active Directory — User

Azure Active Directory
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6. Log retention settings in Azure AD

It is imperative to retain an adequate amount of historical audit data to meet any compliance or
forensic requirements that might arise. The retention period for both Microsoft 365 and Azure AD
is based on the user’s license level and allows for only a maximum of 90 days. ADAudit Plus,
however, provides admins with the option to configure any custom retention period, ensuring a

foolproof audit trail.

7. Troubleshooting

Errors and solutions

1. Failed to add tenants. Check your client secret.

2. Unable to add tenants due to invalid client ID.

3. Invalid tenant name.

4. Insufficient privileges to audit Azure AD.

5. The Azure AD server is taking too long to respond. Check your network connectivity.
6. Unable to connect with the Azure AD server due to connection reset.
7. Unable to connect with the Azure AD server due to trust failure.

8. Certificate update in progress. Restart the ADAudit Plus service.

9. The sign-in logons require an Azure AD premium license.

10. Insufficient privileges when auditing via Office 365.

11. The configured proxy server is unreachable.

12.  Network unreachable.

13. Unauthenticated proxy server configured.

14. Spike in Azure AD event requests.

15. The event collection is taking too long.

16. Insufficient privileges to carry out risk detection.

17.  No data available.
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1. Failed to add tenants. Check your client secret.

Issue: Unable to add tenants to configure Azure AD due to invalid client secret.

Solution: Client secret values will be available only while it is generated. So, if you have a copy of
your current client secret copied elsewhere, you can use it to compare to the value configured in

ADAudit Plus. If not, you will have to create a new client secret.

Generate a new client secret by following the steps listed below:

i.  Go to the Azure portal.

iil. Select the Azure Active Directory service from the Azure services top pane.

iii. Go to Manage > App Registrations. Select your application under Owned application.

iv. Go to Manage > Certificates & secrets.

V. Click + New client secret.

vi. Type in the description. Click Add.

vii. Copy the client secret value (e.g., “14uCILxkHtIVGR3wkCq12341Nd5VtestkkW TylPrrE="

abarna | Certificates & secrets  # X

Client secrets (1) Fedachted credinitial ((

viii. Now open the ADAudit Plus console.

ix. Navigate to Azure AD > Configuration > Cloud Directory.
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Xx. Click + Add Tenant icon at the top-right corner.
xi. Input the tenant name, client ID, and client secret value.

xiii. Click Save.

2. Unable to add tenants due to invalid client ID

Issue: Unable to add tenants to configure Azure AD due to invalid client ID.

Solution: Check if you have entered the correct client ID by following the steps listed below:
i.  Go to the Azure portal.

iil.  Select the Azure Active Directory service from the Azure services top pane.

iii. Go to Manage > App registrations. Select your application under Owned applications.

iv. Navigate to Application (client ID) and click Copy to clipboard.
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v. Now open the ADAudit Plus console.

vi. Navigate to Azure AD > Configuration > Cloud Directory.
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vii. Click + Add Tenant icon at the top-right corner.

viii. Input the tenant name, client ID, and client secret values.

ix. Click Save.

3. Invalid tenant name

Issue: Unable to add tenant due to invalid tenant name.
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Solution: Check if you have entered the correct tenant name by following the steps listed below:
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i. Go to the Azure portal.

ii. Selectthe Azure Active Directory service from the Azure services top pane.
iii. Go to Overview in the left pane. Copy the tenant name.

iv. Now open the ADAudit Plus console.

v. Navigate to Azure AD > Configuration > Cloud Directory.

vi. Click +Add Tenant at the top-right corner.

vii. Type in the correct tenant name, client ID, and client secret values.

viii. Click Save.

4. Insufficient privileges to audit Azure AD

Issue: The application does not have the necessary privileges required to audit the cloud directory.

Solution: Grant the minimum required permissions for application created to audit Azure AD using

the steps listed on this page.

5. The Azure AD server is taking too long to respond. Check your network connectivity

Issue: There is a connectivity issue between the ADAudit Plus server and Azure AD server.

Solution: Check if there is a stable and reliable internet connection with a speed of 20Mbps or over.

If there is proxy configured in the machine where ADAudit Plus is installed, then configure proxy

setting in ADAudit Plus too, using these steps:

¢ In ADAudit Plus web console, go to Admin > Connection > Proxy.
® Check the Proxy Server Settings checkbox.
® Type in the proxy server details.

e Click Save.

6. Unable to connect with the Azure AD server due to connection reset.

Issue: A firewall could be restricting ADAudit Plus from connecting with the Azure AD server.

Solution: If you are using a firewall to secure your network, kindly ensure that the domains listed

below are added to the exemption list.

https://login.microsoftonline.com
https://outlook.office365.com
https://graph.windows.net
https://graph.microsoft.com

https:/manage.office.com

If you do not use a firewall, or if the issue persists even after upgrading to the latest build,

contact support.
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7. Unable to connect with the Azure AD server due to trust failure.

Issue: A firewall could be restricting ADAudit Plus from connecting with the Azure AD server.

Solution: If you are using a firewall to secure your network, kindly ensure that the domains listed

below are added to the exemption list.

https://login.microsoftonline.com
https://outlook.office365.com
https://graph.windows.net
https://graph.microsoft.com

https:/manage.office.com

If you do not use a firewall or if the issue persists even after upgrading to the latest build,

contact support.

8. Certificate update in progress. Restart ADAudit Plus service

Issue: The updated Azure certificate is missing from the ADAudit Plus trust store.

Solution: Restart the ADAudit Plus service to reflect the already updated certificate in the
ADAudit Plus trust store.

Note: The required certificate will be automatically updated to the ADAudit Plus trust store.

9. The sign-in logons require Azure AD premium license

Issue: Details of sign-ins can be obtained only if the tenant has an Azure Active Directory

P1 or P2 license.

Solution: Upgrade your Azure license. For more details here.

10. Insufficient privileges when auditing via Office 365

Issue: The application configured for 0365 API does not have the necessary privileges required

to audit the cloud directory.

Solution: Grant the minimum required permissions for application created to audit Azure AD

using the steps listed on this page.
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11. The configured proxy server is unreachable

Issue: The configured proxy server is not running.

Solution: Check the proxy server's running status. If it's running, configure it in ADAudit Plus'

proxy setting.

If the issue persists contact support.

12. Network unreachable

Issue: The server that ADAudit Plus is installed on can’'t connect to the internet.

Solution: Check the server’s internet connection and provide internet connectivity if you

haven't done so already.

Note: The required certificate will be automatically updated to the ADAudit Plus trust store.

13. Unauthenticated proxy server configured

Issue: Although an authenticated proxy server is available, an unauthenticated setup is

configured in the ADAudit Plus console.

Solution: Configure the right username and password on the ADAudit Plus proxy setting page,

using these steps:

¢ In ADAudit Plus web console, go to Admin > Connection > Proxy.
® Check the Proxy Server Settings checkbox.
® Type in the proxy server details.

® Click Save.

14. Spike in Azure AD event requests

Issue: There is a sudden spike in the number of requests to Azure AD.

Solution: The issue will be fixed automatically when you upgrade to build 7080 or above.

Find the service pack to upgrade to build 7080 on this page.

15. The event collection is taking too long

Issue: The event fetch has been running for a long time.

Solution: Click run-now. If it keeps throwing the same error, contact support.
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16. Insufficient privileges to carry out risk detection
Issue: The Azure AD premium license does not have the required privileges to analyze risky

sign-in activities.

Solution: Find the minimum required permissions for application created to populate information

about risky sign-in action in Azure AD using the steps listed on this page.

17. No data available
Issue: Data unavailable for the reports under Azure AD
Solution: This issue could stem from multiple factors. One of which is insufficient privileges, i.e.,

the account used to logon to ADAudit Plus does not have necessary privileges to audit Azure. In

such cases, there will be an in-product notification as shown in the screenshot below.
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To resolve this, check if the account you have used to logon has privileges to view Cloud Director
reports using the steps below:
e Open ADAudit Plus web console.
® Go to Admin > Technicians.
e Click the Modify icon under the Action column next to the name of the user account you
have used to logon.

e Check Cloud Directory under Delegate Role to list.

Y
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Now verify if you can view the Azure AD reports by logging on using that user account.
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If you have the necessary privileges and are still not able to populate any reports under the

Cloud Directory, contact support.

About ADAudit Plus

ManageEngine ADAudit Plus is an IT security and compliance solution. With over 200 event-specific reports and

real-time email alerts, it provides in-depth knowledge about changes effected to both the content and configuration of
Active Directory, Azure AD and Windows servers. Additionally it also provides thorough access intelligence for

workstations and file servers (including NetApp and EMC).

To learn more about how ADAudit Plus can help you with all your Active Directory auditing needs, please visit:
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