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Overview of Huawei OceanStor auditing

ManageEngine ADAudit Plus is a UBA-driven change auditor that reports on and analyzes user activity across
Active Directory, Windows servers, file storage systems, and workstations. For Huawei OceanStor storage

systems, it can:

(¥ Audit file activities with details on who did what, in which file, when, and where.
() Provide a user-friendly interface and detailed reports for analyzing file access attempts.

(v) Detect abnormal user activities, such as an atypical volume of file changes or file modifications at
unusual times.

(v) Trigger instant alerts when anomalous file activities are detected and execute automated scripts to
protect data stores.

(¥) Deliver out-of-the-box compliance audit reports for regulations such as HIPAA, SOX, the GDPR, the
PCI DSS, ISO/IEC 27001, FISMA, and the GLBA.

Supported platforms Supported log format Audited events

Huawei OceanStor V5 series XML Success events: Create, read, write, delete,
rename, move, permission change, and
owner change

Failure event: Read deny

Huawei OceanStor 9000 V5 LOG Success events: Create, read, write, delete,
rename, and move

Huawei OceanStor Dorado All-Flash XML Success events: Create, read, write, delete,
Storage and OceanStor Hybrid Flash rename, move, permission change, and
Storage owner change

This guide provides the steps to configure change auditing for your Huawei OceanStor storage systems

using ADAudit Plus.
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Huawei OceanStor V5 series
Minimum privileges required

For OceanStor V5 series (system vStore O or default vStore), provide the necessary privileges to the user
configured in the Domain Settings of ADAudit Plus (in the top-right corner of the console and referred to
below as the Domain Settings user), or create a dedicated ADAudit Plus Huawei user account and provide it

with the privileges below.

e For OceanStor V5 series (system vStore O or default vStore)

1. In OceanStor DeviceManager, configure the domain authentication server to provide the domain

users with management permission.

$¥ | OceanStor DeviceManager - ns: Q) Ciitical 0 €) Major9 @) Waming49 [@EFX] B @®. | ¢ eSenice
s Properties " ]
5610V5_CERT > Settings > Permission Settings ?
You can add a maximum of 4 mutual backup IP addresses
User Management ¢ After a domain authentication serveris confi P Address v ns of domain authentication server 0 to log in.
Security Policies Domain Authentical User Directory Graup Directory v ﬁ
0 linistrator,C. CN=Users DC=WIN - e

Role Management

Domain Authentication Server Settings > 2 El
3 1Entries, 0 Selected Syst
Authorized IP Addresses o et
CAS Sener Sattings Port 380 (110 65535) @
Windows AD domain server ~ Ioveking
LoAP - = oo
(=5
4 Entries, 1 Selected Security risks arise ifthe protocol is setto LDAP. You are
advised to selectthe LDAPS protocol. vStore
Properties Refresh
* Base DN DC=WIN2012R2AD,DC=com
You can add a maximum of 4 mutual backup IP' @
*Bing - CN=Users DC=V
P Adress Bind DN, CN=Administrator,CN=Users DC=WIN2012R2AD . e
100.115.9.104 * Bind Password
* Confirm Bind Password
* User Directon CN=Users,DC=WIN2012R2AD DC=com e
Group Directory
Advanced Setiings
Test Restore Default Settings o
~

2. Join the File Storage Service to the AD domain by providing the necessary details under

Domain Authentication.
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§_‘§: | OceansStor DeviceManager

5610VE_CERT

Block Storage Semice
File Storage Service

MNFS Senice

CIFS Service

FTP Service

HTTP Service

DMS Service

DMS-based Load Balancing
Domain Authentication
MNOMP Settings

Value-added Serice Settings

3. Provide the ADAudit Plus user account with administrator-level privileges.

fﬁ | OceanStor DeviceManager
5610V5_CERT > Settings > Permission Settings

User Management

Security Policies

Usemame

Role Management

Domain Authentication Server Settings

Authorized IP Addresses

CAS Senver Settings

Settings > Storage Settings

AD Domain Settings

Active Directory (AD) is a directory service for Windows Standard Server, Windows Enterprise Server,
use the information.How do | configure an AD

* Domain Administrator Username:

* Password:

Full Domain Name:

Organization Unit:

System Mame:

Overwrite System Name:

Domain Status:

Currentuser. admin(Super administrator)

Level
Super administrator
Administrator

Administrator

Administrator

Administrator

0 Alphanumeric characters are recommended.

Joined domain

- For optimal senvice system reliability and service data security, create users and allocate proper permissions ta them to control their operations.

o) v Marms: () Critical 0

Type Online/Offline Password Status
Local user Online Normal
LDAP user Offline Nermal
LDAP user Offline Normal
LDAP user Online Normal
LDAP user Online Normal

4. Provide the user with permission to access shares.

Major 9

Usemame

and Windows Data

[ AL

Role

Super administrator
Administrator
Administratar
Administrator

Administrator
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#¥% | OceanStor DeviceManager

5610V5_CERT > Provisioning > User Authentication

Local Authentication User Local Authentication User Group User Mapping
Create  Delete  Properties Refresh

Name

default_group
Administrators
Antivirus Group
Backup Operators

Users

n hd § Entries, 1 Selected

Local Authentication User Domain User Domain User Group
Add ove Refresh
Name

@) v Alarms: () Crifical 0

Hajor 9

Warning

[

Name Enterake
Description
Wembers have no privileges
Wembers have administrative privileges,
Members have administrative privileges only when the antivirus switch is on and an antivirus server is set

Wembers can back up files and directories, bypass traverse checking, and restore files and directories.

Search

Wempers have no privileges. When vStore joins a domain, the Domain Users group is added to this group. When leaves the Do

Name Enter a ke

5. Provide the user with permission to read the share paths of the target shares and the audit log.

f;_'& | OceanStor DeviceManager

5610V5_CERT > Provisioning » Share

NFS (Linux/UNIX/IMAC) CIFS (Windh

FTP

MAC)

‘3" Currently, the CIFS share service is Ena

Create Delete Properties Refresh
B| | Share Name

c§

testS610v5
+| auditlog5810v5

test1

0406test

5610v5-vst)

11 -

6 Entries, 1 Selected

r Groups Accessible IP Address/Address Segment
Add Remaove Properties
|| Name
7

CIFS Homedir

You can click Parameter Seffings to maodify the settings.

Share Path
l
ftest5810vS!

lauditlog561

) v Alarms: () Critical

Description

oS!

[FileSystem0047771/

Infs5610v5/

JFileSystem0047771/

File Name Extension F

Type

AD domain user

iltering Rule

Permission Level

Read-only

Search
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e For OceanStor V5 series vStores

1. In OceanStor DeviceManager, give the ADAudit Plus user account administrator-level privileges and
provide management permission.

E“_f | OceanStor DeviceManager o) ~ Alams: () Criical 0 Major g Waming 49 [
5610V5_CERT > vStore » vStore004
Provisioning o For optimal service system reliability and service data security, create users and allocate proper permissions to them to control their operations.

Data Protection Username

Username Role Level Type Online/Offline Password Status
File Storage Senice

vStore administrator Administrator LDAP user Offline Normal
Antivirus

Permission Settings

User Management

Domain Authentication Mode

2. Ensure that the Domain Authentication Mode is set to vStore.

;\_‘g | OceanStor DeviceManager
5610V5_CERT > vStore > vStore(004

Provisioning - Select a domain authentication mode.

Data Protection Authentication Mode: (®) vStore () System
File Storage Senice
Antivirus
Permission Settings
User Management

Jomain Authentication Mode

3. Join the File Storage Service to the AD domain by providing the necessary details under
Domain Authentication.
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5610W5_CERT > vStore » vStore(04

Provisioning
AD Domain Settings

Data Protection Active Directory (AD) is a directory senvice for Windows Standard Server, Windows Enterprise Server, and Windaov

and use the information. How do | configure an AD domain?

File Storage Senice . o o
* Domain Administrator Username:  administrator

MFS Sernvice * Pagssword: sassssassasEREES
CIFS Senvice * Full Domain Name: WINZ012R2AD.com Test
DNS Senvice Organization Unit:

DM5-based Load Balancing

* System Name:

5610v5_vstore4

@ Alphanumeric characters are recommended.

Enable 9

Exited domain

Domain Authentication

Overwrite System Mame:
MOMP Settings
Domain Status:

Credential Management
Join Domain Exit Domain
Antivirus

4. Add the user to the Administrators group and provide the user with permission to access

the target shares.

§_’§ | OceanStor DeviceManager

) v mlarms: () Critical 0

5610V5_CERT > vStore > vStore004

Pravisioning Local Authentication User Local Authentication User Group User Mapping
LUMN Create Delete Properties Refresh r
File System Name Description
default_group Members have no privileges.
Share

Administrators Members have administrative privileges

User Authentication

AntivirusGroup Members have administrative privileges only when the antivirus ¢

Port Backup Operators Members can back up files and directories, bypass traverse cher
Application Users Members have no privileges. When vStore joins a domain, the D
Mapping View n A 5 Entries, 1 Selected
Host
Local Authentication User Domain User Domain User Group
SmartMigration
i Add Remove Refresh r
Data Protection
Name ID

File Storage Senice
Antivirus

Permission Settings

5. Provide the user with permission to read the share paths of the target shares and the audit log.
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Configuration prerequisites

The settings below need to be configured prior to adding your OceanStor V5 series storage systems in

ADAudit Plus.

1. In OceanStor DeviceManager, create a dedicated ADAudit Plus Huawei user account and provide it with

the required minimum privileges according to the steps in this section.

2. Ensure that the OceanStor storage device's name resolves to an IP that serves as both the

management and service IP.

3. Ensure that a logical port—that is not dedicated to a vStore—is set up for accessing the REST API.

) v Aaims; (@) Criical0) (@ lisjord. @ Wainingds [WERX] B @, | esenice

2

G
Name. Keyword Search) | ‘

| Running Status | Status & = = TmicDNS | DataProtocol || Managejccess... | vstoreName: ¥ Home
7| Logical Port Properties: 129.115.56.1 x [ W = e
o WE! = &
e — e WEB*RESTAPI  5610V5LuStore001 El
#IP Address Type: (® IPv4 Address O IPv6 Address. System)

* IPvé Address: | ——
— 2 |

* Subnet blask:

1Pv4 Gateway: [ |

Status: Activated

——

* Home Port GTEOAION2PO (Browse )
Failover Graup: Systen-defined (erowse )
IP Address Failover: [A Enable

Failback blode: Automatic ~ J

Role: Hanagement+Service

Dynamic DNS: [ Enable @
Listen DNS Query Request: [[] Enable @
DNS Zone: [ ] Coear )
Data Protocol: NFS+CIFS
Ianage Access Mode: WEB+REST APl
vtore Name: =
ok ) awoy ) (canca ) (_Hew )

Enabling auditing
Follow the steps below to configure auditing in your target OceanStor V5 series vStores.

1. To view the ACL values before and after permission change and owner change events, log on to the
ADAudit Plus web console, go to Admin > Configuration > Alert/Report Settings, and enable Show

detailed permission changes for NAS devices.

2. Open OceanStor DeviceManager and enable auditing under Settings > Storage Settings >

Directory Log Settings > File Directory Operation Log. Select the events you wish to audit.
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§% | Oceanstor DeviceManager

W v Alarms: Q) Crilical 0 ) Majors (1) Warning 1 @ Informational 1 [@#FX] B @,

© Cluster10GE > Settings > Storage Settings 2.
File Storage Service &' Settne operation log parameters of clients accessing shared directories.
CIFS Senice File Directory Operation Log ﬁ\
FTP Senice Record Type: Create (/] Delete Read [ Wiite Rename Home
HTTP Senice rlegssabatn: | (N (erowse... )
Domain Authentication To ensure thatthe report server can odtain log fles, do not manually modify the UNIX permission on the path. You are not advised to configure the quota for this path. El
An empy directory is recommended for saving logs. Do ot create, delete, or write data in the directory. System
Directory Log Settings | b
Log Space Capaciy: 500 |[c8 |+ | 2soce-378)
NDMP Setiings s @
When exceeds the sp , log fles are Q)
Value-added Service Settings Provisioning
Data Protection
Support
(save )(Cancel)
2021:03-014

3. Set the audit log location and purge settings. Set the logs to purge after seven days.

§% | Oceanstor DeviceManager

) v Mams: () Critical 0 @) Majord () Waning48 [@+X] B @, | & esenice

© 5610V5_CERT > Settings > Monitor Settings

Parameter Settings
Dump Settings

Audit Log Settings >

?

" Setthe auditlog type, file size, retention file quantty, and storage file system. To save storage space, you can y
NAS protocol
Senvice Name: NAS

Single Log Size (MB): 100 (1010 100)

Storage File System: | auditogss10vs

Automatically Delete: Enable

threshold of the audit
system, audit logs may fail to be recorded and services may be interrupted.

@ Available Capacity (GB) [s < (510100)
O Relention Period (day) | <] (110 1200)
© Number of Saved Logs (Unit: 1000) | < | (1101000)

Automatically Interrupt NAS Senvice: [7] Enable
Interrupts the NAS senice if auditlog recording is abnormal

XL Version: 012 @20
Record Log: Enabled ( Disavle | ( Pause |
Manually Delete Audit Log

StatandEndTime: | 2021-03-01 B to | 2021-03-01

| [] Delete XL logs only ( Delete |

Save Cancel )

capacily of the auditlog file system. Ifthe capacity specified by this parameter s greater than the capacily of the audit log file

generated within a

6

Home

g

System

@

Provisioning

00
[mh]
vStore

Data Protection

Monitor

<

Seftings

©)

Support

2021:03:0118:36Mon Useradmin|(Stiperadministrator)
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4. Tofilter out event noise and reduce the time it takes to generate logs, disable logon and logoff events
in OceanStor V5 series by executing the commands below via SSH:
(For vStores only)
CLI command admin:/>change vstore view name=vStore004

CLI command admin:/>change service cifs logon_audit_disable=yes

Huawei OceanStor 9000 V5

Minimum privileges required

For OceanStor 9000 V5 storage systems, provide the necessary privileges to the user configured in the
Domain Settings of ADAudit Plus (in the top-right corner of the console and referred to below as the Domain
Settings user), or create a dedicated ADAudit Plus Huawei user account and provide it with the privileges

below.

1. Join the File Storage Service to the AD domain by providing the necessary details under

Domain Authentication.

® ClusterlOGE > Settings > Storage Settings

File Storage Semice

AD Domain Settings

CIFS Sernvice Active Directory (AD) is a directory service for Windows Standard Server, Windows Enterprise Server, and Windows Datacenter Server.
and use the information.How do | configure an AD domain?
FTF Semvice
* Domain Administrator Username:
HTTP Senice
* Password:
Domain Authentication
Full Domain Name: Test

Directory Log Settings
Organization Unit:
MNDMP Settings
System Mame:
Value-added Service Settings
Overwrite System Name: @

Domain Status: Joined domain

2. Provide the Domain Settings user with permission to access the target shares.
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3“_& | OceanStor DeviceManager ) v Narms: ) Critical 0 Major 8 Waming 0 @ Informational 1 [ &

® Cluster10GE > Py g > User A
Local Authentication User Local Authentication User Group User Mapping

Create ~ Delete  Properties Refresh Mame Search

Name Description

222222

Administrators

M - 9 Entries, 1 Selected

Local Authentication User Domain User

Add Remove Refresh Name Search

Name D

3. Provide the Domain Settings user with permission to read the share paths of the target shares

and the audit log.

3‘_‘5 | OceanStor DeviceManager ) v Aarms: () Critical 0 Major 8 Warning 0 (@ Informational 1 [ &k
® Clusterl0GE > Provisioning > Share 2

NFS (Linux/UNDYMAC) CIFS (Windows/MAC FTP

& Currenty, the CIFS share senice is Enablec. You can dick Parameter Sefings to modify the settings

Create Delete Properties Wadify QoS Configuration Refresh Share Name ~ |audit Search
H| | Share Name Share Path Description ¥
ADAuditTest IAuditTest

/| Auditogg000V5 IAudit_ag9000V5

1M - 2 Entries, 1 Selected

Users/User Groups

Add Remove Properties Name Search
|| Name Type Permission Level ¥

| win2012r2ad0\administrater AD domain user Read-only

Configuration prerequisites

The settings below need to be configured prior to adding your OceanStor 9000 V5 storage
systems in ADAudit Plus.

1. Create a dedicated ADAudit Plus Huawei user account and provide it with the required minimum

privileges according to the steps in this section.
2. Ensure that the OceanStor storage device's name resolves to an IP that serves as the management IP.

3. Ensure that a logical port—that is not dedicated to a vStore—is set up for accessing the REST API.
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Logical Port Properties: 129.115.56.1

* Name: (—

1P Address Type: @® IPva Address O IPV6 Address

* IPvé Address: (e
* Subnet Mask: —

{Pvd Gateway: ( ]

Status: Activated

* Home Poit CTEOAION2P (Browse )
Failover Group: System-defined (Browse )
1P Address Failover: [ Enavle
Failback Hode: [rwomare [~
Role: ManagementeSevice
Dynantic DNS: [ Enable @

Listen DNS Query Request: [ ] Enable @

DNS Zone: [ ] Cctear

Data Protocol: NFS+CIFS
lanage Access bode:  WEB+REST API
vStore Name: -

ok ) ooy ) (cancel ) (hew )

Enabling auditing
Follow the steps below to configure auditing in your target OceanStor 9000 V5 storage devices.

1. To view the ACL values before and after permission change and owner change events, log on to the
ADAudit Plus web console, go to Admin > Configuration > Alert/Report Settings, and enable Show

detailed permission changes for NAS devices.

4 Download Now  License #% Jobs 7

ADAudit Plus )

Dashboard Reports. File Audit Server Audit Analytics Alerts Configuration Support Search... {3 Domain Settings
Adminiscration ~  Alert/Report Settings
Alert Me
Domain Settings Product Server Name:  admandemo admanagerplusco v @
Technicians
show Deleted Objects @ @
Logen Settings
Scnedule Reports Export Chart Option: Disabled @
Custom Reports Show granular details in the exported User Work Hours @ @
Disk space analysis Report:
Exclude User Accounts Show Auditpolicy alert @ @
Business Hours
Shaw Privileged Domain User Alert @ @
Audit policy status
Configuration - Snow Object Level Audit Alert @ @
Alerts/Reports Show detailed permission changes for NAS devices @ el @

Archive Events
Save changes [IeLGE)
Restore Archived Events
Search Archived Events
Import Evt/Evtx Logs
SIEM Integration
I Alert/Report Settings
Agent Settings
General Settings -
Personalize
Connection
ADAP Server
Privacy Settings
Server Settings
Jump To

Rebranding
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2. Open OceanStor DeviceManager and enable auditing under Settings > Storage Settings >

Directory Log Settings > File Directory Operation Log. Select the events you wish to audit.

$% | Oceanstor DeviceManager W v Nams: Q) Critical 0 @) hiajor8 () Waming 1 @ Informational 1 [@#FX] B @,
© Cluster10GE > Seftings > Storage Settings &
File Storage Senice “G- Setthe operation log parameters of clients accessing shared directories.
CIFS Senice File Directory Operation Log o
FTP Senice Record Type [ACreate [ Delete [JRead [/ Wite []Rename Home
HTTP Senvice sitegseian: (e ( Browse...
Domain Authentication To ensure that the report server can obtain log fles, do not manually modify the UNIX permission on the path. You are not advised to configure the quota for this path. El
An empty directory is recommended for saving logs. Do not create, delete, or write data in the directory. System
Directory Log Setings A [ " i
Log Space Capacity | 59 (e~ 1 (250GB~3T8)
NOMP Setiings = ) @
When the used log space exceeds the specified value, log fles are eleted cyciically )
Value-added Senice Settings Provisioning

v

Data Protection

Alarms
Settings
Support
save )( cancel
§'g, | OceanStor DeviceManager ) v Nams: () Critical 0 () Major 4 Waming 48 [EHFX] B @. & eSenice
5610V5_CERT > Settings > Monitor Settings ?
Parameter Settings ' Setthe audilog type, fle size, retention file quantiy, and storage fle system. To save storage space, you can
Dump Setings NAS protocol o
Senice Name: NAS s
Audit Log Settings > -
Single Log Size (1B): 100 (1010 100)
Storage File System: auditog8610v5 EI
Automatically Delete [ Enadle System
c based on the capacity of the auditlog ile System. Ifthe capacity Specified by this parameler is greater than the capacity ofthe auditlog file
system, audit fail senices p
b @
@ Al i 5
(@ Available Capacity (GB) (510 100) Provisioning
© Retention Period (day) (110 1200)
o0
© Number of Saved Logs (Unit: 1000) (110 1000) =D
vstore

Automatically Interrupt NAS Senvice: [7] Enable
Interrupts the NAS senvice f auditlog recording is abnormal.

XL Version: 012 ®20
Data Protection
Record Log: Enabled | Disable ) [ Pause
Wanually Delete Audit Log
- Monitor
StatandEnd Time: | 2021-03-01 £ 1o [2021:03-01 £ [] Delete XtiL logs only | Delete
Settings
Support
save ) (_Cancel

4. Tofilter out event noise and reduce the time it takes to generate logs, disable logon and logoff events
in OceanStor 9000 V5 by executing the commands below via SSH:
(For vStores only)
CLI command admin:/>change vstore view name=vStore004

CLI command admin:/>change service cifs logon_audit_disable=yes
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Huawei OceanStor Dorado All-Flash
Storage and OceanStor Hybrid Flash Storage

Minimum privileges required

For OceanStor Dorado All-Flash Storage and OceanStor Hybrid Flash Storage, provide the necessary
privileges to the user configured in the Domain Settings of ADAudit Plus (in the top-right corner of the
console and referred to below as the Domain Settings user), or create a dedicated ADAudit Plus Huawei user

account and provide it with the privileges below.

1. Provide the user with read-only access to the share where the audit logs are located. To check that the
Domain Settings user has this access in OceanStor DeviceManager, go to Services > File Service >

File Systems, select the share with the audit logs, and view the permissions to the audit log share path.

File Systems @  vStore | Allvst

m Create From Prot¢

TESTAuditLog @ TESTAuditLog ©

Summary | Shares Basic Information
O | wQi| Ownin. Capa Share Name TESTAuditLog Owning vStore test_Vsto
NFS Shares C . .
e Share Path [TESTAuditLog/ Homedir No

yydat..  Syste..

To view CIFS Homedir shat MNotify Enabled Continuously Available Enabled

s Syste... n SMB3 Encryption  Disabled Unencrypted Client Access  Disabled
ABE Disabled Show Snapshot Enabled
il |
| SHAR.. Share.. 2001 Share Name Q) 47 Description
I TESTAuditLog
ICAPO...  ICAP 2004 Permissions File Name Extension Filtering Rules
0 | CIFS shares are accessible only to users or user groups in the permission list
ICAP-Q  ICAP 2001
— m |
MEtest  ME 100]
User or User Group O Type Permission Y
— . =)
1 Testfi.  test V.. B [l Everyone Local Windows authenti..  Read-only
TESTA.. testV.. ;‘: [l win2012r2adO\testvstore... ~ AD domain user Read-only
Total: 1, Selected: 1
jkrtest ME ! ch Only show shares of th
Total: 42, Selected: 1 n

2. Ensure that the Domain Settings user has read-only access to the shares you want to audit

with ADAudit Plus.
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Configuration prerequisites

The settings below need to be configured prior to adding your OceanStor Dorado All-Flash Storage and

OceanStor Hybrid Flash Storage systems in ADAudit Plus.

1. Create a dedicated ADAudit Plus Huawei user account and provide it with the required minimum

privileges according to the steps in this section.

2. Ensure that the OceanStor storage device's name resolves to an IP that serves as both the management
and service IP. However, if you already have an IP that serves only as the service IP, you can still

proceed with it.

3. Ensure that a logical IP—that is dedicated to a vStore—is set up for accessing the REST API.

If you have not created a management IP, you can skip this step and proceed.

Enabling auditing

Follow the steps below to configure auditing in your target OceanStor Dorado All-Flash Storage and

OceanStor Hybrid Flash Storage devices.

1. If you have set up the management IP, configure an administrator account to access the REST API.
i. In OceanStor DeviceManager, go to Services > vStore Service > vStores and select the vStore that
you want to audit.
Go to User Management > Create and add an LDAP user.
2. Configure audit log settings.
Go to Settings > File Service > Audit Log and select the vStore from the drop-down.
i. Select xml as the Output Format.
ii. Input your desired log file size in megabytes in the Single Log File (MB)field. By default,
this will be set to TOOMB.

Audit Log vStore | test Vstorel -

Audit Log
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3. Configure auditing options for the domain.
Go to Services > File Service > File Systems.
i. Select the vStore and file system you want to audit.

In the top-right corner, click More and select Modify.

ii. Enable auditing and select the file system operations you want to audit.

Audit Log ltems

Select the file system operations to be recorded:

Create Read

Delete Rename

Write List folders
Open Obtain properties
Close Set properties

Obtain security properties
Set security properties
Obtain extension properties

Set extension properties
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Adding Huawei OceanStor systems
in ADAudit Plus

To add a Huawei OceanStor storage system to the ADAudit Plus console, follow the steps below.

1. Log on to the ADAudit Plus web console.

2. Goto File Audit > Configured Server(s) > Huawei OceanStor.

3. Click + Add Server in the top-right corner. This will open the Add File Servers pop-up.

4. Select the storage system you wish to audit with ADAudit Plus. In case the server has a different
AD join name and vStore name, the former will be displayed in the pop-up. Here, for an
OceanStor V5 series system, always select the storage system vStoreO for all the vStores.

5. Click Next.

Add File Servers

@ seieceserver 2 selectUser 3 selectvstore(s) 4 selectsharels)

NAME CANONICAL NAME

53005 'WIN2012R2AD.com/Computers/5300V5

5300V5_VSTORE 'WIN2012R2AD. com/Computers/5300V5_VSTORE

5610V5 'WIN2012R2AD. com/Computers/S610V5

5610V5_VSTORE! 'WIN2012R2AD.com/Computers/5610V5_VSTORET

90005 'WIN2012R2AD.com/Computers/9000V5

VSTOREQOT 'WIN2012R2AD. com/Computers/VSTORE0D1
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Troubleshooting tip

If the storage system you wish to audit is not listed in the Add File Servers pop-up, check that it is
connected to the target domain. If it is, refresh the computer objects for that domain by following
the steps below.

® Inthe ADAudit Plus console, go to Domain Settings in the top-right corner.

® From the domain drop-down, select Update Domain Objects to open the corresponding pop-up.

e Select Computers from the list and click Save.


https://www.manageengine.com/products/active-directory-audit/index1.html?source=huawei-guide

ManageEngin@
ADAudit Plus

i ADAudit Plus )

Dashboard Reports Azure AD File Audit Server Audit Analytics Alerts

Configured Domain(s)

adaudit.com~ adapdevelopers.com

~o Modify credentials

lers | Managed Domain Computers
O Update Domain Objects
@ Delete domain
4+ Attach AzureADDS Domain
ACTIONS DOMAIN CONTROLLER NAME =

EVENT FETCH INTERVAL

[CNO] B & adaudit-dc2.adauditcom Reallime »

P@ER § adaudit-del.adaudit.com RealTime

6. Now, provide the following details.

Configuration

Admin Support

TIMESTAMP OF LAST EVENT

Dec 05,2022 12:44:28 PM

Dec 05,2022 12:39:33 PM

LAST EVENT READ TIME

Dec 05,2022 12:44:29 PM

Dec 05,2022 12:39:38 PM

i. Provide the Version of the target OceanStor system: V5 Series, 9000 V5, or V6.

License > Jobs
Search £} Domain Settings
[+ soeron 18
(I

Audit Policy :Successfully Configured ‘

1-20f2 25+ Y Filter
STATUS

Listening for events
Listening for events

1-20f2 254

+ Add Domain Controller

ii. If you are using a dedicated ADAudit Plus Huawei user account, provide the UserName and Password.

If you are using a domain user account, ADAudit Plus will automatically use those credentials, and

you can move to the next step.

iii. Provide the Scope of the provided user.

Add File Servers

@ seeceserver @ seiectuser

3 SelectVstore(s)

Version : V5 Series
UserName :
Password :

Scope: Domain User

*This can be left blank, if user configured for the domain hos to be used

4 select Share(s)

5 Select Audit Log Path
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Troubleshooting tip

If you encounter an error while adding the ADAudit Plus Huawei user's credentials, check that the

user has the required minimum privileges.

7. Select the target vStore and click Next. For OceanStor 9000 V5, this step is not required.

Troubleshooting tip

If no vStores are listed, or if only the system or default vStores are listed, check that the

ADAudit Plus Huawei user has the required minimum privileges. If the issue persists after the

privileges have been assigned correctly, contact the support team at support@adauditplus.com

for further assistance.

8. Select the shares you want to audit in the chosen vStore and click Next.

Add File Servers

@ setectserver @ setectuser

9 Select VStore(S) ° Select Share(s) 5 Select Audit Log Path

-/J

NAME

]

W\5610V5\auditlog5610vs

)

W5610V5\testl

K

\5610V5\est5610v5.

130f3 25+ &

LOCAL PATH
C:\auditlog5610vs\
C:\FileSystem0047771\

Ci\test5610v5\
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9. Provide the Universal Naming Convention (UNC) path of the audit log's location. For OceanStor V5 series,
the UNC path is discovered automatically. For OceanStor 9000 V5 and in cases where the path is not

detected automatically, input the UNC path manually. Click OK.

Add File Servers

o Select Server e Select User e Select Vstore(s) o Select Share(s) ° Select Audit Log Path

Log file location(UNC path): W\5610v5\ I

10. Your target OceanStor storage system will be added to the web console, and ADAudit Plus will

begin reporting on access to the target shares.
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Exclude configuration

Files/folders can be excluded based on File/folder local path, file type, process name, and user name

by using the Exclude Configuration setting.

Log in to ADAudit Plus' web console — Go to the File Audit tab, navigate to the left pane, click on
Configuration and then on Exclude Configuration — Choose to exclude by File/Folder local path,

File Type, Process Name, or Users — Click on'+', and configure the necessary settings.

Jumpto License M' Jobs ? o -

ADAudit Plus ) Home Reports File Audit Server Audit Analytics Alerts Configuration Admin Support Q Search..  {¥ Domain Settings

@ Search Reports [Ctrl+Space] File Audit Reports v Share Based Reports v Favourite Reports v N NetApp 2 emc By Windows File Server Fo Windows File Cluster
AR 8 Exclude Configuration

File Audit Reports » - : 2 f ting

Server Based Reports »

File/Folder File Types Process Users

User Based Reports »

Share Based Reports » Search File/Folder or “Qsselected File/F : o +
Profile Based Reports »

*
Favourite Reports » = ‘ thumbs.db
S
Configuration v

] xx
File Audit Report Profiles ‘

Advanced Configurations

I Exclude Configuration

Example scenarios, to exclude by File/Folder local path:

To exclude a folder and all of its

DRiscs subfolders and files

Share configured Share path Local path
\\SERVER_NAME\share_name C:\sharefolder

Path of folder that is to be excluded C:\sharefolder\excludefolder

File/Folder or Regex Patterns File/Folder Patterns

Syntax e C:\sharefolder\excludefolder

e C:\sharefolder\excludefolder\*

What will get excluded e C:\sharefolder\excludefolder
e C:\sharefolder\excludefolder\folder
e C:\sharefolder\excludefolder\files.txt
e C:\sharefolder\excludefolder\folder\files.txt

What won't get excluded —
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Objective

Share and folder path

Path of folder that is to be excluded

File/Folder or Regex Patterns

Syntax

What will get excluded

What won't get excluded

Objective

Share and folder path

Path of folder that is to be excluded

File/Folder or Regex Patterns

Syntax

What will get excluded

What won't get excluded
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To exclude "AppData" folder for every user profile

\\SERVER_NAME\Users C:\Users

C:\Users\userl\AppData

Regex Patterns

C:\\Users\\["\\]*\\AppData

e C:\Users\userl\AppData
e C:\Users\user2\AppData
e C:\Users\userl\AppData\subfolder
e C:\Users\user2\AppData\subfolder

e C:\Users\userl\subfolder\AppData
e C:\Users\user2\subfolder\AppData

To exclude files from a specific folder but

audit all subfolders and its contents

\\SERVER_NAME\share_name C:\sharefolder

C:\sharefolder\excludefolder

Regex Patterns

~C:\\sharefolder\\excludefolder\\[*\\]*\.[*\\]*$

o C:\sharefolder\excludefolder\file.txt
e C:\sharefolder\excludefolder\folder.withDot

e C:\sharefolder\excludefolder

e C:\sharefolder\excludefolder\folderWithoutDot

e C:\sharefolder\excludefolder\folderWithoutDot\subfolder
e C:\sharefolder\excludefolder\folderWithoutDot\testfile.txt
e C:\sharefolder\excludefolder\folder.withDot\subfolder

e C:\sharefolder\excludefolder\folder.withDot\testfile.txt
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Troubleshooting

Below are some common issues faced in Huawei OceanStor storage system auditing using ADAudit Plus

and the steps to resolve them.

e The target storage system is not listed in the Add File Servers pop-up
Ensure that the target storage system is connected to the domain. If it is, refresh the computer objects
for that domain by following the steps below.
1. In the ADAudit Plus console, go to Domain Settings in the top-right corner.
2. From the domain drop-down, select Update Domain Objects to open the corresponding pop-up.
3. Select Computers from the list and click Save.

* Shares are not discovered

1. Run the command below with the Domain Settings user's account:
runas /user:domain/user /savecred mmc

2. Add the target share as a snap-in by following the steps below.
Run mmc.exe.
Go to File > Add/Remove Snap-in > Shared Folders.
Connect to your target server, select the target share, and save the snap-in.

3. Check that the share is accessible. If not, check OceanStor DeviceManager to ensure that the Domain
Settings user is added to Authentication Users and has access to the target share. Refer to this Huawei
support guide for more information.

e Any error message appears when the ADAudit Plus Huawei user's credentials are provided in the console
If you encounter an error while adding the ADAudit Plus Huawei user's credentials, check that the user has
been provided with the required minimum privileges.

o Issues occur in displaying the vStores
1. If no vStores are listed, or if only the system or default vStores are listed, check that the ADAudit
Plus Huawei user has been provided the required minimum privileges.
2. If the issue persists after the privileges have been assigned correctly, contact the support team at
support@adauditplus.com for further assistance.

* Issues occur in displaying the shares in the selected storage system
1. If the shares you wish to audit are not listed, check that the Domain Settings user has been provided
with the required minimum privileges.
2. If the issue persists after the privileges have been assigned correctly, contact the support team at
support@adauditplus.com for further assistance.

* Certificate exceptions occur
If a certificate exception error message is displayed, import the certificate file from OceanStor to the
Java KeyStore using a keytool. The KeyStore can be found at <installation_directory>\jre (e.g., C:\Program
Files (x86)\ManageEngine\ADAudit Plus\jre).
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ManageEngine ADAudit Plus is a real-time change auditing and user behavior analytics solution that helps

keep your Active Directory, Azure AD, Windows servers, and workstations secure and compliant.
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