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This document is the one-stop solution to all your permissions-related questions and lists all the necessary

privileges and permissions for reporting, monitoring, and auditing your Exchange Server, Exchange

Online tenant, and Skype for Business Server.

2. List of permissions required to perform specific tasks in

Exchange Reporter Plus

Exchange Server Tasks

Essential Data Gathering - Thisisa
mandatory task to conduct other
tasks

Exchange Server Distribution List
Membership

Exchange Server Mailbox Account
Properties

Exchange Server Public Folder
Properties

Exchange Server Traffic Logs

Exchange Server OWA Logs
Failed OWA Logs

Exchange Server Mailbox Permission

Exchange Server Distribution Group
Permission

www.exchangereporterplus.com

Required privileges

LDAP Read privilege over all GC Objects
Invoke-Command PowerShell Read privilege
WMI Query Read privilege

Database files Read privilege

LDAP Read privilege
View-Only Recipents RBAC

LDAP Read privilege
View-Only Recipents RBAC

LDAP Read privilege
View-Only Recipents RBAC

LDAP Read privilege

Message Tracking log folder access

LDAP Read privilege
IIS logs folder access

View-Only Recipents RBAC for Active Sync Reports

LDAP Read privilege
View-Only Recipents RBAC

LDAP Read privilege
View-Only Recipents RBAC
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Exchange Server Content Reports
Generation

Exchange Server Audit Reports

Exchange Server Advanced Audit
Reports

Exchange Server Monitoring

Exchange Server Content Search

Exchange Online Tasks

Exchange Online Reporting

Exchange Online Auditing

Skype for Business Server Tasks

Skype for Business Server Reporting

www.exchangereporterplus.com
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* LDAP Read privilege

* Exchange Web Services Read privilege

* Exchange Server Event Logs Read privilege

* Domain Controller Event Logs Read privilege

* View-Only Audit Logs RBAC
* View-Only Configuration RBAC

* WMI Query Read privilege
* Database Folder path Read access

* Invoke-Command PowerShell Read Access - Storage
Monitoring

* View-Only Configuration - All Other Categories

* Full access permissions for all mailboxes or
* Applicationlmpersonation roles.

Required privileges

* View-Only Recipients

* MailRecipients Read privilege
* AddressLists Read privilege

* View-Only Configuration

* MailboxSearch Read privilege

* UserOptions role (Read privilege)

* View-OnlyRecipients

* DatalossPrevention role (Read privilege)

Required privileges

* CsAdministrator (Read privilege)
or

* CsViewOnlyAdministrator role (Read privilege)
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3. Configuring domain permissions

The first step in configuring domain permissions is to create a new user account called erpServiceAcc
under the Domain Users group, and add this user to the Event Log Readers group. Then, provide read

permissions for the Exchange Server container and Domain Partitions container as explained below:

A. Follow the steps given below to provide read permissions to the
Exchange Server container:
1. Open the Idp.exe file that acts as a lightweight directory access protocol client and connect to the

primary domain controller.

2. Apply a bind connection using administrative credentials to give permission to the erpServiceAcc

account (you may select a different user name as well).

administrator

EXRP

Bind type
() Bind as currently logged on user

(®) Bind with credentials
() Simple bind
() Advanced (DIGEST)

[w] Encrypt traffic after bind

Advanced Cancel

www.exchangereporterplus.com
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3. Open the configuration Tree View.

4. Right-click on CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=exrp,DC=local >

Advanced > Security Descriptor.

Connection Browse View Options

Utilities Help

=-CN=Configuration,DC=exrp,DC=local

- CN=DisplaySpecifiers, CN= Configuration, DC=exrp,DC=local

- CN=ForestUpdates, CN=Configuration, DC=exrp,DC=local

- CN=LostAndFoundConfig, CN=Configuration, DC=exrp,DC=I
- CN=NTDS Quotas,CN=Configuration, DC= exrp,DC=local

- CN=Partitions, CN=Configuration, DC=exrp,DC=local

- CN=Physical Locations,CN=Configuration,DC=exrp,DC=loc:
- CN=Services,CN=Configuration, DC=exrp,DC=local

CN=Extended-Rights, CN=Configuration,DC=exrp,DC=local

--CN=AuthN Policy Configuration, CN="5ervices, CN=Confit
--CN=Claims Configuration, CN=Services, CN=Configuratic
--CN=Group Key Distribution Service, CN=Services, CN=Cor
i CN=Microsoft Exchange, CN=Services, CN=Configuration

“..CN=First Organization, CN=Microsoft Exchange, CN=5
--CN=Mlicrosoft Exchange Autodiscover, CN=5ervices, CN=!
--CN=Mlicrosoft SPP,CN=Services, CN=Cenfiguration,DC=¢
--CN=MsmqServices, CN=Services, CN=Configuration,DC=:

5. In the bottom-left corner, select the Access Control Entries (ACE) option and add a Trustee.

6. Add erpServiceAcc as a Trustee.

www.exchangereporterplus.com

5. CN=Servi = i i — - Objects,CN=Cenfiguration,DQ
[=-CN=Services,CN _Conflgur_atmn,!)c ecrp,DC_ local . whenChanged: 111872020 12:57:
CN=AuthN Policy Configuration, CN=Services,CN= Confic whenCreated: 2/21/2019 12:13:0)
-.CN=Claims Configuration, CN=Services,CN=Configuratio .
3 3 Trustee: ServiceAcc
-~ CN=Group Key Distribution Service, CN=Services,CN=Cor . l bl
BRI TRy | Expanding base 'CN=Services,CN=Cq .
L - Getting 1 entries: ACE type: @) Allow O Deny ) Audit ) Alarm
“--CN=First Org Search Ctrl+S Dn: CN=Services,CN=Configuratiq oy
-~ CN=Microsoft ¥ Virtual List View I :;.':eryﬁn . CN=Servi [|Read property [ Jwrite property [ _|Delete chld [ ] Control access
-.CN=Microsoft SF guishedhlame: CH=services, - : )
: Delete Ctrl+D dSCorePropagationData (3): 8728 (v List (] write DACL []Delete [JExtended write
-~ CN=MsmqServic - instanceType: 0x4 = { WRITE ); i []write owner [ Delete tree
- Modify Ctrl+M 1eETYP )
- CN=NetServices, name: Services; [[]create child
CN=Public Key Modify DN Ctri+R || objectCategory: CN=Container,CN
_ . . objectClass (2): top; container;
CN-RR.AS,CN-S: Add child Ctrl+A objectGUID: 24a55183-bd3a-4daf] [inherited W
--CN=Windows N Compare showInAdvancedViewOnly: TRU| ] trherit only [JFaiure
E::‘S;e;kCN:Cnnnl Advanced » Replication Metadata
=VWellknown i .
Copy DN Security Descriptor 2LFENTE [ rone) v
Copy Ctrl+C whenCreated: 2/21/2019 12:13:0| Inherited object type: l(noﬂe) VI
Select all
a Expanding base ‘CN=Microsoft Exch; o | conce |
ear uu‘tpl.rt Ctrl+N panding base ICroso cha|
Getting 1 entries:

04


https://www.manageengine.com/products/exchange-reports/?source=erppermissionguide
https://www.manageengine.com/products/exchange-reports/?source=erppermissionguide

ManageEngin?’
Exchange Reporter Plus

B. Follow the steps given below to provide read permissions to the
Domain Partition container:

1. Open the Idp.exe file that acts as a lightweight directory access protocol client and connect to the

primary domain controller.

2. Apply a bind connection using administrative credentials to give permission to the erpServiceAcc

account.

administrator

EXRP

Bind type

() Bind as currently logged on user
(®) Bind with credentials

() Simple bind

(O Advanced (DIGEST)

[ Encrypt traffic after bind

(o] [ ]

3. Open the configuration Tree View.

BazeDM: [:||:=Ee;l '.[:":=|':":5'3|

www.exchangereporterplus.com 05
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4. Right-click on CN=Microsoft Exchange, CN=Services, CN=Configuration, DC=exrp, DC=local >

Advanced > Security Descriptor.
5. In the bottom-left corner, select the Access Control Entries (ACE) option and add a Trustee.

6. Add erpServiceAcc as a Trustee.

Security descriptor - DC=exrp,DC=local 25
Owner | BUILTIM\Administrators |
Group | BUILTIN\Administrators |
SD contral
SELFE _RELATIVE [w|DACL PRESENT [+]SACL PRESENT
ow ACE - Access Control Entry
GR N
Trustee: | EXRP\erpserviceAct| |
DACL (1 - -
Type ACE type: (@ allow () Deny Audit Alarm -
Allow Access mask
Allow Read property [ write property [ _|Delete chid [ ] Control access
Allow List [ ] wwrite DACL [Delete [ |Extended write
Allaw List object [ ]wirite owner [ ]Delete tree
Allow Read permissions || Create child
Allow ACE flags
Allow Inherit Inherited SUCCESS h
SACL (1 [ Mo propagate [ ] tnherit only Failure
Type ] ~
Audit Ohject type: | (none) ] |
Audit Inherited object type: | (none) ] | =
Audit
Audit (4 | | Cancel |
Audit
Audit “oreryore OO OT oSS STLCESS, T =TT, I e T O, .
Audit Everyone Write property Success, Inherit, Inheritonl... |
pdate
[Jowner [ JGroup [ Joact [ ]sacL T
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4. Configuring folder read permission for message tracking,
IIS logs, and database files

A. Configuring the traffic log path
1. Log in to the Exchange Server (mailbox role). Select Computer Management.
2. Navigate to System Tools > Shared Folders > Shares.

3. Create a new share, and choose the folder path as C:\Program Files\Microsoft\Exchange

Server\V15\TransportRoles\Logs.

Create A Shared Folder Wizard -

Folder Path
Specify the path to the folder you want to share.

Computer name: EXRP-MBX I

Type the path to the folder you want to share, or dick Browse to pick the folder or add a new

folder.
Folder path: Microsoft\Exchange Server\V15\TransportRoles\Logd l ‘ Browse...
Example: C:\Docs\Public

| < Back H Next > ‘ | Cancel

4. Provide the Share name as T$ and click Next.

5. You can provide read-only access or full permissions, or you can customize user permissions as

per your requirement.

Create A Shared Folder Wizard [

Shared Folder Permissions

Permissions let you control who can see the folder and the level of access they
have. 2R —

Set the kind of permissions you want for the shared folder.

(®) All users have read-only access:
() Administrators have full access; other users have read-only access
() Administrators have full access; other users have no access

_) Customize permissions

By default, only share permissions are set on this folder. To control local access
permissions to this folder or objects within the folder, dick Custom... and then modify the
permissions on the Security tab to apply spedific permissions on the folder,

< Back “ Finish ‘| Cancel

www.exchangereporterplus.com o7
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6. Navigate to C:\Program Files\Microsoft\Exchange Server\V15\TransportRoles\Logs.
7. Right-click the MessageTracking folder and select Properties.

8. Click Edit, add erpServiceAcc, and delegate read privileges to the user.

B nazaan 200 pa
\ MessageTracking Properties
‘ General | Sharing | Security | Previous Versions | Customize |
o= . —— -
) Permissions for MessageTracking
ic d
[ | Securty
Object name:  C:\Program Files\Microsoft\Exchange Server\V15'
Group or user names:
1 82, SYSTEM
52, NETWORK SERVICE
i & vignesh {vignesh@exip Jocal)
1 .1 EmServiceAce (EmpServiceAcc @exp local)
2, Administrators (EXRP-MBX\Administrators)
[ Add... l l Remove ‘
Permissions for ErpServiceAcc Allow Deny
; Full control Il a |~
d Modfy O O |2
Read & execute O =
List folder contents O
Read O [~
0K || Cancel || &

Configuring the traffic log path in Exchange Reporter Plus:

1. Log in to Exchange Reporter Plus as an administrator.

2. Navigate to Settings > Configuration > Exchange Server > Log/Database Path.
3. Go to Traffic Log Path and click Edit Path.

4. Update the path to T:\MessageTracking.

5. Click the save icon.

@ Purchase Now  License TalkBack ? @ ~

= Exchange Reporter Plus)

Home Reporting  Auditing Monitoring Settings Support Q # Org/Tenant Settings
& Log Path and Information Store Path @
Configuration Admin
Organization Name ERP1 - Server Name | ERP1-10A v

Exchange Server -

Task Scheduling Traffic Log Path T:\MessageTracking B x

Custom Reports

I Log/Database Path OWA (IIS) Log Path :  Advanced Logging  C:\inetpub\logs\LogFiles\W3SVC1 Edit Path (3
LDAP Attribut
ributes Failed Request (IIS) Log Path : Ci\inetpub\logs\FailedReqLogFiles\W3SVC1  Edit Path (3

Archive Settings
Exchange Online >

Skype for Business Database Path

www.exchangereporterplus.com 08
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B. Configuring the IIS log path
1. Log in to the Client Access Server. Select the Computer Management option.
2. Navigate to System Tools > Shared Folders > Shares.

3. Create a new share, and choose the folder path as C:\inetpub\logs.

4. Provide the Share name as W$ and click Next.

WS Properties -—I

General | Share Pemmissions | Security

Share name: ‘ WS |

Folder path [m‘: |

Description ‘ |

User limit
(®) Maximum allowed

(O Allow this number of users:

To modify how people use the content while offline,
click Offline Settings Offine Settings..

oK || Cancel

5. Navigate to C:\inetpub\logs. Right-click the W3SVC1 folder and go to Properties.

6. Click Edit, add erpServiceAcc, and delegate read privileges to the user.

Configuring the OWA (1IS) log path in Exchange Reporter Plus:

1. Log in to Exchange Reporter Plus as an administrator.
2. Navigate to Settings > Configuration > Exchange Server > Log/Database Path.
3. Go to OWA (lIS) Log path and click Edit Path.

4. Update the path to W:\LogFiles\W3SVC1. Also, update Failed Request (lIS) Log Path to
W:\FailedRegLogFiles\W3SVC1.

5. Click the save icon.

www.exchangereporterplus.com 09
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© Purchase Now | License TalkBack 7 @ v

= Exchange Reporter Plus)

Home Reporting Auditing Monitoring Settings Support Q ## Org/Tenant Settings
& Log Path and Information Store Path ®
Configuration Admin
Organization Name ERP1 v Server Name ERP1-10A v
Exchange Server -
Task Scheduling . .
Traffic Log Path C:\Program Files\Microsoft\Exchange Server\Vi4\TransportRoles\Log...  Edit Path (3
Custom Reports
W:\LogFiles\W3SVC1 4 X
Log/Database Path OWA (IIS) Log Path \LogFiles) B
LDAP Attributes \Fail i 4
Failed Request (1IS) Log Path W:\FailedReqLogFiles\W3SVC1 HiX

Archive Settings Configuration steps

Exchange Online »

Skype for Business , | Database Path

C. Configuring the information store path
1. Log in to the Client Access Server. Select the Computer Management option.
2. Navigate to System Tools > Shared Folders > Shares.

3. Create a new share and choose the folder path as C:\Program Files\Microsoft\Exchange
Server\V15\Mailbox\Mailbox database Name.

4. Provide the Share name as M$ and click Next.

5. You can customize the permissions to be given to the user or simply delegate read-only

permissions for all users.

Create A Shared Folder Wizard -
Shared Folder Permissions

Permissions let you control who can see the folder and the level of access they
have. Ri—

Set the kind of permissions you want for the shared folder.

(®) All users have read-only acc

() Administrators have full access; other users have read-only access
() Administrators have full access; other users have no access
() Customize permissions
By default, only share permissions are set on this folder. To control local access

permissions to this folder or objects within the folder, dick Custom... and then modify the
permissions on the Security tab to apply specific permissions on the folder.

< Back “ Finish || Cancel

6. Navigate to C:\Program Files\Microsoft\Exchange Server\V15. Right-click the Mailbox folder and
go to Properties.

7. Click Edit, add erpServiceAcc, and delegate read privileges to the user.

www.exchangereporterplus.com 10
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Configuring the database (information store) path in Exchange Reporter Plus:
1. Log in to Exchange Reporter Plus as an administrator.
2. Navigate to Settings > Configuration > Exchange Server > Log/Database Path.
3. Go to Database path and click the edit icon.

4. Update the database path for all databases in the selected server in the format M:\<DB
Name>\<DB Name>.edb.

5. Click Update.

6. Repeat these steps for all mailbox servers.

Modify Information Store Path X

Information Store Name

EDB Path | M:\TestDB1\TestDB1.edb

STM Path

Cancel

www.exchangereporterplus.com 1
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5. Configuring permissions required for content reports

The data required for content reports is collected from Exchange Web Services. To bind and retrieve
information from any mailbox, the user service account used must have full access permission to that

mailbox or should be assigned the Applicationimpersonation role.

To give full access permissions to the user account, navigate to the Exchange Admin Center >
Mailboxes > <Name of the mailbox> > Mailbox Delegation > Full Access. Add the erpServiceAcc

user here.

r Mailbox - Google Chrome

8 exrp-cas/ecp/UsersGroups/EditMailbox.aspx?pwmecid =8&Retu

mObjectTypa=1&id=61fd9a55-4a3c-42e3-...

save cancel

To configure the Applicationlmpersonation role for user service account, navigate to Exchange Admin
Center > Permissions > Admin roles > Hygiene Management > Roles. Add the

Applicationlmpersonation and the Members. Add the ErpServiceAcc.

www.exchangereporterplus.com 12
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B Role Group - Google Chrome

A Not secure | hitps;//erpex13-cas/ecp/UsersGroups/EditAdminRoleGroup.aspx?...

Help
Hygiene Management

Write scope:

@®

Default hd

QOrganizational unit:

Roles:
NAME a

Members:
+ -

NAME 4 | DISPLAY NAME

save cancel

Execute the command below in Exchange PowerShell to equip the user with calendar folder permissions

required for the content reports.

add-mailboxfolderpermission -identity <roommailboxname>:\calendar -user erpserviceacc

-accessrights reviewer

www.exchangereporterplus.com 13
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6. Permissions required for backup restoration and archiving

The user or service account created for this purpose (here, the erpServiceAcc user) must have
full access permissions to the Exchange Reporter Plus installation folder. (By default, the

product is installed under C:\ManageEngine\Exchange Reporter Plus.)

> ThisPC > Local Disk (C:) » ManageEngine

Name Date modified Type

Exchange Reporter Plus 1/24/2020 7:30 AM File folder

General Sharng Securty Previous Versions Customize

Permissions for Exchange Reporter Plus X
Gy
§  Securty

J  Objectname: C:\ManageEngine\Exchange Reporter Plus

GVDLID oruser names:

82 CREATOR OWNER

8 SYSTEM

Pe 88 Administrators (EXRP-CAS2\Administrators)
— a EmpSenviceAcc (EmServiceAcc@exp local)
S8 Users (EXRP-CAS2\Users)

Add... Remove
Permissions for EmpServiceAcc Allow Deny
l Full control O B
EXCH ci Modify O
Read & execute O
List folder conterts O
Read O v

7. Configuring permissions required for auditing and monitoring

The user or service account configured (erpSericeAcc) should be a member of the Domain
Admins group for auditing. Otherwise, the user needs to enable the auditing function manually.
Refer to the links given below for more detailed information on how to configure Exchange

Server and domain controllers for auditing.

Configuring Exchange Server auditing:

https://www.manageengine.com/products/exchange-reports/help/audit/configuring-exchange-s

erver.html

Configuring default domain controller auditing:

https://www.manageengine.com/products/exchange-reports/help/audit/configuring-default-domain-

controller-policy.html

Configuring object level auditing:

https://www.manageengine.com/products/exchange-reports/help/audit/configuring-object-level-aud

iting.html

www.exchangereporterplus.com 14
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In Exchange Reporter Plus, Exchange Server monitoring of is done using remote PowerShell
sessions by executing Exchange health commandlets, soit's vital that the created user or service
account (erpServiceAcc) has permission to execute these commandlets in PowerShell. Follow

the steps given below to delegate the necessary role for advanced auditing and monitoring:

1. Create a new role group called ERP in the Exchange Admin Center.
2. Assign the following roles to this ERP role group:

Monitoring

View-Only Audit Logs

View-Only Configuration

View-Only Recipents

3. Add erpServiceAcc as a member of the ERP role group.

8. Permissions for Powershell command execution

Exchange Reporter Plus uses the remote invoke-command script in PowerShell to get reports on
various services under Exchange. This remote invoke-command script requires permissions for

the destination server (remote machine).

For this, you need to add the erpServiceAcc user as a member of the built-in Administrators local
group or the Remote Management Users security group (this group is created by default starting
from PowerShell 4.0). This group also has access to WMI resources via management protocols

(e.g., WS-Management).

A user can be added to the Administrator or Remote Management Users group using the

Computer Management option under the Exchange Admin center:

a System Tools Assistance Operators Members of this group can remot.
B Task Scheduler & Administra AZMUHWCTRATOPb NOKANBHOTS K
b g Event Viewer B Backup Operators Backup Operators can overnde se.

B S S Sl B Certficate Service DC = =
+ & Local Users and Groups & Cryptographic Operst Remote Management Users Properties ?

Users e
3 - & Distributed COM Userl| | General
— B Event Log Readers
p (8 Performance 39 Guest
Guests L " sers
2 Device Manager : T Femote Mansgement User
S B Hyper-V Administratol
4 [ Storage il
b ¥ Windows Server Backugl| 2 >-USRS
B Network Configuratio Desciiption Members of this group can access WMI resouices over

_ i Disk Management i : management protocols (such a: WS-Management via
I Services and Applications || & Performance Log Use
& Performance Monitorl] | Members
B Power Users e
B Print Operators

& RDS Endpoint Servers
& RDS Management Serf
& RDS Remote Access S
B Remote Desktop User
& Remote Management

& Replicator

& Users

B Access-Denied Assistq -

5 S Changes to a user's group membership
DHCP Administrators Add are ve urt the next time the

& DHCP Users 5 user logs on.

0K Cancel Help

www.exchangereporterplus.com 15
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Tip: If you need to provide such permissions on multiple computers, you can use Group Policy.
To do this, assign the GPO to the computers you need, and add the new Remote Management
Users group to the Computer Configuration > Windows Settings > Security Settings >

Restricted Groups policy. Users or groups that need to be granted access to WinRM can be
added to the policy.

A. Security Descriptor of a PowerShell session

Another easy way to give a user access to remote PowerShell without including the user account
to the local security group is by modifying the security descriptor of the current Windows
PowerShell session on the local computer. This method will allow you to quickly grant temporary

(until the next restart) remote connection rights to a user via PowerShell.

The following command displays the list of current permissions a service account has:

Set-PSSessionConfiguration -Name Microsoft.PowerShell-showSecurityDescriptorUl

In this dialog window, add a user or group and grant them Execute (Invoke) permissions.

(X Administrator: Windows PowerShell -|0

s t\indows \systemd?) Sel- essionlonfiguration -Name Microsofl.FowerShe -shouSecuritylescriptord

MRNIMNG: Set-PSSessionConfiguration restarls the WinBM service and all dependent services.

M1l WinBM sessions connected to Windews PowerShell session configurations, such as Microsoft . PowerShell and session
configurations that are created with the Register-PSSessionConfiguration cmdlet, are discomnected.

Confirm
fire you sure you want te perform this actien?
Perferming Lhe speration “Set-PSSessionConfiguration™ on target “Name: Microsoft.PowerShell™.

[¥] Yes [A] Yes to A1l [H] Wo [L] We to All [$] Suspend [?] Help C(default is "Y"d: y
Permissions for http://schemas.microsoft.co..
hitp //schemas microsolt comyposesshellMicrosoft PowerShel

Group or user names
X T = T |
T TR T T R |
#, Remote Management Users | “FHemote Manage

Pemmissons lor dakarabln admr
Full Controldll Operations|

FeadGel Erumeiste Subscibe)

.

[ Execute|lrvoke,

Specal pemesions

For special pesmizsions of advanced setings

Advarced
chck Advanced o

After you save the changes, the system will prompt for confirmation and restart of WinRM

service.

www.exchangereporterplus.com 16
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9. Permissions required for storage reports
(WMI access permissions)

It's necessary for the user or service account created to have Domain admin permissions in order to
have access to WMI. Alternatively, you can also follow the steps given below to equip the users with

just enough permissions for WMI access if they don't have the domain admin rights.
1. Create a non-admin domain user in Active Directory.

a. Navigate to Active Directory Users and Computers.

b. Click Users > New User.

c. Enter the mandatory user details. Type the first name as erpServiceAcc.

2. Add the user to the following groups: Event Log Readers, Performance Log Users, and
Distributed COM Users.

3. Create a new Group Policy in the Group Policy Management console.
4. Assign rights to the created users.
a. Right-click the created Group Policy and click Edit.

b. Navigate to Computer Configurations > Policies > Windows Settings > Security Settings >

Local Policies > User Rights Assignment.

c. Right-click the specific right and then click Properties. The rights to be granted are as

follows:
e Actas part of the operating system

® Logonasabatchjob

Log on as a service

Replace a process level token
* Manage Auditing and Security Log Properties

d. Enable Define these policy settings, click Add User or Group, select the created user, and

click Apply.

5. Enforce the created Group Policy and run gpupdate\force in the Command Prompt.
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=2 Command Prompt \;Ij

= /force

Conputer Pc >y update has complete
Jser Policy update has completed

C:=nUs “elatestr_

6. Grant WMI Namespace Security Rights and COM Permissions to the user.

a. In the domain controller from which the logs are to be collected, open the Run command

and type wmimgmt.msc to open the WMI Management Console.
b. Right-click WMI Control (Local) and click Properties.
c. In the WMI Control Properties pop-up that opens, click the Security tab.
d. In the Security tab, expand the Root NameSpace and select CIMV2 Namespace.

e. Click the Security button that appears on the bottom right corner to open the Security for

ROOT\CIMV2.
f. Click Add and select the created user.

g. The user now needs to be granted permissions. To do this, click the user and check the

Allow boxes beside all required permissions.
h. Apply the permissions given below and click OK to exit the WMI Management console.
i. Execute Methods
ii. Enable Account
iii. Remote Enable
iv. Read Security
7. Grant COM permissions to the created user.

a. Inthe domain controller from which the logs are to be collected, navigate to Start

Administrative Tools Component Services.

b. Expand the Computers folder and navigate to My Computer Properties COM SECURITY.
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c. Under Access Permissions, click Edit Limits and add the created user by clicking Add.

d. Grant all the permissions and click OK.
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