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Isencédo de responsabilidade

Copyright © Zoho Corporation Pvt. Ltd.

Todos os direitos reservados. Este material e seu
conteudo (“Material”’) sdo destinados, entre outros, para
apresentar uma visao geral de como vocé pode usar 0s
produtos e servicos da ManageEngine para facilitar a
conformidade com a certificacao 1SO 20000. A total
conformidade com a ISO 20000 requer uma variedade de
solucgdes, processos, pessoas e tecnologias.

As solugdes mencionadas neste Material séo algumas das
maneiras pelas quais as ferramentas de gerenciamento de
Tl podem ajudar com alguns dos requisitos da 1SO 20000.
Juntamente com outras solucdes, processos e pessoas
apropriados, as solucdes da ManageEngine ajudam a
obter e manter a certificacdo da ISO 20000. Este Material
e fornecido apenas para fins informativos e ndo deve ser
considerado como aconselhamento juridico. A
ManageEngine ndo oferece garantias, expressas,
implicitas ou legais, e ndo assume nenhuma
responsabilidade quanto as informacdes contidas neste
material.

Vocé néo pode copiar, reproduzir, distribuir, publicar, exibir,
executar, modificar, criar trabalhos derivados, transmitir ou de
gualquer forma explorar o Material sem a autorizacao
expressa por escrito da ManageEngine.

O logotipo e todas as outras marcas da ManageEngine séo
marcas registradas da Zoho Corporation Pvt Ltd. Todos os
outros nomes de produtos de software ou empresas
mencionados neste Material, e ndo expressamente aqui
mencionados, sdo marcas comerciais de seus respectivos
proprietarios. Os nomes e personagens usados neste material
sdo produtos da imaginacao do autor ou usados de forma
ficticia. Qualquer semelhanga com pessoas reais, vivas ou
mortas, é mera coincidéncia.




Como a
ManageEngine
pode ajudar a
cumprir a norma

1SO 20000

O conjunto abrangente de solu¢ces de gerenciamento

de Tl engloba ferramentas que podem ajudar a sua
organizacao a cumprir efetivamente os requisitos

de conformidade com a ISO 20000.

Estas ferramentas o ajudaréo a integrar facilmente os
processos obrigatorios conforme o documento de requisitos
da ISO 20000-1:2018 nas operacfes da sua organizacao

e gerar evidéncias necessarias para conformidade.



Regulamentos e certificacOes com os

quais os produtos ManageEngine

estdo em conformidade:

As solugdes da ManageEngine estdo em conformidade com

varias normas e certifica¢des, incluindo:

ISO/IEC 27001:

Uma das normas independentes
de seguranca internacional mais
amplamente reconhecida. A
ManageEngine conquistou a
certificacédo ISO/IEC 27001:2013
para Aplicacdes, Sistemas,

Pessoas, Tecnologia e Processos.

SOC 2 Typel ll:

Uma avaliacdo da eficacia do
projeto e operacao dos controles,
gue atendam aos critérios de Trust

Services Principles da AICPA.

GDPR:

A regulacéo pan-europeia que obriga
as empresas a protegerem dados
pessoais e privacidade dos cidadaos
da UE para o tratamento dos seus

dados pessoais.

ISO/IEC 27017

A tecnologia da informacéo, técnicas
de seguranca e codigo de conduta para
os controles de seguranca da
informacéo com base na norma
ISO/IEC 27002 para 0s servicos em
nuvem, uma norma que dita as
diretrizes dos controles de seguranca
da informacao aplicaveis a provisao e

utilizacao de servicos em nuvem.

ISO/IEC 2701 8:

A norma estabelece os objetivos,
controles e diretrizes para controles
comumente aceitos, e implementacao
de medidas de salvaguarda para PlII
processados em uma nuvem publica. A
ISO/IEC 27018 fornece orientacdo para
as organizacdes sobre como seus
provedores em nuvem estdo
manipulando informacdes

pessoalmente identificaveis (PII).



Produtos da ManageEngine que
ajudam na conformidade com a
ISO 20000:

ServiceDesk Plus: Software de help desk de acordo
coma ITIL

* Analytics Plus: Uma solucéo de relatorios e

business intelligence no local

 OpManager Plus: Uma solucédo

integrada de gerenciamento de

desempenho de rede

* Applications Manager: Uma solucéo de

monitoramento de desempenho de servidor e

aplicacbes

* L00g360: Informagdes abrangentes de

seguranca e gerenciamento de eventos

e PAMS360: Uma solugao abrangente de

gerenciamento de acesso privilegiado (PAM)
 AD360: Uma solucao integrada para
gerenciamento de identificacdo e acesso

(IAM)

* DesktopCentral: Uma solucéo unificada de

gerenciamento de endpoints (UEM)


https://www.manageengine.com/br/service-desk/
https://www.manageengine.com/br/analytics-plus/
https://www.manageengine.com/br/it-operations-management/
https://www.manageengine.com/br/applications_manager/
https://www.manageengine.com/br/log-management/
https://www.manageengine.com/br/privileged-access-management/
https://www.manageengine.com/br/active-directory-360/
https://www.manageengine.com/br/desktop-central/

Mapeamento dos requisitos do processo

Esta secé&o informa sobre como as solu¢des da ManageEngine podem ajudar a sua

organizacao a dar suporte a diferentes processos mencionados em varias clausulas

do documento de requisitos da ISO 20000-1 para ajudar com a conformidade.

SISTEMA DE GERENCIAMENTO DE SERVICOS (SMS)

Contexto da organizacao Lideranca
* Organizagéo e seu contexto + Lideranga e compromisso « Politica
* Partes interessadas * Ambito do SMS * Fungdes, responsabilidades e autoridades

+ Estabelecer 0 SMS

Planejamento Suporte ao SMS
+ Riscos e oportunidades + Recursos « Competéncia * Conscientizagéo
Servico + Objetivos * Plano do SMS + Comunicagao * Informagdes documentadas

» Conhecimento

(.Ilientes ‘ | Operacido do SMS
Sntemos Portfélio de servigos Relaciohamento e contrato
+ Prestaczo de servicos * Gerenciamento do
externos) | * Planejar servios relacionamento
+ Controle de partes comercial
. envolvidas no ciclo de + Gerenciamento de servicos
Rgguse;:'r\?i?;%to vida do servico + Gerenciamento de fornecedores

+ Gerenciamento
de catalogo de
Servigos
+ Gerenciamento de ativos

Oferta e demanda

+ Orcamentacéo e
contabilizagao de servicos

+ Gerenciamento da demanda

+ Gerenciamento de configuracées , .
gurac + Gerenciamento da capacidade

Planejamento operacional

Projeto, construgéo e
transicdo de servigos
+ Gerenciamento de mudancas

* Projeto e transig&o de servigos

+ Gerenciamento da
liberagao e
implantagao

Resolucgdo e cumprimento

+ Gerenciamento de incidentes

+ Gerenciamento de solicitagoes de
servigos

+ Gerenciamento de problemas

Garantia do servico

+ Gerenciamento da disponibilidade
de servicos

e controle + Gerenciamento da continuidade
de servicns
Avaliacéo do desempenho Melhoria
+ Monitoramento, medig&o, analise e avaliagdo + N&o conformidade e agao corretiva
+ Auditoria interna * Revisdo pela diregao * Melhoria continua

+ Relatorios de servigos

Os requisitos obrigatdrios mencionados na ISO 20000-1 que precisam ser cumpridos para

certificacé@o



Clausula 82:

Operacao do sistema
de gerenciamento de
Servigcos



8.2 Portfdlio de servicos
8.2.4 Gerenciamento do catalogo de servicos

Requisito(s) do processo abordado:

» Crie e mantenha um ou mais catéalogos de servicos com informacdes
relacionadas a clientes, usuarios, partes interessadas e dependéncias de

Servigos.

Produto da ManageEngine que pode ajudar na implementacéo
deste processo:

ServiceDesk Plus

* O modulo de catalogo de servigos customizavel ajudara a criar e publicar os

servi¢cos da sua organizacao.

At e ai =

Brand Websites Business Application Cloud Services Data Management

Services related to brand websites Services related to business Services related to VPN, WiFi, etc Services related to backup/restore
applications

@) Mail 8& ManageEngine’ %

E-Mail Joiners/Leavers/Movers ManageEngine Personal Computing
Services related to e-mail Services related to employee Services related to privileged access, Services related to end-user
onboarding/off-boarding endpoint management & SIEM computing devices

Categorias de servicos no catadlogo de servicos

* O modulo de gerenciamento de configuracdes de banco de dados (CMDB) organiza
todos os servicos em um s6 lugar como itens de configuragdo, e ajuda a manter os
detalhes relativos aos servicos, incluindo partes interessadas e dependéncias de

servicos.


https://www.manageengine.com/br/service-desk/
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Dependéncias e relacionamentos de usuarios

8.2.5 Gerenciamento de ativos

Requisito(s) do processo abordado:

« Assegure que o0s ativos utilizados para realizar 0os servicos sejam

gerenciados para atender aos requisitos de servicos.

Produto da ManageEngine que pode ajudar na implementacé&o deste
processo:

ServiceDesk Plus

« O modulo de gerenciamento de ativos possui recursos bem pensados, incluindo
varios métodos de varredura de ativos, métodos com e sem agentes, leitura de
cbdigo de barras, varreduras de rede e muito mais para ajudar a gerenciar todos
0s ativos e seu inventario relacionado, usado para realizar os servicos. Ele
também se integra perfeitamente com outros processos de ITSM, incluindo
gerenciamento de incidentes, problemas e mudancas para ajudar a rastrear todos

os tickets associados aos ativos.
10
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Requests  Problems  Changes  Projects  Solutions [ESZOM CMDB  Purchase  Contracts  Admin |l (3 @) (2]

~ | QuickActions v Deskiop Cenusl ~ | MDM ~ | Advanced Analytics | ADManager Plus ~ | Quick Linkddd ~ | PMP OpManager | AD Self Se Recent tems iew #
Assets Scan Summary
IT Assets o kgt — Workstation/Server
Workstation/Server Detected 15 not scanned in last 7 days @ L.
Access Paint
 Printer Workstation/Server Inventoried 5 Hardware changes in last 7.days / 30 days
* Router
Workstation/Server failed during last scan. 11 Troubleshoot ] Software changes in last 7 days / 30 days
Switch = - &
LSl ) Next Scan Schedule: Not configured , Configure Now (@ Detailed Audit Trail Repo
Laptop
Desktop 2 Workstation/Server with - Agent Installed | No Agent | Older Agent Versions  Windows Agent Configuration Download Agent
Virtual Hosts and VMs
Non-IT Assets Assel Status Groups New Group Manage Groups
Asset Components Al assets In Store 33 @ Disposed Assets
Software Unassigned Workstation 4[Auto Assign]
Asset Loan
All Assets In Use 10
Barcode
All assets In Repair 1
Groups
Loan Expired Assels 1
Dashboard de gerenciamento de ativos
Remote Control w Tools v ScanNow Edit Assign Actions w
Window Machine [ 121.0.0.7] = Scan Status : SUCCESS

Latitude E7450 Asset State - InUse [Change]

Assigned to User Catherine

Clinfo Hardware Software System Relationships History Requests Conuracts Financials
‘ Cl Details Add Attribute
Cl Name : Window Machine St .
Cl Type : Windows Workstation ’
Disk space 1 465.75 GB IP Address :121.0.0.7
Mac Address 128-28-28-28-28 Manufacturer :DellInc.
0s : Microsoft Windows 8.1 Pro Processor Name : Intel(R) Core(TM) 17-5600U CPU @ 2.60GHz
Processor Speed 1259 GHz Service Pack :0
Service Tag : WER234234 Total Memory 11588 GB
Virtual Memory :1825GB Org Serial Number -
Model : Latitude E7450 Business Impact -
Description -
Domain 3= Product Name : Latitude E7450
Last Logged In User : venkat-2121 Agent version
State 2In Use
Cost (S) -
Asset Tag T
Current Asset Value(S) o=
Barcode %=
Acquisition Date O
Vendor %= e — .
Part No. P )
Warranty Expiry Date
Purchase Order No.

Detalhes do inventario de ativos

11



8.2.6 Gerenciamento de configuragoes

Requisito(s) do processo abordado:

» Os servicos devem ser classificados como itens de configuragéo (Cls), as
informacdes para cada Cl incluem uma Unica identificacdo, tipo, descricéo,

relacionamento e status.

Produto da ManageEngine que pode ajudar na implementacéo deste
processo:

ServiceDesk Plus

« Os servigos sao classificados como Cls no médulo CMDB. Todos os tipos de ClI
podem ser configuraveis para manterem atributos especificos como nome, tipo,

descricao, status, etc. e ajudam a construir rela¢des visuais entre CIs.

CMDB > IT Service > Edit IT Service

Edit IT Service
* Name ManageEngine Availability Target(%)
ss Poir
t e Supy
Business Impact -- Choose Business Impact -- v Business Criticality -- Choose Business Criticality --
Managed By -- Choose Managed By -- v Department -- Choose Department --

Incident restoration target

Informacdes relacionadas a uma CI em particular no CMDB

12
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8.3 Relacionamento e contrato

8.3.2 Gerenciamento do relacionamento comercial

Requisito(s) do processo abordado:

Produto da ManageEngine que pode ajudar na implementac&o destes

Documente os clientes, usuarios e outras partes interessadas relacionadas aos servicos.

Analise o desempenho e a satisfacdo com os servicos, com base nas

amostras, em intervalos planejados.

As reclamacdes de servicos devem ser registadas e gerenciadas até o

encerramento. Se nao for resolvido, devem ser escaladas.

processos.

ServiceDesk Plus

Os relacionamentos visuais no médulo CMDB documentam os detalhes

relacionados com 0s servicos.

60

ManageEngine

A

Endpoint
Manag..

A

Privileged
Acc..

A

SIEM

-

3
¥
32 i

&

IT Services
ode |
‘e

Shawn Adams
dn
ol
Howard Stern
) i'J
Network
odn |
ol
John Roberts
dn
‘‘

Jeniffer Doe

Relacionamentos com os usuarios mapeados no CMDB
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+ A satisfagdo com os servigos podem ser efetivamente medidas utilizando o
maddulo de pesquisa em intervalos planejados. Relatorios séo estendidos para

identificar oportunidades de melhoria e medir as tendéncias de desempenho.

Service Performance Review

1 Please rate your overall satisfaction with the IT Services been provided to you. *

Y Yo W Y Y
1 2 3 4 5

2 Inyour opinion, where do we stand in terms of our commitments like delivery of services, resolution of issues, etc?

Mid
High

3 Based on your experience in the past, how do you rate the knowledge of the IT team?
oy Knowledgeable &% Need Training

4 How do you rate the quality of IT Services been provided to you?

Very Poor Paor Average Good Excellent

Additional Comment

Pesquisa peri6dica da anéalise de desempenho

* Um modelo de incidentes separado com formularios e campos personalizados
podem ser definidos para registrar as reclamacdes de servicos que seguem

Seu processo e, se nao forem resolvidas, serdo escaladas.

Service Categories » Helpdesk

Report an IT Incident Submit your

Use this form to report any IT Feedback/Complaint

issues Use this form to share your
feedback/complaint to improve IT
Services

Incidentes e modelos de reclamacées de servicos

14



8.3.3 Gerenciamento de servicos

Requisito(s) do processo abordado:

+ Faga um acordo sobre 0s servigos a serem entregues e estabeleca um
ou mais contratos de servicos (SLAs), incluindo objetivos, limites de
carga de trabalho e excec¢des de servicos.

* Monitore, revise e relate sobre os objetivos e cargas de trabalho e identifique

oportunidades de melhoria se 0 SLA(s) néo for cumprido.

Produtos da ManageEngine que podem ajudar na implementacao destes
processos:

ServiceDesk Plus e Analvtics Plus

» Os servi¢cos acordados a serem entregues podem ser exibidos e mantidos com
a ajuda do modulo de catalogo de servigos. Os SLA(sS) de incidente e solicitacéo
de servicos para resposta/resolucao/cumprimento correspondente a esses
servigcos pode ser atribuido e sua eficacia pode ser monitorada, revisada e

reportada, integrando o ServiceDesk Plus com Analytics Plus.

Match the below criteria ® Match ALL of the following (AND) Match ANY of the following (OR)
Rule
@ = Priority is "High"
] [ and Service Category is "Brand Websites®

Select Criteria-- v | is  Choose
Any request matching the above rules should be responded within: (0 Days 0 v Hours 30 v Minutes Response Time:0 Hrs 30 Mins

Any request matching the above rules should be resolved within = (0 Days 2 v Hours 0 v Minutes Resolution Time : 2 Hrs 0 Mins

Should be resolved/responded irrespective of operational hours. : [ Operational Hours per Day for this site : 9 Hrs 0 Mins |
Should be resolved/responded irrespective of Holidays.
Should be Ived/responded irrespective of

If response time is elapsed then escalate:

Enable Level 1 Escalation

If resolution time is elapsed then escalate:
¥ Enable Level 1 Escalation

Escalate to Choose

Escalate Before (® Escalate After 00U Days Time: 0 v Hours 0 v Minutes

Actions

Enable Level 2 Escalation

Enable Level 3 Escalation

Enable Level 4 Escalation

SLA de incidentes: Resposta, resolucéo e escalacio

15
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When a new Service Request arrives :
Service Requests should be responded within : |00 Days 0 v Hours

Service Requests should be fulfilled within 00 Days 0 v Hours

' Should be fulfilled/responded irrespective of operational hours.
Should be fulfilled/responded irrespective of Holidays.
Should be fulfilled/responded irrespective of Weekends.

If the response time is about to be elapsed/elapsed then escalate:
¥ Enable Level 1 Escalation

Escalate to

(U Escalate Before ® Escalate After 00 Days 0 v Hours 0 v | Minutes

Actions

If the fulfillment time is about to be elapsed/elapsed then escalate:
¢ Enable Level 1 Escalation

Escalate to
Escalate Before ‘® Escalate After 00 Days 0 v Hours 0 v Minutes
Actions

Enable Level 2 Escalation
Enable Level 3 Escalation
Enable Level 4 Escalation

SLA de solicitacédo de servicos: Resposta e cumprimento

0

0

v Minutes

v Minutes

Choose

Choose

16



Areas With Highest Customer Dissatisfaction

‘ = —
I
ZHEH;EM --H

%"":"%‘:}“:ﬁ'ﬁ? w”‘:‘?‘u ‘%‘%%% %‘%:%"m%%‘r

SLA Compliance vs Breached Trend - Last 12 Months

% of SLA Violated [ % of Requests within SLA

Backlog Analysis by Customer

mor

3
mo2

o3
o4 2

Request Resolution Time by Age Tier

600

500

l . . .
o
a1 Q2 Q3 o4

Requests
g

8

[F]Resoived Request Ag.
0-30Days.

El31-4500ys

[ 46 - 60 Days.

[ Over 60 Days

Relatdrios sobre alvos de SLA (incidente e solicitacdo de servigos)

OpManager Plus e Applications Manager

« OpManager Plus e Applications Manager juntos podem monitorar todos os

componentes de servicos como dispositivos de rede, servidores, virtualizacao,

aplicacdes, bancos de dados, sites, etc., para medir a disponibilidade e

desempenho em comparacéo ao servico alvo.

Availability

120
100 {
o 175 |
A 150
i = 1251
w- I I | I |
100 {
01
29 501
104
o ] ] ]
" - - o
2 i 5 N

Physical Memory Utilization

Response Time CPU Utilization
45
10
£
Response Time Page Size

Relatorio de disponibilidade e desempenho de um servico
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https://www.manageengine.com/br/applications_manager/

Device Name Min Max Avg

Opm-scale2 99 100 7 99
mickey-w2k8r2-dc-1 99 99 | 99
opman-hyperv.opmanhv.com 97 99 | 97
opm-esx6-1.csez.zohocorpin.com 67 77 76
172.21.10.183 64 64 64

Opm-k12r2-vc 54 54 I 4

opm-w12r2 17 52 jI—— 42

mickey-w2k8r2-chinese 42 44 e 42

opm-w2k8r2 5 99 | 42

opmanhy-nodel 32 34 (—— 33

Utilizacdo de memoria dos 10 melhores dispositivos

SLA Server SLA Events
New SLA Intro to Manager Console (&
Business Applications with least Availability for Today Period
0| 0 Today v
Custom Time Period
Start Time
100/ 100
Applications Ma.. Conditional app.. (=5
i J
End Time
100
Control Applica. Show Report
SLA Statistics Showall BAs) | Show only SLA assigned Ba(s) )
Name SLA Name 1 Meets SLA Total Downtime Availability% MTTR MTBF Events
Control Applications Severity \ 4 0 Secs 100 0Secs 14 Hrs 31 Mins 1 Secs 0 LA
Conditional applications Priority . 4 0 Secs 100 0 Secs 14 Hrs 31 Mins 0 Secs 0 7’

Dashboard de SLA



8.3.4 Gerenciamento de fornecedores

Requisito(s) do processo abordado:

» Desenvolver, acordar e manter um contrato documentado com os
fornecedores externos e internos.
* Monitorar o desempenho do fornecedor incluindo as metas de servigos nos

intervalos planejados.

Produto da ManageEngine que pode ajudar na implementacdo destes
processos:

ServiceDesk Plus

» Os contratos com fornecedores externos e internos, juntamente com
subcontratos, componentes de servigos, fornecedor, custos, expiragéo, etc.,

podem ser mantidos e rastreados utilizando o modulo de Contratos.

Select assets for this contract.
@ Add Assete & Remove

* Active perfod From

Notification Rules
¥ Enable Notficaticn

Select e users 10 be notified before contract expiry.
User List Users 1o be Notiflled

Moédulos de contratos para manter os acordos

19
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» Os contratos em niveis operacionais (OLAs) acordados com os fornecedores
internos podem ser atribuidos a incidentes e solicitagdes de servi¢os, e seu

desempenho pode ser medido em comparagéo ao contrato.

Operational level agreement(OLA)

© OLA time is applied individually to each selected group

Group Name OLA Time Description
Network 1 Hour -

Days 1 Hour Minutes
0
1
2
3

B3 .
5

OLA para fornecedores internos

20



8.4 Oferta e demanda

8.4.1 Orcamento e contabilizacédo de servigos

Requisito(s) do processo abordado:

+ Os custos devem ser or¢cados para um controle financeiro eficaz e tomada
de deciséo para 0s servigos.

* Monitore e reporte sobre os custos reais, revise as previsdes financeiras e

gerencie os custos em intervalos planejados.

Produto(s) da ManageEngine que pode ajudar naimplementacao destes
processos:

ServiceDesk Plus e Analvtics Plus

* Realize orgamentos do custo recorrente, usando contratos de licenga

de software e médulos de contratos.

Purchase & Invoice Details

Purchased Software Licenses
Software licenses siready cres

nse Name Software License Type License Optio

2l
‘endor Nam h v 3
Term
t ts  [Amachiie
4 mor
0 Numbes
PO Neme
Date tal Cost
ription

ated can be associated with this agreement using "Associate Existing Licenses”.If licenses are not availsble they can be created and associated with this agreement using "Add new licenses and associate”

e s o

ion Installation(s) Allowed License Key Cost (5)
No software ficenses available in this view

Agreement Expiry Notification

Select the users to be notified before agreement expiry:

User List Notified User List

Contrato de licenca de software

21
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ClInfo

6@ Costs

jﬁ Depreciation Details

Purchase Cost

48,000

36,000

24,000

12,000

Registre e reporte sobre os custos reais e orcamento com base na depreciacao

e gastos. ServiceDesk Plus, quando integrado com o Analytics Plus,

proporciona mais visibilidade sobre o orgcamento.

Hardware

Software System Relationships History Requests Contracts Financials

Purchase Cost($) - Current Book Value (S)

Operational Cost ($) - Total Cost of Ownership (S)
p

Purchase Cost(S) - Acquisition Date

Detalhes financeiros e de depreciacdo de ativos

57,498

48,809

45,239
40,450
27,819
19,901
|o 857

Comparacéao ano a ano (YOY) de gastos de TI com base nos custos de
aquisicéo

| G» AddCost |

| s Configure Depreciation |

M 2017
2018
M 2019

2020

22



Total Purchase Cost($)

58,000

46,000

34,000

22,000

10,000

Product Type: Access |
Purchase Cost: 48,090.:
Percentage:  11.2%

Click to see the data

Gastos de TI

Total Purchase Cost($) [l Forecasted IT Spend

57,498
55,422

49818 48809

38,450 37,628 ’
el ¢

Q22018 Q32018 Q42018 Q12019 Q22019 Q32019 Q42019 Q12020 Q22020 Q32020 Q42020 Q12021 Q22021 Q32021

Previsdo de gastos de TI
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8.4.2 Gerenciamento da demanda

Requisito(s) do processo abordado:
* Monitore e reporte sobre a demanda e consumo de servigos em

intervalos planejados.

Produtos da ManageEngine que podem ajudar na implementacao destes
processos:

ServiceDesk Plus e Analytics Plus

* Analytics Plus, quando integrado com o ServiceDesk Plus, ajuda a determinar a

demanda com base no consumo de servicos através de solicitacdes.

5
5
4 4 4 4
4
3 3 3 3 3
3
1
o

Os 10 servicos mais importantes

Requests

OpManager Plus e Applications Manager

« O modulo de relatorios prevé a demanda com base no consumo de componentes

de servicos.
Forecast by Growth Trend Forecast by Utilization
° =) (m) (&) o) () (=) G=) (o) Gom) Gm) () (=
e ——
[ T S | |
e — I
st L e e ] |
— I

Relatério de previsédo sobre a utilizacdo do disco
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OpManager $i°255°2 O Q A i £

Inventory Alarms

Network Serv Virtualizatior Storage NetFlow NCM irew P More ~

Storage Overview Storage Forecasting

4 L SNIAFCMGMT

svice Name Monitor Name Used (%) 90% 100% 80%
@ swd77
e swd77 172.21.155.155 Capacity Utilization [N 100% Already Reached Already Reached Already Reached
@ swd77
NetA; zoho Capacity Utilization [N 90% Already Reached No Growth Already Reached
4 [ NetApp
@ 17221155155
4 Wiwp
© zoho
Raid Capacity Utilization
RAID Summary Device Name Min Max Avg
172.21.155.155 100 100 I 100
Display Name Number of drives  System Config Used capacity Free capacity
capacity(TE) capachyTe) 20ho %0 %0 I 90
zoho 12 4911 4089 I 1% I %
172.21.155.155 14 0.001 0.001 I 100% 0%

Previsdo da capacidade de armazenamento

8.4.3 Gerenciamento da capacidade

Requisito(s) do processo abordado:
* Monitore a capacidade utilizada e analise os dados e desempenho relacionados
com recursos humanos, técnicos, computacionais e financeiros para identificar

oportunidades de melhoria.

Produtos da ManageEngine que podem ajudar na implementacao deste
processo:

ServiceDesk Plus e Analytics Plus

» Analise a capacidade e desempenho relacionados a recursos humanos de Tl
com base em incidentes, solicitacfes de servicos, problemas, mudancas,

liberacdes, projetos, etc. através da integracdo com o Analytics Plus.
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Brad Gessup
| Shawn Adams ]g’/> -

administrator %

Steve Wilson

Roger Wright

Robert Woodman‘ =1 —
| —— Frederica Watson
=y

Robert Whitman
< Heather |

Lynn Hendricks -
Joe Williams

' John Roberts - o
| =

Technician: Site:

[7]Legend

[E SLA Violated Requests
[ Backiog Requests

[E Resolved the same week
Resolved Requests

1] Incoming Requests

120

100

80

a0

20

SLA Violatec Requests , Backlog Requests Count , Resolved the same

Created Time

Recebidas, resolvidas, backlogged e mesma semana



OpManager Plus e Applications Manager

* Monitore e analise a capacidade e desempenho dos componentes de servicos,
incluindo servidores, aplicacdes, rede, banda e armazenamento.

OpManager 4 00 Q B

Dashboard Inventory Network Servers Virtualization Alarms Maps Apps Workflow Settings Reports

op.m-w12r2 o o

Disk Utilization (WMI)

Monitoramento do desempenho de servidores

nning
Sl | ShewversibetiSenvers Lastihe b
Oversize d
D (%) 0% of Time Memory Utilization <50 (%)

. y )

Total Physical Memory 16,284 MB

0% of Time Memory Utilization <50 (%)
Yes 2

Total Physical Memory 65,525 MB

Relatorio sobre servidores de grandes dimensdes
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Analvtics Plus

Andlises avancadas sobre uma ampla variedade de pontos de dados, incluindo

capacidade e desempenho, podem ser geradas através da integracdo de aplicacdes

da ManageEngine e outras aplicacdes que usam bancos de dados locais e na nuvem

como MS SQL, Oracle, MySQL, Azure SQL, etc. com o Analytics Plus.

703 v 97324 3v 25.3% a -

< > Qi Qe Qe i —1

® =
XML Local DB

‘ [ []
JSON 7‘ B Vu: Bowy om o ow o om e o w0 =

=il >»‘- =
Ccsv Cloud DB

Integracoes possiveis do Analytics Plus

RDS and EC2, CPU utilization

15 [ Type
® %2 o EC2Instance
5 . RDSInstance
E
= 06
=]
208 03
s}
00 00 00
9 A 4,
% % %, % %. % %,
B 2, ~2,, 2 R 2, 2,
‘s ‘e © ) <] < 7o
Time Period
EC2 network traffic
[7] Attribute
987520
c 100000 Network IN
= Network Out
&
w
H
Z 50000
o 312687
E
59780 58270 75750 8205 0 34645
° So—
% Q % A %, 2, %,
O LY % % Y 3 %
2 o 2 ) % e T
% 8 % % % 2 %

Time Period

Avg EC2 and RDS instances running

7)Instance Type

€ 10
g " ® Total EC2 Instance...
(z 7 Total RDS Instances
H s 6 @
2 s _—s
g 5 3> o /s
-3 2.5 2
2 o 1 |
2 1
< o0
o, %, % N, 4,
0, ) 2, =) > ) %,
¢l ¢ % 3 o ® 5
Time Period
RDS network traffic
2 [FAuwibute
E ‘- Read Th
oughput
2 e00 5400 5490
& 4650 Weite Throughput
2 400
H 2490
2 21307 2100 2160
! 1100 1100
= X
540 730
3 410 o>
° &
%, ., % %, e % H %
o, 2, 2, 2, >, %, %, 29
2 K ® % % 7o % ‘o
Time Period

Integracéo do Applications Manager: Relatorio de desempenho AWS

ManageEngine "’
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8.5 Projeto, construcao e transicao de

Servicos

8.5.1 Gerenciamento de mudancas

Requisito(s) do processo abordado:

As solicitagcdes de mudancas, incluindo propostas para adicionar, remover ou
transferir servigos, devem ser registradas e classificadas.

A avaliagcéo, aprovacgao, programacao e revisado de servicos novos ou
modificados devem ser gerenciados através das atividades de

gerenciamento de mudancas.

As partes interessadas devem tomar decisfes sobre a aprovacao e prioridade.
As mudancas aprovadas devem ser preparadas, verificadas e testadas, quando possivel.
Comunique as datas de implantacao e outros detalhes das mudancas
aprovadas para as partes interessadas.

As atividades para reverter ou remediar uma mudanca mal sucedida, devem ser
planejadas e testadas, quando possivel. As mudancas devem ser investigadas e
acOes de acordo devem ser tomadas.

A intervalos planejados, as solicitacOes de registros de mudancas devem

ser analisadas para detectar tendéncias, eficacia e identificar

oportunidades de melhoria.

Produtos da ManageEngine que podem ajudar na implementacéao destes
processos:

ServiceDesk Plus

O modulo de gerenciamento de mudancas permite aos usuarios enviarem
solicitacdes para mudancas com diferentes fluxos de trabalho para diferentes

tipos de mudancas como padréo, normal e de emergéncia.
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STAGET  Submission

On  Accept

On  Reject
On Requested

# on Submitted for Authorization
On RFI

STAGE2  Planning

On  Approve
On  Reject
On Planning In Progress

o
3.

Submit for Review

On RFI

STAGE3  Approval

On  Approve

On  Reject

On  Approval Pending

STAGE4  Implementation

On | Complete

On | Cancel

O

]
©
=

Iz
=X
>y

On RFI

STAGE5  Review

On  Complete

On  Fail

On InProgress

STAGE6 Close

On  Complete

[ on  cancel

On Close - In Progress

-+

5>

#4 Notify
ChangeManager, ChangeRequester

#3 Notify

ChangeManager, ChangeRequester
#*3 Notify

ChangeManager

#*1 Notify
Line Manager

#*1 Notify
ChangeRequester

#*3 Notify
ChangeOwner

#*3 Notify
ChangeOwner

%3 Notify
ChangeOwner

#*3 Notify
ChangeManager, ChangeApprover

#3 Notify
ChangeManager, ChangeRequester

%3 Notify
ChangeManager, ChangeOwner, CAB, ChangeApprover

*3 Notify
ChangeManager, ChangeOwner, CAB, ChangeApprover

#3 Notify
c CAB, Ch

*3 Notify
ChangeManager, ChangeApprover

*3 Notify
ChangeOwner, Implementer

*3 Notify
Implementer, ChangeOwner

%3 Notify
Implementer, ChangeOwner, ChangeManager, ChangeApprover

*3 Notify
ChangeManager, ChangeOwner, ChangeApprover

5
Notify
»

-

Cl ChangeOwner, ChangeApp! 3

#3 Notify
ChangeManager, ChangeOwner, ChangeApprover, Implementer

*3 Notify
Reviewer

*3 Notify
ChangeManager, ChangeOwner, ChangeRequester, ChangeApprover, Line
Manager

#3 Notify
ChangeManager, ChangeOwner, ChangeRequester, ChangeApprover, Line
Manager

#*3 Notify
ChangeManager, ChangeApprover

Move to #3 Notify
Stage: Planning ChangeOwner

Status: Planning In

Progress
Configure Next Stage
Configure Next Stage
Configure Next Stage
Configure Next Stage
Move to *3 Notify
Stage: Approval Cl AB

Status: Approval Pending

Configure Next Stage

Configure Next Stage

Configure Next Stage

Configure Next Stage

Move to %3 Notify

Stage: Implementation Implementer,ChangeOwner

Status: In Progress

Configure Next Stage

Configure Next Stage

Move to *3 Notify
Stage: Review Reviewer

Status: In Progress

Configure Next Stage

Configure Next Stage

Configure Next Stage

Configure Next Stage

Move to *1 Notify
Stage: Close
Status: In Progress

ChangeManager,ChangeApprover

Configure Next Stage

Configure Next Stage

Configure Next Stage

Configure Next Stage

Configure Next Stage

Fluxo de trabalho de mudanca configuravel
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Add Filters | View All 1-30f3] | Show 25 v perpage

Workflow List 2

4 Emergency Change Configure Workflow

Major Change Configure Workflow

Normal Change (Default) Configure Workflow

Fluxos de trabalho de mudanca maultiplos

O modelo/fluxo de trabalho utilizado para enviar a solicitagdo pode ser
configurado para seus campos, estagios e estados. Por padrédo, a solicitacao
pode passar por varios estagios como envio, planejamento, aprovacgao,
implementagéo, revisdo e encerramento, o que permite rastrear seu andamento.
O fluxo de trabalho também permite que vocé retorne as etapas anteriores,

conforme necessario.

Change Details Change Roles Field & Form Rules Undo

K3 Add New Field (Empty)

Modelo de RFC configuravel
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Submission Planning Approval Implementation(0/0) Review Close

m Problems (0) Requests (0)

Impact Edit | Attach afile

(CJ Conversations 70 History

Users are unable to use the new functionalities released by the vendor which will improve efficiency & productivity.

Roll Out Plan  Edit | Attach a file

1) Download the service pack.

2) Stop UAT Instance

3) Take a backup of the UAT instance.

4) Deploy the service pack in the UAT environment

5) If successful, stop production instance

6) Take a backup of the production instance

7) Deploy the service pack in the production instance

8) If successful, start the service & ensure working conditions.

Backout Plan Edit | Attach afile

1) Download/Install the same version of the product.
2) Restore the data/configuration using the backup
3) Ensure working conditions.

Check List Edit | Attach afile

Announcements to Users
Package download
Backup

Support backup

Downtime

Planejamento de mudancas

* A aprovacéao pode envolver um gerente de mudancas e aprovacao do Change

Advisory Board’s (CAB’s) juntamente com a aprovacao de um terceiro. Depois que a

mudanca for aprovada, os detalhes podem ser comunicados as partes interessadas

por meio de notificacdes.

Upgrade ManageEngine ServiceDesk Plus
Requested by - Heather Graham
Scheduled End Time - Apr 8, 2020 09:30 PM
Approval Pending
V) V) Y/
Submission Planning Approval Implementation(0/0) Review Close
CAB Recommendation

Add CAB Member

Aprovacio da mudanca

L/ Conversations 79 History

* As solicitagdes de mudanga sem sucesso seguirdo o fluxo de trabalho configurado,

como voltar a estagios anteriores ou encerrar o registro.
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In Progress

@ @ @ @
Submission Planning Approval Implementation(0/1) Review Close (CJ Conversations
Review

B 7 U & F 10- B 2 % ¥ =

iii
4
[¥l

ub

» L 2 =T HEO

o
W

Change Unsuccessful due to backup issues. Replan the change.

Next Review Schedule :

Save Cancel

00 v Hours | 00 v Minutes

Revisio da mudanca

Analvtics Plus

Request Count

Average Completion Time

1) History

O Analytics Plus, quando integrado com o ServiceDesk Plus, fornece relatérios

prontos sobre o gerenciamento de mudancas, o que ajuda analisar a eficacia da

tendéncia.

80 [¥] Categary

Administrative

6

I GI SI.

5
—
o I
Sep 2019 Oct 2019 Nov 2019 Dec 2019
Request Created Time

Solicitacdes de tendéncia para a analise de mudancas

180
160

130 131 130 132 131 130 130
120
103
100
80
60

40

20

Jun 2019 Jul 2019 Aug 2019 Sep 2019 Oct 2019 Nov 2019 Dec 2019 Jan 2020 Feb 2020 Mar 2020

Tempo de conclusdo médio da mudanca (em dias)

Customer Services

Data Handling

Faulty Hardware
General Issues

ISP Link

Internet Link
MPLS Link

[ Network Access

05 Corruption
Printer Problems
Software Request

escalation ops Leadership

Apr 2020
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8.5.2 Projeto e transicao de servigos

Requisito(s) do processo abordado:

Novos servigos ou mudangas com potencial para grandes impactos, a remocao
de um servico e a transferéncia ja existente de/para organizacao/cliente/terceiros
devem seguir o projeto e transicédo de servigos.

O planejamento deve conter referéncias a autoridades e responsabilidades,
atividades com prazos, informacdes de recursos, dependéncias, testes, critérios
de aceitacao, Cls afetados e data do efeito.

O projeto deve incluir autoridades e responsabilidades, informacgdes de
recursos, treinamento necessario, mudancgas no SLA/contrato, impacto sobre
outros servicos e atualizagdes do catalogo de servicos.

O gerenciamento de liberacdes e implantacdes deve ser usado para implantar
servigos novos ou modificados no ambiente ao vivo.

Depois disso, as partes interessadas devem ser comunicadas sobre as

realizacbes em comparacao aos resultados esperados.

Produto da ManageEngine que pode ajudar na implementacédo destes
processos:

ServiceDesk Plus

O médulo de gerenciamento de mudancas ajuda a criar um modelo/fluxo de
trabalho separado para lidar com grandes mudancas que estdo no escopo de
servicos novos ou modificados.

O modelo e a solicitacdo de mudanca permitem registrar e manter todos os
detalhes necessarios das fases de planejamento e projeto, incluindo autoridades,
Cls afetados, atividades, informacdes de recursos, impacto, etc.

Uma vez que a solicitacdo de mudanca seja aprovada, a implantacdo pode
passar pelo estagio de implementacédo de uma solicitacdo de mudanca, o que
tera uma interface com os médulos de tarefas, projetos (disponiveis nas versdes

no local e na nuvem) e liberacdo (disponivel somente na versdo em nuvem).
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In Progress

) ) V) v,
Submission Planning Approval Implementation(0/1) Review Close (LJ Conversations D History

Projects initiated by this Change

© Create New [5] Associate [%F] pissociate

Title Status Priority Owner Schedule Start Schedule End Projected On Tasks Milestones
Upgrade ManageEngine ServiceDe... Open - - - - - 0/0 0/0
Task Details
All Tasks - Actions ~ Add New Templates = T= Dependencies  p Trigger (2] 1-10f1 Show 10 v  perpage
Title Status Priority Owner Scheduled Start Time Scheduled End Time % of completion TaskOrder 2 Q ffi
Backup UAT Instance Open ~ High v - v Apr 8,2020 06:00 PM Apr 8, 2020 06:30 PM ( 1 day Left) 0% 1

Implementac&o: Projetos e tarefas

Requests  Problems Changes Projects Releases  Solutions Assets CMDB  Purchase 4 +NewRequest- & % [ Q- Releases

€ Edt Assign | Print Actions - Release >
=
Stages  EdtRelease (55 pgrades to Router OS i ai%
e Priority : @ Priority-3 | Requested By John Doe on Sep 26, 2019 03:00 PM £ Workdlow Status Requested / # Submission *
Planning = o Workflow General Release Workflow
Submission
Development Template General Template
Details  Roles  Tasks  Notes  Approvals  Status Comments
Testing Release Engineer  John Doe
" ” Rels M; James Amberson «
UAT Rel & John Doe Site Not in any site R
Scheduled End Not Configured
Deployment Type Standard Group Hardware Problems b
Training Impact Impact - 9 Rele: & John Doe Associated Change
CH-141 Internet access
Review Urgency Urgent Release Manager & James Amberson
Stage Submission Priority Priority - 3
Closure
Requested Ris Medium
B3 Conversations o ‘
Comme: -
A Activities &
CSl Section
Tasks 0/0 Category - 2 Sub Category Not Assigned
Reminders | o Not Assigned
Work Logs 0 Not Configured Schedul Not Configured
Approvals @ Services Affected Intranet
Assets Involved Not Avai
) History S Ve ot Available

Gerenciamento da liberacéo

* As execucles, em comparacdo com os resultados esperados, podem ser

comunicadas utilizando a notificacdo da prépria solicitacdo de mudanca.
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8.5.3 Gerenciamento da liberac&o e implantacéao

Requisito(s) do processo abordado:

Produtos da ManageEngine que podem ajudar na implementacéo destes

Os tipos de liberagbes devem ser definidos, incluindo liberacdo de

emergéncia, sua frequéncia e como eles devem ser gerenciados.

A implantagdo de servigos novos ou modificados e seus componentes no
ambiente ao vivo devem ser planejados e coordenados com o gerenciamento de
mudancas, e incluirem referéncias as solicitacdes de mudancas relacionadas,
erros ou problemas conhecidos, datas de implantacéo, resultados e métodos de
implantagéo.

A liberacao deve ser aprovada antes da implantacao e verificada em

relacéo aos critérios de aceitacdo documentados.

Antes da implantag&o de uma liberag&o no ambiente ao vivo, devem ser
tomadas uma linha de base dos Cls afetados.

O sucesso ou falha das liberacdes deve ser monitorada(o) e analisada (0),
incluindo incidentes relacionados com a liberacdo pos-implantacdo para

oportunidades de melhoria.

processos.

ServiceDesk Plus

O médulo de liberacéo disponivel na versao em nuvem suporta modelos/fluxos
de trabalho diferentes para tipos de liberacdes diferentes, incluindo liberacdes

de emergéncia.

A solicitacéo de liberacao por padréo pode passar por diferentes estagios,
como envio, planejamento, desenvolvimento, testes de aceitacdo do usuario
(UAT), implantacéo, treinamento, revisdo e encerramento. Cada estagio
mencionard o status para ajudar a rastrear o progresso. Novos estagios/status
podem ser configurados, conforme necessario. As suporte de aprovacdes do

fluxo de trabalho como requerido em diferentes estagios.
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Release Wor

Major Release | This workflow can be used for major releases. | {§ General

© sun
5 1 )
Switcs > v o
Stz 1 il ; o re———
Submission AT Release Accepted
s por © Approval by Appli... e
»® :“‘”‘ e 1  Aoproved
ted : @
@ Relect ¢ Standard )i @ Denied B
g Requened P ®
x
v y
Sz " — Suce 3 Ste 4 Smce
& Planning o Vs poc & Development & Testing & Deployment
39 Avproved & % ! Ftamsy ) i Complesea iy Completed )3 » s Devlones
3o In Progress. e e 1 e § Back Ot @ Falled e  Failed
iy Relecte & > o iy Inprogress iy 10 progress & - I rogress
Stace 6
© Closure
1ty Coceled
& Comvies
Failed
® v
& InProgress ° e
Fluxo de trabalho de liberacio
All Releases () + New Custom View
< > August 2019 - Changes and Releases
Sunday Monday Tuesday Wednesday Thursday Friday Saturday
1 2 3
4 5 6 7 8 9 10
77 RLCT Relase.of uparaded software
1" 12 13 14 15 16 17
RL8 Release of uparaded software
19 20 21 22 23 24
7_RL-7 Change1.
% 27 28 29 30 3

N

A solicitacé@o de liberacdo contera referéncia a mudanca, problema, erros

conhecidos, além de outros resultados.

Type
@ W Major Minor Significant Standard N/A

Calendario de liberacio

37



€ New Release

Associated Change *

Release Requester
Type

Impact

Urgency

Stage *

Status *

Comment *

CSI Section
Category

Item

Scheduled Start
Services Affected
Assets Involved
(CIs Involved

Reason for Change

Submission

Requested

Choose Template ~General Template v Choose Workflow =~ General Release Workflow | »
g Site Not in any site
Group

The above Stage/Status is set as part of 'Release’ creation

i3

Release Engineer
Release Manager
Priority

Risk

Sub Category

Scheduled End &

Modelo de nova liberacio: Associacido de mudanca

O médulo de relatérios ajuda a analisar a eficacia da liberagcéo para identificar

oportunidade

s de melhoria.

A versao no local pode ser tratada usando uma combinacédo dos modulos de

mudanca e p

rojeto.

Details Milestones Tasks Timesheet Members

Change that initiated this Project  Dissociate

Title
Stage

Priority

Project Details

Project Code

Site

Project Type

Upgrade ManageEngine ServiceDesk Plus

Implementation

PJ047
Not associated to any site

Infrastructure

Gantt View

Resource Management Comments Associations History

Change Owner  N/A
Status  In Progress

Scheduled End Time  Apr 8, 2020 09:30 PM

Status I Open
Owner  administrator

Priority I High

Gerenciamento de projetos: Associacdo da mudanca
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OpManager Plus

O componente Network Configuration Manager do OpManager pode fazer um

backup das configuracées de dispositivos de rede, como uma linha de base

antes da implantacdo de uma liberacdo, comparar as mudancas e restaura-las,

conforme necessario.

Network Configuration Manager

Alarms

Blsa Pu

Config Diff View ¥ Added-(2) ¥ Modified-(0) ¥ Deleted-(0) }
LHS LHS - Running RHS - Running (Baseline)
Select Device
192.168.49.6
2 Jeonby lcense/JUNOS237297 lic:1:(0) JUNOS237; ’ 137297 ic:1:0) JUNOS237297:
3 certincate has expired: ACUS/ST=CAL = Juniper CA AU TCAL Junper per CACN
@ Running  StartUp Draft sSjunipernet sejunpernet
4 config/license/JUNOS237298 lic: 1:(0) JUNOS237298: ign e pem lic:1:(0) JUNOS237298: icense-v2 pem
Select Config
s ste has expired: /CsLIS/ST~CA/L+Sunmyvale/Ohs uniper Networks/OUsJuniper CA/CNs Featurelicense-v2lemailAddresswe  certifcote has expired: ACaUIS/ST=CANL «Sunnyvale/O Juniper Networks/OUs Juniper CAICNs Featurelicense-v2/emaiAddressee
Version 17 = @iunipernet a@juniper.net
6 99.ic:1:0) JUNOS - iemse v2pem . fie:1:40) 7 icense v2pem
Changed By 7 certificate has expired: /C~US/ST~CA/L=Sunnyvale/O=Juniper Networks/OU= Juniper CA/CN=Fe h d: /C=US/ST=CA/L~Sunnyvale/O= Juniper Networks/OU= Juniper CA/CN=Featurelicense-v2/emailAddress=c
aajunipernet ajunipernet
‘opmanager’ < -
L fconfig/license/JUNOS237300 lic: 1:(0) JUNOS237300: invalid signature: cannot validate fetc/dbicerts/FeatureLicense-v2. pem feonfig/license/JUNOS237:300.lic:1:(0) JUNOS237300: invalid signature: cannot validate fetc/db/certs/Featurelicense-v2 pem
Backedup Time 9 o has cxpired: C-US/ST-CAL Juper Juniper CAIC sc  cortificatc has oxpirod: /C-US/ST-CAL - Juniper CAXH e
suniper net aiuniper ot
Sep 14,2018 13:04 PM 10 setversion9.6R2.11 setversion 9.6R2.11
1 ‘set system host-name juniper2 ‘set system host-name juniper2
12 sotsystemtime zone Adia/Calcutta set system time-zone AsisCalcutts
13 v 1
Ll 14 ‘set system login user deva full-name deva set system login user deva full-name deva
Select Device 15 ‘set system login user deva uld 2008 ‘set system login user deva uid 2008
192.168.49.6 v 16 setsystomloginuser deva class super-user set system login user deva class super-user
2 s .
@ Running StartUp Dratt 18 set system login user melab uid 2006 set system login user melab uid 2006
19 setsystemlogin user melab class super-user set system login user melab class super-user
Select Config » o = ) 2
Version 18 v 21 setsystemloginuser ncm fullname nem set system login user ncm full-name ncm
22 setsystemloginuser ncmid 2007 cet system login user nem uid 2007
Changed By
2 ‘set system login user ncm class super-user ‘set system login user ncm class super-user
‘opmanager’ 2 QURUZPZZZ2/TCBLI RUZPZZZ2/Te8US"
25 setsystemugiauser nfauid 2010 setapte
Backedup Time
2 ‘set system login user nfa class super-user ‘set system login user nfa class super-user
Sep 14,2018 13:18 PM 2 3 3uther $15EmC x . i
2 ‘set system login user cpman full-name opman ‘set system login user opman full-name opman
29 ‘set system login user coman uid 2011
) abonly
n “$1$1L1.2yxOShSC2FwkC. » e “$1$1L12yxO$hSC2FwhCXgikeqoleBjgAT
» ¢ custoen Inain scar aemansene fll:nama neenanzan ¢ cuctonn nain car nemacsane hllnama neenanzes

Comparar configuracoes

AD360

O componente Recovery Manager Plus do AD360 pode realizar o backup

RecoveryManager Plus _

Active Directory -

Backup Summary

Restore

Rollback

de objetos do AD, caixas de correio do Exchange, OneDrive for Business e

sites do SharePoint Online como linhas de base, e oferece opcdes de

restauracdo simples e granular.

Active Directory  [SREIEUE

No. of Objects

Recycle Bin o

Settings

1950 Objects in backup

W Modified o m

Moved om

& user-34 O computer-3
| modified
| created
| added 34 3

Created

Renamed

[ contact - 2

Admin

Back "
Full Backup
Backup Date
0 W Added 1950 Deleted [ -
0 M Recycled 0 W Readded o Status

: Initiated by Scheduler
: D2-Apr-20 02:00

1 min

success (Failed to backup certa.

Explore backup

BRGroup-49 FIOU-121  ofeONSHode-0 @ onszone-o [P ero-3  [MEsite-1 8% oynamic Distribution Group - 0

a3 121 - - 3

Backup e restauracéo de AD, Exchange, SharePoint e OneDrive
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Desktop Central

O médulo OS Deployment do Desktop Central pode tomar uma imagem do

sistema operacional antes da implantagdo de uma liberacdo. O Desktop Central

também ajuda a implantar as liberacdes relativas a implantacdo de software,

gerenciamento de patches, configuracdes de computador, etc.

> R

Gerenciar de patches
Implantar softwares
Gerenciar ativos
Configuragoes
Controle Remoto
Gerenciar Energia

Desktops

Gerenciamento
Unificado de

Endpoints

Implantacdo de SO

® Imagem de SO
® Implantar SO
® Implantagdo universal

Sistemas
Operacionais

-0 =

Dispositivos
Moveis

Moderno

Gerenciamento de
Dispositivos Moveis

Gerenciar dispositivos
Gerenciar aplicagoes
Gerenciar Seguranca '
Gerenciar Emails
Gerenciar Contetdo
Conteinerizagao

=]

Gerenciamento
Moderno

Geo rastreamento |
Limpeza completa @
Modo KIOSK

Distribugao de perfil

Distrbuir certificados com SCEP
Distribuir apps da Windows

Store

- O =

Desktop Central para liberacdes de endpoint
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8.6 Resolucao e cumprimento
8.6.1 Gerenciamento de incidentes

Requisito(s) do processo abordado:

* Os incidentes devem ser registrados, classificados, priorizados com base no
impacto e urgéncia, escalados se necessario, atualizados com acoes,
resolvidos e encerrados.

» Os grandes incidentes seréo classificados e gerenciados através de um
procedimento documentado. Os grandes incidentes devem ser comunicados a

alta administracao e revisados pos resolucéo para oportunidades de melhoria.

Produtos da ManageEngine que podem ajudar na implementacéao destes
processos:

ServiceDesk Plus e Analyvtics Plus

+ O modulo de gerenciamento de incidentes ajuda a registra-los, usando modelos
personalizaveis, priorizar com base na matriz de impacto e urgéncia, escalar
com base no tempo de resposta e resolucéo, atualizar a¢cdes tomadas,

solucionar e encerrar os incidentes.

4 Reportan IT Incident © Preview v

Available Fields New Field

Untitled

E-mail Id(s) To Notify

ate/Time ] Untitled

Modelos de incidentes personalizaveis
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Any request matching the above rules should be responded within: 0 Days 0 v Hours 30 v | Minutes Response Time:O0 Hrs 30 Mins

Any request matching the above rules should be resolved within : 0 Days 2 v Hours 0 v Minutes Resolution Time: 2 Hrs 0 Mins

Should be resolved, ded i ive of operati hours. : [ Operational Hours per Day for this site : 9 Hrs 0 Mins |

P P
Should be resolved/responded irrespective of Holidays.
Should be i ive of

P P

If response time is elapsed then escalate:

Enable Level 1 Escalation

If resolution time is elapsed then escalate:

Enable Level 1 Escalation

Enable Level 2 Escalation

Enable Level 3 Escalation
Enable Level 4 Escalation

Operational level agreement(OLA)

@ OLAtimeis applied individually to each selected group

Group Name OLA Time Description

Resposta, resolucéo e escalacdo

#1 Unable to print
by Heather Graham on Apr7, 2020 04:30 PM | DueBy: Apr7, 2020 05:30 PM

Details Resolution Tasks Checklist Work Logs Time Analysis History
Resolution Solutions Tried Solutions

B 7 YU = F 10 - W 7 X% ¥ =i =499 ¢ 2 =HHEHO®
Printer re—installed.|

Auwtachments : | #7 Attach file

Update request status to Resolved v

Atualizar acdes e solucionar/encerrar incidentes

* Se um incidente for categorizado como grande, ele pode ser tratado com
diferentes prioridades e processos, atualizando o alto gerenciamento com o

progresso.
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4  Add Business Rule

Rule Name+ Major Incident

Description

When a new request arrives :

Match the below criteria

Execute during request | Create operation v | AnyTime v

() Disable Business Rule
() Turn on cascade execution
() Override request values with Business Rule values

@® Match ALL of the following (AND) () Match ANY of the following (OR)

Rule

[E] & Request Type is

--- Select Criteria ---

Perform these actions :

‘ ‘ Actions

"Major Incident”

Y- Conditions ------ v Choose

£33 & Set Priority as "High”

Choose Actiol -- v|into  Choose

Regras de negocio

+ Aintegracdo do Analytics Plus ajuda a analisar os registros de oportunidades

de melhoria.

25

SLA Requests violated - Closed Requests , Requests within SLA - Closed R.
@

May 2019 Jun 2019 Jul 2019

[7]Legend
SLA Requests violated - Closed Requests
Requests within SLA - Closed Requests

[ Closed Requests Count
Sep 2019 Oct 2019 Nov 2019 Dec 2019 Jan 2020 Feb 2020 Mar 2020 Apr 2020
Completion Month
Solicitacoes encerradas: Relatério de tendéncias
0 -2 Hours
2-5Hours
5 - 10 Hours

m [ Not Resolved

11|

Tempo médio para a resolucéo



8.6.2 Gerenciamento de solicitac6es de servicos

Requisito(s) do processo abordado:
* As solicitagdes de servi¢os serao registradas, classificadas, priorizadas,

cumpridas e atualizadas com as a¢0es tomadas e encerradas.

Produto da ManageEngine que pode ajudar na implementacdo destes
processos:

ServiceDesk Plus
* O modulo de catalogo de servicos ajuda a criar diferentes modelos de solicitagdes em

diferentes categorias, permitindo aos usuarios escolherem as solicitacdes
necessarias. Cada modelo pode ter seu proprio processo de fluxo de trabalho para
aprovacao, atribuicdo, SLA, priorizacdo e campos obrigatérios para automatizar o
fluxo de cumprimento.

* As solicitacBes de servicos cumpridas podem ser atualizadas com as acdes tomadas e, em
seguida, encerradas.

Service Categories » Personal Computing

Q Search templates

o =]
=] D =]
— o
c—-—l:_o —==0 =R
Request a Laptop Request a new Desktop Request RAM upgrade
This service template is used to This service template is used to This service template is used to
request a new laptop request a new desktop request RAM upgrade in their

machine

Modelos de solicitacdes de servicos

Choose the laptop model

(& Apple

Model: Apple Macbook Pro 15
Ini
» G-core 8th ion Intel Core i7

« Brilliant Retina display with True Tone technology

« Touch Bar and Touch ID

« Radeon Pro 555X or 560X graphics with 4GB of video memory
« Ulrafast SSD

= Intel UHD Graphics 630

< Dell

Escolha um laptop para encontrar os detalhes
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Resource Info

Describe the required laptop

Specify the things that are need with the laptop

Choose the laptop model

,

. Apple

# Cost Details

@ | Enter additional information

Service Cost S 000

Add Resource

* Resource

Select existing questions (o) = [ New Question ~

Plain text
Type here and hit enter to sez
Check box
Choose the desktop model Radio
Drop down
Drop down

Choose the operating system

Drop down

Choose the additional hardware required

Check box

Choose the sofwares to be installed
Check box

Choose the laptop model

Drop down

Choose the account required for the new employee

Check box

Choose the devices required

Check box

Capturar os custos de provisionamento

@ View Sample X

Description

No Questions added

Save Save and Add New Cancel

Formulario de recursos para personalizacdo

Technician Requester Workflow Field and Form Rules

Approval Details

Select Approver

Stage One SREPORTING_TOS x
Stage Two SDEPT_HEADS *
Stage Three SREGIONAL_MANAGERS *
Stage Four SCFOS x
Stage Five SCEOS x
SLA (1)
Add New SLA
High SR SLA

Approval Configurations
By default, when a request is approved, its approval status is updated as Approved. If one approver

rejects it, the status remains in Pending Approval, until all approvers reject the request. Then, the
approval status is updated to Denied

All approvers must approve the Service Request

Apply first approval action.

Send approval notification automatically when a Service Request is raised.

Assign technician only after Service Request approval

Click here to configure outgoing mail server

.

© 1Day

Fluxo de trabalho de aprovacéo e SLA

& Template Users
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Technician Requester Workflow Field and Form Rules

On Form Load On Field Change On Form Submit

With this option, you can easily add some logic rules to your template, to handle the form flow and validation execution and so on..
Customize the flow of your form using a set of rules.

Add logic Conditions to your fields

@ Using Field Rules, you can show form fields based on user input

Automate on different states

Update a form field value and so on...

Validate & extend the work flow through custom scripts

“._~7 Youcan write your own custom script specific to your business requirements of the form flow.

Create New Rule

Regras de campos e formularios

8.6.3 Gerenciamento de problemas

Requisito(s) do processo abordado:

Produtos da ManageEngine que podem ajudar na implementacao destes

Analise os dados e tendéncias sobre incidentes para identificar problemas.
Realize analise da causa raiz e determine as a¢des potenciais para prevenir a
ocorréncia ou recorréncia de incidentes.

Os problemas devem ser registrados, classificados, priorizados, escalados,

atualizados com ac0es, resolvidos, se possivel, e encerrados.

As mudancas necessarias para a resolucéao de problemas devem seguir o
gerenciamento de alteracdes. Informacdes atualizadas sobre erros conhecidos e
resolucdo de problemas devem ser disponibilizadas.

A eficacia da resolucdo de problemas deve ser monitorada, revisada e reportada

em intervalos planejados.

processos:

ServiceDesk Plus e Analytics Plus

O médulo de Relatoérios/Analise avancada ajuda a analisar dados e tendéncias

sobre incidentes para identificar problemas.
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[7] Category

220 [ Administrative
Customer Services.
200 [ Data Handling
i Faulty Hardware
12 General Issues.
160 ISP Link
Internet Link
g 140 MPLS Link
o twork
% o ENe Access
g 0S Corruption
.g 100 1 Printer Problems
o Software Request
escalation Executive
60 [ escalation ops Leadership
40
20
0

Sun Mon Tue Wed Thu Fri Sat
Day of the Week

Fluxo de entrada de tickets semanais por categoria

+ Um registro de problema pode ser classificado, priorizado, atualizado com acodes
e resolvido/encerrado. Ele pode ser criado diretamente depois de analisar a
tendéncia de incidentes, a partir de um Unico incidente ou varios incidentes

abertos reportados.

#2 Application is Slow Status : [ Open
by Jeniffer Doe on Apr 8, 2020 03:16 PM | DueBy : Apr 8, 2020 04:16 PM Priority : M High
Technician : administrator
Details Resolution Tasks Checklist Work Logs Time Analysis History
L Group : Not Assigned
Description - More Properties
DearTeam, Share : [ Share Request
During recent days, the application is very slow and could not perform any of my duties.
Kindly look into this urgently, as this issue is for all my department staff. | - Associate Problem I
Regards, - Associate Change

Jen Change initiated due to this Request

Request caused by Change
& Browse Files or Drag files here [ Max size: 10 MB. ] i
-+ Associate Project

Associacio de incidentes e problemas

* O registro de problemas mantém os erros conhecidos, causa raiz, impacto, solugédo

provisoria e solugao.

Problem ID : 1 Edit  Print  AddNew v Actions v Solution v

D

Status : Open
By Jeniffer Doe on Apr 8, 2020 03:14 PM Due Date - Apr 10, 2020 03:15 PM Priority : High
Known Error : No
Problem  Analysis  Solution Tasks (0/0)  Incidents (1)  History
Impact  Edit ( Entered by sdministrator on Apr 8, 2020 03:25 PM )

Users are unable to use the application and are creating backlogs

@ Attach file

Root Cause  Edit ( Entered by administrator on Apr 8, 2020 03:24 PM )

The application server was updated recently updated with a new set of patches that updated the Net version and the same is incompatible with the application
@ Attach file

Symptoms  Edit ( Entered by administrator on Apr 8, 2020 03:26 PM )

Log in to the application will work, Post login, users will be able to see all the functionalities. But, if they try accessing it, it will slow down the entire application with no further progress.

Analise de problemas
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+ O registro de problemas pode ser associado a um registro de mudancgas, se

uma resolucéo encontrada seguir o processo de gerenciamento de mudancas.

Problem 1D : 1 Edit

Print

Add New v Actions v Solution w

D

BA"rm

Problem  Analysis

Description

Problem Details  Edit
Category

Subcategory

Item

Technician

DueBy Date
Impact

Assets Involved

Solution

10314 PM Due Date - Apr 10,

03.15PM

Tasks (0/0) Incidents (1) History

Services
Not Assigned
Not Assigned
administrator 54

Apr 10,2020 03:15 PM

High

Appl.testlocal

Status : Open
Priority High
Known Error : No

Status Open
Urgency High
Priority High

Reported Date Apr 8,2020 0314 PM

Closed Date WA

Business Application
Services Affected P

Associacdo de problemas e mudancas

* O modulo de relatorio do ServiceDesk Plus e 0 modulo de analise avancada

ajuda a monitorar e revisar a eficacia da resolucao de problemas.

New Custom Report

New Query Report

Reports on Incident Requests

¢ Reports on Service Requests

¢ Reports by all requests

: Reports by completed requests

Reports by SLA Violated requests

Reports by pending requests

¢ Request Summary Reports

: Reponts by All Problems

| Report on Problems by Category

w)| Report on Problems by Status

[i) Report on Problems by Priority

1| Report on Problems by Impact
| Report on Problems by Technician

w) Report on Problems by Urgency

i Reports on Pending Problems

Reports on Completed Problems

Reports by All Changes

¢ Reports on Pending Changes

New Schedule Report

Advanced Analyties | () Custom Settings --View Data Model-- v

m
=3

m
=3

m
=3

m
=

m
=3

m

ServiceDesk Plus: Relatorios reunidos
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8.7 Garantia do servico
8.7.1 Gerenciamento da disponibilidade de servicos

Requisito(s) do processo abordado:

* Monitore a disponibilidade dos servicos e compare os resultados com as metas.

* Investigue a disponibilidade ndo planejada e tome as a¢cbes necessarias.

» Osriscos para a disponibilidade de servicos devem ser avaliados em intervalos

planejados.

Produtos da ManageEngine que podem ajudar na implementacao destes

processos.

OpManager Plus e Applications Manager

* Monitore a disponibilidade de servicos com base em todos os componentes de

servigos dependentes, incluindo rede, servidores, virtualizacdo, armazenamento,

aplicacdes, bancos de dados, sites e compare-0s com a meta acordada.

i
E —i
o a
|
o o B
—— i
Egg 52 2E
K Business Views
o0 7)o
T.e 0 B L
. o e Aevvn o T
L o - S
- | =
K Maps

./

Availability Statistics

Avallabllity

Lestweed

e ———

@ Today

o Up

@ OnMaintena..
Dependent U..

= OnHeld

© Down

© Not Monitor...

e

Rack View

kY

3D Floor View

s

& A

Representacio da disponibilidade
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Dashboard de monitoramento

» Adisponibilidade dos componentes de servigcos pode ser medida com base
nas métricas de desempenho como tempo de resposta, utilizacao, etc., e

pode ter alertas proativos para evitar paradas nao planejadas.



CPU Utilization srowttieview ([

Time Perlod

12H

Monitoramento do desempenho: CPU

Memory Utilization Show Table View “

Tieme Period

T T -

@ crUl
@ CPUO
@ CPU3
® CcpPU2

@ PhysicalMemUtilization

Monitoramento do desempenho: Memoria

O tempo de inatividade planejado pode ser marcado para evitar falsos alarmes.

Tempo ndo planejado pode ser registrado como incidente no ServiceDesk Plus

e pode ser atualizado com os resultados/acfes investigados.

Assign this schedule to all the devices in category
PDU v

Programador de tempo de inatividade

Add Schedule
Downtime Frequency
® Once Every Day Every Week Every Month
From Hours
00
To Hours
00
Filter by
® Category Business Views Groups Devices

Minutes
- 00
Minutes
v 00
URLs

* Note: This is not applicable for any devices added to this category after this schedule is configured
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< ,V:E] EE

Run System

Email Email based SMS SMS Chat
Command

> =] =] Ei

Run Program Log a Ticket Web Alarm SysLog Profile Trap Profile

Notificacoes de alarmes

Os dados monitorados séo armazenados nos bancos de dados de produtos por
um periodo configurado, para os quais os riscos de disponibilidade de servigcos

podem ser gerados em intervalos planejados, considerando varios fatores.

8.7.2 Gerenciamento da continuidade de servicos

Requisito(s) do processo abordado:

Os planos de continuidade de servigos devem incluir uma referéncia aos
procedimentos para restaura-los, os passos a serem seguidos no caso de uma
grande perda e metas para a disponibilidade quando os planos de continuidade
estdo envolvidos.

Os planos de continuidade devem ser testados em comparacao aos

requisitos, em intervalos periédicos, e novamente apds grandes mudancas

no ambiente de servico. Os resultados devem ser registrados e revisados, e
acOes necessarias tomadas quando deficiéncias forem encontradas.

Os riscos para a continuidade de servicos devem ser avaliados e
documentados em intervalos planejados.

Quando o plano de continuidade foi executado, documente a causa, o

impacto e a recuperacao.
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Produtos da ManageEngine que podem ajudar naimplementacao destes
processos:

ServiceDesk Plus

* O mo6dulo CMDB do ServiceDesk Plus ajuda a criar referéncias a documentos

gue contém planos de continuidade para 0s respectivos servicos.

@

ManageEngine

L2

Continuity
Plan

%

DB Cluster

;a\ B DB2

Privileged App1
Acc..

S : S

W

Howard Stern

Ji’)

Network

Relacionamento de servicos com o plano de continuidade
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* O ServiceDesk Plus suporta a criacdo de tarefas de manutengéo preventiva,
onde uma solicitagdo pode ser criada e atribuida ao pessoal de Tl apropriado

para testar o plano de continuidade em intervalos planejados.

Daily Schedule Monthly Task Scheduling

Weekly Schedule
Every Month

Monthly Schedule

Periodic Schedule January February March April
May June July August

One Time Schedule

September October November December
On
Date 1 -
At
Time:: Hours | 0 ~ :Minutes| 00 ~

Programa de manutencio preventiva

« Como parte do processo de gerenciamento de mudancas/liberagéo no
ServiceDesk Plus, os testes de plano de continuidade podem se tornar uma
tarefa obrigatéria para todas as grandes alteracdes. A causa, impacto e
recuperacédo, quando o plano de continuidade for executado, podem ser

documentados como parte do plano.

OpManager Plus e Applications Manager

* Quando o plano de continuidade for executado, o OpManager Plus e
Applications Manager podem ajudar a monitorar a disponibilidade, saude e
desempenho dos servicos e componentes de servicos. Os dados monitorados
podem ser analisados para identificar as deficiéncias e 0s riscos para a

continuidade, com base em varias métricas de integridade e desempenho.
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OpManager

[J System

A

Health and Performance

Availability and Response

Inventory

WAN RTT Monitors

VolP Monitors

Virtual Servers Report

Storage Reports

B2 @ 0O @3 B w ©

Forecast Reports

Bl Nutanix Reports

#3

My Favorites

Schedule Reports

ﬂ, Monitor Group

P& Trend Analysis Report
Servers

L’@ Application Servers
{@ Database Servers
% Web Services

& Web Servers

@ URLs/ Web Apps

IE Services

(] Mail Servers

F= ERP
ﬁ Middleware/Portal

B Virtualization

W@ Cloud Apps

8 Converged Infrastructure
‘3‘-‘ Custom Monitors

@ Capacity Planning

E End User Monitoring(EUM)

® Forecast Report

NetFlow

B B o

23

H R

g ®

| @ O R

NCM
Search Report & Hardware Inventory Report
Report Profiles # Firmware Inventory
Forensics @ Device Inventory
Consolidated Report [FJ Network Health Status
Compare Reports &) Device Management Status
Protocol Distribution B¢ Device Audit
Inventory Report B¢ Startup-Running Conflict
Billing = Configuration Changes
Forecast & Configuration Change Trend
Schedule s EOL/EOS Report
WAAS Dashboard [} Compliance Report
WAAS Devices List E4 Configuration Analysis Report

Ea Security Audit Report

& PCIReport

OpUtils

[0 ]

Unused IP Addresses

Reserved-Static IP Addresses

| @

IP Usage Summary

Switches by Usage

Switches by Scheduler

Switches by Vendor Name

[ @ @ @

Switch Ports by ifSpeed

]

Switch Ports by ifType

B Device with Virtual IP

B Stacked Port Details

&i Administratively Disabled Ports
B Connected IP Details

Port by Operation Status Last Change
Time

£} DHCP Reserved IP Addresses

Relatoérios do OpManager

At a Glance Report
At a Glance Report of Application Servers

Availability Reports
Availability of Application Servers

Health Reports
Health of Application Servers

Response Time

Response Time of Application Servers

Memory Usage
JVM Details of Application Servers

JDBC Connection Usage

JDBC Connection Pool Usage of Application Servers

Thread Details

Firewall

Custom Report

B
& Firewall Reports

m

Proxy Reports

Policy Overview

Policy Optimization

Rule Cleanup

Rule Reorder

g ¥ § & &

Rule Impact

[} Standard

= Change Management
[Ea Security Audit

Ea Audit Logs

[Ea Rule Administration

[@ SearchReport

Thread Details of Application Servers

Session Details

HTTP Session of Application Servers

Request Throughput

Request Throughput of Application Servers

Web Application Request Throughput

Web Application Throughput of Application Servers

Select Attribute

—Select Attribute-—

Relatorios no Applications Manager
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8.7.3 Gerenciamento da seguranca da informacao

Requisito(s) do processo abordado:

* Aimportancia da conformidade com a politica de seguranca da informacéao e
sua aplicabilidade deve ser comunicada a todas as partes interessadas.

* Os controles de seguranca da informacgéo devem ser determinados,
implementados e operados para apoiar a politica de seguranca e abordar os
riscos identificados a partir de usuarios internos e externos.

* Monitore e revise a eficacia dos controles de seguranca e tome as acdes
necessarias.

+ Os incidentes de seguranca da informacgéao devem ser registrados, classificados,
priorizados, escalados, se necessario, resolvidos e encerrados.

* Analise os incidentes de seguranca por tipo, volume e impacto sobre SMS,

servigos e partes interessadas, para identificar oportunidades de melhoria.

Produtos da ManageEngine que podem ajudar na implementacao destes
processos:

Desktop Central

* O modulo de gerenciamento de configuracdes ajuda a publicar a politica de seguranca
da informacédo a todos os usudrios da organizacéo através de um aviso legal de
acesso. As politicas também podem ser publicadas através do portal de

autoatendimento do ServiceDesk Plus.

Mac Linux

/0\ Alerts C‘; Browser f_} Certificate Distribution f;_‘, Common Folder Redirection
f;’ Custom Script E Display Q Drive Mapping [‘; Environment Variable
(&) File Folder Operation 282 Firewall [Z) FolderBackup (F) Fotder Redirection

|T Fonts P General 52 Group Management ) 16 printer

‘D Install/Uninstall Windows Patch C.:\ Install/Uninstall Windows Software 1= Launch Application (—’:‘ Legal Notice

Ij MS Office B2 msoutiook [E=] Message Box B2 outiook Exchange Profile
m Path F?[ Permission Management " Power Management o Registry

@ scheduler oS5 SecureUSB &) security Policies & services

-..-. Shared Network Printer \)‘/J Shortcut & User Management "? WiFi

Desktop Central: Gerenciar configuracdes
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hiowlcaniwelhelpiyotiv

Search templates Q

| am facing an
Issue

I need a new
Service

| am looking for a
Solution

My Request Summary Popular Solutions [More | My Assets
Windows2008

P Q Search Solutior

Tegmng H!l HVM doml

Awaiting Approval

1

Awaiting Updates

1

Tips for uninstall Software
First method: Use Windows Uninstall Wizard If you are using Windows

n. Ubuntu Machine
-‘ Unknown Workstation

=, Printer] - HP
To move data from one installation from another \r HP-Printer
You can move the data from the existing server to new server. Please f —

Modify Login screens and Logout screens
Find below the procedure to meet with your need-1. Save the page serve

ServiceDesk Plus: Portal de autoatendimento

» Implante os controles de seguran¢a necessarios nos endpoints, como

proibicdo de instalacdo de software especifico, bloqueio de executaveis,

bloqueio de USBs, aplicacdo de patches, registro de sessdes remotas,

protecao de dispositivos méveis, navegadores e muito mais.

Home Con

2 Computers
& Hardware
O Software
1 Alerts

B iwentory Reports

Application Comtrol
) Prohibit Software

£ Block Exccutable

Actions / Settings

D Scan Systems

[ File Scan Rules

£ Scan Settings

D Software Metering
@ Manage Licenses

& Manage Software

Cabanan

yment  Mobile Der lep Admin

Support

© Auto-Uninstall policy is not configured. Configure Now 10 enable auto uninstallation of software and user notifcation

Prohibite Auto-Uninstall Policy Auto-Uninstall Status Systems With Prohibited SW User Requests Audit History
Filter By: A% Prohibited Settware All Software
. + Add Prohiited SW X Remove Prohibited SW 4 Configure Global Exclusion 1 Configure Alerts Toeat31 | Q M &
. Software Name  « Version Instalier Type Macuged Installations 7 Network Installatioes Unirstall Comerand 7 Exclusions 7
Total Commander 64-bit (Remove or Repair} 8523 EXE 0 0 Not Contigured Not Configured
[ teerent 1 44024800 EXE 150 150 S Configured
Scype ™V 7.26 726101 MS ) 0 Not Applicable Configured
» Server Joiner 1063 EXE 0 0 Not Confgared Not Configured
Opera Stable 5603051 52 540305152 EXE 0 0 Not Configured Not Configured
LitreOffe 4422 4422 MS 1 1 Not Configured
Dropton 13421 253 1 1 Not Configured
Cybertink Media Sulte Cssertial 12 EXE 1 1 Not Configured
Cyberlink Media Suite 12 12015223 EXE ! 1 Not Confrgured Not Configured
Cyberlink Media Sulte 0 10013214  EXE 1%0 150 Not Configured Not Configured
COleaner 514 EXE 0 0 Not Corthgured Not Configured o

Desktop Central: Software de controle e instalag&o executavel
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Cartral to fox Face Time bug
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@  FovieFaceTime's crtics eavesdropping by

£ Ene of Pusiic Updates for Jave SE 8 - Commercial Users upgrade your
pachage
@ [BoxiPatch Tuesday Jan 2019 Everything you want 20 know

@ Vel Oesktop Cartral now pports the Microscht security patches
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© CVE2013.8653 | Severe Security Vidnarabiity has been Siscovered by
Microsoft

© T mensce of Mageas’. Doep ineghes o0 SQUte RCE vulomeasiity

Desktop Central: Gerenciamento de patches abrangente
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Desktop Central: Sessdes remotas registradas
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Configurations  PatchMgmt  Software Deployment  Inventory  OSDeployment  Mobsle Device Mgmt  Tools  Reports  Admin  Support

Define Profile

[} Groups & Devices

2 w)\ Passcode
Managemest [ Profikes
@ Restrictions 0
= W App Repository o
Iversory = Wifi
J Remote Control
E & VPN Note: This payload & not applicable for Apple TV.
B Content Management You can also prevent devices from connecting to unapproved Wifi networks by configuring Restrictions.
Errolirent
S B PerAppVPN " i natork Bandvidehs
@ Automate OS Updates B N MO S
of &8 Email
B @ Conditional Exchange Wireless Network Identification * >dmin
Access(CEA) @8 Exchange Activesync
Connect to this Wi Fi automatically * Yes No
B @ DeviceCompliance B Kok Mode
Au Hitden Network Yes *No
© KNOX
Web Shortout:
r'.j feb Shortauts
o Security Type Any (Personal)
Settings ’5 Web Content Filter
B Password i sesee
Need new features? €9 Managed Web Domains
(&) Walipaper Configure Proxy
o AePrint Proxy Settings Nane : o

Desktop Central: Protecdo de dispositivos méveis

“® Threat Prevention o ”
Phishingfilter & 2 2 @ ® : Enable Disable O not Configured
Data Leakage Prevention
File downloads & & @ : Allow Restrict O not Configured
”i} Add-on Management
Manage Over-ride certificate errors & & @ @ : Allow Restrict O nNot Configured
3 Web Isolation
Verification of certificate with revocation list : Enable Disable o Not Configured
Browser Lockdown /-Y0)
@] Browser Router Zone Elevation Protection & () : Enable Disable O not Configured
> JavaManager 7 i
Browser Helper Objects & (2 : Allow Restrict O not Configured
¥ Download Restriction 18
FlashRestriction & 2 2 @ (® : Enable Disable O not Configured
D =| Browser Customization
Compliance IE Plugin Protection & () : Allow Restrict O Not Configured
™ Run scripts on webpages & () : Allow Restrict © Not Configured
Unsigned IE plugins & @ : Allow Restrict O nNot Configured
x Block websites with excessive ads & (?) : Enable Disable O Not Configured
Block third party websites that inject code & 3 Enable Disable o Not Configured
@

Gerenciamento de riscos de navegadores

AD360

* Implante os controles de seguranca necessarios para acessar e gerenciar o

Active Directory, Exchange e Office 365 de forma segura, através das
capacidades delegadas. A auditoria contra acessos € uma capacidade que
ajuda a implantar os controles necessarios para que 0S usuarios possam
alterar/redefinir senhas, desbloquear contas através de varios métodos de
verificacdo de identidade e implementar a autenticagdo de multifatores para os

usuarios acessarem suas maquinas.
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ADManager Plus )

Home

Requests
Create Request
All Requests
Workflow Delegation
Requesters
Workflow Techniclans
Requester Roles
Configuration

Business Workflow

Assigning Rules

AD Management

User Management
Computer Management
Group Management
Contact Management
Mailbox Management
0OU Management

File Server Management

GPO Management

User Reports
Password Reports

Group Reports
Computer Reports
Exchange Reports
Contact Reports
Terminal Service Reports
GPO Reports

OU Reports

NTFS Reports

Security Reports

Other Reports
Compliance Reports

G Suite Reports

Custom Reports

Management

Reports Office 365 Delegation

Business Workflow

Workflow Name

v Description

Workflow Stages

+0
=

Workflow Name

Requester

Workflow

Qe
on

Reviewer

4

Cancel

This is a predefined workflow present in the product.

This workflow will be used while processing the request for user account
creation.

This workflow will be used while processing stale accounts cleanup.

This workflow will be used while processing password reset requests.

License AD Explorer € ~
Search AD Objects

£# Domain Settings

1)
oY

Approver

« ¢ 1-40f4 > » 5 v

Requester = Executor

Requester + Reviewers: 1 = Executor
Requester =+ Reviewers: 2 =+ Executor

Requester = Reviewers: 2 # Approver: 2 =+
Executor

Confirmar mudancas no AD na aprovacio

| Default business workflow
Pl | User onboarding workflow
ran | Stale accounts cleanup
workflow
P User password reset workflow
AD Reports Administration Office 365

Bulk User Management

Create Users
Create Single User

Create Bulk Users

Bulk User Modification

General Attributes

Reset Password

Group Attributes

Unlock Users

Move Users

Delete Users

Account Attributes
Restore Deleted Users
Address/Organization Attributes
Naming Attributes

Profile Attributes
Move/Delete Home folders
Contact Attributes

Modify Custom Attributes

Backup

User Attribute Privileges Modify Users ()
Modify Single User

Modify Bulk Users

Exchange Attributes
Create/Archive MailBox
Modify SMTP Address

Set MailBox Rights

Delivery Options &

Naming Attributes g3
Exchange Features

Auto Reply

Delivery Restrictions
Storage Limits

Migrate Mailbox

Exchange Offline Address Book
Disable/Delete User MailBox

Exchange Policies

User Templates
User Creation Templares

User Modification Templates

Deny Bulk Modification

Terminal Services

Profile Attributes

Remote Control Attributes
Session Attributes
Environment Attributes
Move/Delete TS Home folders

Dial-in

Delegar acesso para gerenciamento do AD

Compliance Reports
SOX
All Users
All Groups
All Computers
All Contacts
All OUs
All GPOs & Linked AD Objects

Office 365 Users

GLBA

Recently Logged On Users
Recent Logon Failures

Real Last Logon

Users with Password Never
Expires

password Changed Users

Security Groups

HIPAA PCl

Recently Logged On Users Recently Logged On Us;

Recent Logon Failures Recent Logon Failures
Real Last Logon Real Last Logon

Users With Terminal Server
Access

Locked-out Users
Users in Groups

Recently Created Users Shares in the Servers

Recently Modified Users Permissions for Folders

GDPR

Shares in the Servers
permissions for Folders

Folders accessible by Accounts
Server Permissions

Subnet Permissions

Servers accessible by Accounts

Subnets accessible by Accounts

FISMA

ers Recent Logon Failures
Real Last Logon
Users with Password Never
Expires
Password Changed Users
Recently Created Users
Recently Modified Users

Relatorios de conformidade para a gerenciamento do AD
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ADAudit Plus BN i Severuox ek Nems  Comguradas Qsesrcn. O Do s

Q& LogonAudt v GPOChanges v Compliance v Favounte Reports » Analyliu Fa Custom Reparts
i =9 Administrative User Actions Domain  admanagerplus.com v
Active Directory Azure AD
User Logon Reports » Perad B Todwy Hours A1 [Business v Select Objects Al
Local Logon-Logoff » orths W Adcto 5 More
FOIS puiieg L User Mgt Computer Mgmt Group Mgt ou Mgt GPO Mgt
Account Management »
Top Users Modified AL
User Management » ( 2
Group Management » L % 3
Computer Management » 4
OU Management »
GPO Management » :
GPO Setting Changes » 2
Other AD Object Changes »
Permission Changes » !
Configuration Auditing » 0
DNS Changes »
LAPS Audit »
Domain Object Changes »

& Q advanced Search 1-B0f8 25w  AddiRemove Coluoms

Auditoria de mudancas do AD e servidor de arquivo

0365 Manager Pi

Q

2zohocorpadmgrolus.anmicraso. v

] [2 ExportAs W Scheoule Profiles [ More

- Operations R~
Exchange Online .

+ Exchange Activiey Business Hours Al Hours - 0

Mall Contact Domains Al Domains 2

Connecsor

Cout

Maitfiow

Management Roles

Public Foiosr MailboxLogin

Matbax Move
W Comnt

Mall Trace

Matware Detection

¥ Spam Detectian Owner Activity  Country Summary  Users Vs Adtivities  Day wise activity v o Create New View
DLP Policy Maeches

- - Add/Remav:
* Transport Rule Mstches x « < 1250036 > » 25 Y A ve

APTINCipalNGe Client

» Maibax
¥ Maibx Permssian 07 Ape 2020 om g om Matboxlogin  Succeeded India 121.244.91.2 Micrascét. Exchange.
= 12:31PM
» Calendar
Azure Active Directary »
OneDrive for Business .
07 Apr 2020 a com g om Mafboxlogin  Succeeded India 121.24451.2 Micrasoft. Exchange.
Microsoft Teams » 06:32 AM
Power 81 >

Auditoria e relatorios de gerenciamento do 0365

Walcoma, admin

ADSelfService Pl@ SianQul, Change Passinord, Junp To
Dashtoard Reports. . ” Admin Support

9 Password Policy Enforcer

Ensure ond users choose strong pazswords by snfarcing custom streng password policies

Self-Service ¥

policy Configuration

3 Seloct the Policy : | adseifeervica v]
Multi-factor Authentication
4 Pazsword Expiry Notification I Enforce Custom Password Policy
® Password Policy Cnforcer
$  passward Sync/Single Sign on @ Minirmum password length | € Disallow use of 3 character mare than 2 times consecutively.
i, Directory Self Service ¥ Maximum password length [ 15 ¥ Disallow use of 5 consacutiva characters from usamama,
& Number of special characters w0 include 1 Disallow use of § consecutive characters from old password,
Administrative Tools 2
¥ Must contain both upper and lowescase letters, ¥ Disallow tha use of dictionary words, Choase Dictionary
Security Center 2

) Numbar of numeric charactars to includa| 1

EN

Disallow the use of these patterns. Modify Patterns

V' Naad New Faatures 7
I Password must begin with 3 fetter. nusmbar af old passwords ta ba restrictad during password raset [ 5 ¥

Must contain at keast cne unicode character.

N

Override all complesity rules if password length is ot least

# Disatiow palindrome passwords

¥ pazsword must zatisfy at laast [ 3 | of the abovo complaxity requirements. 7

¥ Enforca this policy In GINA/CP (Ctri+Alt+Dal) screen and ADUC Password resens through Password Sync Agant. Leam mara

¥ Show this palicy requirement In Reset and Change Fassword pages. Customize View

Autogerenciar senhas e contas com seguranca
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Exchange Online -

¥ Exchange Acthey

Mail Contact

Connecsor

Maitiow

Management Roles

Public Foloer

Matbax Move

Mall Trace

Matware Detection

» Spam Detection

DLP Polcy Maeches

Transport Rule Mstches
» Maibaox

¥ Maitxn Peavission

* Calendar

Azure Active Directory »
OneDrive for Business. .
Microsoft Teams »
Power 81 »

ADSelfService Pl@

3 [2 ExportAs  W¥ Scheoule Profiles [ More

Period | 09/03/2( % AM - § H Operations R o~
Business Hours Al Hours v “
Domains Al Domains. ~

MailboxLogin
W Count

Onner Activity  Country Summary  Users Vs Actvities  Day wise activity v o Create New View

X « < 1250636 > » 25w Y  Add/Remove Columns

07 Ape 2020 om a om Matboxiogin  Succesded India 121.244.91.2 Micrascét. Exchange.
12:31PM
07 Apr 2020 a com g om Mafboxlogin  Succeeded India 121.24451.2 Micrasoft. Exchange.
05:32 AM

Auditoria e relatorios de gerenciamento do 0365

Walcoma, admin
San Oul, Change Passnorgd, Junp T

Dashboard Reports Admin Support
o 9 Password Policy Enforcer
Self-Servics & Ensure end users choose strong passwords by enfarting custom strong password policies
policy Configuration SR 1
3 Seloct the Policy : | adseifeenvice |
Multi-factor Authentication
L, Password Sxpiry Notification ¥ Enforce Custom Password Policy
W Password Policy Cnforcer
Q Parsward Sync/Singla Sign On ¥ Minimum password length ’el Disallow use of a character mare than 2 times consecutively.
A Directory Self Service ¥ Maximum paseword length [ 15 ¥! Disallaw use of 5 consacutiva characters from usamame,
@ Number of special characters w0 include 1 Disallow use of § consecutive characters from old password,
Administrative Tools 2
¥ Must contain buth upper and lowescase letlers, ¥ Disallow tha use of dictionary words, Choose Dictionary
Security Center 2
¥ Numbar of numeric charactors to include | 1 ¥ Disallow the use of these patterns, Modify Patterns

V' Naad New Faatures 7

Exchange Reporter Plus

| Password must begin with a letter Numbar of old passworeds ta be restrictad during password raset |5 ¢

Must contain at kst one unicode character.

X

Quarride all complesity rules if password Jength @ ot least

AN

Disaliow palindroma passwonds.

¥ pazsword must zatisfy at least | 3 | of the abavo complaxity requirements. 7

¥ Enforca this policy In GINA/CP (Ctri+Alt+Dal) screan and ADUC Password resets through Password Sync Agant. Learm mare

¥ Show this palicy requirement In Reset and Change Password pages. Customize View

Autogerenciar senhas e contas com seguranca

Reporting

Q  Exchange Server  Exchange Orfine  Skype Server

Mailboxes

OWA & Activesync
Email Traffic
Storage
Distrioution Lsts
Public Folders
Organization
Custom Reports
Compliance “

Mailboxes W Schecuie Report b Create New Report

Ganeral Report 120 R

Mailbox Enabled Users
Hidden Mailboxes.
Mailbox Features

Mailbox Stze se
Malbox Size Growtn Databasze based Mailbox Growth
Mailbaox Size By OU

Current Mallbox Size Vs Quata

Maulbax Size Restrictions

Mallbox Message Restrictions er based Mallbox Graweh

Mailbox wath Delegates
Mallbox with ForwardTo
Mailbox Message Delivery Settings Forward Set Inbox Rules

Mailbox Storage Informaticn

Recently Created Mallbces
Inactve Mailboxes by Last Sent Mail
Inactive Mailboxes by Last Received Mal

Expired Account Mailbaxes Message Count and Size Summary Messages by Subject Keyword
S00N-10-eXpire ACCOUNE Mailboxes

Mailbox Auto Reply Status

Attachments Dy File Size Folder-wise Unread Mails with Subject

Attachments by File Extension Keyword Folder Message Count And Size
Attachments by File Name Keyword

Messages by Body Keyword

Inactive Mallboxes by Last Logon Time
Disconnectad Mallboxes

Permissions Basad on Mailboxes Retention Policies.
No. of Maiboxes wih Polices

Maibaxes with Folices

Equpment Mailbox Details
Permissions Based on Users Room Malbax Detals
Nen-Owner Mailbax Permission

Reterticn Policies Details

Malboxes without Retention Pokcies

Auditoria e relatérios do Exchange
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PAM360

®

Implante os controles necessarios para acesso privilegiado para ambos usudrios internos
e externos e qualquer componente de servico como dispositivos de rede, servidores,
bancos de dados, etc. As senhas dos componentes podem ser armazenadas de forma
segura, e 0 acesso a elas pode ser concedido com base na aprovacéao. Ele registra a

sessdo privilegiada e também fornece escalonamentos de privilégios just-in-time.

Password Dashboard

Total Passwords Expired Passwords Policy Violations Conflicting Passwords

158

Password Activity

FAVORITES Resource Audit - Live Feed
. Password Retrieved
performed by admin from 72.188.19.250 ip addre

Password Retrieved
performed by admin from 72.188.19.250 ip addre

SSH Key Management @@ € SSHKeys

SSH Keys
Create  Assocate  KeyHistory ~ Rotate  More ~

Gerenciamento de chaves SSH/SSL

Recorded Connections

Recorded Connections

Auditoria de atividades: Sessdes registradas
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recording

lnteractive(O\X o Monitoring and

No standing
access

2

“: ) Approval ——) E ) Access removed

Access provisioned and
privilege escalated

Automated | D—

Escalonamento de privilégios just-in-time

* A senha armazenada pode ser alterada ap0s 0 acesso ou periodicamente,

usando a politica de senhas. Fornece relatérios sobre ISO 27001 como padréo.

€ Compllance Reports

PCI DSS Complance Report ISONEC 27001 Compliance Report NERC-QIP Compiance Report

Compliance Reports

GOPR Compliance Report

Relatérios de conformidade



OpManager Plus
« O componente Network Configuration Manager do OpManager Plus ajuda

para rastrear se todos os dispositivos de rede sdo compativeis, com base em

um conjunto de politicas.

Network Configuration Manager

Dashboard Inventory Compliance Change Management Alarms Tools

® Clscovl‘OSPollw 25D

Severity Count
| Major [=—— 28%
| crita — s
Warning 12
' | Comsliant —_—
Device-Policy Violations o e Device-Policy Compliant Rules
Rule Name Description Remediation Remediation TemplateQ.  Rule Name Description Remediation Remediation TemplateQ
Description Description
(<] NA ]
<] INA, [
(<] INA °
o
Q NAT INA
o
o Cinco o Varsion S
°
o INA
Disable DHCP service INA)

Verificacido de conformidade para dispositivos de rede

» O componente Firewall Analyzer ajuda a analisar os logs de firewall para

ameaca e riscos nos firewalls.

i Firewall Analyzer ® (118887209500 () Recuest Demo () Get Quote Gl & Q & W &

Settings Support Help Docs

Inventory Alarms Reports Rule Management Compliance

Overview Live Traff Cloud ( VPN Rule Mgmt Securit Standar More « *

Firewall Security Statistics

I .
CiscoASA  Forbgatel  CheckPoit  Somiowall  PaloAR

Firewall Traffic Statistics

Devic 2
2000
B I
& 1000
: -
CiscoASA CheckPoint PaloAlto Fortigate1 Sonicwa
Resources

Sophos P
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ISO on 2020-04-0306:54

@) O

This assessment is based on the ISO(27001:2013) Security Standard for firewalls. For more information, please
visit http:/www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=54534

7 5% compiant

** Some requirements need to be manually verified.:

NIST on2018-09-17 21:16

Failed Count2
9.4 Firewall Access Control
13.1.2 Explicit deny rule

more...

This assessment is based on the NIST Standard of compliance. For more information, please visit
http:/www.identity-theft-awareness.com/NIST-security-compliance.htm|

77 % compiant

** Some requirements need to be manually verified.:

Log360

Failed Count2

2.1 Explicit Deny rule

2.10.1 Explicit Deny rule For Incoming
TCPUDP and ICMP traffic

more...

PCIDSS on2019-10-16 00:06

62%

** Some requirements need to be manually verified.:

NERC-CIP on 2019-08-28 14:37

62%

=" Some requirements need to be manually verified.:

Gerenciamento de log de firewall
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This assessment is based on the PCI Data Security Standard, Version 3.0, and covers all control items that
address Firewall policy issues. For more information, please visit https://www.pcisecuritystandards.org

Failed Count3

1.1.7 Periodic Review of Rule Sets
1.2.1 b Explici rul

2.3 Encrypt Administrative Access

more...
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This assessment is based on the NERC-CIP Standards oversight by the Federal Energy Regulatory Commission
for version 3. Please visit http://www.nerc.com//pa/Stand/Pages/CIPStandards.aspx

Failed Count3

CIP-003-R5.1 Security Management
Controls

CIP-005-R2.1 Explicit Deny rule
CIP-007-R2.2 Explicit Deny rule

more...

» Audite as mudancas e atividades no Active Directory, servidores de arquivos,

dispositivos de rede, servidores, aplicacdes, bancos de dados, estacbes de

trabalho, Office 365, Exchange, AWS, Azure, etc. que servem como evidéncia

em comparacao aos controles implementados e também avaliam a eficacia e

identificam as oportunidades de melhoria. Forneca relatorios sobre os controles

da ISO 27001 como padrao.
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Log 360: Solucao abrangente de SIEM
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Active Directory Reporting
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About 1SO 27001:2013 Compliance

Eventlog Analyzer can make your
organization to comply with the ISO
270012013 controls A124.1, A1242
and A1243, These contols help
organizations to record events and
generate evidence. Eventlog Analyzer

Policy Changes - 162 also fulfills the controls A9.2.1, A925
and A 942 that ensures authorized user
cen Firowall Attack Reports (No Data) @ H3C Firewall Logon Reports ( No Dx © Object Access @ ChackPoint Fircewall Configuration Reports ( No Data ) access and  prevents  unauthorized
access to systems and services,
icWall Firewall Logon Reports (No Data) @ Cisco Firewall Attack Reports ( No Data ) Fortinet Firewall Attack Reports (No Dara) @ Sophos Firesall Logon Reports { No Data )
® Fortinet Firewall Logon Reports Sophos Firewall Attack Reports (No Data) @ Cisco Router Confiquration Repons ( N a) @policyChanges @ Fortinet Firewall Configuration Reports ( No Data )
Nerscreen Firewall Logon Reports (No Data) @ Account Management (NoData) @ User Access @ Logon Juniper Firewall Logon Reports (No Data) @ Cisco Firewall Logon Reports ( No Data )
@ juniper Firewall Attack Reports ( No Data ) CheckPoint Firewall Atiack Reports (No Data) @ Cisco Router Logon Reports (No Data) @ System Events.
12V
Show Al | Hide All
Logon (124 events)
Successful User Logons (7 events)
Device User Display Name Count Nework Logon Userlogon
VIN-JLDTHUDDHDF WIN-JLDTHUDDHDF 80 =738% E=262%
19216811133 19216811133 7 E=—0% 0%

Relatérios de conformidade
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ServiceDesk Plus

* Os incidentes de seguranca da informagéao podem ser registrados no
ServiceDesk Plus, como um tipo separado de incidente e podem seguir seu SLA
e processo. Por padréo, os produtos da ManageEngine podem ser integrados
com o ServiceDesk Plus através dos possiveis métodos de criacdo de incidentes,
como e-mail ou API, para reportar sobre incidentes de seguranca. Os relatorios

ajudam a analisar os incidentes e identificar oportunidades de melhoria.

ManageFnginé |
Applications Manager
Gerenciamento de operagdes de Tl
Maoniteramento de servidores, bancos de dados e

solucdo mais rapida dos problemas de ERPs .
ManageEngine

ManageEngina Desktop Central
ADManager Plus Gerenciamento de
Gerenciamento e relatérios do desktop e dispositivo mével
Active Directory do Windows Implantaio de patch automatizada

Implantagdo de software
Gerenciamento de dispositivos méveis

Gerenciamento de usuarios
Redefinir senhas de usuarios

-

ManageEngin'ea’ ManageEngine "

ManageEngin&” ServiceDesk Plus ADSelfService Plus

OpManager
Gerenciamento e
monitoracgdo de redes

Criacdo automatica de
incidentes para alarmes de rede.

Andlise avancada

Melhores informagGes sobre seus dados ITSM

ManageEngine !

Analytics Plus

(on-premises)

+ ﬁ Analytics

{em nuvem)

Gerenciamento de redefinicdo
de senha do usuario final
Autoatendimento para redefinicio de senha

Desblogueio de contas no autoatendimento
Autoatualizagio de detalhes pessoais

ManageEngln?

Password Manager Pro

Gerenciamento de senhas de usuarios
Acesso remoto as contas do usudrio sem registro manual Obtenha informagdes
sobre o5 recursos e senhas dos usudrios Assuma o controle tatal de sua Tl

a partir do seu help desk de TI

Integracdes prontas
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Clausula 92:
Avaliacao do
desempenho



150N

9.4 Relatorio de servicos

Requisito(s) do processo abordado:

+ Os relatérios sobre o desempenho e a eficacia dos servi¢os devem ser
produzidos e incluird as tendéncias.

» Os relatérios exigidos sdo especificados nas clausulas relevantes. Os relatorios

adicionais também podem ser produzidos.

Produtos da ManageEngine que podem ajudar na implementacao destes
processos:
» Todos os produtos da ManageEngine propostos por padréo fornecem relatérios

com base nas funcionalidades que oferecem. Eles também armazenam e

mantém a tendéncia com base no periodo de tempo configurado. Além dos

relatorios padrao, os produtos da ManageEngine oferecem opc¢des para criar

relatorios personalizados com base na necessidade, e é possivel criar relatorios

extensivos através de analise avancada.

SupportCenter
ServiceDesk

l“

©7
ServiceDesk Local & Cloud
L Databases

Relatérios usando analises avancadas
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Alinhando a Tl aos negodcios

Software abrangente para
gerenciamento de Tl em todas as
suas necessidades de negocios.

cn_i

El
Help Desk -

> Aplicacoes
e Servidores
Active Directory ﬁ-
N

A -

; . Analises

Desktop e Dispositivos
Méveis \ 4 O

Seguranca de Tl Nuvem



Disponivel para

Fornecedores de servicos de Tl gerenciados (MSPS)

para empresas, como auto-hospedados no local

Auto-hospedados em nuvens publicas (AWS,Azure) e Nuvem (SaaS)



Gerenciamento de servicos de Tl

Service desk de acordo com a ITIL

Gerenciamento de ativos de TI com CMDB

Base de conhecimento com autoatendimento do usuario
Fluxos de trabalho incorporados e personalizados
Orquestre todas as funcdes de gerenciamento de TI
Relatérios e anélises

Gerenciamento de servigos para todos os departamentos

Gerenciamento de endpoint unificado

Gerenciamento de desktop

Gerenciamento de dispositivos moveis
Gerenciamento de patches

Implantacéo de sistema operacional e software
Suporte de desktop remoto

Seguranca de web browser

Monitore e controle os dispositivos periféricos
Gerenciamento de privilégios de

endpoint e controle de aplicacdes

Gerenciamento da seguranca de Tl

SIEM unificado para nuvem e local

Andlise de comportamento de usuarios e entidades orientada para Al
Andlise de log de firewall

Gerenciamento de chave SSH e certificados SSL

Seguranca de dispositivos de endpoint

Prevencao de vazamento de dados e avaliacdo de riscos

Conformidade com normas e privacidade
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Gerenciamento de identidade e acesso

Governanca e administracdo de identidade
Gerenciamento de identidade e acesso privilegiado
Gerenciamento e auditoria de AD e Azure AD.

SSO para aplicacdes no local e em nuvem com MFA
Autoatendimento e sincronizagao de senhas
Gerenciamento e auditoria do Office 365 e Exchange

Backup e recuperacao do AD e Exchange

Gerenciamento de operacOes de Tl

Monitoramento de desempenho da rede, servidor e aplicacéo
Monitoramento de banda com analise de trafego
Gerenciamento de mudancas e configuracéo de rede
Mapeamento da descoberta e dependéncia das aplicacbes
Monitoramento de custos e infraestrutura da nuvem
Monitoramento da experiéncia do usuario final

AlOps

Analise avancada de TI

Analise de Tl de autoatendimento

Visualizac&o de dados e inteligéncia empresarial para Tl
Centenas de relatorios e dashboards integrados
Criacdo de relatorios instantanea e flexivel

Suporte pronto para varias fontes de dados
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Sobre a ManageEngine

A ManageEngine desenvolve uma plataforma ampla de software de
gerenciamento de Tl. Temos tudo o que vocé precisa - mais de 90
produtos e ferramentas gratuitas - para gerenciar todas as suas
operacgOes de TI, desde redes e servidores a aplicagdes, service desk,
Active Directory, seguranca, desktops e dispositivos méveis.

Desde 2002, equipes de Tl como a sua tém nos procurado devido
ao nosso software acessivel, cheio de recursos e facil de usar.
Vocé pode encontrar as nossas solu¢des presenciais e na nuvem,
gerenciando a Tl de mais de 180.000 empresas em todo o mundo,
incluindo nove em cada dez empresas listadas na revista Fortune
100.

A medida que voceé se prepara para os desafios do gerenciamento
de TI, assumimos a liderangca com novas solucgdes, integracdes
contextuais e outros avangos que sO podem vir de uma empresa
dedicada exclusivamente aos seus clientes. E como uma divisao
da Zoho Corporation, vamos continuar impulsionando o
alinhamento firme de Tl nas empresas, o qual vocé precisara para

aproveitar as oportunidades no futuro.

ManageEngine)

www.manageengine.com.br
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