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Disclaimer

Copyright © Zoho Corporation Pvt. Ltd.

All rights reserved. This material & its contents (“Material”)
are intended, among other things, to present a general
overview of how you can use ManageEngine’s products
and services to facilitate compliance with the ISO 20000
certification. Fully complying with the ISO 20000 requires a
variety of solutions, processes, people, and technologies.
The solutions mentioned in this Material are some of the
ways in which IT management tools can help with some of
the ISO 20000’s requirements. Coupled with other appro-
priate solutions, processes, and people, ManageEngine’s
solutions help achieve and sustain ISO 20000 certification.
This Material is provided for informational purpose only and
should not

be considered as legal advice for ISO 20000 compliance.
ManageEngine makes no warranties, express, implied, or
statutory and assumes no responsibility or liability as to the
information in this Material.

You may not copy, reproduce, distribute, publish, display,
perform, modify, create derivative works, transmit, or in any
way exploit the Material without ManageEngine’s express
written permission.

ManageEngine logo and all other MangeEngine marks are
registered trademarks of Zoho Corporation Pvt. Ltd. Any
other names of software products or companies referred to

in this Material and not expressly mentioned herein are the
trademarks of their respective owners. Names and characters
used in this Material are either the products of the author’s
imagination or used in a fictitious manner. Any resemblance
to actual persons, living or dead is purely coincidental.




How
ManageEngine
can help you in
complying with
the 1ISO 20000
standard

ManageEngine’s comprehensive suite of

IT management solutions encompasses tools
that can help your organization effectively fulfill
the requirements for ISO 20000 compliance.
These tools will help you easily integrate the
mandated processes as per the ISO 20000-
1:2018

requirement document in your organization’s
operations, and generate evidence necessary

for conformance.



Regulations and certifications that
ManageEngine products comply with:

ManageEngine solutions comply with a number of standards and

certifications including:

ISO/IEC 27001:

One of the most widely recognized
independent international security
standards. ManageEngine has earned
ISO/IEC 27001:2013 certification for
Applications, Systems, People,

Technology, and Processes.

SOC 2 Typel ll:

An evaluation of the design and
operating effectiveness of controls
that meet the AICPA’s Trust

Services Principles criteria.

GDPR:

A pan-European regulation that
requires businesses to protect the
personal data and privacy of EU citi-
zens for the processing of their person-

al data.

ISO/IEC 27017:

The information technology, security
technigques, and code of practice for
information security controls based on
ISO/IEC 27002 for cloud services,

a standard that gives guidelines for
information security controls applica-
ble to the provision and use of cloud

services.

ISO/IEC 27018:

A standard that establishes commonly
accepted control objectives, controls,
and guidelines for implementing
measures on safeguarding the PlII

that is processed in a public cloud.
ISO/IEC 27018 provides guidance to
organizations concerned about how
their cloud providers are handing

personally identifiable information (PII).



ManageEngine products that help
in 1ISO 20000 compliance:

ServiceDesk Plus: Full-stack ITSM suite

Analytics Plus: An on-premises reporting and
business intelligence solution

OpManager Plus: An integrated network

performance management solution

Applications Manager: A server and application

performance monitoring solution

Log360: A comprehensive security information

and event management tool

PAM360: A comprehensive privileged access

management (PAM) solution

AD360: An integrated identity and access

management (IAM) solution

Endpoint Central: A unified endpoint

management (UEM) solution



Process requirement mapping
This section elaborates on how ManageEngine solutions can help your organi-

zation support different processes mentioned under various clauses in the ISO

20000-1
SERVICE MANAGEMENT SYSTEM (SMS)

Context of the organization Leadership
«» Organization and its context « Leadership & Commitment - Policy
» Interested parties « Scope of the SMS - Roles, Responsibilities and Authorities
« Establish the SMS
Planning Support of the SMS
« Risks and Opportunities « Resources « Competence «Awareness

Services . Objectives + Plan the SMS » Communication « Documented Information

» Knowledge
Customers | Operation of the SMS Service Design, Build &
(Internal & ) ) o Transition
External) Serwc.e porffollo Relat.lonshlp & Agljeement . Change Management
« Service Delivery « Business relationship . Service Design and Transition
+ Plan the Services management . Release & Deployment
+ Control of partiesinvolved  « Service level management management
| Service in the service lifecycle + Supplier management Resolution and fulfilment

+ Service Catal ;

Require- ervice Latalogue Supply & Demand « Incident Management

ment management . Budgeting & Accounting « Service Request Management

- Asset management .
for services

+ Configuration Management
9 9 » Demand Management

« Problem Management

Service assurance

- Capacity Management « Service Availability Management

Operational planning

« Service Continuity Management
& Control °

« Information Security Management

Performance evaluation

« Monitoring, Measurement, Analysis & Evalu-

Improvement

» Nonconformity and Corrective Action

ation - Continual Improvement

« Internal Audit + Management Review

« Service Reporting

The mandatory requirements mentioned in ISO 20000-1 that need to be fulfilled for certifica-



Clause 8:

Operation of the
service management
system



8.2 Service portfolio

8.2.4 Service catalog management

Addressed process requirement(s):

« Create and maintain one or more service catalogs with information related to
customers, users, interested parties, and service dependencies.
ManageEngine product that can help in implementing this process:

ServiceDesk Plus

« The customizable service catalog module will help you create and publish your

organization’s services.

(o )
Q=

Email

Hardware Application Login Communication

O@@ % 8&

Internet Software User Management

Service categories in the service catalog

« The configuration management database (CMDB) module organizes all the
services in one place as configuration items and helps you maintain the details

related to the services, including interested parties and service dependencies.
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VM Machine3

Dependencies and user relationships

8.2.5 Asset management
Addressed process requirement(s):

« Ensure assets used to deliver the services are managed to meet the

service requirements.

ManageEngine product that can help in implementing this process:

ServiceDesk Plus

« The asset management module is packed with thoughtful features, including
multiple methods of scanning assets, agent-based and agent-less methods,
barcode scans, network scans, and more to help you manage all the assets and
their related inventory used to deliver the services. It also seamlessly integrates
with other ITSM processes including incident, problem, and change manage-

ment to help you track all tickets associated to the assets.
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) 1T Helpdesk

[7® DeskiopCentral v MDM v

fo]

Summary

IT Assets

Virtual Hosts and VMs

Non-IT Assets

Asset Components

Software

Asset Loan

0 Asset Replenishment

Barcode

2S¢ Groups

4 | Edit | Assign  Actions ~

# Windows Server 2022

VMware,1 - VMware, Inc. { Server )

Asset Det;

s Hardware

Asset Details

Asset
Asset State

Agent Version
Asset Tag

Org Serial Number
Acquisition Date
Expiry Date
Allowed VMs

Last Boot Time
Serial Number

Hard Disk Size

Remote Control +

Software

Home Dashboard Requests Problems Changes

Advanced Analytics | ADManager Plus v QuickLink ~

Scan Summary

Workstation/Server Detected

Workstation/Server Inventoried

Workstation/Server failed during last scan_

Projects  Releases  Solutions

PMP KMP  Site24x7  OpManager

Asscts = CMDB

AD SelfService  [F]  me

11 [ Troubleshoot ]

Next Scan Schedule: Not configured , Configure Now

Asset Status

All assets In Store

Unassigned Workstation

All Assets In Use

All assets In Repair

Asset

Scan Now

105310175 2

Assigned To User. administrator ( Department: Administration )

System  Relationships  Contracts  Financials

Windows Server 2022
InUse
1012037.1wW

3JIH4454543H853234

Jun 1,2021

Jun 29,2023

Feb1,202204:39 PM
3JIHOAWHE53234

1R

Agent Configuration

Download Windows Agent

Groups

Purchase  Contracts

Download MAC Agent

Reports  Community

Product Overview  #

Workstation/Server
not scanned in last 7 days 4

Hardware changes in last 7 days / 30 days

Software changes in last 7 days / 30 days

D Detailed Audit Trail Reports

Download Linux Agent

New Group Manage Groups

& DG-1

4 [Auto Assign]

Associations | History

Model

Disk space (GB)
Warranty Expiry Date
Barcode

Vendor

Part No.

Purchase Order No.
Description

Agent Installed Time
Last Contact Time

DNS Name

VMware7,1
199.99 GB

Jun 30,2023

Microsoft

Feb 28, 2022 05:19 PM

Apr20,202202:23PM

management dashboard

Inventory details of the asset

Q49030 @Q

+ Scan Success

@ SUCCESS : Device scanned successfully and
added as an asset
Scan Now
Scan Status SUCCESS

Last scanned Apr 20,2022 06:44 AM

Scan type UEM Agent
Scan Mode
Asset State InUse
Is Loaned No
administrator
Employee D 009
Department Administration
Name
Phone 1234455
Desk No

11



8.2.6 Configuration management

Addressed process requirement(s):

+ Services shall be classified as configuration items (Cls) configuration
information for each Cl will include a unique identification, type, description,

relationship, and status.

ManageEngine product that can help in implementing this process:
ServiceDesk Plus

« Services are classified as Cls in the CMDB module. All Cl types are configurable
to maintain specific attributes like name, type, description, status, etc. and

help to build visual relationships between Cls.

CMDB > IT Service > Edit IT Service

= Business Views
Edit IT Service
AllCI N B A rget(%
ame mail vailability Target(%) 100
>
o (=D Point Cost Service Support Hours
Adapre
sack Business Impact High v Business Criticality Most critical v
ackur
¥ Business Service Managed By administrator v Department -- Choose Department -- v
®  clust
Incident restoration target Description Eervices related to email like creating an email account, email
I Datacenter client installation, password reset for email account, creating
. a mailing list, adding and removing members from the mailing
&% Department list, etc,, placed under this category.
4 4
Documen t
ol fax
Icon —— Choose fromicon set
Wy Firewa il 4 or
Upload an icon
4 hardwi
¥ & IPPho
= ps
@ IT Service Cancel

Information related to a particular CI in the CMDB

12



8.3 Relationship and agreement

8.3.2 Business relationship management

Addressed process requirement(s):
Document customers, users, and other interested parties related to the ser-
vices.

- Review the performance and satisfaction with the services based on samples
at planned intervals.

« Service complaints shall be recorded and managed to closure. If not resolved,

ManageEngine product that can help in implementing these processes:

ServiceDesk Plus

« Visual relationships in the CMDB module document the details related to

the services.

w

i

My

o

IT Services

Comn@:ation

s}) Mobile
N 2%
Email ¥
LY
Administrator

DD
|.i

Network

Relationships with users mapped in the CMDB
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« Satisfaction with services can effectively be measured using the survey module
at planned intervals. Reporting is extended to identify opportunities for

improvement and measure the performance trends.

Service Performance Review x

1 Please rate your overall satisfaction with the IT Services been provided to you. »

PG WL I Wl e
1 3

2 4 5

2 Inyour opinion, where do we stand in terms of our commitments like delivery of services, resolution of issues, etc?

Low Mid
High

3 Based on your experience in the past, how do you rate the knowledge of the IT team?

'y Knowledgeable &5 Need Training

4 How do you rate the quality of IT Services been provided to you?

Very Poor Paor Average Good Excellent

Additional Comment

Periodic survey for performance review

« Aseparateincident template with customized forms and fields can be
defined to log service complaints, which can follow its process and if not

resolved, escalated.

Service Categories » Helpdesk

Report an IT Incident Submit your

Use this form to report any IT Feedback/Complaint

issues Use this form to share your
feedback/complaint to improve IT
Services

Incident and service complaint templates



8.3.3 Service level management

Addressed process requirement(s):

« Agree onthe services to be delivered, and establish one or more service
level agreements (SLAs), including service-level targets, workload limits,
and exceptions.
« Monitor, review, and report on service level targets and workloads, and identify

opportunities for improvement if SLA(s) are not met.

ManageEngine product(s) that can help in implementing these processes:
ServiceDesk Plus and Analytics Plus

« The services agreed to be delivered can be exhibited and maintained with the
help of the service catalog module. The incident and service request SLA(s) for
response/resolution/fulfillment corresponding to these services can be as-
signed

and their effectiveness can be monitored, reviewed, and reported on by

Match the below criteria ® Match ALL of the following (AND) Match ANY of the following (OR)
Rule
[+ = Priority is "High”
[ [z and Service Category is "Brand Websites®

Select Criteria-- v | is  Choose
Any request matching the above rules should be responded within: 00 Days 0 v Hours 30 v Minutes Response Time:0 Hrs 30 Mins

Any request matching the above rules should be resolved within : 00 Days 2 v Hours 0 r Minutes Resolution Time: 2 Hrs 0 Mins

Should be resolved/responded irrespective of operational hours. : [ Operational Hours per Day for this site : 9 Hrs 0 Mins |
Should be resolved/responded irrespective of Holidays.
Should be resolved/responded irrespective of Weekends.

If response time is elapsed then escalate:

Enable Level 1 Escalation

If resolution time is elapsed then escalate:
# Enable Level 1 Escalation

Escalate to Choose

Escalate Before (® Escalate After (0 Days Time: 0 v Hours 0 » Minutes

Actions

Enable Level 2 Escalation
Enable Level 3 Escalation

Enable Level 4 Escalation

Incident SLA: Response, resolution, and escalation

15



When a new Service Request arrives :
Service Requests should be responded within : |00 Days | O v |Hours

Service Requests should be fulfilled within : /00 Days 0 v Hours

) Should be fulfilled/responded irrespective of operational hours.
Should be fulfilled/responded irrespective of Holidays.
Should be fulfilled/responded irrespective of Weekends.

If the response time is about to be elapsed/elapsed then escalate:
# Enable Level 1 Escalation

Escalate to

() Escalate Before ® Escalate After 00 Days 0 v Hours 0 v |Minutes

Actions

If the fulfillment time is about to be elapsed/elapsed then escalate:
| Enable Level 1 Escalation

Escalate to
) Escalate Before '® Escalate After 00 Days 0 v Hours 0 v | Minutes
Actions

Enable Level 2 Escalation
Enable Level 3 Escalation
Enable Level 4 Escalation

Service request SLA: Response and fulfillment

0

0

v  Minutes

v  Minutes

Choose

Choose

16



Areas With Highest Customer Dissatisfaction Backlog Analysis by Customer

mo 3

: — — Eez High
s | Hmos Hiow
8 a4 a2 Mecium
§ 4 | g I [l Normal
3 —
! = h m . I I I I I
%, %, %, 2 o % E % *,
) Qﬁ@ﬁ% %b "”&%%Q‘L eﬁ‘ (&%% 1“1.% f‘q,%%j‘»ﬁ»‘g ‘H‘t‘_ 1%‘:“‘1? qﬁf“q‘&:‘%‘\ %, MK‘;H%%:\%)‘:::Q%‘%’}’!;}% k»“;‘:g,% %, 9’*5,
LA AN “, Y, » v C O *x,
SLA Compliance vs Breached Trend - Last 12 Months Request Resolution Time by Age Tier
600 [Z1 Resoived Request Ag.
500 0-30 Days
31 - a5 Days
400 [l 46 - 60 Days
§ 300 [l Over 60 Days
3 200
100
[ % of SLA Violated ] % of Requests within SLA ° al az a3 a4

Reporting on SLA targets (incident and service request)

OpManager Plus and Applications Manager

« OpManager Plus and Applications Manager together can monitor all the ser-

vice

components like network devices, servers, virtualization, applications, data-

Availability Response Time CPU Utilization
110 55
10 50
20
43
17 10
" ss
. 30
E
20
13
501
0
L -
H 2 - i ]
s E G = T R s
® Hx £ EE
g 5
Physical Memory Wilization Response Time Page Siz

Availability and performance report of a service
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Device Name

Opm-scale?
mickey-w2k8r2-dc-1
opman-hyperv.opmanhv.com
opm-esxé-1.csez.zohocorpin.com
172.21.10.183

Opm-k12r2-vc

opm-w12r2
mickey-w2k8r2-chinese
opm-w2k8r2

opmanhv-node1

New SLA

Min Max
99 100
99 99
97 99
67 77
64 64
54 54
17 52
42 44
5 99
32 34

p-3

\/:4

99

e
== 99
[

97

76
64

I 4

Memory utilization of top 10 devices

Settings

Business Applications with least Availability for Today

SLA statistics
Name
Control Applications

Conditional applications

0 0)
100 100
Applications Ma.. Conditional app..
0|
100

Control Applica.,

SLA Name 1 Meets SLA Total Downtime Availability% MTTR
Severity v 0 Secs 100 0 Secs
Priority v 0 Secs 100 0 Secs

SLA dashboard

Intro to Manager Console uey
Period
Today M

Custom Time Period

Start Time
End Time
Show Report

showall BA(s) | Show only SLA assigned Ba(s) T &

MTBF Events
14 Hrs 31 Mins 1 Secs 0 |
14 Hrs 31 Mins 0 Secs 0 LM

18



8.3.4 Supplier management

Addressed process requirement(s):

« Develop, agree on, and maintain a documented agreement with the external
and internal suppliers.
« Monitor the performance of the supplier including service targets at planned

intervals.

ManageEngine product that can help in implementing these processes:

ServiceDesk Plus
« The agreements with external and internal suppliers along with sub-contract,
service components, vendor, cost, expiration, etc. can be maintained and

tracked using the Contracts module.

Edit Contract

* Active period From 2020-06-23 To| 2020-06-30

Maintenance Cost($) | 0.00

Notification Rules
Enable Notification

Contracts Module to maintain agreements

19



+ Operational-level agreements (OLA’s) agreed on with internal suppliers can be
assigned to incidents and service requests and their performance can be

measured against the agreement.

Operational level agreement(OLA)

© OLA time is applied individually to each selected group

Group Name OLA Time Description
Network 1 Hour ¥

1 Hour Minutes

o s w N = o O

OLA for Internal Suppliers

20



8.4 Supply and demand

8.4.1 Budgeting and accounting for services

Addressed process requirement(s):
« Costs shall be budgeted for effective financial control and decision making
for services.
« Monitor and report on actual costs, review the financial forecasts, and manage

costs at planned intervals.

ManageEngine product(s) that can help in implementing these process-
ServiceDesk Plus and Analytics Plus

+ Budget the recurring cost using the software License Agreements and

Contracts modules.

Il I ft Corp v 3 A rom
piry Date
Vendor Name r [&
Deseript) Term:
s A
ttachments N
Purchase & Invoice Details
0 Inv m
PO Name nvoice Dat
hase Dat Total Cast (§
Descripti
A

Purchased Software Licenses

Software licenses already erested can be associated with this agreement using “Associ icenses are not available they can be created and associated with this agreement using "Add new licenses and associate”
Add new licenses and associate [l Associate Existing Licenses
License Name Software License Type License Opti Installation(s) Allowed License Key Cost (5)

ion
Mo software licenses available in this view.

Agreement Expiry Notification

Select the users to be notified before agreement expiry:
UserList Notified User List

Software license agreement



« Record and report on the actual costs and budget based on depreciation and
spending. ServiceDesk Plus, when integrated with Analytics Plus, provides

more visibility on the budget.

Cl Info Hardware Software System Relationships History Requests Contracts Financials
d_@} Costs | &5 Add Cost |
Purchase Cost($) - Current Book Value (§) -
Operational Cost (8) - Total Cost of Ownership ($) -

j.ﬂ.\-. Depreciation Details | &3 Configure Depreciation

Purchase Cost(S) - Acquisition Date -

Asset financial and depreciation details

2017
2018
57,498
55,422 2019
2020
2,318 .
48,809
48,000
43,019
20,450
% 36,000
S
@
2
g
2
2
5
&
24,000
19,901
13794
12,000 10,261 ‘0557
4645
o
@2

Year-over-year (YOY) comparison of IT spending based on purchase costs



Total Purchase Cost($)

58,000

46,000

34,000

22,000

10,000

Product Type: Access |
Purchase Cost: 48,090.!
Percentage: 11.2%

Click to see the data

IT spending

[ Total Purchase Cost($) [l Forecasted IT Spend

57,498
55,422

49818 48,800

Q22018 Q32018 Q42018 Q12019 Q22019 Q32019 Q42019 Q12020 Q22020 Q32020 Q42020 Q12021 Q22021

IT spending forecast

Q3 2021
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8.4.2 Demand management

Addressed process requirement(s):
+ Monitor and report on the demand and consumption of services at

planned intervals.

ManageEngine product(s) that can help in implementing these pro-
ServiceDesk Plus and Analytics Plus

« Analytics Plus, when integrated with ServiceDesk Plus, helps you determine the

demand based on the consumption of services through service requests.

5
4 4 4 4
I I I I 3 3 3 3 3

Top 10 frequently requested service

Requests

OpManager Plus and Applications Man-

« The reporting module forecasts the demand based on the consumption of ser-

vice components.

Forecast by Growth Trend

Forecast report on disk utilization

24



OpManager 22255002

0 Q A i £

Network Server Virtualization Storage NetFlow NCM Firewal DPI More ~ "\"vv
S — =l
Storage Overview Storage Forecasting
A1 SHIAFCMGMT wvice Name MonitorName ~ Used (%) 0% 100% 80%
@ swd77
§ swd77 17221.155.155 Capacity Utilization [N 100% Already Reached Already Reached Already Reached
@ swd77
+ i Netagp 20h0 Capacity Utilization  WEMMMM 0%  AlreadyReached  NoGrowth Already Reached
® 17221155155
4 LUHP
© zoho
Raid Capacity Utilization
RAID Summary Device Name Min Max Avg
172.21.155.155 100 100 —— 100
Display Name Number of drives ~ System Config Used capacity Free capacity
Sapcit ) peciHE) zoho %0 %0 EEE——— 70
zoho 12 4911 4089 I 1% | B
17221155155 14 0001 0001 I 100% 0%

Storage capacity forecasting

8.4.3 Capacity management

Addressed process requirement(s):

« Monitor capacity utilized, and analyze capacity and performance data related
to human, technical, informational, and financial resources to identify opportu-

nities

ManageEngine product(s) that can help in implementing this process:
ServiceDesk Plus and Analytics Plus

« Analyze capacity and performance related to IT human resources based on

handled incidents, service requests, problems, changes, releases, projects,

etc.

25
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Technician load: Open requests
Technician: Site:
——Select — ~] | =Select— ~| [ Reset |
Legend
123 SLA Violated Requests
120 A — ur = Backlog Requests
'\ e A " i 8 & {ZL 02 o Resolved the same week
s \ ]-.\9: - / \" P \ o —~——— Resolved Requests
f §§/ \\g?/ ,\ 3 v \ 177 Incoming Requests
® € 80/ 8000
78.00 77.00 > g &
80 / 73.00 2500 BT & @ <

SLA Violatec Requests, Backlog Reguests Count, Resolved the same

60
40 35.
22
20 <
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 r:l 0.00 0.00
5 c o0 @o
0 o 0 0 0 0 0 + 0 o
Sy A
O“’e ‘6"9 % %’e %’e %J'e * % %’*b %, £ %"e q’e %”e % * 2 = 2 =3
2, o O O % %, O % o8 % 8 2, 0, 0, % 2, 2, 2
Created Time

Incoming, resolved, backlogged, and same-week
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OpManager Plus and Applications Man-

« Monitor and analyze capacity and performance of service components includ-

ing servers, applications, network, bandwidth, and storage.

OpManager 4 B0 Qaan

Dashboard Inventory Network Servers Virtualization Alarms Maps Apps Workflow Settings Reports
I opm-w12r2 %
Server | Windows 2012 R2 | SNMP | WMI | VMware-Vh
CPU Utilization (WMI) Memory Utilization (WMI) Disk Utilization (WMI)
= nges . .
40 10
[ O [ [
o o 30 8
g« g 2 g s
g g g
& 4 &
20 10
o (ke g o b OO SO0 R o e 0 0
06:11 07:50 09:28 11:07 12:45 1423 1602 17:40 1919 06:11 07:50 09:28 11:07 12:45 14:23 16:02 17:40 19:19 06:41 08:16 09:50 11:24 12:59 14:33 16:08 17:42 19:16
Time Time Time
Partition Details of the Device(%)-C: (WMI) Partition Details of the Device(%)-D: (WMI) Process Count (SNMP)
T/ Dy Ly S e o . R R R S o . 150
8 10 9
o o I
80 80 o 100
£ g g =
B & 2 850
=
2
o 0 0
06:41 08:16 09:50 11:24 12:59 14:33 1608 17:42 1916 06:41 08:16 09:50 11:24 12:59 14:33 16:08 17:42 19:16 06:11 07:52 09:32 11:12 12:52 14:332 16:13 17:53 19:33
Time Time Time
S f itori
Capacity Planni
3 Apacity Planning Show All Show Oversized Servers Last One Year
Monitor Oversized (CPU Utilization Memory Utilization Disk Utilization
100% of Time CPU Utilization 0% of Time Memory Utilization <50 (%)
& aprm-n2ki 222 Yes _
Total Physical Memory 16,284 MB
0% of Time Memory Utilization <50 (%)
& Windows Server Yes

Total Physical Memory 65,525 MB

Report on over-sized servers



JSON

Analytics Plus

Advanced analytics on a wide variety of data points including capacity and perfor-

mance can be be generated by integrating ManageEngine applications and any

other applications that use local and cloud databases like MS SQL, Oracle, MySQL,

Azure SQL, etc. with Analytics Plus.

auTTED
703 v 97324 3v 25.3% A
<®> o e atmrss e -
e [ =
XML - Local DB
= . . ManageEngin?
T L N Ed 3 N @ T aazn )
ecio Cantidae Sou
1

Csv

Analytics Plus possible integrations

RDS and EC2, CPU utilization

Avg EC2 and RDS instances running

' 1.2 [ Type [#]Instance Type
= 10
# 10 EC2instance ERRL) 5 [ Total EC2 Instance.
5 3 RDSlnstance 3 / \ 7 Total RDS Instances.
g 8
8 6 6 ®
= 06 5 5
H § ; s
S o0s . £ 5 e
a 9
v g 3/ ~ 1 : 1
3
1
ol % 00 00 %,
-
% o-“c- % k] %. Y. ”g. - Py %
), -, o, b, %, %, > o %, N N "’b,v, ‘hb %,
g7 0, ©, 0, X
o 73 ¢l <] <] o ® e s <3 o < %o %o
Time Period Time Period
EC2 network traffic RDS network traffic
[F] Attribute
c 100000 987520 Network IN g [ Attribute
3 6200
z Network Out 00 sa00 . Read Throughput
& 4550 Wite Throughput
] 4
& 50000 g o
312687
H ) 21307 2100 ‘2160 2490
£ 200
59780 58270 75750 82050 34645 = 1100 wo L.,
A 680.0 3 540
o 4 - E < 100
% N % 4 % A 1 o
% % B % % B
o"k» ceo; %9"1 %"9; z, b, e’ %$ ‘l‘n‘e & %, K %y 4""‘;0 vﬂ“‘o %"a
- %,
e ® ° o <] (3 <3 e By, % 7 by, A e %
Time Period Time Period

Applications Manager integration

: AWS performance report
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8.5 Service design, build, and transition

8.5.1 Change management

Addressed process requirement(s):

Requests for changes, including proposals to add, remove, or transfer services,
shall be recorded and classified.

Assessing, approving, scheduling, and reviewing of new or changed services
shall be managed through the change management activities.

Interested parties shall make decisions on the approval and on the priority.
Approved changes shall be prepared, verified, and tested when possible.
Communicate deployment dates and other deployment details for approved
changes to interested parties.

The activities to reverse or remedy an unsuccessful change shall be planned
and tested when possible. Unsuccessful changes shall be investigated and
agreed actions shall be taken.

At planned intervals, request for change records shall be analyzed to detect

trends and effectiveness and to identify opportunities for improvement.

ManageEngine products that can help in implementing these processes:

ServiceDesk Plus

The Change management module allows users to submit requests for chang-
es with different workflows for different types of changes like standard, normal,

and emergency.
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Start
0O s

STAGE T -
Submission
» Accepted STAGE 2
o Accept e L7
Planning
o Rejected
o Approved .
. Requested o
o Planning In Progress STAGEZ
Approval e
o Rejected F -
1 i STAGE4
& Requested For Informa B ‘opronl Pt - T &
o Approved
@ Submit for Review ° @ Approve T Back Out
o Rejected 1
o Completed o STAGES
Review =
» In Progress
| . STAGES
o On Hold F Faled Close ®
& Requested For Informa [ b Canceled
» Completed . 1

@ InProgress

o Completed

Configurable change workflow



Change Release

Copy Workflow Q 10~

This defines the sample and default workflow mode

This defines the emergency workflow model

1-40f4

Active Workflow ~ @ New Workflow
0O Workflow Name
M &P Common (Default)
O & Emergency Change
0O 2 Major Change
No description available
M & Standard Change

Multiple change workflows

Type

General

Emergency

General

General

« The template/workflow used to submit the request is configurable to have its

fields, stages, and statuses. By default, the request can go through various

stages like submission, planning, approval, implementation, review, and clo-

sure with different statuses allowing you to track the progress of the request.

The workflow also lets you to return to the previous stages, as needed.

Change Details | ChangeRoles | Field & Form Rules

2 Add New Field ChangeRequester

Change Type
Retrospective

Category
Review Schedule

Criticality

Subcategory

fem -

« Stage
* Status
+ Status Comments

Scheduled Start

Services Affected

« Title
Reason For Change

Description

B I U & Rboo v 10v A B xv S+ i=v

|

-- Select Change Type -- he
-- Select Category -- v
o

-- Select Subcategory -- he
Submission e
Requested v
The sbove stage/status s set a part of Change' reaton y

-- Select Reason For Change -

Site  Notassociated to any site

Group.
Changeowner

Estimate Cost §

ChangeManager | -- Select Change Manager
Impact | --
Urgency
Priority | - Select Prioriy -

Risk

Scheduled End

Assets Involved

Eve Lvyw oS HB Y

Configurable RFC template

- Select Group --

- Select Technician -

- Select Risk -
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WAN - Port - Reconfigure @ roprove @) Reject
Shawn Adams

Status : Planning In Progress  ~

Submission | Planning | Approval Implementation(0/0)  Review  Close J Conversations History

Roll Out Plan

No description found. Add | Attach afile
Attachments

% [ AlHeroware doc (168 by Demo on 16/11/201611:31 A

Backout Plan

No description found. Add | Attach afile
Attachments

® @ AlHercwsreBackoutdoc (128 by Demaon 16/11/2016 11:31 AM

Check List  Edit | Attach a file

Obtain IP address settings automatically via DHCP
Static IP

PPPoE

ISP line rate

Jumbo frames

Downtime

Change planning

« Approval caninvolve both a change manager and the Change Advisory Board'’s
(CAB'’s) approval along with the third party’s approval. Once the change is ap-

proved,

P
@ v
Submission  Planning  Approval | Implementation(0/0) | Review  Close J Conversations History
CAB Recommendation
@  LevelActions =  Level 1:Levell - Vet toProgress
X add Approvals
Status Approvers senton Acted on Comments
To Be Sent Demo
To Be Sent Mohammed Igbal

Change approval

« Unsuccessful change requests will follow the configured workflow, like return-

ing to previous stages or closing the change record.



In Progress

@ @ @ @ N
Submission Planning Approval Implementation(0/1) Review Close (CJ Conversations <) History
Review

B 7 Y= F 10 B 4 %X ¥ =

i
lal
Q)
%
s
il
it
13
@
&

Change Unsuccessful due to backup issues. Replan the change.

Next Review Schedule : & 00 v |Hours | 00 v Minutes

Save Cancel

Change review

Analytics Plus

« Analytics Plus, when integrated with ServiceDesk Plus, provides out-of-the box
reports on change management, which helps in analyzing the trend’s effective-

ness.

80 Category
Administrative
Customer Services
Data Handling
Faulty Hardware

70

60 General Issues

ISP Link
Internet Link
MPLS Link
Network Access
0S Corruption

50

40

Request Count

Printer Problems
30 Software Request
escalation ops Leadership

6
20
10 _

Sep 2019 Oct 2019 Nov 2019 Dec 2019
Request Created Time

l ~‘II”

Trend requests for analyzing changes

188
180

160

135
140 132 130 131 130 132 131 130 130

120

103
100

80

Average Completion Time

60
40

20

Jun 2019 Jul 2019 Aug 2019 Sep 2019 Oct 2019 Nov 2019 Dec 2019 Jan 2020 Feb 2020 Mar 2020 Apr2020

Average change completion time (in days)
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Addressed process requirement(s):

« New services or changes to services with potential to have major impact, re-
moval of a service, and transfer of an existing service from/to organization/cus-
tomer/third party shall follow service design and transition.

« Planning shall contain reference to authorities and responsibilities, activities
with timescales, resources information, dependencies, testing, acceptance
criteria, affected Cl’s, and date of effect.

« Design shall include authorities and responsibilities, resources information, re-
quired training, SLA/contract changes, impact on other services, and updates
to the service catalog.

+ Release and deployment management shall be used to deploy the approved
new or changed services into the live environment.

« Afterthis, the interested parties shall be communicated with achievements

against expected outcomes.

ManageEngine product(s) that can help in implementing these processes:
ServiceDesk Plus

«  The change management module helps you create a separate template/work-
flow to handle major changes that are under the scope of new or changed
services.

+ The template and the change request allows you to record and maintain all the
required details of the planning and design phases including authorities, affect-
ed Cl’s, activities, resources information, impact, etc.

« Oncethe change request is approved, the deployment can either go through
the implementation stage of a change request which interfaces with tasks,

projects and release modules.
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WAN - Port - Reconfigure

Submission | Planning  Approval | Implemer

Shawn Adams

on(0/1) | Review | Close

) Conversations

Projects initiated by this Change

© Create New

O Tite

) WAN- Port - Reconfigure

[ Associate [7] pissociate
Status Priority Schedule Start
Open - 02/06/2022 12:00 AM

Releases initiated by this change

Task Details

All Tasks -

Title

- Edit  Print

<= Stages

@ Submission
Planning
Development
Testing
UAT
Deployment
Training
Review

Closure

Roles

£ Associations

Tasks [1/2]

Reminders

Work Logs

C

©

Approval Summary

ul

Conversations

O]

History

Actions =

or Associate Existi

elease

© Add New

[iS Templates | = Dependencies = Trigger (-] T-Tofl

Status Priority Owner Scheduled Start Time

) History

Implementation: Projects and tasks

Actions ~ | | < >

Firewall policy changes
Requested by Catrin Folkesson on 03/11/2021 11:50 AM

Planning
Approvals

Details  Downtime  Tasks  Notes Status Comments

~ Impact Details

B I U S Roboo v 90 v A B x*v =+

May create security holes that allow malicious traffic to sneak into a private network|

m Cancel

Schedule E Tasks
16/06/2022 11:59 PM 16/06/2022 11:59 PM 0/0
Show 100 v | per page
Scheduled End Time ¥ % of completion Task Order
s
S8 Workflow
[}
Status
Workflow
b Template

Release Engineer
Expand all

Release Manager
Updated By Demo 29/06/202201:18 PM

Scheduled End

P =
Associations
Associated Changes

Associated Projects

Release management

Milestones

0/ 0
»

Q M
Release

RL-3

In Progress /
= Planning

General Release Workflow
General Template

Demo

Demo

02/07/202201:19 PM

The achievements against the expected outcomes can be communicated us-

ing the notification from the change request itself.
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Addressed process requirement(s):

The types of release, including emergency release, their frequency, and how
they are to be managed, shall be defined.

The deployment of new or changed services and service components into the
live environment shall be planned and coordinated with change management
and

include references to the related requests for change, known errors or prob-
lems, the deployment dates, deliverables, and methods of deployment.

The release shall be approved before deployment and verified against
documented acceptance criteria.

Before deployment of a release into the live environment, a baseline of the
affected Cls shall be taken.

The success or failure of releases shall be monitored and analyzed, including

ManageEngine products that can help in implementing these processes:

ServiceDesk Plus

The release module available in the cloud version supports different templates/

workflows for different types of releases including emergency releases.

The release request by default can go through different stages like submission,
planning, development, testing, user acceptance testing (UAT), deployment,
training, review, and closure. Each stage will mention the status to help track
the progress. New stages/statuses can be configured as required. The work-

flow
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Release Workflow Editor

Workflow Name Description Type
Major Release | This workflow can be used for major releases. =~ &b General
Drag & Drop Nodes
v
T v AR -
STAGE 1  Type s NOTIFICATION' Stage
& Submission PRROVAE X4 Release Accepted
Major @ Approval by Appli... 7S @i
Accepted o Notifcaton for Relase with ondition
D " ® Approved :
Rejected Miner i #45{display_id.display_value .
Standard ® Denied ) % Switch
Requested R
J Notification
NOTIFICATION
= Modify Workflow @ Approval
Notification for Release with
##5(display_id display_value G Field Update
4
*”—
v v
STAGE 2 Gy { i STAGE 3 STAGE 4 STAGE 5
& Planning < POC Given © Verify POC & Development & Testing & Deployment
3. Approved & i iiroed Completed .r Deployed
& InProgress o s—— Back Out ° Failed
2 Refected I progress. ® I progress.
STAGE 6
& Closure
Cancelled
Completed
Failed
v
In Progress L
© End
| DA
All Releases - Site | AllSies - ®
Today < > June2022- Week Month
Monday Tuesday Wednesday Thursday Friday Saturday Sunday
E bl 1 2 3 4 s
3 7 s o 0 n 12

i

Release Types

MEmergency

W Major O Minor

s

[ENormal Change [ significant [ standard EnA

Release calendar

17 1 19

« Therelease request will contain reference to change, problem, known errors,

and other deliverables.
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&« New Release Choose Template  General Template . Choose Workflow General Release Workflow | =

Associated Change * ect A v
Release Requester _Sele . . Site Not in any site v
Type . Group = .
Impact t . Release Engineer .
Urgency act - . Release Manager
Stage * Submission v Priority - v
Status * Requested . Risk v
Comment * The above Stage/Status is set as part of 'Release’ creation
#

CSI Section
Category _Sele v Sub Category v
Item .
Scheduled Start = Scheduled End =

Services Affected
Assets Involved
(Is Involved

Reason for Change E E

New release template: Change association

Reporting module helps you to analyze the effectiveness of the release to iden-

tify opportunities for improvement.
For the on-premises version, the same can be handled using a combination of

the change and project modules.

Details Milestones Tasks Timesheet Members Gantt View Resource Management Comments Associations History

Change that initiated this Project  Dissociate

Title  Windows Servers OS Upgrade Change Owner  N/A
Stage  Submission Staws  Accepted
Priority  High Scheduled End Time ~ 27/11/2016 12:34PM

Project Details

Hi,

We are planning to upgrade the OS of all our servers from Windows 2008 R2 to 2012 R2. The change is being planned with the following objectives in mind

orization and audit engine for dynamic access controls

y advantages of W
e the entire network a
rtualization

ch as dynamic IP restrictions an
ced automation of routine ta

The expected benefits out of this change include:

Project Code Status I Open

Project management: Change association



OpManager Plus
+ OpManager’s Network Configuration Manager component can take a back-
up of the network device configurations as a baseline before deployment of a

release, compare the changes, and rollback changes as required.

Network Configuration Manager ] 8 Q P ol

Dashboard Inventory. Compliance Change Management Alarms Settings Reports Support
Config Diff View v Added-(2) ¥ Modified-(0) ¥ Deleted-(0) onl All Lines X
LHS LHS - Running RHS - Running (Baseline)
Select Device
1
192.168.49.6 v
2 1ic1:(0) JUN i P lie:10)
X 3 certificate has expired: /C=US/ST=CA/L=Sunnyvale/O= uniper OU=Juniper CALC! ~US/ST=CA/L=Sunnyvale/O=Juniper )= Juniper CA/CI
©® Running StartUp Draft a@juniper.net a@juniper.net
4 INOS237298.ic1:(0) JUN INOS237298.ic:1:0)
Select Confi
g 5 -US/ST=CALL cac -US/ST-CA/L=Sunnyvale/O=Juniper {s/OU=uniper CAC
Version 17 i a@junipernet a@junipernet
6 INO: 9.lic:1:(0) JUN invali i IN it
Changed By 7 certificate has expired: /C=US/ST=CA/L=Sunnyvale/O= Junipe e i -US/ST=CA/L=Sunnyvale/O=Junipy iper CA/CS
a@juniper.net a@juniper.net
QEIEREGET s N JUN N
BackedupTime 9 certificate has expired: /C=US/ST=CA/L=Sunnyvale/O=Juniper Networks/OU=Juniper CA/C! =US/ST=CA/L=Sunnyvale/O=Juniper J=Juniper CA/C
a@juniper.net a@juniper.net
Sep 14,2018 13:04 PM 10 setversion9.6R211 setversion 9.6R2.11
e 1 setsystemhost-namejuniper2 set systemhost-name juniper2
iew Annotation
12 ‘set system time-zone Asia/Calcutta ‘set system time-zone Asia/Calcutta
13 s BraExjbféF21" - BraExjbf6F21
RHS
14 setsystem loginuser deva full-name deva set system login user deva full-name deva
Select Device 15 ‘set system login user deva uid 2008 ‘set system login user deva uid 2008
192.168.49.6 - 16 setsystemloginuser devaclass super-user set system login user deva class super-user
17 setsystemlogi i - Kix6/D01" i . QKIx6/DO1"
@ Running StartUp Draft 18 setsystemloginuser melabuid 2006 set system login user melabuid 2006
19 setsystemloginuser melabclass super-user set system login user melabclass super-user
Select Config 2 ot " . . ot . -
Version 18 - 21 setsystemloginuser ncm full-name ncm setsystem login user nem full-name nem
22 setsystemloginuser ncmuid 2007 set system login user ncm uid 2007
Changed By
23 setsystemloginuser nm class super-user set system login user ncm class super-user
‘opmanager' 2 setsystem logi E I - v
25 setsystemloginuser nfauid 2010 set system login user nfavid 2010
Backedup Time
26 set system login user nfa class super-user set system login user nfa class super-user
Sep 14,2018 13:18 PM 27 setsysteml " “$1SE. g “SISENVIC) UiPVFOKOGAVUHAO'
View Annotation 28 setsystem login user opman full-name opman set system login user opman full-name opman
29 set system login user opman uid 2011 set system login user opman uid 2011
30 setsystemloginuser opman class read-only setsystem login user opman class read-only
31 t syste '$1$fLI.ZyxO$hSC2FWkC) " “$1SfLI. hSC2FWkC)
2 cotestom nsinuicer anmanaser fll:name anmanacer <ot cuetom Ingin cor anmanasee fll-nam anmanaser

Compare configurations

AD360
+ The Recovery Manager Plus component of AD360 can backup AD objects,
Exchange mailboxes, OneDrive for Business, and SharePoint Online sites as

baselines, and offers simple and granular restoration options.

2 Download Now License A&F 72 @

RecoveryManager Plus )

Dashboard Active Directory Azure AD Exchange SharePoint & OneDrive Google Workspace Delegation Admin Support # Account Configuration

Active Directory M 10000
Backup Summary

Restore

100
13
Recycle Bin 0

Rollback
Backup time

No. of Objects

Settings >

‘ 13 Objects in backup Incremental Backup : Initiated by Scheduler
Backup Date 13-Jan-15 17:00
Modified 12 W Created 1 M Added 0 [ Deleted o Time Taken 2 mins
Moved 0 Renamed 0 [ Restored 0 [ Readded 0 Steis EMEEED

Explore backup

R user-2 [ computer - 1 Contact-0 SR Group-8 [JOU-0 ofoDNSNode-0 (@ DNS Zone- 0 Gpo-2 [WEsite-0 &Y Dynamic Distribution Group - 0
Modified 1 1 - 8 - - - 2

| created 1

AD, Exchange, Sharepoint, and OneDrive backup and restore



Endpoint Central

+  The OS Deployment module of Endpoint Central can take an image of the OS
before the deployment of a release. Endpoint Central also helps you to deploy
the releases pertaining to software deployment, patch management, computer

configurations, etc.

Mobile Device

]
-
# Device Management
== Patch Management Endpoint * AppManagement @
é Software Deployment | Central s Security Management w
Asset Management i
# Email Management
'5, Configurations
® Content Management
i ontnal # Containerization
Power Management
= - Endpoint B =
= o Management |
& Security
Modern Management
0S Deployment HH
® Geo Tracking .
“ & 05 imaging = Corporate/Complete wipe -
KIOSK mod 43
& 0% deployment 0s Modern ol e e 6
®  Universal deployment DQDIGFMEH'C Manasement ®  Windows store app distribution
* Profile distribution
# Certificates distribution with SCEP

- O =

= O B

Endpoint Central for endpoint releases



8.6 Resolution and fulfillment

8.6.1 Incident management

Addressed process requirement(s):

« Incidents shall be recorded, classified, prioritized based on impact and urgen-
cy, escalated if needed, updated with actions, resolved, and closed.

« Major incidents shall be classified and managed through a documented proce-
dure. The major incidents shall be reported to top management and reviewed

post resolution for opportunities for improvement.

ManageEngine product that can help in implementing these processes:
ServiceDesk Plus and Analytics Plus

« The Incident management module helps you to record incidents using
customizable templates, prioritize based on impact and urgency matrix, esca-

late based on response and resolution time, update actions taken, resolve, and

close the incidents.

4 Reportan IT Incident © Preview ~ Copy Template

Technician Requester Workflow Field and Form Rules 5= Customization

Available Fields New Field

Search Fields and Section

g

Field Types

I Single Column _
Untitled

[ Double Column

Field Types

[ Single Line Text i Status Open v Impact Details
[ Multi Line Text i# Mode

123 Numeric
-00 Decimal
3 Pick List
7= Multi Select i Subcategory

Service Category Helpdesk -
® Radio i Item

E-mail Id(s) To Notify
[ CheckBox

[F) Date/Time H Untitled

Customizable incident template
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Any request matching the above rules should be responded within: 0 Days 0 v Hours| 30 v | Minutes Response Time :0 Hrs 30 Mins

Any request matching the above rules should be resolved within : 0 Days 2 v Hours 0 v Minutes Resolution Time: 2 Hrs 0 Mins

Should be p irrespective of operati hours. : [ Operati Hours per Day for this site : 9 Hrs 0 Mins |

Should be resolved/responded irrespective of Holidays.
Should be r p irrespective of

If response time is elapsed then escalate:

Enable Level 1 Escalation

If resolution time is elapsed then escalate:

Enable Level 1 Escalation

Enable Level 2 Escalation

Enable Level 3 Escalation

Enable Level 4 Escalation

Operational level agreement(OLA)

@ OLA time is applied individually to each selected group

Group Name OLA Time Description

~_Select--

Response, resolution, and escalation

#1 Unable to print
by Heather Graham on Apr 7, 2020 04:30 PM DueBy : Apr7, 2020 05:30 PM

Details Resolution Tasks Checklist Work Logs Time Analysis History
Resolution Solutions Tried Solutions

B 7 Y F 10 B 7 %X x¥x = = &= 4% 9 ¢ 2 = EEHO
Printer re—installed.|

Autachments : | #7 Attach file

Update request status to Resolved v

Update actions, and resolve/close incidents

« Ifanincidentis categorized as major incidents, it can be handled with different

priority and processes, updating top management with the progress.



Rule name * Description

Hardware Dispatch Dispatch requests 10 Hardware group. Requests might need analysis to further classify as hardware or network problem

Execute on actions = Created %

Execute during = ® Any Time () Within Operational Hours () Outside Operational Hours
Cascade Execution = ) Execute next rule () Skip remaining rules in this group @® skip remaining rules across all groups
Criteria

Category - is v Desktop Hardware » + -

AND cc - is - network-support @ ¢ [=
AND ¥ Subject - contains - System Grashed e . -
Actions «
When a request arrives ® Execute custom actions () Abort process execution
i Field Update x
Group A Hardware Problems v+

Cancel
Business rules

« Analytics Plus integration helps you to analyze the records for opportunities for

improvement.

% Legend
8 30 [ SLA Requests violated - Closed Requests
©Q Requests within SLA - Closed Requests
@ Closed Requests Count
£

£ 25

2

4

8

El

g 20

&

2

8

El

g 15

o

o

°

2

°

9 10

o

2

©

o

s

2 5

7

3

3

I3

g

&

3 o

May2019  Jun2019  Jul2019  Aug2019  Sep2019  Oct2019  Nov2019  Dec2019  Jan2020  Feb2020  Mar2020  Apr2020
Completion Month

Closed requests: Trend report

0 -2 Hours
2 -5 Hours
5- 10 Hours
344 Not Resolved

{11

Average time to resolve



8.6.2 Service request management

Addressed process requirement(s):
« Service requests shall be recorded, classified, prioritized, fulfilled, updated with

actions taken, and closed.
ManageEngine product that can help in implementing these processes:
ServiceDesk Plus

« The Service Catalog module helps you to create different service request
templates under different categories, allowing users to choose the required
service requests. Each template can have its own workflow process for approv-
al,
assignment, SLA, prioritization, and required fields to automate the flow of

fulfillment.

Service Catalog

Q Search templates

{0F oy > «Le

Hardware Application Login Communication Email Internet

e o

Software User Management

Service request templates

Choose the laptop model

Apple

Model: Apple Machook Pro 15

Product Information

« 6-core 8th-generation Intel Core i7 processor

« Brilliant Retina display with True Tone technology

« Touch Bar and Touch ID

« Radeon Pro 555X or 560X graphics with 4GB of video memory
« Ultrafast SSD

« Intel UHD Graphics 630

< Dell HP >

Choose a laptop to find details
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Describe the required laptop

Specify the things that are need with the laptop

Choose the laptop model

’,

. Apple

¥ Cost Details

@ | Enter additional information

Service Cost $ 000

Add Resource  Associate Resource Sections

Select existing questions

Plain text
* Name

Check box
Choose the deskt  Radio
Drop down Drop down

Choose the operating system

Drop down

Choose the additional hardware required
Check box

Choose the sofwares to be installed
Check box

Choose the laptop model
Drop down

Choose the account required for the new em...
Check box

Choose the devices required
Check box

What model of Computer do you want ?

Drop down

Desktop
Check box

[E4

=]

Capture provisioning costs

Resource Sections

Description

No Questions added

Save and Add New

@ View Sample %

Columns

Bl

Cancel

Resource form for customization

Technician Requester Workflow Field and Form Rules

Approval Details

Select Approver

Approval Configurations

By default, when a request is approved, its approval status is updated as Approved. If one approver
rejects it, the status remains in Pending Approval, until all approvers reject the request. Then, the
approval status is updated to Denied.

All approvers must approve the Service Request.

Apply first approval action

Send approval notification automatically when a Service Request is raised.

Assign technician only after Service Request approval

Click here to configure outgoing mail server

ECIC  Cancel

Stage One SREPORTING_TOS
Stage Two SDEPT_HEADS =

Stage Three SREGIONAL_MANAGERS »
Stage Four SCFOS =

Stage Five SCEQS =

SLA (1)
Add New SLA
High SR SLA

Approval workflow and SLA

® 1Day

& Template Users
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Technician Requester Workflow Field and Form Rules

On Form Load On Field Change On Form Submit

With this option, you can easily add some logic rules to your template, to handle the form flow and validation execution and so on..
Customize the flow of your form using a set of rules

Add logic Conditions to your fields

@ Using Field Rules, you can show form fields based on user input

Automate on different states

Update a form field value and so on...

/ #.% \Validate & extend the work flow through custom scripts

“._-7 Youcanwrite your own custom script specific to your business requirements of the form flow.

Create New Rule

Field and form rules

8.6.3 Problem management

Addressed process requirement(s):

« Analyze data and trends on incidents to identify problems. Undertake root
cause analysis and determine potential actions to prevent the occurrence or
recurrence of incidents.

« Problems shall be recorded, classified, prioritized, escalated if needed, updat-
ed with actions, resolved if possible, and closed.

+ Changes needed for problem resolution shall follow change management.
Up-to-date information on known errors and problem resolutions shall be made
available.

« The effectiveness of problem resolution shall be monitored, reviewed and re-

ported on at planned intervals.

ManageEngine product that can help in implementing these processes:
ServiceDesk Plus and Analytics Plus

+ The Reporting/Advanced Analytics module helps you to analyze data and

trends on incidents to identify problems.

46



Category

220 Administrative
Customer Services.
200 Data Handling
180 Faulty Hardware
General Issues
160 ISP Link
Internet Link
5 190 [ MPLS Link
o
2 120 Network Access
‘é’ S Corruption
& 100 Printer Problems
Software Request
80
escalation Executive
60 escalation ops Leadership
40
20
0

Sun Mon Tue Wed Thu Fri Sat
Day of the Week

Weekly ticket inflow by category

« A problem record can be recorded, classified, prioritized, updated with actions,

and resolved/closed. A problem record can be created directly after analyzing

#2 Application is Slow Status - [ Open
by Jeniffer Doe on Apr 8, 2020 03:16 PM | DueBy : Apr 8, 2020 04:16 PM Priority : H High
Technician . administrator
Details Resolution Tasks Checklist Work Logs Time Analysis History
| Group : Not Assigned
Description - = More Properties
Dear Team, Share

- E3 Share Request
During recent days, the application is very slow and could not perform any of my duties.

Kindly look into this urgently, as this issue is for all my department staff. | - Associate Problem I
Regards, -+ Associate Change
Jen

Change initiated due to this Request

Request caused by Change
& Browse Files or Drag files here [ Max size: 10 MB. ] .
-+ Associate Project

Incident to problem association

+ The problem record maintains the known errors, root cause, impact, work-

around, and solution.

ProblemID:1 | Edit | Print | | AddNew v | | Actions v | | Solution v
ication Per D i Status  :Open
By Jeniffer Doe on Apr 8, 2020 03:14 PM Due Date : Apr 10,2020 03:15 PM Priority  :High
Known Error : No
Problem  Analysis  Solution Tasks (0/0) Incidents (1) History
Impact  Edit ((Entered by administrator on Apr 8, 2020 03:25 PM )

Users are unable to use the application and are creating backlogs

0 Attach file

Root Cause  Edit ( Entered by administrator on Apr 8, 2020 03:24 PM )

The application server was updated recently updated with a new set of patches that updated the .Net version and the same is incompatible with the application

0 Attach file

Symptoms it (Entered by administrator on Apr 8, 2020 03:26 PM )

Log in to the application will work. Post login, users will be able to see all the functionalities. But, if they try accessing it, it will slow down the entire application with no further progress

.

Problem analysis
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« The problem record can be associated with a change record if a resolution for a

problem is found and can follow the change management process.

Problem ID : 1 Edit || Print | | AddNew v | | Actions v || Solution v
ication Performance D i Status - Open
By Jeniffer Doe on Apr 8, 2020 03:14 PM Due Date : Apr 10, 2020 03:15 PM Priority *High
Known Error : No
Problem  Analysis  Solution Tasks (0/0) Incidents (1) History

Description New Change

Problem Details Edit

Category Services Status Open

ST Not Assigned ey High

Item Not Assigned Priority High

Technician administrator S Reported Date Apr 8,2020 03:14 PM
DueBy Date Apr 10,2020 03:15 PM Closed Date N/A

it vigh N Business Application

App].testlocal
Assets Involved

Problem to change association

« The reporting module of ServiceDesk Plus and the Advanced Analytics mod-

ules help you monitor and review the effectiveness of a problem resolution.

New Custom Report New Query Report New Schedule Report Advanced Analytics | (2 Custom Settings d --View Data Model-- v
Reports on Incident Requests ‘{,\
Reports on Service Requests (]

¢ Reports by all requests ‘\:u

i Reports by completed requests ®

i Reports by SLA Violated requests ()
Reports by pending requests (9]
Request Summary Reports ‘{'\

t Reports by All Problems ‘{“

[ Report on Problems by Category Edit

[z Report on Problems by Status Edit

[z Report on Prablems by Priority Edit

[k Report on Problems by Impact Edit

[y Report on Problems by Technician Edit

[z Report on Problems by Urgency Edit

: Reports on Pending Problems (O]
Reports on Completed Problems (]
Reports by All Changes (O]
Reports on Pending Changes ‘{,‘

ServiceDesk Plus: Bundled reporting



8.7 Service assurance

8.7.1 Service availability management

Addressed process requirement(s):
« Monitor service availability and compare the results with the targets.
« Investigate unplanned non-availability, and take necessary actions.

« Therisks to service availability shall be assessed at planned intervals.

ManageEngine product that can help in implementing these processes:

OpManager Plus and Applications Manager

« Monitor the service availability based on all the dependent service components
including network, servers, virtualization, storage, applications, databases, and

websites, and compare them against the agreed target.

Auwailability Statistics >,

Avallability (5 Todary

o Up
@ OnaMaintena..
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|
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@ Down
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Availability representation
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Monitoring dashboard

« Service components availability can be measured based on the performance
metrics like response time, utilization, etc., and can be alerted on proactively to

avoid unplanned downtime.



CPU Utilization s (D
Time Pariod

1ZH MH “ YTD Wi 00 CETM

. o co

MWWQLWW\LW*W&WJ "\“’ u WM’IWM

@ CPUS
@ Cpu2

ot L
R R R R R R R AN % %ﬂa’ R A e A e S AN

Performance monitoring: CPU
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Performance monitoring: Memory

Planned downtime can be marked to avoid false alarms. Unplanned downtime

can be logged as incidents in ServiceDesk Plus and can be updated with inves-

tigated results/actions.

Add Schedule

Downtime Frequency

@ Once Every Day Every Week Every Month
From Hours Minutes
00 ~ 00 v
To Hours Minutes
00 - 00 v
Filter by
® Category Business Views Groups Devices URLs

Assign this schedule to all the devices in category
PDU v

* Note: This is not applicable for any devices added to this category after this schedule is configured

Downtime scheduler

N/
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=] Email g? Email based SMS SMS Chat Run System Command

s 1 Run Program LogaTicket D oMt B SysLog Profile B Trap Profile

Invoke a Webhook
S

Possible alarm notifications

+ The monitored data is stored in the product databases for a configured period
against which the risks to service availability can be generated considering

various factors at planned intervals.

8.7.2 Service continuity management

Addressed process requirement(s):

« The service continuity plan(s) shall contain a reference to procedures for restor-
ing services, steps to be followed in the event of a major loss of a service, and
targets for service availability when continuity plans are involved.

« The continuity plan(s) shall be tested against the continuity requirements at
periodic intervals. It shall be retested after major changes to the service
environment. The results shall be recorded and reviewed. Necessary actions
are to be taken when deficiencies are found.

« Therisks to service continuity shall be assessed and documented at planned
intervals.

« Document the cause, impact, and recovery when the continuity plan has been

invoked.



ManageEngine products that can help in implementing these process-
ServiceDesk Plus

« The ServiceDesk Plus CMDB module helps you to create references to docu-

ments containing continuity plans for the respective services.

62

ManageEngine

Continuity

Plan

‘s DB1

DB Cluster B

) ﬂ DB2
Privileged App1

Acc..

App2

2
)
Howard Stern

2~2
Ly

Network

Service relationship with continuity plan
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+ ServiceDesk Plus supports creating preventive maintenance tasks using which
a request to test the continuity plan can be created and assigned to appropri-

ate IT personnel at planned intervals.

Daily Schedule Monthly Task Scheduling
Weekly Schedule
Every Month
Monthly Schedule
Periodic Schedule January February March April
May June July August
One Time Schedule
September October November December
On
Date 1~
At
Time: Hours ' 0 ~ :Minutes| 00 ~

Preventive maintenance schedule

« As part of the change/release management process in ServiceDesk Plus, test-
ing the continuity plan can be made a mandatory task for all major changes.
The cause, impact, and recovery when the continuity plan has been invoked

can be

OpManager Plus and Applications Manager

«  When the continuity plan is invoked, OpManager Plus and Applications Man-
ager can help monitor the service and service components availability, health,
and
performance. The monitored data can be analyzed to identify deficiencies and

risks to continuity based on various health and performance metrics.



OpManager

J System
i Health and Performance

@ Availability and Response

w

Inventory

WANRTT Monitors

VolP Monitors

a [@

Virtual Servers Report

(]

Storage Reports

B

Forecast Reports
El Nutanix Reports
¥7 My Favorites

@7 Schedule Reports

fi®. Monitor Group

& Trend Analysis Report
@ Servers

|7z Application Servers

Database Servers

@, Web Services
£ Web Servers
@ URLs/ Web Apps
E Services

Mail Servers

EEERP

Viddleware/Portal

m Virtualization

[ Cloud Apps

28 Converged Infrastructure
@ Custom Monitors

Capacity Planning

ﬂE End User Monitoring(EUM)

(® Forecast Report

NetFlow
[@ SearchReport &
) ReportProfiles ™
9 Forensics ®
[i2 Consolidated Report
[& Compare Reports (=)
T Protocol Distribution E
Inventory Report (X1
Billing =
il Forecast =4
(@ Schedule
WAAS Dashboard e
WAAS Devices List el
=
2]

OpManager reports

At a Glance Report
At a Glance Report of Application Servers

Availability Reports

Availability of Application Servers

Health Reports
Health of Application Servers

Response Time

Response Time of Application Servers

Memory Usage
JVM Details of Application Servers

JDBC Connection Usage

NCM

Hardware Inventory Report

Firmware Inventory

Device Inventory

Network Health Status

Device Management Status

Device Audit

Startup-Running Conflict

Configuration Changes

Configuration Change Trend

EOL/EOS Report

Compliance Report

Configuration Analysis Report

Security Audit Report

PCl Report

JDBC Connection Pool Usage of Application Servers

OpUtils

Unused IP Addresses

Reserved-Static IP Addresses

Switches by Usage

Switches by Scheduler

]
1P Usage Summary
5]
=

Switches by Vendor Name

2]

Switch Ports by ifSpeed

EQ

Switch Ports by if Type

Device with Virtual IP
[ Stacked Port Details
&: Administratively Disabled Ports

B Connected IP Details

Port by Operation Status Last Change
Time

5] DHCP Reserved IP Addresses

Thread Details

Firewall

Custom Report

& Firewall Reports

i}

Proxy Reports
Policy Overview

Policy Optimization

Rule Reorder

B
B
E& RuleCleanup
B
B

Rule Impact

=

1 Standard

= Change Management
[Es Security Audit

E2 Audit Logs

E2 Rule Administration

@ SearchReport

Thread Details of Application Servers

Session Details

HTTP Session of Application Servers

Request Throughput

Request Throughput of Application Servers

Web Application Request Throughput

Web Application Throughput of Application Servers

Select Attribute

—Select Attribute—

Reports in Applications Manager
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8.7.3 Information security management

Addressed process requirement(s):

The importance of conforming to the information security policy and its appli-

cability shall be communicated to all interested parties.

Information security controls shall be determined, implemented and operated

to support the information security policy and address identified information

security risks from both internal and external users.

Monitor and review the effectiveness of information security controls and take

necessary actions.

Information security incidents shall be recorded, classified, prioritized, escalat-

ed if needed, resolved, and closed.

Analyze the information security incidents by type, volume and impact on the

SMS, services, and interested parties to identify opportunities for improve-

ManageEngine products that can help in implementing these process-

Endpoint Central

The configuration management module helps you to publish the information

security policy to all users of the organization through a logon Legal Notice. The

policies can alsobe published through the ServiceDesk Plus self-service portal.

Mac Linuo

([j‘ Alerts

— )

|5 Custom Seript

(&) File Folder Operation

T
|T_ Fonts

‘ZI Install/Uninstall Windows Patch

] wvsoffce
n-’ Path

G) Scheduler

-
L Shared Network Printer

C\"':_ Browser S Certificate Distribution
E Display Q Drive Mapping

-_Qg Firewall @ Folder Backup

=| General ‘,. Group Management
|:.1-_‘ Install/Uninstall Windows Software =] Launch Application
u' 1 M5 Outlook E=) message Box

Fﬁ Permission Management " Power Management
*&* Secure USB ﬁ Security Policies

E;‘J Shorteut & User Management

Endpoint Central: Manage configurations

L=
)
D.

~—

Ll

i |

Common Folder Redirection

Environment Variable

Falder Redirection

IP Printer

Legal Notice

s JE

)
-

) B

Qutlook Exchange Profile

Registry

Services

WiFi
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hiowlcaniwelhelplyous

Search templates . Q

I need a new
Service

| am facing an
Issue

Report an Issue

| am looking for a
Solution

View Solutions

My Request Summary Popular Solutions [ More ] My Assets
Windows2008

Pend Q  Search Solution

1eg ing H!J HVM domU

Awaiting Approval

Awaiting Updates

Tips for uninstall Software
First method: Use Windows Uninstall Wizard If you are using Windows: ..

H‘ Ubuntu Machine
Q‘ Unknown Workstation

Printer1 - HP
HP-Printer

Modify Login screens and Logout screens
Find below the procedure to meet with your need:1. Save the page serve

To move data from one installation from another.
You can move the data from the existing server to new server. Please f.

ServiceDesk Plus: Self-service portal

« Deploy the security controls required on endpoints like prohibiting specific

software installation, blocking executables, blocking USBs, patching, record-

ing the remote sessions, and securing mobile devices, browsers, and so on.

Home Configurations  Threats&Patches  Software Deployment  Inventory ~ O$Deployment ~ Mobile Device Mgmt ~ Browsers AppCtrl  Anti-Ransomware  BitLocker ~ Device Control

~ Views
Computers
Hardware
Software
Alerts

Inventory Reports

~ Application Control
Prohibit Software

Block Executable

* Actions / Settings
Scan Systems
File Scan Rules
Scan Settings
Software Metering
Manage Licenses
Manage Software Category
Configure Alerts

Schedule Scan

@ User requests for using a Prohibited Software can be raised as tickets in ServiceDesk Plus for approval. Configure Now

Prohibited W Auto-Uninstall Policy  Auto-Uninstall Status  Systems With Prohibited W UserRequests  Audit History
Filter By: | Al Prohibited Software | AllSoftware -
> + Add Prohibited SW X Remove Prohibited SW =+ Configure Global Exclusion (Y Configure Alerts Total13 | Q B &
(m} Software Name % Version Installer Type Managed Installatio... ? Network Installations Uninstall Command ? Exclusions ?
[w] 64bit HPCIO 2121 MsI 0 0 Not Applicable Configured
O Adobe Flash Player 32 NPAPI  320.0.114 EXE 0 0 Not Configured Not Configured
[m] Adobe Flash Player 32 NPAPI  32.0.0433 EXE 1 1 Not Configured Not Configured
O anydesk ad4.30 EXE 1 1 Not Configured Not Configured
O Beyond Compare 405 4,0.5.19480 EXE o ] Not Configured Not Configured
O Chromegroup 1000.4896.88 MSl and EXE 5 5 /5 Configured
O CiscoWebex Meetings 411 EXE 0 [} Not Configured Not Configured
O HPCustomer Experience En..  60.10.1 sl 0 [} Not Applicable: Not Configured
O mixed 10 EXE 0 [} Not Configured Not Configured
M prohihoroin 10100 FXE 0 o Not Confisurert Not Confisiirad e )

Endpoint Central: Control software and executable installation
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Configurations  Threats & Patches  Software Deploymen Browsers AppCtrl  An ice Control  Tools

Dashboard \ Alerts (1) @ information (1)

Third Party Certificate is about to Expire!
Third Party Certificate used in Central server will expire in 30 days. If the certificate expires, you will not be able to manage any mobile devices until you renew the certificates and upload itin the Central server. Import Certificate Learn More

Patches £ Tell us your requirements for a self-service portal for patch management
Vulnerabilities Security Configurations Systems Patches *
=]
Systems
Emm=E Missing Patches Missing patches awaiting approval Download Pending Patches Automated Patch Deployments
Compliance Network Patch Status Missing Patches by Severity
i
Reports 0 261 Critical
g = 9
£ 200 Important
i) ) Unrated 55 4
Settings 2 10 =
s
o
[ Installed Patches Missing Patches 2
Low Moderate
REcaERY Patch status O

Endpoint Central: Comprehensive patch management
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Endpoint Central: Recorded remote sessions
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Configurations ~ Threats &Patches  Software Deployment  Inventory ~ OSDeployment  Mobile DeviceMgmt ~ Browsers AppCtrl  Anti-Ransomware  Bitlocker DeviceControl  Tools ==

a Device Mgmt > Profiles > Create i0S/iPadOS Profile > MyProfile1578

Dashboard

Configure Profile OtHelp
Management % Passcode EeitE ey
i Camera Allow
= @ Restrictions Security
Invento i ime Allow
LN Advanced Security FaceTime i
B VPN Applications Screenshots and Screen Recording Allow
Envollment r—
8 Per-AppVPN Spotlight internet search Allow
b Networkand Roaming
Reports 0 Email AirDrop (i e
iCloud
o @8 Exchange ActiveSync Voice Dialing
Privacy
Settings
[ Kiosk iMessage (% Allow
8 Date/Time Settings
B Web Shorteut: i Allow
ot T Web Shortcuts TR siri Allow
[ Web ContentFilter Keyboard Settings Allow Siri, when device is locked Yes
@5 Managed Web Domains Classroom Force Siti Profanity Filter [:2] /% e
Wallpaper Allow Siri to query from the web (5 Yes
Asset Tag Informati
[ AssetTog Information Hondoff 8 i Alow
=) AirPrint
Allow user tomodify device name [5] & Yes
Global HTTP Proxy 0
AirPrint_[17] % Allow

Endpoint Central: Securing mobile devices

ﬁ Threat Prevention

Phishingfilter & 220 ® : Enable Disable O nNot Configured
Data Leakage Prevention
File downloads & & @ : Allow Restrict O ot Configured
g.“ Add-on Management
Manage Over-ride certificate errors & & @ (D E Allow Restrict O Not Configured
Web Isolation
Verification of certificate with revocation list : Enable Disable o Not Configured
Bl [@] Browser Lockdown 8@
Policies
Browser Router Zone Elevation Protection & () : Enable Disable O ot Configured
> JavaManager . .
3 Browser Helper Objects & (2 E Allow Restrict O Not Configured
® Download Restriction .
Flash Restriction & & @ ® () : Enable Disable © Not Configured
Browser Customization
‘Compliance IE Plugin Protection & (2) E Allow Restrict O Not Configured
. Run scripts on webpages & (7) E Allow Restrict O Not Configured
Unsigned IE plugins & (2) : Allow Restrict © Not Configured
Block websites with excessive ads & (2) . Enable Disable o Not Configured
Block third party websites that inject code & : Enable Disable o Not Configured
[©)]
@

Browser risk management

AD360

« Deploy the security controls required for accessing and managing Active
Directory, Exchange, and Microsoft 365 securely through the delegated
capabilities. It also helps to deploy required controls for users to change/reset
the password, unlock accounts through multiple identity verification methods,

and implement multi-factor authentication for users to log in to their machines.



ADManager Plus )

Home Management

Requests

Create Request

All Requests

Workflow Delegation v

Requesters
Workflow Technicians

Requester Roles

Configuration v

Business Workflow

Assigning Rules

AD Management

User Management
Computer Management
Group Management
Contact Management
Mailbox Management
OU Management

File Server Management

GPO Management

User Reports
Password Reports
Group Reports
Computer Reports
Exchange Reports
Contact Reports
Terminal Service Reports
GPO Reports

OU Reports

NTFS Reports
Security Reports
Other Reports
Compliance Reports
G Suite Reports

Custom Reports

Reports Office 365 Delegation
Business Workflow
Define an order of exe

mportant adm

Workflow Name

Description | Enter a description
Vi
Workflow Stages
-
[ ] Q
=R (=
Requester » | Reviewer »

The one who raises a
request for a particular
action. [Configure]

Create Workflow

n Workflow N

S0 Default business workflow
| User onboarding workflow
I Stale accounts cleanup
workflow
| User password reset workflow

Workflow Automation

nistrative tasks.

The one who assesses the request,
weighs its pros and cons, and offers
recommendations. [Configure]

No. of Reviewers: 1 v

Cancel

This is a predefined workflow present in the product.

This workflow will be used while processing the request for user account
creation.

This workflow will be used while processing stale accounts cleanup.

This workflow will be used while processing password reset requests.

License AD Explorer @~
Search AD Objects

£¥ Domain Settings

Create Request +

o o
w0 v
—an —-_

Approver » | Executor

The one who possesses the
authority to finalize an
action. [Configure]

The one who ex
the approved ac
[Configure]

No. of Approvers: 1 v

« ¢ 140f4 > » 5 v
Workflow Stages

Requester = Executor

Requester = Reviewers: 1 = Executor

Requester = Reviewers: 2 = Executor

Requester = Reviewers: 2 = Approver: 2 =
Executor

Commit changes in AD on approval

AD Reports Administration

Bulk User Management

Create Users
Create Single User

Create Bulk Users

Bulk User Modification

General Attributes

Reset Password

Group Attributes

Unloack Users

Move Users

Delete Users

Account Attributes
Restore Deleted Users
Address/Organization Attributes
Naming Attributes

Profile Attributes
Move/Delete Home folders
Contact Attributes

Modify Custem Attributes

Office 365

Backup

User Attribute Privileges Modify Users ()
Modify Single User

Modify Bulk Users

Exchange Attributes

Create/Archive MailBox

Modify SMTP Address
Set MailBox Rights
Delivery Options
Naming Attributes
Exchange Features
Auto Reply

Delivery Restrictions
Storage Limits

Migrate Mailbox

Exchange Offline Address Book

Disable/Delete User MailBox

Exchange Policies

Delegate access for AD management

Compliance Reports

SOX

Al Users

All Groups

All Computers

All Contacts

All OUs

All GPOs & Linked AD Objects

Office 365 Users

GLBA

Recently Logged On Users
Recent Logon Failures

Real Last Logon

Users with Password Never
Expires

Password Changed Users

Security Groups

HIPAA

Recently Logged On Users
Recent Logon Failures
Real Last Logon

Users With Terminal Server
Access

Recently Created Users

Recently Modified Users

GDPR

Shares in the Servers
permissions for Folders
Folders accessible by Accounts
Server Permissions

Subnet Permissions

Servers accessible by Accounts

Subnets accessible by Accounts

PCl

Recently Logged On Users
Recent Logon Failures
Real Last Logon
Locked-out Users

Users in Groups

Shares in the Servers

Permissions for Folders

Compliance reports for AD management

User Templates
User Creation Templates

User Modification Templates

Deny Bulk Modification

Terminal Services

Profile Attributes

Remote Control Attributes
Session Attributes
Environment Attributes
Move/Delete TS Home folders

Dial-in

FISMA

Recent Logon Failures
Real Last Logon

Users with Password Never
Expires

Password Changed Users
Recently Created Users

Recently Modified Users
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ADFS Auditing

Account Management
User Management
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GPO Management
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Configuration Auditing
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LAPS Audit
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M365 Manager

Dashboard
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Support Q Search.. ) Domain Settings

GPO Changes v Compliance v Favourite Reports + BHAnalytics F Custom Reports Schedule Reports | [3 Aggregate Reports
Administrative User Actions Domain  admanagerplus.com o
period &  Today Hours Al [Business Hours] v Select Objects Al

[2 ExportAs o Addto [z More
User Mgmt Computer Mgmt Group Mgmt 0OU Mgmt GPO Mgmt

Top Users Modified 9

SM_130662434... SM_e13421b88...

& Q¢ Advanced Search 1-80f8 25w  Add/Remove Columns

AD and file server change auditing

- . License Jobs MY TakBack ? @
Auditing & Monitoring

Monitoring Content Search Delegation Settings £} Tenant Settings

Activities by Mailbox Owners 3 [2 Export As @ Schedule Profiles [ More

zohocorpadmgrplus.onmic... v

Exchange Online

Exchange Activity

Activities by Mailbox Owners

Send As Activities

Activities by Mailbox Non-

Owners

Activities by Exchange Admins

Activities by Mailbox Delegates

Mail Move and Delete Activities

Mail Contact

Connector

Mailflow

Management Roles

Public Folder

Mailbox Move

Mail Trace

Malware Detection

Spam Detection

DLP Policy Matches

Period | 01/09/2021 12:00 AM - 14/06/2022 03 [&] Operations X~
Business Hours | All Hours v 75

Domains | All Domains v 5

Count

Create MailboxLogin SoftDelete

W Count

Owner Activity ~ Country Summary ~ Users Vs Activities  Day wise activity v # Create New View

« < 1-90f9 > » | 25+ | Y | Add/Remove Columns

Clie

Operation Affected Items

021 o365team@zohocorpadmgrplus.onmicrosoft.com  REST Create -
1

Personalized

M365 management auditing and reporting

4 Download Now

ADSelfService Plus )

Dashboard

Self-Service

Reports

Configuration Admin

Password Policy Enforcer 2

v
Policy Configuration Select the Policy adselfservice.com v
Multi-facter Authentication
+| Enforce Custom Password Policy (3
Password Expiration Notification Y ©
Password Policy Enforcer Restrict Characters 5/7
Password Sync/Single Sign On Restrict Repetition /| Number of special characters to include 2
Conditional Access Restrict Pattern 3/3 /| Number of numeric characters to include | 1
Directery Self Service Restrict Length o
. /| Number of unicode characters 1 (@
Administrative Tools »
Security Center 5 /| Must contain at least 1  upper case character.

/| Must contain at least 1 lower case character.
/| Password must begin with | an uppercase alphabet, a lowt v | @

allow numeric last character.

Override all complexity rules if password length is at least = 20 @
Password must satisfy at least of the above complexity requirements. (2

+/| Show this policy requirement in Reset and Change Password pages Customize View

Securely self manage passwords and accounts
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= 0365 Manager Plus Home Reports

zohocorpadmgrplus.onmicroso... v

Exchange Online v

Exchange Activity

Mail Contact

Connector

Mailflow

Management Roles

Public Folder

Mailbox Move

Mail Trace

Malware Detection

Spam Detection

DLP Policy Matches

Transport Rule Matches

Mailbox

Mailbox Permission

Calendar

Azure Active Directory »
OneDrive for Business >
Microsoft Teams. »

Power BI »

ADSelfService Plus )

Dashboard Reports

Self-Service
Policy Configuration
Multi-factor Authentication
Password Expiration Notification
Password Policy Enforcer
Password Sync/Single Sign On
Conditional Access
Directery Self Service
Administrative Tools

Security Center

Manageme! LI Alerts

Delegation

tomation  Settings  Support

£} Tenant Settings

Acti

ies by Mailbox Owners (%) [2 Export As @ Schedule Profiles [ More

Period | 09/03/2020 12:00 AM - 09/04/2020 12 m Operations X o~
Business Hours Al Hours v 40

Domains  All Domains v

Count
3

MailboxLogin
Count
Owner Activity Users Vs Activities

Country Summary Day wise activity ~ 4 Create New View

<3 « <

When ~ Who

1-250f36 > » | 25v Y  Add/Remove Columns

Result Status  Count

Mailbox UserPrincipalName Operation Client P Client

07 Apr 2020
12:31 PM

rosoft.com rosoft.com MailboxLogin  Succeeded India 121.244.91.2 Microsoft.Exchange.

07 Apr 2020
06:32 AM

rosoft.com rosoft.com MailboxLogin  Succeeded India 121.244.91.2 Microsoft.Exchange.

M365 management auditing and reporting

& Download Now

Configuration Admin

Password Policy Enforcer 2
Select the Policy adselfservice.com v

+/| Enforce Custom Password Policy

Restrict Characters 5

Restrict Repetition 34 /| Number of special characters to include 2

Restrict Pattern 5/3 /| Number of numeric characters to include | 1
Restrict Length 2/2
/| Number of unicode characters 1
» +/| Must contain at least 1 upper case character.
/| Must contain at least 1  lower case character.
+/| Password must begin with | an uppercase alphabet, a low¢ v | @

Disallow numeric last character.

Override all complexity rules if password length is at least = 20 @
Password must satisfy at least of the above complexity requirements. (7

+/| Show this policy requirement in Reset and Change Password pages Customize View

Securely self manage passwords and accounts

= Exchange Reporter Plus PSS coorting

Monitoring

&  Exchange Server  Exchange Online  Skype Server

Mailboxes Mailboxes &

OWA & ActiveSync

al Reports
Email Traffic

Storage Mailbox Enabled Users
Distribution Lists Hidden Mailboxes
Mailbox Features
public Folders

Mailbox Message Delivery Settings
TR Mailbox Storage Information
Custom Reports

Compliance Account Status

Recently Created Mailboxes

Inactive Mailboxes by Last Sent Mail
Inactive Mailboxes by Last Received Mail
Inactive Mailboxes by Last Logon Time

Disconnected Mailboxes

Permis

on Reports

Permissions Based on Mailboxes
Permissions Based on Users

Non-Owner Mailbox Permission

Settings  Support

Mailbox Message Restrictions
Mailbox with Delegates
Mailbox with ForwardTo

Forward Set Inbox Rules

Expired Account Mailboxes
Soon-to-expire Account Mailboxes

Mailbox Auto Reply Status

etention Policies Reports

Retention Policies

No. of Mailboxes with Policies
Mailboxes with Policies
Retention Policies Details

Mailboxes without Retention Policies

Size Reports

Mailbox Size

Mailbox Size Growth

Mailbox Size By OU

Current Mailbox Size Vs Quota

Mailbox Size Restrictions

Content Reports

Message Count and Size Summary
Attachments by File Size

Attachments by File Extension Keyword
Attachments by File Name Keyword
Messages by Body Keyword

Equipment Mailbox Details

Room Mailbox Details

Exchange auditing and reporting

@ schedule Report

# Create New Report

Server based Mailbox Growth

Database based Mailbox Growth

Messages by Subject Keyword
Folder-wise Unread Mails with Subject

Folder Message Count And Size

62



PAM360

+ Deploy the required controls on privileged access to both internal and external
users for any service component like network devices, servers, databases, etc.
The passwords of the service components can be stored securely and access

to them can be granted based on approval. It records the privileged session

and has the capability to provide just-in-time privilege escalation as well.

:X‘;:‘;g%"e‘ Q- search 30-Days Free Trial A & S d =8

® Password Dashboard

Dashboard

Total Passwords Expired Passwords Policy Violations Conflicting Passwords

331 290 61

Password Activity ) Months v Password Distribution <

Months

W Retrievals W Changes M Access Requests Bl Remote Connections

FAVORITES Resource Audit - Live Feed B
Q= Showing 1-10 Total Count ¢ prev Pagel next> 25 50 75
= o wing 1 - < prev ext > 00 o
e & Resource Group Modified
Resource Name User Account Password Open Connection Good Group (Group Name) operated by Privileged Administrator
from 197.245.240.163
* G eest [N ac [y »oex =]

Secured privileged password management

PAM360 Q sean —
SSH Key Management o € SSH Keys ®
% SSHKeys

Create | Associate | KeyHistory = Rotate = More ~

Key Group

page[1 |of1 25 50 75 100 Showing 1 -4 of 4

CE=EEIES C KeyType  Keylength  Finger Print Created By Age Application Name  Application Owner Q
Key Assoclation Audit ] ssh-rsa 4096 SHA256:XFS86DZI4gQ3/I9pIBKOHNZBB3rY38... pradmin 104 days @ ¥ h
R u] ssh-rsa 2048 SHA256:dD43QFSXI6tSWOFOCYMU7TXAMSE... pradmin 615 days © ¢ M
;:’:_\Zys () RT-CISCO-105-001 ssh-rsa 2048 SHA256:0pe94MJ4Ld0ArUzdopsjXHdaekgzsY... pradmin 979 days @ t
O PROXY-SERVER-LINO9 ssh-rsa 1024 SHA256:yFS38Z5KL+SQzNUNIi9)3+Uj7qHHSX... pradmin 979 days @ &

SSL/SSH key management

ManageEngine ) . ) .
PAM360 © e 30 Days Free Tral A6 & &

Audit ® & Recorded Connections $¢ Facing problems in recorded sessions playback?
% Resource Audit Configure Session Recording Auditactions o | @
User Audit Create - All- v Q= o Showing1-60f6 4 < 1 > W (25 50 75
fe=<eic Resource Name User Account Operated By 1P Address * Status  Time Stamp Play Activity Logs
User Sessions test admin priyanka-6861.csez.zohocorpin.com Success  OCt8, 2019 04:05 PM B
Recorded Connections test admin priyanka-6861.csez.zohocorpin.com Success  OCt8 2019 04:07 PM B
Active Privileged Sessions LIN-SER-065 test admin priyanka-6861.csez.zohocorpin.com Success  OCt8, 2019 04:08 PM B
Keys Audit PROXY-SERVER-WIN-035  administrator admin priyanka-6861.csez.zohocorpin.com Success  Oct8, 20190412 PM B
Certificate Audit PROXY-SERVER-WIN-035  administrator admin priyanka-6861.csez.zohocorpin.com Success  OCt8, 20190412 PM B
LIN-SER-065 test admin priyanka-6861.csez.zohocorpin.com Success  OCt8, 2019 04:38 PM B

Audit

Activity audit: Recorded sessions



Intera ctive@ - Morrgig:gi%ga h

Mo standing
access

(]

“ memmsss) Approval Se——) E ) Access removed

I L] .h
§ Access provisioned and

privilege escalated

Automated | >—

Just-in-time privilege escalation

« The stored password can be changed post access or periodically using the

configured password policy. It provides reporting on ISO 27001 as well by de-

Reports (&) & Compliance Reports

Password Reports
Ao PCI DSS Compliance Report @ ISO/IEC 27001 Compliance Report NERC-CIP Compliance Report
jser Reports

General Reports

Compliance Reports

[A Generate Report - & Edit Author Info B Generate Report - & Edit Author Info B Generate Report & Edit Author Info
Custom Reports
Certificates Reports
SSH Keys Reports GDPR Compliance Report

Query Reports v
Search Reports
Favorite Reports
[A Generate Report

Manage Categories

R e Grouy
I]][l Resources
Reports
User Grouy
Users

Compliance reports
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OpManager Plus

« The Network Configuration Manager component of OpManager Plus helps to

track whether all the network devices are compliant based on a set of policies.

Network Configuration Manager

Dashboard Inventory Compliance Change Management Alarms Tools Settings Reports Support
Q) CiscolOSPolicy
& 2711101 Violation
Severity
| Major I
| critical I
Warning
| compiant I
Device-Policy Violations o = Device-Policy Compliant Rules
Rule Name Description Remediation Remediation TemplateQ  Rule Name Description
Description
Q Ena (Conigure Checkifensblesecretis 0o L A Checkif service password
d configured encryption ena
© EnsbleloginFailurelog  Checkif faled login Setnumber ofloginfailures To checkif descriptions
s attempts logis co togounlog writtern for
© ConsolTimedut Checkif Consoledletime  Settheconsaledletme. (1
outis et out
Use Network Address
NATER Checkif NAT is used NA
Q A ecl s use Tranlation option \ @ NoPubicCommunty | Checkifthereisapubic
communityin
© advcustomRule Cisco Show Version Script
@ DomainNameServiceDi - Checkif domain name
© conerule INA sabled service s disabled
DHCPServiceDisabled ek FDHCPservicels by picp service (NA
disabled
PADServiceDisabled  CheckifPADsenvcels by pa cervice (NA

disabled

Count

28% 7
2% 8
12% 3

28% 7

o n
Remediation Remediation TemplateQ
Description

Enable service password

[NAI
encryption

Provde interface Cisco Show Version Script
description

INA)

Cisco Show Version Script

Remove public community

SNMP Disable
from config

Disable domain name
service

[NA]

Compliance check for network devices

Hyafu

« The Firewall Analyzer component helps you to analyze firewall logs for threat

and risks on firewalls.

Gl & Q A /W &

Sophos XG

Firewall Analyzer () (+1)8887209500 () Request Demo () Get Quote Download &,
Inventory Alarms Reports Rule Management Compliance Search Tools Settings Support Help Docs
Overview v Live Traffic Cloud Control Users VPN Rule Mgmt Security Standards
Firewall Traffic Statistics Firewall Security Statistics
Al Devices | Last 24 hours Al Devices | Last 24 hours
20000 mFTP 12000
Network Security
W Poini2Point 10000
g 1500 I Name Service
= 8000
z Services 2
& 10000 W M £ 6000 .
5 M Fie Sharing *
<l W Web 4000
5000 B News
0 —— M Unassigned 0 ==
CiscoASA CheckPoint PaloAlto Fortigatet Sonicwal Messadin CiscoASA  Fortigate!  CheckPoint  Sonicwall  PaloAlto
Resources Event Type
Device Name Sent Received Total Device Name - Attacks Virus Failed Log Security
Ons Events
» CiscoASA 28.07MB 3.65GB 3.67GB
CiscoASA 21 - - 562
»  CheckPoint 11.45GB 89GB 20.35GB
Fortigatel 27 9 3 27
> PaloAlto 47.39MB 699.08 MB 746.47 MB
CheckPoint 1575 - 3 1065
» Fortigatel 37195 MB 52GB 556GB
Sonicwall - - - 75
> Sonicwall 16.52MB 20.15MB 36.67MB
PaloAlto 165 - - -
Sophos XG - - - -
FirePower - - - -

Firewall log management

More ~ *

I Denied Events
Attacks
I Security Events
W Vius
Config Changes
W Failed Log Ons

FirePower
Denied Config
Events Changes
11649 -
6862 6
3840 -
2541 -
123 -
- 1
- 1
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ISO on 2020-04-03 06:54

This assessment is based on the 1IS0(27001:2013) Security Standard for firewalls. For more information, please

O®B o @

visit http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detailhtm?csnumber=54534

** Some requirements need to be manually verified.:

NIST on2018-09-1721:16

Failed Count2
9.4 Firewall Access Control
13.1.2 Explicit deny rule

more...

This assessment is based on the NIST Standard of compliance. For more information, please visit
http:/fvww.identity-theft-awareness.com/NIST-security-compliance.html

=* Some requirements need to be manually verified.:

Log360

Failed Count2

2.1 Explicit Deny rule

2.10.1 Explicit Deny rule For Incoming
TCRUDP and ICMP traffic

more...

PCIDSS on2019-10-16 00:06 OB 92 @

This assessment iz based on the PCI Data Security Standard, Version 3.0, and covers all control items that
address Firewall policy issues. For more information, please visit https:/www.pcisecuritystandards.org

Failed Count3

1.1.7 Periodic Review of Rule Sets
1.2.1 b Explicit Deny rule

2.3 Encrypt Administrative Access

** Some requirements need to be manually verified.: more..

NERC-CIP on 2019-08-28 14:37 oRB 92 @

This assessment is based on the NERC-CIP Standards oversight by the Federal Energy Regulatory Commission
for version 3. Please visit http://www.nerc.com//pa/Stand/Pages/CIPStandards.aspx

Failed Count3

CIP-003-R5.1 Security Management
Controls

CIP-005-R2.1 Explicit Deny rule
CIP-007-R2.2 Explicit Deny rule

** Some requirements need to be manually verified.: more..

Firewall log management

« Audit the changes and activities on Active Directory, file servers, network de-

vices, servers, applications, databases, workstations, Microsoft 365, Exchange,

AWS, Azure, etc., which serves as a evidence against the implemented controls

and also to evaluate the effectiveness and to identify opportunities for improve-

ment.

Integrated
Compliance Management

sSQL And 1IS
Auditing

Privileged User Activity
Monitoring

w,

N\
(L))

\

Real-Time Active Directory

Change Auditing

N =~
(ooo &

Network Device
Auditing

Exchange
Auditing

File Integrity

Monitoring
—0
=
P ‘] Log360 UEBA
~) ™
Office 365
Auditing

1=

Active Directory Reporting

@Ax

22

Data Visibility
And Security

Log 360: Comprehensive SIEM solution
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Events Overview

All Events

147K

A 5505 (3.87%)

Logs Trend

™

Network Overview

Security Overview

Windows Events

6089

A 5505 (942.64%)

® Failure 171

© Warning 1

Syslog Events

60

4 0 (0.00%)

Top 5 Devices

= @ 192.168.213.157
H
S 1k @ win-jldthuddhdf
£
g 192.168.218.133
©® 192.168.111.32
0
2017 Oct 2017 Nov © 192.168.111.33
Time
Security Events ‘Windows Severity Events
Report Name Count 10k
A 55(79.71%
Logon 124 ( ) £
3
Account Logon 29 A 25 (625.00%) 8 100
H
g
Account Management 0 A 0(0.00%) g
1144 A 1144
Object Access .
System Events 3 a3 Information Success Failure Warning
Severity

£ LogSources 31-08

Q

All Devices

28

View All Devices

3

Recent Alerts

b4
2

Correlation:Logon Suiccess by Source Host rule was triggered on the network
2017-11-30 18:05:24

Correlation:Logon Success by Source Host rule was triggered on the network
2017-11-3018:05:24

Correlation:Logon Suiccess by Source Host rule was triggered on the network
2017-11-30 18:05:24

Correlation:Logon Success by Source Host rule was triggered on the network
2017-11-3018:05:24

Correlation:Logon Success by Source Host rule was triggered on the network

2017-11-2921:25:59

Correlation:Logon Success by Source Host rule was triggered on the network

2017-11-2921:25:59

Correlation:Logon Success by Source Host rule was triggered on the network

2017-11-2921:25:59

Correlation:Logon Success by Source Host rule was triggered on the network

2017-11-2921:25:59

Correlation:Logon Success by Source Host rule was triggered on the network

Events overview

1SO 27001:2013 Compliance Report | Change Criteria: Reports Devices Schedule Exportto: A

Compliance Overview

System Events -3 |

|
Logon:124 — |

User Access - 1849 /‘

@ H3C Firewall Logon Reports ( No Data )

Object Access - 1144

N~
~ Fortinet Firewall Logon Reports - 52

Policy Changes - 162

@ Netscreen Firewall Attack Reports ( No Data ) Object Access CheckPoint Firewall Configuration Reports ( No Data)

@ SonicWall Firewall Logon Reports (No Data) @ Cisco Firewall Attack Reports ( No Data) Fortinet Firewall Attack Reports (No Data) @ Sophos Firewall Logon Reports ( No Data)

® Fortinet Firewall Logon Reports  Sophos Frevwall Attack Reports (No Data) @ Cisco Router Configuration Reports (No Data) @ Policy Changes

NetScreen Firewall Logon Reports ( No Data) Account Management (No Data) @ User Access @ Logon Juniper Firewall Logon Reports (No Data )

@ juniper Firewall Attack Reports ( No Data) CheckPoint Firewall Attack Reports (No Data) @ Cisco Router Logon Reports (No Data) @ System Events

12¥

Logon (124 events)

Successful User Logons (87 events)

Device User Display Name Count Network Logon User Logon
WIN-JLDTHUDDHDF WIN-JLDTHUDDHDF 80 =—738% £=2262%
192.168.111.33 192.168.111.33 7 =———100% 0%

Compliance reports

2017-11-27 20:17:41

01-09-2017 00:00 30-11-2017 23:59 E

About ISO 27001:2013 Compliance

Eventlog Analyzer can make your
organization to comply with the SO
270012013 controls A124., A1242
and A1243, These controls help
organizations to record events and
generate evidence. Eventlog Analyzer
also fulfills the controls A9.2.1, A9.2.5
and A.9.4.2 that ensures authorized user
access and prevents unauthorized
access to systems and services.

@ Fortinet Firewall Configuration Reports ( No Data )

@ Cisco Firewall Logon Reports ( No Data )

Show All | Hide All
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ServiceDesk Plus

+ Information security incidents can be logged in ServiceDesk Plus as a separate
type of incident and can follow its SLA and process. By default, ManageEngine
products can be integrated with ServiceDesk Plus through the possible inci-
dent creation methods like email or API to report on security incidents. Report-
ing helps you to analyze incidents and identify opportunities for improvement.

ManageEngin@
Password Manager Pro

User password management
Remote access to users’ accounts without manual logging
Get information on users’ resources and password

Site2dx? | 5
Cloud-based performance monitoring =<

Manage your cloud workloads and resources,
and resolve issues quickly from within

ServiceDesk Plus using IT automation

On-premises and cloud

ManageEngin@
Applications Manager
IT operations management
Monitoring services, databases and ERPs
Faster troubleshooting

On-premises

ManageEngin@
ADManager Plus
Windows active directory
management & reporting
User management
Reset user passwords

On-premises

ManageEngin?‘

OpManager

Network monitoring
management
Automatic incident creation
for network alarms

On-premises

On-premises

ManageEngin@
ServiceDesk Plus

ManageEngin@

Endpoint Central

Formerly DESKTOP CENTRAL

Desktop and mobile
device management
Automated patch deployment
Software deployment

Mobile device management

On-premises

ManageEngin@

ADSelfService Plus

CLoL) End user password

Q Zoho Survey

User satisfaction surveys
Craft custom surveys and define automations.
Show or hide questions to guide end users.
Glean insights from surveys with advanced reports.

Cloud

reset management
Self-service password reset
Self-service account unlock
Self update of personal details

On-premises

ManageEngine

Analytics Plus  * ﬁ Zoho Analytics

(onpremise) (cloud)
Advanced analytics
Better insights into your ITSM data

On-premises and cloud

“On-premises” and “cloud” denote the deployment model of ServiceDesk Plus,

where these integrations are available.

Out-of-the box integrations
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Clause 9:
Performance
evaluation



9.4 Service reporting

Addressed process requirement(s):

« Reports on the performance and effectiveness of the services shall be
produced and shall include trends.

« Thereports required are specified in the relevant clauses. Additional reports

can also be produced.

ManageEngine product that can help in implementing these processes:

« Allthe proposed ManageEngine products by default provide reporting based
on the functionalities they offer. They also store and maintain the trend based
on the configured time period. Apart from the default reports, ManageEngine
products offer options to create custom reports based on the need, and exten-

sive reporting is possible through the Advanced Analytics.

SupportCenter
ServiceDesk *lus

>
&
(%]

Files & Feeds

JSON
HTML

Local & Cloud
Databases

Plus MSF

Reporting using advanced analytics

ol OpManager |9
: |

Y -
o
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Bringing
IT together

ManageEngine crafts comprehensive
IT management software for all your
business needs.

Available for

Enterprise IT Managed service providers (MSPs) as
Self hosted on-premises

Self hosted in public cloud (AWS, Azure)

Cloud (SaaS)



Enterprise service management

Full-stack ITSM suite

IT asset management with CMDB

Knowledge base with user self-service
Built-in and custom workflows

Orchestration of all IT management functions
Service management for all departments

Reporting and analytics

Identity and access management

Identity governance and administration

Privileged identity and access management

AD and Azure AD management and auditing

SSO for on-premises and cloud apps with MFA
Password self-service and sync

Microsoft 365 & Exchange management and auditing
AD & Exchange -backup and recovery

SSH and SSL certificate management

Security information and
event management

Unified SIEM for cloud and on-premises

Al driven user and entity behavior analytics
Firewall log analytics

Data leakage prevention and risk assessment

Regulatory and privacy compliance
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Unified endpoint management

« Desktop and mobile device management

« Patch management Endpoint device security
« OS and software deployment

+ Remote monitoring and management

+  Web browser security

« Monitoring and control of peripheral devices

IT operations management

« Network, server, and application performance monitoring
« Bandwidth monitoring with traffic analysis

+ Network change and configuration management

+ Application discovery and dependency mapping

+ Cloud cost and infrastructure monitoring

« End-user experience monitoring

« AlOps

Advanced IT analytics

« Self-service IT analytics

« Data visualization and business intelligence for IT
« Hundreds of built-in reports and dashboards

« Instant, flexible report creation

« Out-of-the-box support for multiple data sources




About ManageEngine

ManageEngine crafts the industry’s broadest suite of IT management
software. We have everything you need — more than 90 products and
free tools — to manage all of your IT operations, from networks and
servers to applications, service desk, Active Directory, security, desktops,

and mobile devices.

Since 2002, IT teams like yours have turned to us for affordable,
feature-rich software that’s easy to use. You can find our on-premises
and cloud solutions powering the IT of over 280,000 companies around

the world, including nine of every ten Fortune 100 companies.

As you prepare for the IT management challenges ahead, we'll lead the
way with new solutions, contextual integrations, and other advances that
can only come from a company singularly dedicated to its customers.

And as a division of Zoho Corporation, we’ll continue pushing for the tight

business-IT alignment you’ll need to seize opportunities in the future.
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For more information:
www.manageendine.com
sales@manageengine.com
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