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Distributed workforce still the trend
in 2021 §?

x Employees world over are working from home.

x |IT admins have to manage remote users, speed
up access requests and fulfillment, track remote
worker's productivity, access patterns, user

behavior, etc...

x Employees need self service capabilities so that

work don't get stopped till their password

reset/account unlock tickets are resolved.



Do you trust yourusers &» ?

x With increase in remote users, own devices, cloud
adoption etc. the old method of granting access to
requests originating from secure IP addresses is
ineffective.

x Granting such implicit trust to any user weakens an
organization’s security posture by:
x Not considering compromised devices
x lgnoring compromised credentials

x Not accounting the context of access request
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attackers
see ¢¢ ?




Attack timeline: According to Microsoft

. . 2 Attackers often target
First host Domain agimm Active Directory and
compromised compromised admins to gain access
A A to business assets

Research & preparation

Attacker undetected
(data exfiltration)

Attack
discovered

4

Attackers find any

weakness & target

information on any
device or service

24-48 hours
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Mean dwell time 150+ days
(varies by industry)

You may be under
attack (or already
compromised)
and unaware




68%

insider breaches
took months

or longer

to discover




Threats in the past few months and their

frequency

Successful phishing attack

Other malware infection (virus, worm, spyware, etc.)

Accidental information loss by an
employee/contractor

Successful spamming or DoS attack
Information stolen by an employee/contractor
Successful ransomware attack

Information stolen by an external attacker

Total network compromise using multiple attack
vectors

Botnet takeover of one or more endpoints

70%

of breaches were caused by
Insiders intentionally or
unintentionally

600% increase in malicious emails

11.7 occurrences in the last 12 months 549%

53%

40%

26%

8K

Phishing pandemic

® COVID-19-related phishing attacks
9,116

amid Covid-19 crisis: UN Official

25%
6K

4K

Qal
12%

86%

of breaches were financially
motivated.

43%

of breaches were attacks on web
applications, more than double
the results from last year.

Verizon 2020 data breach investigations report

1,188

Q2

27 %

of malware incidents can be
attributed to ransomware.
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COVID-19 SCAM

& Mozilla Thunderbird - o b3

Urgent update about COVID-19!

D bR Yoy S Mowec Ik tke e GovINxbaS@email.com “
£ Get Messages ~ B Write @B Chat 8 AddressBook | & Tag ~ =
From COC-INFO <COC.gov-healthrisk@iplowlic.com> 1 © Reply | & Reply B Followup [~ | = Forward || More ~
Subject COVID-19: New case confirmed in your city 5:58 AM :
. Dear sir/madam,
This is a message from the government.
Distributed via the COC Health Alert Network In order to encourage more people to
February 13, 2020 stay home we are offering a financial
CDCHAN-00426 incentive of *100000.
Dear To claim your incentive, please fill
out your personal information here
The Centers for Disease Control and Pr {CDC) conti to closely monitor an outbreak of a 2019 novel coronavirus (2019-nCoV) in and verlfy your bank details at
Wuhan City, Hubei Province, China that began in December 2019. CDC has established an Incident Manag; Sy to coordi a (AT IN
de tic and international public health response. www.claim-it-here.INgOv.

Updated list of new cases around your city are available at

If you would like to support the National

You are immediately advised to go through the cases above to avoid potential hazards. Coronavirus Relief fund, youcan also

make a donation here.
?3?'53: National Contact Ce Thank you,
-1 ational tact Center
National Center for Health Marketing The Government of India
Division of eHealth Marketing
C for Di c I and P




Let’s address the elephant M in the room.

1. Ildentifying weak spots.

2. Detecting activity patterns that could
lead to a breach.

3. Field notes.

4. Putting together a security strategy
that can proactively secure your
network

5. Compliance & CyberSec synergy



1. RISK ASSESSMENT: WHAT NEEDS
TO BE PROTECTED?

To practice cybersecurity risk management,
you can start with these steps:

1. Monitor and valuate assets
2. ldentify your network risks

3. Document the impact to your business due

to loss or damage of assets
4. Prioritize your mitigation activities

accordingly

IDENTIFY

DETECT

EXP. VIEW

PROTECT

SYNERGIZE M
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ASSETS TO MONITOR & VALUATE

 Extensive log monitoring to know exactly what happened where,
when, how, and why.

 Factorinit all.
- Workstations
- Domain controllers
- Databases
- Cloud platforms
- Network devices
- Servers
- IDS/IPS
- Anything and everything

IDENTIFY DETECT EXP. VIEW PROTECT SYNERGIZE "




IDENTIFYING RISKS IN YOUR NETWORK

Tell-tale signs of security breaches

+ Multiple logon failures followed by a successful logon and a high volume
of activity

+ Unusual logon time followed by activities like security group
membership changes/critical file changes/user account changes/GPO

changes
+ g

Dormant admin account becoming active
R

Unusual volumes of file activity
R

High frequency of account lockouts

IDENTIFY DETECT EXP. VIEW PROTECT SYNERGIZE




Building an Insider Threat Program
for your Organization

1. Identifying weak spots.

2. Detecting activity patterns that
could lead to a breach.

3. Field notes.

4. Putting together a security strategy
that can proactively secure your
network

5. Compliance & CyberSec synergy



2. DETECTING ACTIVITY PATTERNS
THAT COULD LEAD TO A BREACH.

+ Monitor user behavior continuously to spot anomalous activities
and get instant alerts in case of malicious behavior

+ Keep track of all file/folder access and permission changes
made by the user to prove compliance

+ Correlate unusual activity volume and time to spot threats

IDENTIFY DETECT EXP. VIEW PROTECT SYNERGIZE




How does an attacker move laterally?




How does an attacker move laterally?

Initial
foothold
by
phishing
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THE CYBER KILL CHAIN

‘ i |
(ow-Privilogcs I.aurs se
Movement Cycle




Building an Insider Threat Program
for your Organization

1. Identifying weak spots.

2. Detecting activity patterns that could
lead to a breach.

3. Field notes.

4. Putting together a security strategy
that can proactively secure your
network

5. Compliance & CyberSec synergy



WHAT’S WRONG WITH THE CURRENT APPROACH?

THE PAWN

\
] \\
! 1
|' ‘ THE
I LONE
1 " ® oLF
! !
\ /
U4
THE
COLLABORATOR

Our networks are like M&M,
with a hard crunchy outside
and a chewy center.




ATTACKS IN 2020: Fewer Speed Bumps for
Internal Bad Actors
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breach at Amazon
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IDENTIFYING RISKS IN YOUR NETWORK

Tell-tale signs of security breaches

+ Multiple logon failures followed by a successful logon and a high volume
of activity

+ Unusual logon time followed by activities like security group
membership changes/critical file changes/user account changes/GPO

changes
+ g

Dormant admin account becoming active
&

Unusual volumes of file activity
R

High frequency of account lockouts
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Building an Insider Threat Program
for your Organization

1. Identifying weak spots.

2. Detecting activity patterns that could
lead to a breach.

3. Field notes.

4. Putting together a security strategy
that can proactively secure your
network

5. Compliance & CyberSec synergy



4. User behavior analytics (UBA)

+ Applying machine learning to create a baseline of normal behavior
specific to each user and alerts about deviations from this norm.

Type of alerts

+ Unusual Count: Ifa user's activity or file activity count exceeds a dynamic
threshold.

+ Unusual Time: Any activity occurs after the calculated normal activity
hours.

+ New resource access: Ifa new resource was accessed. Eg.,, a new user
access on a computer, new remote to a server from a client, or a new
process ran on aserver.

IDENTIFY DETECT EXP. VIEW PROTECT SYNERGIZE




INVESTIGATE ANOMALIES

USER NAME

admanager

High Activity Volume Accounts

sio

5-1-5-21-1484795863-58162057-4169609511-1103

admanager

admanager

admandemo.admanagerplus.com

admandemo.admanagerplus.com

bad usernames

admanager

admanager

admanager

Administrator

Administrator

ACTIVITY TYPE

5-1-5-21-1484795863-58162057-4169609511-1103

$-1-5-21-1484795863-58162057-4169609511-1103

$-1-5-21-1484795863-58162057-4169609511-1000

$-1-5-21-3474460175-1328416937-3967949496-1003

5-1-0-0

§-1-5-21-1484795863-58162057-4169609511-1103

5-1-5-21-1484795863-58162057-4169609511-1103

§-1-5-21-1484795863-58162057-4169609511-1103

$-1-5-21-1484795863-58162057-4169609511-500

$-1-5-21-1484795863-58162057-4169609511-500

File Activity Count (Based on User)

DOMAIN NAME

File Modification Count (Based on User)
File Delete Count (Based on User)
Logon Failure Count (Based on Host)
Logon Failure Count (Based on Host)
Logon Failure Count (Based on User)
User Management Activity Count
Logon Failure Count (Based on User)
File Failure Count (Based on User)
Logon Failure Count (Based on User)

User Management Activity Count

admanagerplus.com

AVERAGE COUNT PER DAY +

28710

admanagerplus.com

admanagerplus.com

admanagerplus.com

admanagerplus.com

admanagerplus.com

admanagerplus.com

admanagerplus.com

admanagerplus.com

admanagerplus.com

admanagerplus.com

10120

4373

temove Columns

DAY ~

See who did what,
when, and where,
along with other
details surrounding
each anomaly.



UNUSUAL LOGON ACTIVITY

Unusual Logon Activity Time #

Period | Last 30 Days

Hours All [Business Hours)

Unusual Logon Activity Time

COUNT

MESSAGE

Logon activity was done by admanager within 5-6 AM which deviates from user's normal Logon
activity hours:6 AM-5 AM. Anomaly category:Unusual Activity -Logon Time (Based on User)

NAME

admanager

siD DOMAIN NAME HOUR
51.5:21- admanagerpluscom 5.6 AM
1484795863

58162057-

4169609511-1103

Unusual Logon Activity Time

Feb 27,2019
05:01:23 AM

GENERAL
START
TIME

6AM

admanager

GENERAL
END
TIME

S5AM

Domain  admanagerplus.com ~

Unusual Logon Activity Time

COUNT

1-70f7 25+

7

admanager

Add/Remaove Columns

ACTIVITY
ACTIVITYTYPE  MESSAGE ANALYZER
Unusual L ctivity was done by wiithin 5-6 AM which devi Detalls
Activity-Logon  from user's normal Logon activity hours:6 AM-5 AM. Anomaly
ime ( on Activity -Logon Time on User)

User)

This critical data in the
event of an
unauthorized entry or
regular monitoring is at
the utmost ease to view
with detailed reporting
which helps prevent
further wrong doing at
the earliest.



DETECT LATERAL MOVEMENTS

First Time Host Accessed by User  #
Period @ Last6Months Hours All [Business Hours) v

First Time Host Accessed by User

First Time Host Accessed by User

admanager

Q Qr Advanced Search

URCE

SSED TIME ~ ACTIVITY TYPE
MESSAGE

5201902:01:51  First Time -Host

host:192.168.102.161 was accessed by user:admanager for the first time. Anomaly category:First T

Time -Host accessed by User

Domain  admanagerplus.com v

[2 ExportAs s Addto [ More

. ar A |C

First Time Host Accessed by User

COUNT

admanager

1-30f3 25+  Ada/Remove Columns

MESSAGE

host:192.168.102.161 was accessed by user:admanager for the first time. Anomaly category:First
Time -Host accessed by User

In a Lateral Movement
attack, an attacker
typically propagates in the
network by gaining access
to a non-sensitive account,
leveraging that account to
gain access to additional
accounts/assets, until
reaching the target.



THWART MALWARE ATTACKS

New process on server Domain  adapworksnop com v

Period & L300y Hours Al [DefaultBusinessHou] v
[ Egorks Akt [ More

New process on server ¥

rocess on server BRI
Perio 8 Lm0 Hours  AlDefaurBusnessHow) v :
. 2 °
20
New process on server
15 )
5
2
3
10 O 24
s 20
0 15
Jr—
10
0
Jp——
o 1246128 25w | AddRemore Columns
MESSAGE
RESOURCE ACCESSED
TIME +
Process72.0.3626.121_72.0.3626.119_Ch1OME_UpGATEr €48 WA 3 on NOST4dap-3-ms 1or the fist ime. Anomaly B SORIEE L=z
Category:First Time -Process on Server
b MaOS20I9120938  FrstTime Processon  process72.0.3626121_720.3626.119_chrome upder exe was ran on hostadap-ws s for th firssime. Anomaly

Server category:Firs: Time -Process on Server

Look for new programs
that are installed
automatically and monitor
modifications done to
executable files.



SPOTTING SIGNS OF DATA BREACHES

Detect USB
devices plugged
in to domain
controllers,
servers, or
workstations, and
receive alerts
when files are
copied to them.

Jumpto  License M Jobs )
Qsearch..  © Domain settings

server Audic  [VEIEES

& serverAuditReports ~  Local Logon-Logoff ~ ity -

File Copy and Paste (Removable Storage/USB)

period &  CustomRange Hours  Al(BH1)

COUNT

File Read

File Modified File Copy and Paste

File Copy and Paste
Removable Device Plug In G50

Top Users who modified files/folders

0
" 15
1
s
0
John-5887
Computer Startand Shutdown >
Profile Based Reports , SERVER FILE / FOLDER NAME
Favourite Reports ,
LI John5387  produdoh€ef§&Topy (4)conf
configuration ,

John-5887  produsbhEopsaTCopy (2).conf

Hours  All(BH1) ~

Top Users who modified files/folders

£ 20
5
3
S
s 15
10
s
0
John-5887
MODIFIED
LOCATION TIME MODIFIED BY
\Device 1an 25,202006:3920  John 5887
\Harddiskvolumel7\ a
\Device John-5887
\Harddiskvolume17\

[RleTCL LR & Azgregate Reports

Domain  zehocorp -

Select Objects Al

L2 Bxportas  d Addto [ More

User “John-5887" Copy--Pasted the fileffolder \Device\HarddiskVolume1 7\product - Copy - Copy
.

115015 25v  AddRemove Columns

MESSAGE

User John-5837" Copy-N-Pasted the filesfolder \Device\HarddiskVolume1 Mproduct - Copy - Copy
@)conf.

(@)conf.



TRACK PRIVILEGE ABUSE

Unusual Volume of User Management Activity *

Period & Last30Days

Unusual Volume of User Management Activity

MESSAGE
10+ number of User Activity was done by admanager within 12-1 \IN NAME
PM. Usual average is 0, Threshold calculated is 10. Anomaly

category:Unusual Activity -User Management Activity Count 1agerplus.com

Hours

COUNT

HOUR
OF
ACTIVITY

12-1PM

All [Business Hours]

Unusual Volume of User Management Activity

TIME
GENERATED

Feb 26,2019
12:49:02 PM

2
admanager

MEAN  THRESHOLD

COUNT  COUNT

10 10

Domain  admanagerplus.com ~

[2 BxportAs  dr Addto  [x More

[ at A ole

Unusual Volume of User Management Activity

E
£
E
g
k=
2
2
1
[
admanager
ACTIVITY TYPE MESSAGE ANALYZER
Unusual Activity 10+ number of User Activity was done by admanager within 12-1 Details
-User PM. Usual average is 0, Threshold calculated is 10. Anomaly
Management category:Unusual Activity -User Management Activity Count

Activity Count.

Privilege abuse is the
direct result of poor
access control: Users
have more access rights
than they need to do their
jobs, and the organization
fails to properly monitor
the activity of privileged
accounts and establish
appropriate controls.



MITIGATE THREATS

Alert Actions

SMS Notification

Script

{Add)

Execute a
predetermined
action whenan
anomaly gets
detected.



KEY EVENTS TO AUDIT IN YOUR NETWORK

@ Logon activity
—CZ@ 4624 (Successful logon)
4625 (Failed logon)

Group membership changes

% 4728 (Member added to securityenabled global group)
4732 (Member added to securityenabled local group)
4756 (Member added to securityenabled universal group)

Audit logs that can help
Account lockouts you with forensic analysis.
L2 4740 (A user account was locked out) Key step in drawing a

realistic security posture.

o Object and file access

=Q 4663 (An attempt was made to access an object)

‘% Eventlog clearance
1102 (The audit log was cleared)



ZERO TRUST APPROARCH

. Tenets

= Fixing the perimeter with stronger password policies

= MFA & adaptive authentication

Dealing with it:

0 Automated incident response

O 3-2-1backup and data protection

IDENTIFY

DETECT

EXP. VIEW

PROTECT

SYNERGIZE




TENETS OF ZERO TRUST ARCHITECTURE

3o

All data and computing

services are considered

resources.

Access to individual enter-
prise resources is granted

on a per-session basis.

The enterprise monitors all
owned and associated sys-
tems to maintain security.

All communication is
secured regardless
of network location.

Access to resources is
determined by dynamic

policy.

User authentication is
strictly enforced before
access is allowed.

IDENTIFY

DETECT

EXP. VIEW

PROTECT

SYNERGIZE




Device
Visibility

N

@ Asset
= Inventory

'3

Device
Visibility

ZERO TRUST IN ACTION

Enable Adaptive

Response

(S

Incident
Response

_________

“Keep Bad Stuff Out”
Defense Posture

L Network
Access Control

[¢]
o,%;no Segmentation

Continuously Monitor;
Assess Risk and Trust

@ Behavioral

IT-OT Monitoring

Device
E Compliance




FIXING THE PERIMETER WITH STRONGER PASSWORD POLICIES

Comprehensive password policies can be applied based on the users'

OU or group membership to improve security

§ Password Policy Enforcer

& Ensure end users choose strong passwords by enforcing custom strong password policies.

Select the Policy : |adse|fservice A ‘

+| Enforce Custom Password Policy

| Minimum password length +| Disallow use of a character more than 2 times consecutively.
Maximum password length #| Disallow use of 5 consecutive characters from username.

#| Number of special characters to include Disallow use of 5 consecutive characters from old password. ©

I Must contain both upper and lowercase letters. | Disallow the use of dictionary words. Choose Dictionary ©

#| Number of numeric characters to include

Disallow the use of these patterns. Modify Patterns

Password must begin with a letter. #| Mumber of old passwords to be restricted during password reset |5 ¥

Must contain at least one unicode character. Override all complexity rules if password length is at least [20]. #

| Disallow palindrome passwords.

Password must satisfy at least [ | of the above complexity requirements. #

Leamn more “—-h ib d?
v i nolicy i L Alt<Del " " = e
Enforce this policy in GINA/CP (Ctrl+Alt+Del) screen and ADUC Password resets through Password Sync Agent. Learn maore ) ave I ee n pwn H

Show this policy requirement in Reset and Change Password pages. Customize View



https://haveibeenpwned.com/Passwords

MFA & ADAPTIVE AUTHENTICATION

Grant or block access attempts by identity or device and based on contextual factors such as
user location, network address ranges, biometrics, device security and more.

1. Access to real-time threat data to identify potential security hazards
2. Analytics of the user’s context, including their device, location, and network connection

3. Ability to have users enter extra authentication factors to prove their identities in risky
scenarios

4. Configuration policies that allow admins to set up authentication procedures that are more
secure than entering passwords

IDENTIFY DETECT EXP. VIEW PROTECT SYNERGIZE




AUTOMATE YOUR SOC'S INCIDENT RESPONSE PLAN

Automate responses at every stage of threat mitigation and thereby
making your SOC analyst achieve more in less time.

Here is why you shouldn’t overlook automation:

—
.

Pre-built timelines for rapid investigation
Security analytics that shorten the investigation cycles

Security orchestration with the ITSM for ensured accountability

H W N

Automated workflow to decrease meant time to resolution (MTTR)

IDENTIFY DETECT EXP. VIEW PROTECT SYNERGIZE
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PREVENTING VALUABLE DATA LOSS

Data loss risk can be mitigated with a backup plan in place. Thumb rule of a good
backup plan is the 3-2-1rule

3-2-1rule, Backup 3 copies of your data, with copies stored in 2 different types of
media and keep 1 of these copy offsite.

O-@-

Create 3 copies of data Keep data on at least 2 Store 1 of these offsite
(1 primary and 2 back ups) types of storage media (secure storage, cloud etc)
(local drive, NAS, tape etc)

IDENTIFY DETECT EXP. VIEW PROTECT SYNERGIZE
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ROUNDUP: NIST’S CYBERSEC FRAMEWORK

OPPORTUNITY FOR FUTURE IMPROVEMENT

IDENTIFY PROTECT DETECT RESPOND RECOVER

Asset management Access control Anomalies and Response planning Recover planning
- events
Business environment Awareness and training Communications Improvements
Data security Security continuous . o
Governance monitoring Analysis Communications
. Information protection . o
Risk assessment and pmcedufﬂ.s Detection process Mitigation
Risk management Maintenance Improvements

strategy
Protective technology



jay@manageengine.com

JAY REDDY
SR. TECH EVANGELIST

ManageEngin@



