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Log360 Enables Guthrie Medical

Group to Easily Audit Changes to
its IT Infrastructure

About the Organization

Guthrie Medical Group is a nonprofit
healthcare organization offering a full
spectrum of health services ranging from
primary care, behavioral health services, and
surgical services, to pain management and
hospice care. Guthrie has five hospitals,
numerous specialty centers, and primary sites
throughout New York and Pennsylvania. It
provides healthcare services to more than a

million patients every year.

The organization has a sizable |IT
infrastructure  which includes a robust
electronic healthcare system that enables
physicians and clinicians to gain a
comprehensive view of patients' health and
provide appropriate medical attention. Over a
hundred technicians work to maintain and

safeguard the organization’s IT infrastructure.

Log360 is an all-in-one SIEM solution
that provides exceptional bang for your
buck.

Jake Reynolds,
Information security analyst.
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Challenges

Being a healthcare provider, Guthrie handles patients' critical information. To satisfy HIPAA and other

compliance regulations, Guthrie must audit its network for all actions performed by various

stakeholders. Guthrie’'s previous security information and event management (SIEM) program

processed the organization’s data and generated numerical reports only once a week, which made it

difficult to comprehend the data or use it for real-time threat detection.

The Solution

Deploying ManageEngine Log360 has helped Guthrie’s IT administrators protect their organization in

several ways:

Maintains and enhances the security posture of Guthrie’s network by providing a comprehensive
picture of critical events, such as account lockouts and password changes. IT admins can also

view and respond to incidents based on user profiles.

Identifies anomalous activities, analyzes, and spots the origin of trouble easily utilizing

Elasticsearch, an open source, language-independent search engine.

Audits every change that occurs within the organization's environment thoroughly and

continuously, and satisfies compliance requirements.

Provides detailed information through over 500 out-of-the-box reports about every aspect of
Guthrie’s IT environment. It also offers a custom report builder to retrieve any information that is

required from the network.

Simplifies identity management by automating user account management processes such as

creation, deletion, and delegation.




Impact

Guthrie values the return on investment it has earned from Log360. For Guthrie, Log360 provides a
comprehensive picture of the organization’s network infrastructure, and users report they enjoy using
the product because of its easy-to-use interface. Guthrie is extremely satisfied with the assistance it
has received from the ManageEngine Log360 technical support team to resolve minor issues

surrounding the deployment in the company’s environment.

ManageEngine)

ManageEngine is the enterprise IT management division of Zoho Corporation, catering to a wide range of
organizations, MSPs and MSSPs. Established and emerging enterprises—including 9 of every 10 Fortune 100
organizations—rely on ManageEngine's real-time IT management tools to ensure optimal performance of their
IT infrastructure, including networks, servers, applications, endpoints and more. ManageEngine has offices
worldwide, including in the United States, the United Arab Emirates, the Netherlands, India, Colombia, Mexico,
Brazil, Singapore, Japan, China, Australia and the United Kingdom as well as 200+ global partners to help

organizations tightly align their business and IT.

About Log360

Log360 is a unified SIEM solution with integrated DLP and CASB capabilities that detects, prioritizes,
investigates and responds to security threats. Vigil 1Q, the solution's TDIR module, combines threat intelligence,
ML-based anomaly detection and rule-based attack detection techniques to detect sophisticated attacks, and it
offers an incident management console for effectively remediating detected threats. Log360 provides holistic
security visibility across on-premises, cloud and hybrid networks with its intuitive and advanced security
analytics and monitoring capabilities. For more information about Log360, visit manageengine.com/log-
management/ and follow the LinkedIn page for regular updates
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