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1. Introduction

Enforce accountability and enhance security across your Microsoft Azure Active Directory (AD)
environment using ManageEngine's UBA-driven change auditing solution, ADAudit Plus. It helps
keep track of the changes made to various AD objects, as well as authentication attempts, to

ensure compliance with regulatory mandates such as PCI DSS, HIPAA, and the GDPR.

Highlights of auditing Azure AD using ADAudit Plus

® Gain complete visibility into your on-premises, cloud, or hybrid AD environment from a

single console.

® Audit and record both failed and successful authentication attempts and analyze

authentication patterns across both on-premises and cloud AD environments.

® Protect your organization from various IT security threats by analyzing high-risk activities,
such as when a user logs in to a disabled application or tries to sign in using a disabled

account.

e Track and report on all changes in a user account's life cycle, including creation, deletion,

enabling, disabling, and restoration.
® Audit and alert on every time a user is added or removed from a device.

e |ocate and analyze members who are added or removed from AD groups and prevent

privilege misuse.

® Meet the required security standards across Azure tenants by keeping a close eye on

recently added or removed OneAuth permissions.
® Track and analyze the usage of Azure applications and the failed requests.

e Trigger instant email or SMS notifications every time Azure AD multi-factor authentication
(MFA) fails.

This guide takes you through the process of setting up ADAudit Plus to audit an

Azure AD environment.


https://www.manageengine.com/products/active-directory-audit/

ManageEngin@

ADAudit Plus

2. Comparing the methods for configuring Azure AD

ADAudit Plus offers two methods to audit your Azure environment. They are:

e Using an Azure AD Premium license.

® Using a Microsoft 365 license.

Category Azure Microsoft 365
Geolocation Possible Not possible
MFA details Possible Not possible
Group-based license change Possible Not possible
Application display name Possible Possible by using the Azure

AD module

Modified properties, along with their Possible Not possible with basic edition of
new and old values Microsoft 365 E1 licensing
Sign-in risk detection and reporting Possible Not possible

Table 1: A detailed comparison of how auditing Azure varies depending on whether you use a
Microsoft 365 license or an Azure AD Premium license.

Note: ADAudit Plus strongly recommends the use of an Azure AD Premium license over a

Microsoft 365 license to get more features.
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To audit your Azure AD environment using an Azure AD Premium license, ADAudit Plus uses the

Microsoft Graph API to obtain events from Azure AD.

3.1.1Privileges required while using Microsoft Graph API

e Application.Read.All
AuditLog.Read.All
Directory.Read.All
IdentityRiskEvent.Read.All
Group.Read.All
User.Read.All

3.1.2 Register an application

Register an application in the Azure portal, using these steps:

1. Go to the Azure portal, and sign in using your Microsoft account

2. Select Azure Active Directory from the Azure services section.

Micrasoft Azure B Spundy tetnutees saices, and docs (G4}

Azure services

Recent resources
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Last Viewed
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3. Go to Manage > App registrations > New registrations to open the Register

an application window.
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4. Enter the application name, for example, ADAudit Plus Application.

5. Ensure that Accounts in this organizational directory only (zohoadapazure only - Single tenant)

is selected under Supported account types.

Microsoft Azure L Search resources, services, and docs (G+/)

Home > zohoadapazure >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| ADAudit Plus applicatior{ v

Supported account types

Who can use this application or access this API?
I @ Accounts in this organizational directory only (zohoadapazure only - Single tenant) I

(_J) Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

‘ Web ~ | | e.g. https://myapp.com/auth

By proceeding, you agree to the Microsoft Platform Policies (!

6. Click Register.
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3.1.3 Grant minimum privileges required for Microsoft Graph API

To grant the necessary privileges using Microsoft Graph API:

1. Go to the Azure portal, and sign in using your Microsoft account.

2. Select Azure Active Directory from the Azure services section.
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3. Go to Manage > App registrations. Select your application under Owned applications.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > zohoadapazure

Azure Active Directory

@ overview
F g Getting started
I Preview hub

# Diagnose and solve problems

ﬂ Users

& Groups

BE External Identities
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B

Enterprise applications

&l

Devices

{8 Identity Governance
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Azure AD Connect

+ New registration

zohoadapazure | App registrations =

@ Endpoints f Troubleshooting

i Download

Preview features

O Got feedback?

0 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD
will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microso

All applications
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ADAuditPlus Ul Change Application Test
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ADauditPlus New Application
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4. Go to Manage > API permissions and select + Add a permission.

Microsoft Azure L Search resources, services, and docs (G+/)

Home > zohoadapazure > ADAudit Plus Application

= ADAudit Plus Application | APl permissions =

|/O Search (Ctrl+/) ‘ « O Refresh O Got feedback?

B overview
A This application is using Azure AD Graph API, which is on a deprecation path. Starting June 30th, 2020 we will no longer add any n

& Quickstart application to use Microsoft Graph APl instead of Azure AD Graph API to access Azure Active Directory resources. Learn more

y . . .
#  Integration assistant | Preview

Manage

B egranding

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The
all the permissions the application needs. Learn more about permissions and consent

2 Authentication ~+ Add a permission | v Grant admin consent for zohoadapazure

Certificates & secrets API / Permissions name Type Description Admin cons

' } )
ili Token configuration ~v Azure Active Directory Graph (1)

Directory.Read.All Application  Read directory data Yes
Expose an API ~ Microsoft Graph (3)
Owners AuditLog.Read.All Application  Read all audit log data Yes
& Roles and administrators | Preview Directory.Read All Application  Read directory data Yes
Manifest User.Read Delegated  Sign in and read user profile -

Request APl permissions

Select an API

Microsoft APIs  APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph

N\ —
4‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.

Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
single endpeint.

("} Azure Rights Management

0 Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

|

== Azure Storage

—_—

Secure, massively scalable object and

data lake storage for unstructured and
semi-structured data

; Intune

Programmatic access to Intune data

& Services

Allow validated users to read and write
protected content

c Dynamics 365 Business Central

Programmatic access to data and
functicnality in Dynamics 365 Business
Central

G Office 365 Management APls

Retrieve information about user, admin,
system, and policy actions and events
from Office 365 and Azure AD activity

Ifatal

A Azure Service Management
Programmatic access to much of the

functionality available through the Azure
portal

.f'l Flow Service

Embed flow templates and manage flows

m OneNote

Create and manage notes, lists, pictures,
files, and more in OneNote notebooks
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5. Select Microsoft Graph. Click Application permissions as the type of permission required.

6. From the listing, select the following:

Application.Read.All
AuditLog.Read.All
Directory.Read.All
IdentityRiskEvent.Read.All
Group.Read.All
User.Read.All

Request APl permissions

CAIl APIs

> APIConnectors

N/ Application (1)

Application.Read.All (D
R Yes
Read all applications
D Application.ReadWrite. All (O 2
es
Read and write all applications
0 Application.ReadWrite.OwnedBy (O i
es
Manage apps that this app creates or owns
> AppRoleAssignment
> ApprovalRequest
' AuditLog (1)
AuditLog.Read All (D
. Yes

Read all audit log data

> BitlockerKey

Add permissions Discard

7. Click Add permissions.

8. Select Grant admin consent for <tenantname >

9. Click Yes.
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3.1.4 Obtain client ID and client secret

1. Go to the Azure portal, and sign in using your Microsoft account.

2. Select Azure Active Directory service from the Azure services section.

3. Go to Manage > App registrations. Select your application under Owned applications.

— Microsoft Azure B Bearen resolrces, senvices, and docs (G |

Homa > rohoadaparure

i) zohoadapazure | App registrations 2

Azure Active Directory

=+ New registrati & Endpai 42 Troublestiooth + Download B Preview featurss P Got feedback?
@ Overview ‘|
# Getting started

0 Startang June 30, 2020 we will no jonger add sy new features to Azure Active Directory Authentication Library (ADALY end Azure A1
B Priview hub wili ne langer provice feature updates, Applications will need to be ded o Mi ft Auth Libeary (MEAL) and Microsc

#{ Diagnose and solve problems

All applications | Owned applications
Manage —

e [ 2 start typing 4 name or Application 10 to filter these resulis

&5 Groups Display name Application (client) 1T
BE Extemal identities n Reparting AP AxureAD 16630089 -debd-2ade
&. Roles and administrators ﬂ Reperting APl edbchbar 72ab-49%
{8 Administrative unils TestAppMamt Name Changed d45aded-d711 4299
8 tnterprse applications tustl 1ed 11d15-088c-4db ¥

(]

=
Ell Devices nl AbAudit Plus Applicatian | 5011 18f-c384-43d3-
n ADBuditFius Ul Change Application Texst cf385bab-e910-4d39-
(& Ideritity Governance n TestApplication F968195-7143-4422-
Bl Application prowy H ADauditPlus New Application d526cd4d-e789-4rce-
@ licenses zohoazursadap F19e4109-1262-4932
& Azure AD Contiect Test BLIBMOI0-0fa7-4404 -8

4. Go to Manage > Certificates & secrets.

e Click + New client secret.

Enter the description.

Choose 24 Months as the expiration date; this is the maximum value that can be used.
Click Add.
Copy the client secret value (e.g., "14uCILxkHtIVGR3wkCqg12341Nd5Vtestkk W TylPrrE="
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Microsoft Azure 2 Search resources, services, and does_(EG{-,n’j_

Horme > zohoadapazure > ADAudit Plus applicaiton

ADAudit Plus application | Certificates & secrets =

‘ L Search (Ctrl=/) ‘ & P Got feedback?
# overview 1 Credentials enable confidential applications to identify themselves to the authentication service when receiving toke
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credentia
&b Quickstart
'

# Integration assistant

I Manage I

E Branding

Certificates

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred

Authentication T Upload certificate

Certificates & secrets I Thumbprint Start date Expires

Token configuration No certificates have been added for this application.
2 APl permissions
@ Expose an AP

&% App roles | Preview Client secrets

Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as ap)

o]
Bd

Roles and administrators | Pre...

I + New client secret I

Description Expires Value

@ Manifest

Support + Troubleshooting

. No client secrets have been created for this application.
&9 Troubleshooting

Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > zohoadapazure > ADAudit Plus applicaiton

o ADAudit Plus application | Certificates & secrets =

| 0O search (Ctrl+/) | « P Got feedback?

= 5
E i " : e ; :
¥ Overview @ Copy the new client secret value. You won't be able to retrieve it after you perform anather operation or leave this blade

&b Quickstart

v . .
# Integration assistant - sz . . :
- g Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred tc

Manage

7 Upload certificate

i Branding

Thumbprint Start date Expires
“3 Authentication

Certificates & secrets No certificates have been added for this application.

il Token configuration

B APl permissions

Client secrets
Expose an AP

: A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as appli
App roles | Preview 9 PP P ¥, q g pp

Owners -+ Mew client secret
@ 33
Ral d ad trat Pre... T .
p4 Roles and administrators | Pre Description Expires Value
Manifest . R —
ADAudit Plus application description 11/16/2021 opGY.mZrq_SkpXvhdalln~21tdHO~h1JG_

Support + Troubleshooting

ﬁ Troubleshooting
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5. Go to Manage > App registrations. Select your application under Owned Applications.

6. Navigate to Application (Client ID) and click Copy to clipboard.

= Microsoft Azure A2 Search resources, services, and docs (G+/)

Home > zohoadapazure >

= ADAudit Plus Application »

I/O ISean:h (Ctrl+/) | « @ Delete @ Endpoints Preview features

B overview #\ Essentials

& EsER Display name : ADAudit Plus Application

l&pplication (client) ID : 5c01118f-c384-43d3-9efd-520c68a19af8 I

" . ; ;
#  Integration assistant | Preview

Directory (tenant) 1D : 34e0cdfc-a347-4052-815a-e1ef9526debd
Manage Object ID : 19c41367-8bc8-4139-a3f5-1981fa4c410

@ Branding

. n Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Li
_:’) Authentication will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication L

Certificates & secrets
e ; ;
il Token configuration

Call APIs

2 APl permissions

: Expose an API . ég} m u

B
S

ir; Owners
ﬂ Roles and administrators | Preview Q
[
=t
Manifest
Build more powerful apps with rich user and business data
Support + Troubleshooting from Microsoft services and your own company’s data
sources.

Troubleshootin
7 J View APl permissions

£ New support request

10
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3.1.5 Setting up Azure AD in ADAudit Plus
1. Open the ADAudit Plus web console.

2. Go to Configuration > Configured Server(s) > Cloud Directory.

3. Select +Add Tenant in the top-right corner.

ADAudit Plus )

Cloud Directory

@ W i
ACTIONS RAME EWENT FETCH INTERVAL LAST SCHEDULE RUN AT TIMESTAMP OF LAST EVEMT STATUS

PR nrcadananes oot o Eunry 3 mieuse o 12,2000 £ A0 AN it Wil Astte Mo 11,

4. Select Audit via Azure.

5. In the Cloud Directory window, choose the Cloud Type based on the national cloud points

from the list below:
e Azure AD global service (Azure Cloud - Default)
Azure AD for US Government L4 (Azure GCC High Cloud)
Azure AD for US Government L5 (Azure DOD Cloud)
Azure AD China operated by 21Vianet (Azure China Cloud)

Azure AD for Germany (Azure Germany Cloud)

6. Enter the Tenant Name, Client ID, and Client Secret.

11
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Cloud Directory
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Note: To obtain the tenant name:
e Go to the Azure portal, and sign in using your Microsoft account.

® Search for and select Microsoft Entra ID.
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e Go to Manage > Custom domain names.

e Click Add filter, under Filter, select Primary from the dropdown, and under Value,

select Yes from the dropdown.
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- e e

| zohoadapazure | Custom domain names

g i Tt Twgrom e i e Shwih I Comamim G et
O Sorvae
o g il i e (e Ml L et Sk

T Fwiaw e P
N St and e ot It

Pame Shanly Fodaeitnd Prmary

&

e Copy the name of the primary domain that is displayed and paste it in the Tenant Name field

(| zohoadapazure | Custom damain names 3
= & Stk
O S
T S Pt
- T L e TR T ST
Foska Fodmated Pimary

D tne wmian

7. Click Add.

13


https://www.manageengine.com/products/active-directory-audit/

ManageEngin@

ADAudit Plus

3.1.6 Privileges required while using Azure AD Graph API

The use of Azure AD Graph APl is deprecated. Instead, it's strongly recommended you use the
Microsoft Graph API to audit your Azure AD.

For more details on why Azure AD graph API was deprecated, check the FAQ.

Check if you are using Azure AD Graph API and, if so, migrate using these steps:
1. Open the ADAudit Plus web console.

2. Go to Configuration > Configured Server(s) > Cloud Directory.
e In the top-right corner, if the Migrate to Microsoft Graph API button is available, then
Azure Active Directory Graph APl is in use.

® |f the Back to Azure AD Graph API button is available, then Microsoft Graph APl is in use.

3. Migrate to Microsoft Graph API from Azure AD Graph API by clicking Migrate to Microsoft
Graph API at the top-right corner.

4. Click Yes in the confirmation prompt.

ADAudit Plus )

Configured Server(s) = Cloud Directory
Weember Servers ey

File Sarue

Wiarksran

Coad b

Wor

Hie
ACTIONS NAME EVENT FETCH INTERVAL LAST SCHEDULE RUN AT TIMESTAME OF LAST EVENT STATUS
Print Servers

Iimpot BalEvte Logs R | PONOAAPATUNE MM G5O CoM Every 30 minutes May 05,2021 D4:24:20 PN [Run Now; AU : May 04,2027 (4 05 28 PM Aurgm - Sucress
- My 052021 034335 PM Slgriom - Stiesss

Auromane Corfiguranan L Sgnn
Analytics Configuration -
Srslyties Candigaration
Alert Peafiles -
Yiwih Aty Al Profley
Crmate Alere Profie
Repart Profiles -
Wiewa Moty Repoit Prodile
Configuration -
Aabegnied Confegurations

Ghobal Exciude Configuration

Note: Once you have migrated to Microsoft Graph API, add the necessary minimum privileges

using the steps listed here.

If you still want to use Azure AD Graph API, you can find the privileges required below:

e Directory.Read.All

14
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3.2. Configuring using a Microsoft 365 license

To audit your Azure AD environment using a Microsoft 365 license, ADAudit Plus uses the

Microsoft 365 Management API for all installations after ADAudit Plus build 7050.

3.2.1Privileges required while using Microsoft 365 Management API
® Microsoft Graph API > Directory.Read.All
e Office 365 Management API > ActivityFeed.Read

3.2.2. Register an application
Register an application in the Azure portal, using these steps:

1. Go to the Azure portal, and sign in using your Microsoft account.

2. Select the Azure Active Directory service from the Azure services top pane.

Microsoft Anire EX Sty rmtioutee=. sevices, amd doct (G4}

Azure services

F 4 = ’ n
+[ & |a ¢ = § @ -
Credte i Azure Active Auure AD Cest Subscriptivns Storage Ativity log Risource Wirtual Moo sdrvice
Duectary Boman.. Management . accounts Qroups machines

Recent resources

Mame Type Last Viewed

aweek agn

2 wunks age

3| o 3 weeks ago
& oz weeks auw
MNavigate
auw 4
Subscriptions (W8] mesnucce grouss BEE Al resburcas B ossmbsard

3. Go to Manage > App registrations > New registrations to open the Register

an application window.

15
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Hume * sohaadapsne
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O Overview
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& Groups Display name Applicatian {clisnt) ID
BE  Futernal dentities Riporting API AnjrehD 16630389 dehd-4ade-89c0-ab29h9705d 1

Roles and administrators

Administfatve units

B W P

Enterprse apphoations

Devices

L P

App registrations

%) Ident Ty Lovernance

L

Apphcation proxy

feparting
lestApphigmi Name Changed

testt

ADAudie Plue Apph
AlAaditPles L Change Applleatiom Test

TestApplation

DouditMus New Applic

edbebb27-T2ab-4959e-aalc-a6b3006a0chs
54 2e9-d711-4298-b147-3b38cd 2fd1
Ted71d15-088c - 4db1 - b7 2e- 122300849717
S5e01 18f-c384-43d3-9eld-520068a19a88
cf 38503 b-e810-4c39-R 1 Bd-1ea(i98af4 b d
11968195-7143-4422 -5 7-64celibdod 14

45260444 789 qroe b351 d287400 50 e

s Livenses

zahoazuteadan D12e4 10612624932 9260418253 0d6aaf
4. Enter the application name, for example, ADAudit Plus Application.

5. Ensure that Accounts in this organizational directory only (zohoadapazure only - Single tenant)

is selected under Supported account types.

bl e S

Home > zohoadapazure >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| ADAudit Plus applicatior{ Ve

Supported account types

Who can use this application or access this API?

I @ Accounts in this organizational directory only (zohoadapazure only - Single tenant) I

(_) Accounts in any organizational directory (Any Azure AD directory - Multitenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web A ‘ ‘ e.g. https://myapp.com/auth

By proceeding, you agree to the Microsoft Platform Policies !

6. Click Register.
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3.2.3 Grant minimum privileges required for Microsoft 365 Management API
Grant the necessary privileges using Microsoft 365 Management API, using these steps:

1. Go to the Azure portal, and sign in using your Microsoft account.

2. Select Azure Active Directory service from the Azure services section.

Microsoft Azure B searth reanurees sarvices, and daes (i)

Azure services
_—
.- ; — T - |
i < 4 c . = wl "] =5

Create-a Arure Active Arure AL Cost Subscripticns Storage Activity log Resource Wirtual Wore services

fEsource Disectory Demain.., Maragement ... uccounts Groups madhines
Recent resources
Mame Type Last Viewsd

Pay-As-You-Go Subseription 4 woek ago

= 2dapazurestoragetest Storage sccount vk aga

i) sdapstorage Rescurce group 4 werks aga
& arursiilese Storage Syne Service I weeks aga
Navigate

Subcnptions l‘ ] Resoutce groups &l resources Eﬁ Daxhbaard

3. Go to Manage > App registrations. Select your application under Owned applications.

Microsoft Azure

2 Search resources, services, and docs (G+/)

Home > zohoadapazure

g2z zohoadapazure | App registrations =
e Azure Active Directory

« -+ New registration @ Endpoints ﬁTroubleshooting i Download Preview features | < Got feedback?

@ Overview e

& Getting started
o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD

Preview hub will no fonger provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microso

#  Diagnose and solve problems

IManage I

All applications I Owned applications I

& Users ‘ A0 Start typing a name or Application ID to filter these results
&8 Groups Display name Application (client) IC
83 External [dentities Reporting APl AzureAD

Roles and administrators

Administrative units
Enterprise applications

Devices

Identity Governance

Application proxy
Licenses

Azure AD Connect

Reporting API
TestApphgmt Name Changed

test1

ADAudit Plus Application I

=
i

= | ENE] B - - [E

ADAuditPlus Ul Change Application Test
TestApplication

ADauditPlus New Application
zohoazureadap

Test

16630a89-debd-4ade

edbcbb27-72ab-499e

d45a42e9-d711-4299-

1ed71d15-088¢c-4dh1

5¢01118f-c384-42d3-

cf385b3b-e910-4d39-

f1968195-7143-4422-

d526c44d-e789-4cce-

919e4109-1262-4932-

6bf8f0f0-0fa7-4494-8;
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4. Go to Manage > API permissions and select + Add a permission to open the Request API

permissions window.

P i bl el k)

Home » zohoadapazure > ADAudit Plus Application

- ADAudit Plus Application | APl permissions =

‘ O Search (Ctrl+/) | @ O Refresh Q Got feedback?

B overview
A This application is using Azure AD Graph API, which is on a deprecation path. Starting June 30th, 2020 we will no longer add any ni

& Quickstart application to use Microsoft Graph APl instead of Azure AD Graph API to access Azure Active Directory resources. Learn more

nd . . .
# Integration assistant | Preview

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The
all the permissions the application needs. Learn more about permissions and consent

E@ Branding

Grant admin consent for zohoadapazure

:4) Authentication

Certificates & secrets API / Permissions name Type Description Admin cons
il Token configuration ~ Azure Active Directory Graph (1)
Directory.Read.All Application  Read directory data Yes
@ Expose an AP ~ Microsoft Graph (3)
Owners AuditLog.Read All Application  Read all audit log data Yes
& Roles and administrators | Preview Directory.Read All Application  Read directory data Yes
Manifest User.Read Delegated  Sign in and read user profile i

5. Select Office 365 Management APIs.

K AL PN A plicatips Request APl permissions ®
5. ADAudit Plus Application | APl permissions  »

" 5

Dynamles 365 Business o
c s /%) Rowservice % titune
o ] {-) Ratresn Get feedueck? St By Mt 3= fraragn PRSI =
T

B overiew

Graph AP, W 1 on 3 depreca
capit AP stead of Azure AD Geipil)

£ s appacan

e (edstan BprACation §

W Ftegrotion sssitan

R T et —————

Manage W ctGaTEtnng whets this ae will e veed. el Cimate a0 MaRage notes
. v liley,

B #rnding & properties netabooky
B Authenicaton Canfiguresd pemmissions

e & e Applicaticrs ave miIhorzad to call AR when

oE = = ol e perrmia: the spplication neady, Lis .

1 e ) 1 Windaws Pish Netificatian
M Yokisn eanfigurntion g SharePoint a Shype for Business B scrvices twiss)
-+ Add & permissian W Gra adm

&AM p=imissions Intaract Temotely wih Skareitin] dats TE T ETRIICE, BT

@ Expose i ABI AP | Permissions rome Type Descrpnon aling: stid cenference

M App rofes
B ey Applicatian “Fead direttonyd

& Bolae and admimarston

Thoe Thmimay we:
G Lt GO

W Vanitest

Auditng Raod A3

Suppert + Troubleshooting
vy S A

£ Troubieshooting
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6. Choose Application permissions.

D-Sparch 1044 /)
B ciencew,
& Duckaen
¥ ntegration asdistant
Manage

B Bratcting b propsnies

©

suthentcatian

Token configueation
P permisscns

Expoze an APY

28 4

Approtes

v

Crwrresy

e and sedrinitratere

S

et

Supjiort + Troubleshoating

& Toubleshooting

B dmartll smuliesy, oot wind el st

5 ADAudit Plus Application | APl permissions =

C refrosh 5P Gatdedtiac?

AN This apehesion i tsing Asue AR GUp AP which i ab » deprect
166 e Mickratcilt Granh A7) intlat af Aswire AD Gragh |

Tree Ay Corsenst veguitedd” COmN Shoars 1 ST whive for
in organiaticns wfies this app will be sec Liam mom

Confrgured permissions

ipnd 1o call AR wihion 1
Al e permiissiin the appheation nesds

1 Add apermision ' Giasntadmm consent for zohoedapana

AR/ Pernussicig name Type Descniprion

Sheioty Heas Al Apgication  Résd diietery d

S Morosah Gesgn )

i Hhadid

Meplinateon  Riad 44 agplicst
Apglication  Resd sl audit k>

P direy

Request API permissions

[l

Ij Office 365 Managemant APls

Rttpe/imianage atfize

Wit type of permissions does yoor spplicaion 1equine?

Diaegatad permissions

et Al o rsty 45 access the Kisl e i gmes-in wet
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Application permissons

ST - UKo SeTvece Or SEmon ot

7. In the Request API permissions window, select Application permissions, then check the

ActivityFeed.Read box under ActivityFeed. Select Add permissions.

L S gl et el il 0§54

= ADAudit Plus Application | APl permissions 2

K Searehy {CtiFs )
B ouritew
& Dneckstan

2" Hrteguation wsistant

Manage

B Hranding & proverties

3 AU NTCABON
Cntiificates & smereti

1M Moksii configaration

- AT peTmisRnTY

b Echoee an AP

W Aol

B D

i Boles aid odmanisraiors

B Sante

Suppott 1 Troublethoating

& Troublizhimting

3 Buashi | AP Got faedbick?

Ak |15 appncaton & ey ATone AD Graph A7, whid)
Apmbeation 10 Use Microsoft Grich AR instead ol

0 =iz consanm peusamd” ohumin o e dallt sl for g
I Srpantratient whets this s will be

Canfiguied parmissions

Appiications are Sathan
all the pemimiion the ajl

AT wi Ty A ranibed pernm)

n nesds | B it

+ Bddo prrmusson " Geanl wdwm coosent for iohoedepann

AP/ Permisstony name Type Pescription

Apglication - Read directony’d

Applieation  Read all spgicat
apphcanon | ead &l g i

Reatd Sty d

Request API permissions

What fype of penmssions S08s your sppiiratinn reguie’

Dfogatéd parmitssions

Splect permissinns

vF

Permission

Applicition perimssions
Spu PR s @ Baskground s oo desmon it o
GG 1 i

Aedrmn corsam Teqisred

N tnnfeed ()

= ActiatyPeed Read 1
et
Thoreh ActiviTy dada o yusr crgmmE
BesliityEeed A
2 v
Road [ Ing aetRcIed 3p
N Servicetiealin
Ll A i

Raad se

8. Once again, go to Manage > API permissions > + Add a permission.
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_ osoft Azure 2 Search resources, services, and docs (G+/)

Home > zohoadapazure > ADAudit Plus Application

- ADAudit Plus Application | APl permissions =

22 Search (Cirl+/) () Refresh

‘ «

Overview

E

 Got feedback?

A This application is using Azure AD Graph AP, which is on a deprecation path. Starting June 30th, 2020 we will no longer add any n

[

Quickstart

# Integration assistant | Preview
Configured permissions

Branding

Authentication —+ Add a permission

Certificates & secrets API f Permissions name

Token configuration

Directory.Read.All

& Expose an API v Microsoft Graph (3)
e i

i, Owners AuditLog.Read.All
.ﬂ. Roles and administrators | Preview Directory.Read.All
Manifest User.Read

~/ Grant admin consent for zohoadapazure

v Azure Active Directory Graph (1)

Type Description

Application  Read directory data
Application  Read all audit log data
Application  Read directory data
Delegated  Sign in and read user profile

9. Select Microsoft Graph in the Request API permissions window.

s

Hore onoodnpasnes = A Pluie Appliciion

5 ADAudit Plus Application | APl permissions

ety M 7] L) mewmsn 7 Gon lesgback?

B v Al i are sttining permisaonish 0 yous anERoAticon, sl haveio

B Dudrianse

#" misguation assestant b T spente  wEmg Aure AD GrpN 48], wRich & 9N 8 SrereE
AppECabon 10 uEe Mcrosaft Srapn AR istend 'of Agure AD Gragh |

Manage
u

Fcaniing feneopsiiey ) e “Admin congerit roquinst” calmm shows e driadle vidon foi

1 OEQEIRANDOE WS Es app il be tiied, Lesm mare

2 | Aubiicaiion
Certificstes & cecrets
Canfigired permissions
[} T comitgutation . _
Appiizalens ane autharized 1 A wh ey e
= AP permssions &ll the permimzinns the spy & _y
G Eapore an ATV 4 Add apermiisson < | Gant sdmey consent o mmboadagame
App reles
B app AP Periissions name. Type Dwscription
& Cwnes =
AN At T
A llsles arl ncimbsibptaton =
ot
Wl Manitest

Suppart « Troublethooting Resd all apphicat

£ Troubleshooting

React All audit b

10. Select Application permissions.

Request APl permissions

Select.an ARl

Microsoft APlS APK fr7y orgasization sty My APls

Commenly used Microssait APis

application to use Microsoft Graph APl instead of Azure AD Graph API to access Azure Active Directory resources. Learn more

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The
all the permissions the application needs. Learn mare about permissions and consent

Admin cons

Yes

Micrnsoft Graph

Taice sdva the hermerdous-amuurd of data in

gt

& Makility + Security. snd Windews 10
sty Planan, and mare ough i

“ Azure Data Carstoy

Erggrarmmate avcess b

l:l Azure DevOps

@ Azure ey Vaul

1 Ay Qe 3o bz
Do server

TGS
soarch dama

Aaure Rights Management

Services
Ao vadclhted issers
peotixbed contoat

A rure Service Management

o redl and wits

g vonlIEs 30 vl g thm
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£ Sowch vmiicoen. wivvitiss adlEs i

oodnpazury » ADAUN Plud Application

_s ADAudit Plus Application | APl permissions =

B vl
& Guickstan

& fegrwtion awsiEan

Manage
B frandiing & propustiss

D ihenticaton

Cueritied ety
M vokan configuratian

* AP preniisiions

& Eepoisan AFL

B apn rides

I caners

o Tedlesmd sduiniatons

B Wdisiten

Support - Troubleshooting

&2 Troubbishooting

£ Bebushy B ot feediiace!

e will g 5o

ko e editieky patmmsinnis 0 four sppBsamon

A Toiz apphicaten i Using Aruie AL Graph AR, shih mona deprocy
ApRACEn o Lse Lhctneall Gragh AR inetead of dzurs AD Guigh |

) The " Ademity canent reguined” cotmmn s, s Sataoll vikae fol |
i cegarimaficn whore 15 o will be wisod, Lemm mors

Configured permissions

APPACININT AIE SIhOreagAs il APk whin Iy Bre Grantad panmi
all thay, petrresticin thin pppication teeds. | s, iy i

4 #dd & panr " Tndl admin comeenf foe solesdapanit

AP { Permizabans name Type Discription

il diirezory 4

Apnlcation Pesd sl applicar

Apnlcation  Raad all suda le

Request API permissions #

CAll

0 Microsoft Graph
e

araphimitresafcoois. s p

Wihat type of premations does yor agplication reguins?

Deiegated oetmissiars Appiiation permissiam

50 EACKRTOR S60voe OF dasen

Vi dp V1S 10 a0nsE The AR appbcaTan

LET

11. Check the Directory.Read.All box under Directory. Select Add permissions.

[ EEETETETET

Homs » sohoudaparire > ATV

- ADAudit Plus Application | APl permissions %

5 Saich (Cirke

B Oveivien

&b Crcthrt

&' feiegistion assistart
Manage

1 Branding & proger

D Authenticstion

Con

& wsree
N Towen condipumation

AR prmsmg

@ Exprse an APl

B Approier

& trwnors

& Pokes and agminairsiois

W Mifes

Suppart « Troubleshoating

& Troubirshosting

) Rty AP Gor healisdie!

B e e o

il T sppscanon = umng Apune AD Gegm AP, wrech & on s 0fovecs
appication 1o uts Metioeeft Graph AR msteaa of Ague AD Girach

1D T Aatemit coneyna sequined” comumi sy the uault sl s |
e i, wiveek this agip il b tismd eyt (s

Configured permissons

Y

il perersc

icens g ttiorized o call APt wh
2 the ks

i thie peery

+ hdd = prmisson  * Grant poman comsent Jor schoadapaaal

K91 { Permiisions e Type Desaigtion

Appiic

fiead dawstary

Appiinaion

Apphcation  Redd wll audin o

Request APl permissions 4

' Marectory )

Diacion Hesd AR
Head ditectary dan

>0

12. Select Grant admin consent for <tenant name>.
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= Microsoft Azl 43 - St bedlites sinias and dide [Gad]|

- ATUALIL Ph

Anplication

s ADAudit Plus Application | AP| permissions

() retiesh 5 5ot teedback?

[y
L A\ o are eaing germsenis] foyouranilicanon gers il b 1o const eve 1§ S aineacy. Sooe e vty
& Tuickssan

A\ T appscatic iney Az AD Gragh AF
spphoation 16 usk Miciossh Graph AR itead of

o Inegration assistant

Manage

B Eranding & peoperiien

il wtieve thes g il e

D huthemication

Conificares & sacrers
Configured permissions
I Token configuration

Applications are sutharize
it {he perrnisioms ghe

o €all APfs wher

AR permissiong han needs. Le

+ add v parmisoon I/ Grant sdem corsent for sehasdapazuss ]

-
G Expoie an AR

g ol
RIS AP/ Permisshons nanse Type Description

B Cwners

Aetivt Dhbects
o Ryt and sdmiusistratons =

" s AT Applicatian:  Read divecrary data s
[

“at ckes Giach (1

Suppont « Troubleshoating Applicatign  Bwad alt applicanions Ves
& Tuablehonting agpiication.  Rend al sudit fog data Ve

13. Click Yes.

3.2.4 Obtain client ID and client secret

150V W chepTCHIcT piAIL Starting M 30eh, JUZ0 we will 60 0rgaT 23 any new oL
e AL Grigh APE b accbs At Alns Directofy reEsountes, Ledm mote

s a% pant of the corem process, Tha i

it ALY Graph AL, We SITangly rroomTmiend Hiat yiu ungrace yoa

#
contand equlied’ ToMIT shCAn e GOMILEL Flled Sr T CATaRETRtILIL Howerim, Laes Coniemt Can be cttomited e pnitoil ek o 0. This colume miy it telect the vishe 10 your srganizaion o

iBiguied permissans dhould include

Adiin condent requ. - Status

thed for subonitapas

]

M granbes fot stibios, ves

suasiAfas

1. Go to the Azure portal, and sign in using your Microsoft account.

2. Select Azure Active Directory service from the Azure services section.

O Search resources, se

osoft Azure and doms (6]

Azure services
- Fa e
£ 5 o 3
—|— &3 & G i =
Create a Asiife Active M AD Cost Subseriptions Storage
resource Directory Domain..  Management accounts
Recent resources
Mame Type
Pay-As-YalGa subscrigtion

= adapazurestoragetest Storage account

[%) adapstorage Resource group

W azurefilesyne Storage Sync Sevice

Navigate

Subscriptions Resowce groups EE All resouices

Activity bog

Virtual
machines

[+4)

Pesaurce
groups

5

Mot servicet

Last Viswed
a week ago

2weeks ago
3 weeks ago

3 weeks ugo

PAll  Dashboard
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3. Go to Manage > Certificates & secrets.

e Click + New client secret.

e Type in the description and the expiration date.

¢ Click Add.

Microsoft Azure | O Search resotrces, services, and docs (G+/)

Home > zohoadapazure > ADAudit Plus applicaiton

& ADAudit Plus application | Certificates & secrets

Ip Search (Ctrl+/) ‘ « P Got feedback?
B Overview ©1  Credentials enable confidential applications to identify themselves to the authentication service when receiving toke
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credentia
& Quickstart
fg’ Integration assistant
Certificates
| Manage I
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred
B pranding
2 Authentication T Upload certificate
Certificates & secrets: Thumbprint Start date Expires
e : ;
ili Token configuration No certificates have been added for this application.
=9 API permissions
Expose an APl
App roles | Preview Client secrets
Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as ap|
& Roles and administrators | Pre...
Manifest
Description Expires Value
Support + Troubleshooting
. No client secrets have been created for this application.
ﬁ Troubleshooting
2 Search resources, services, and docs (G+/)
Home > zohoadapazure > ADAudit Plus applicaiton
ADAudit Plus application | Certificates & secrets =
|p Search (Ctrl+/) | « O Got feedback?
= -
B Overview . ecret
& Quickstart Description
;—/‘ Integration assistant | ‘
Manage Expires
@ In 1 year
Branding O In 2 years
D Authentication O Never
Certificates 8 secrets
m Token configuration
=2~ API permissions
& Expose an API
& App roles | Preview Client secrets
Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application passv

Roles and administrators | Pre...
- ~+ Mew client secret
Ell Manifest

Description Expires
Support + Troubleshooting

. No client secrets have been created for this application.
ﬁ Troubleshooting
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4. Copy the client secret value (e.g., 14uCILxkHtIVGR3wkCq12341Nd5VtestkkWTylPrrE=).
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Microsoft Azure L Search resources, services, and docs (G+/)

Home > zohoadapazure » ADAudit Plus applicaiton

% ADAudit Plus application | Certificates & secrets »

| 2 Search (Ctrl+/)

| %

B Overview
& Quickstart

# Integration assistant

Manage

@ Branding

‘@ Authentication

\  Certificates & secrets
III . .

il Token configuration
=2~ API permissions
Expose an API

App roles | Preview

Owners
pa Roles and administrators | Pre...

Bl manifest

Support + Troubleshooting

f Troubleshooting

a

P Got feedback?

“ Copy the new client secret value. You won't be able to retrieve it after you perform another operation or leave this blad¢

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred tc

i Upload certificate

Thumbprint Start date Expires

No certificates have been added for this application.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as appli

-|— New client secret

Description Expires Value

ADAudit Plus application description 11/16/2021 opGY.mZrq_9kpXvh9alln~21tdHO~h1JG_

5. Go to Manage > App registrations. Select your application under Owned applications.

Home ¥ rohoadapazure

D cveniew
;& Gelting started
BB Preview hub

K hiagnowe and salve problems

& User: Stant typing & name &
& Groups Display name
N5 Extermal ldentities Neparting AP ArareAl)

“+ Mew registration :‘E‘.,' End

zohoadapazure | App registrations #

& Toubleshoot g 4o load  [5] Preview features €7 Got feedback!

@ Starting June 20t 2020 we will i longer st any new leatures to Az Ac
will no longer provide feature updater. Applications will need 10 be upgrade

Chrectiry Authentication Libwary (ADAL) and Azure
0 Microsoft Authentication Library (MSAL) and Mice

All applications Owned applications
r Appiication (0o fitter theze results

Application (clien

18630a89-debd-4

&, Roles and sdministratars feparting AP Satichh2T-723b-4
& Administrative units Test Mgmt Mame Changed d4554786-d711-4
3 Enterprise applcations tesT 167 Td15: 088 4a
Ll Device

&l identity Governance
B Application prosy

Licenses

e

S Anire AD Connect

Se0T1181-c384-4 2

Test cf385b3b-e310-4c

Apphcation

M962195-7143-448
ADaudiPlis New Application ds26cddd e Ta% 4.

2ohoatiresdip 1904109120240

Tt BbIS0I0-0fa7-449
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6. Navigate to Application (client ID) and click Copy to clipboard.

Microsoft Azure R Search resources, services, and docs (G+/)

Home > zohoadapazure >

= ADAudit Plus Application »

|/O ISea{cEw (Ctrl+/) | S

B overview
& Quickstart

- . ’ ’
#  Integration assistant | Preview

Manage
B Branding
5) Authentication
Certificates & secrets
il Token configuration
2 APl permissions
-3 Expose an API
i, Owners
Roles and administrators | Preview

Manifest

Support + Troubleshooting
ﬁ Troubleshooting

& New support request

@] Delete @ Endpoints Preview features
~~ Essentials

Display name : ADAudit Plus Application

IApp!ication (client) ID : 5c01118f-c384-43d3-9efd-520c68a19af8 I

Directory (tenant) ID  : 34eOcdfc-a347-4052-815a-e1ef9526deb9

Object ID 1 19c41367-8bc9-4139-a3f5-11981fadc410

6 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Li
will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication L

Call APIs

*® m, “
. &

Build mare powerful apps with rich user and business data
from Microsoft services and your own company’s data
sources.

F
3

View API permi
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3.2.5. Setting up Azure AD in ADAudit Plus
1. Open the ADAudit Plus web console.

2. Go to Configuration > Configured Server(s) > Cloud Directory.
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3. Select + Add Tenant.
4. Select Audit via Office 365.

5. In the Cloud Directory window, enter the Tenant Name, Client ID, and Client Secret.

Cloud Directory

Direcrary Type Ariare A0

TanantHamne

Tiout Type

Note: To obtain the tenant name:
® Go to the Azure portal, and sign in using your Microsoft account.

® Search for and select Microsoft Entra ID.
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e Go to Manage > Custom domain names.
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e Click Add filter, under Filter, select Primary from the dropdown, and under Value,

select Yes from the dropdown.
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e Copy the name of the primary domain that is displayed and paste it in the Tenant Name field.
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6. Click Add.

3.2.6 Privileges required for Office 365 cmdlet configuration

ADAudit Plus uses the below-listed APIs to audit Azure AD.
® (Office 365 Management API for all installations after ADAudit Plus build 7050.

® PowerShell cmdlets (unified audit log) for tenants who configured Azure AD via Office 365
before ADAudit Plus build 7050.

Note: ADAudit Plus strongly recommends using Office 365 Management API to obtain Azure AD
events. For tenants still using PowerShell cmdlets, you can update your configuration by migrating
0365 cmdlet configuration to Office 365 Management API configuration. You can find the

steps to do it here.

Check and migrate O365 cmdlet configuration to M365 API configuration

1. Open the ADAudit Plus web console.

2. Go to Configuration > Configured Server(s) > Cloud Directory.

3. Under the Actions column in the report, select the Migrate icon.

Note: This is only necessary for tenants who configured Azure AD via 0365 before build 7050.

This feature will be available once the users upgrade to build 7050 or above.
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4. In the Migrate to M365 API window that opens, enter the Client ID and Client Secret
generated previously.

Migrate to M365 API

ClientID

Client 5ecret

Why to migrate?

The existing configuration uses "Exchange Online Powershell Cmdlets' to collect events from

0365/M365 and authenticates using Basic Authentication, which has been depreciated (Refer
lirvk).

S0, We suggest migrating to 0365 Management Activity rest-based web API, which uses OAuth2
protocol for authentication.

Migrate Cancel

5. Click Migrate.

If you still want to use 0365 cmdlet configuration and you are using an ADAudit Plus build lower
than 7050, you can find the privileges required below:

Required role Permission

Global administrator Compliance Management (Audit Logs)

Organization Management (View-Only
Audit Logs)

Listed below are the system specifications required:
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i. Microsoft .NET Framework 4.0
® To check whether .NET Framework 4.0 is installed:
® Go to Start > Command Prompt.
Type in the following query: reg query
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\NET Framework
Setup\NDP\v4\full" /v version.

® Ensure that the version number is 4.0.

If not, download NET Framework 4.0 from here and install it.

ii. PowerShell version 3

To check whether PowerShell is installed:
® Go to Start > Run.

® Type in PowerShell.

e |f PowerShell is installed, check for its version number by typing in the following query in the

command prompt: SPSVersionTable.

® |f PowerShell is not installed or if the existing PowerShell version is below 3, you can install

or upgrade to version 3 from here.

iii. Azure AD module for Windows PowerShell
To check whether the Azure AD module is installed:
® Go to Start > Run
® Type in PowerShell.
® Type in the query get-module -Name AzureAD. This will list the module if it's already installed.

In case it's not, install the module by running the PowerShell cmdlet Install-Module Azure AD.
Notes:
e Gain a correlated view of your hybrid AD environments by configuring both Azure AD and

on-premises AD domain details in ADAudit Plus.

e This Azure AD module is available only in the 64-bit version of Windows.
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4. Reporting capabilities of ADAudit Plus

4.1. ADAudit Plus vs. Azure portal

ADAudit Plus Azure portal

On-premises domain details

Displays both on-premises and cloud details, Only displays details available in the cloud,
such as SID, GUID, and user distinguished name such as user name and display name

Activity origin

Generates details on where the activity began, Does not include details on where the
e.g., in the cloud or synced from Windows servers | activity began

Retention
Retains historical data based on the retention Amount of data stored depends on the license
period configured by the user level in Azure (maximum retention duration
is 30 days)
Reports
Analyzes user login details across both Generates only cloud login details in reports

on-premises and cloud environments from a
single console

Table 2: A detailed comparison of how auditing via ADAudit Plus differs from auditing via the

Azure portal over multiple categories.
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4.2. ADAudit Plus vs. Microsoft 365 (using PowerShell cmdlets)

ADAudit Plus Microsoft 365

On-premises domain details

Displays both on-premises and cloud details,
such as SID, GUID, and user distinguished name

Only displays details available in the cloud,
such as user name and display name

Activity origin

Generates details on where the activity began,
e.g., in the cloud or synced from Windows servers

Does not include details on where the
activity began

Retention

Retains historical data based on the retention
period configured by the user

Amount of data stored is based on the license
level in Microsoft 365 (maximum retention
duration is 90 days)

Rep

orts

Lists user login details across both on-premises
and cloud environments from a single console

Generates only cloud login details in reports

Table 3: A detailed comparison of how auditing via ADAudit Plus differs from auditing via

Microsoft 365 over multiple categories.

5. Event categories tracked by ADAudit Plus

5.1. Event details

Listed below are the event categories that are monitored by ADAudit Plus.

Azure Active Directory — Application
Azure Active Directory — Device
Azure Active Directory — Directory
Azure Active Directory — Group
Azure Active Directory — Policy
Azure Active Directory — Role

Azure Active Directory — Sign-in
Azure Active Directory — User

Azure Active Directory
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6. Log retention settings in Azure AD

It is imperative to retain an adequate amount of historical audit data to meet any compliance or

forensic requirements that might arise. The retention period for both Microsoft 365 and Azure AD

is based on the user’s license level and allows for only a maximum of 90 days. ADAudit Plus,

however, provides admins with the option to configure any custom retention period, ensuring a

foolproof audit trail.

7. Troubleshooting

Errors and solutions

© O N O 0k~ W N

e e e o =
N o o~ W N = O

Failed to add tenants. Check your client secret.
Unable to add tenants due to invalid client ID.
Invalid tenant name.

Insufficient privileges to audit Azure AD.

The Azure AD server is taking too long to respond. Check your network connectivity.

Unable to connect with the Azure AD server due to connection reset.
Unable to connect with the Azure AD server due to trust failure.
Certificate update in progress. Restart the ADAudit Plus service.
The sign-in logons require an Azure AD premium license.
Insufficient privileges when auditing via Office 365.

The configured proxy server is unreachable.

Network unreachable.

Unauthenticated proxy server configured.

Spike in Azure AD event requests.

The event collection is taking too long.

Insufficient privileges to carry out risk detection.

No data available.
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1. Failed to add tenants. Check your client secret.

Issue: Unable to add tenants to configure Azure AD due to invalid client secret.

Solution: Client secret values will be available only while it is generated. So, if you have a copy of
your current client secret copied elsewhere, you can use it to compare to the value configured in

ADAudit Plus. If not, you will have to create a new client secret.

Generate a new client secret by following the steps listed below:

i.  Go to the Azure portal.

iil. Select the Azure Active Directory service from the Azure services top pane.

iii. Go to Manage > App Registrations. Select your application under Owned application.

iv. Go to Manage > Certificates & secrets.

V. Click + New client secret.

vi. Type in the description. Click Add.

vii. Copy the client secret value (e.g., “14uCILxkHtIVGR3wkCq12341Nd5VtestkkW TylPrrE="

m D Setechi reioiliets svrwceh bl dems G2 & o & adiinpdratooimhoade. &
- . TR TN TOHOADAM,

abarna | Certificates & secrets 2 X

Manage

Client secrete (1) Fedecated credundials ()

viii. Now open the ADAudit Plus console.

ix. Navigate to Azure AD > Configuration > Cloud Directory.
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Xx. Click + Add Tenant icon at the top-right corner.

xi. Input the tenant name, client ID, and client secret value.

xiii. Click Save.

2. Unable to add tenants due to invalid client ID

Issue: Unable to add tenants to configure Azure AD due to invalid client ID.

STATUS

Solution: Check if you have entered the correct client ID by following the steps listed below:

i.  Go to the Azure portal.

iil.  Select the Azure Active Directory service from the Azure services top pane.

iii. Go to Manage > App registrations. Select your application under Owned applications.

iv. Navigate to Application (client ID) and click Copy to clipboard.
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v. Now open the ADAudit Plus console.

vi. Navigate to Azure AD > Configuration > Cloud Directory.
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vii. Click + Add Tenant icon at the top-right corner.
viii. Input the tenant name, client ID, and client secret values.

ix. Click Save.

3. Invalid tenant name

Issue: Unable to add tenant due to invalid tenant name.

Solution: Check if you have entered the correct tenant name by following the steps listed below:
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i. Go to the Azure portal.

ii. Selectthe Azure Active Directory service from the Azure services top pane.
iii. Go to Overview in the left pane. Copy the tenant name.

iv. Now open the ADAudit Plus console.

v. Navigate to Azure AD > Configuration > Cloud Directory.

vi. Click +Add Tenant at the top-right corner.

vii. Type in the correct tenant name, client ID, and client secret values.

viii. Click Save.

4. Insufficient privileges to audit Azure AD

Issue: The application does not have the necessary privileges required to audit the cloud directory.

Solution: Grant the minimum required permissions for application created to audit Azure AD using

the steps listed on this page.

5. The Azure AD server is taking too long to respond. Check your network connectivity

Issue: There is a connectivity issue between the ADAudit Plus server and Azure AD server.

Solution: Check if there is a stable and reliable internet connection with a speed of 20Mbps or over.

If there is proxy configured in the machine where ADAudit Plus is installed, then configure proxy

setting in ADAudit Plus too, using these steps:

¢ In ADAudit Plus web console, go to Admin > Connection > Proxy.
® Check the Proxy Server Settings checkbox.
® Type in the proxy server details.

e Click Save.

6. Unable to connect with the Azure AD server due to connection reset.

Issue: A firewall could be restricting ADAudit Plus from connecting with the Azure AD server.

Solution: If you are using a firewall to secure your network, kindly ensure that the domains listed

below are added to the exemption list.

https://login.microsoftonline.com
https://outlook.office365.com
https://graph.windows.net
https://graph.microsoft.com

https:/manage.office.com

If you do not use a firewall, or if the issue persists even after upgrading to the latest build,

contact support.
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7. Unable to connect with the Azure AD server due to trust failure.

Issue: A firewall could be restricting ADAudit Plus from connecting with the Azure AD server.

Solution: If you are using a firewall to secure your network, kindly ensure that the domains listed

below are added to the exemption list.

https://login.microsoftonline.com
https://outlook.office365.com
https://graph.windows.net
https://graph.microsoft.com

https:/manage.office.com

If you do not use a firewall or if the issue persists even after upgrading to the latest build,

contact support.

8. Certificate update in progress. Restart ADAudit Plus service

Issue: The updated Azure certificate is missing from the ADAudit Plus trust store.

Solution: Restart the ADAudit Plus service to reflect the already updated certificate in the
ADAudit Plus trust store.

Note: The required certificate will be automatically updated to the ADAudit Plus trust store.

9. The sign-in logons require Azure AD premium license

Issue: Details of sign-ins can be obtained only if the tenant has an Azure Active Directory

P1 or P2 license.

Solution: Upgrade your Azure license. For more details here.

10. Insufficient privileges when auditing via Office 365

Issue: The application configured for 0365 API does not have the necessary privileges required

to audit the cloud directory.

Solution: Grant the minimum required permissions for application created to audit Azure AD

using the steps listed on this page.
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11. The configured proxy server is unreachable

Issue: The configured proxy server is not running.

Solution: Check the proxy server's running status. If it's running, configure it in ADAudit Plus'

proxy setting.

If the issue persists contact support.

12. Network unreachable

Issue: The server that ADAudit Plus is installed on can’'t connect to the internet.

Solution: Check the server’s internet connection and provide internet connectivity if you

haven't done so already.

Note: The required certificate will be automatically updated to the ADAudit Plus trust store.

13. Unauthenticated proxy server configured

Issue: Although an authenticated proxy server is available, an unauthenticated setup is

configured in the ADAudit Plus console.

Solution: Configure the right username and password on the ADAudit Plus proxy setting page,

using these steps:

¢ In ADAudit Plus web console, go to Admin > Connection > Proxy.
® Check the Proxy Server Settings checkbox.
® Type in the proxy server details.

® Click Save.

14. Spike in Azure AD event requests

Issue: There is a sudden spike in the number of requests to Azure AD.

Solution: The issue will be fixed automatically when you upgrade to build 7080 or above.

Find the service pack to upgrade to build 7080 on this page.

15. The event collection is taking too long

Issue: The event fetch has been running for a long time.

Solution: Click run-now. If it keeps throwing the same error, contact support.
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16. Insufficient privileges to carry out risk detection
Issue: The Azure AD premium license does not have the required privileges to analyze risky

sign-in activities.

Solution: Find the minimum required permissions for application created to populate information

about risky sign-in action in Azure AD using the steps listed on this page.

17. No data available

Issue: Data unavailable for the reports under Azure AD

Solution: This issue could stem from multiple factors. One of which is insufficient privileges, i.e.,
the account used to logon to ADAudit Plus does not have necessary privileges to audit Azure. In

such cases, there will be an in-product notification as shown in the screenshot below.
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To resolve this, check if the account you have used to logon has privileges to view Cloud Director
reports using the steps below:
e Open ADAudit Plus web console.
® Go to Admin > Technicians.
e Click the Modify icon under the Action column next to the name of the user account you
have used to logon.

e Check Cloud Directory under Delegate Role to list.

Y
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Now verify if you can view the Azure AD reports by logging on using that user account.
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If you have the necessary privileges and are still not able to populate any reports under the

Cloud Directory, contact support.

Our Products

AD360 | Log360 | ADManager Plus | ADSelfService Plus | DataSecurity Plus | M365 Manager Plus

About ADAudit Plus

ADAudit Plus is a UBA-driven auditor that helps keep your AD, Entra ID, file systems (including Windows, NetApp, EMC,
Synology, Hitachi, Huawei, Amazon FSx for Windows, Azure and QNAP), Windows Server, and workstations secure and
compliant. ADAudit Plus transforms raw and noisy event log data into real-time reports and alerts, enabling you to get
full visibility into activities happening across your Windows Server ecosystem in just a few clicks. For more information

about ADAudit Plus, visit

$ Get Quote ¥ Download



https://www.manageengine.com/products/active-directory-audit/support.html?source=azuregd
https://www.manageengine.com/products/active-directory-audit/get-quote.html
https://www.manageengine.com/products/active-directory-audit/download.html
https://www.manageengine.com/active-directory-360/index.html?pdfadap
https://www.manageengine.com/log-management/?pdfadap
https://www.manageengine.com/products/ad-manager/?pdfadap
https://www.manageengine.com/products/self-service-password/?pdfadap
https://www.manageengine.com/microsoft-365-management-reporting/?pdfadap
https://www.manageengine.com/data-security/?pdfadap
https://www.manageengine.com/products/active-directory-audit/
https://www.manageengine.com/products/active-directory-audit/



