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Overview

In the globalized world, the landscape of the Enterprises with global presence is changing.
The offices, branches, factories, and workshops are spread in different countries. It is
becoming increasingly difficult for Enterprises to manage the IT resource. More so with
security monitoring and management of IT infrastructure.

The Enterprises seek a scalable solution to manage the increasing IT resources. In most of
the cases, solutions are poorly scalable or they themselves consume a lot of resources. Next
to scalability, enterprises look for distributed security monitoring of IT resources because
their branches/offices are present worldwide in different geographical locations. The
enterprises are in need of a truly scalable and distributed monitoring security solution. With
all these, they want to view all the monitoring in a single place to facilitate centralized
management.

EventLog Analyzer appreciates the IT security needs of large enterprises with global
presence and MSSPs. It has come up with a distributed solution, which will scale up to
monitor thousands of hosts/applications and be deployed at locations around the globe. To
cater for the MSSPs, it offers customizable dashboards and user specific views. EventLog
Analyzer Distributed Edition is scalable and deployable in distributed model. It offers
centralized monitoring of all distributed locations in a single console. It provides exclusive
segmented, secured view for different users.



1. Introduction to EventLog Analyzer Distributed edition

EventLog Analyzer's distributed edition (Refer to Figure 1) is useful when your network
consists of over a thousand log sources, or if it's spread across multiple geographic regions.
This edition encompasses one admin server and one or more managed servers. It's also the
perfect model for Managed Security Service Providers (MSSPs) to deploy. It follows a
distributed architecture with multiple managed servers centrally aggregating and viewing
the log data in a single, central admin server.

Here are a few highlights of the EventLog Analyzer distributed edition:

Centralizes log management

Auto upgrade all the managed servers once the admin server updated.
Supports multiple devices across different geographical locations
Ensures secured communication between the components.

Exclusive segmented and secured view for various customers of the MSSP.
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Figure 1 EventLog Analyzer's Distributed Edition



2. Prerequisites for EventLog Analyzer distributed edition

2.1 Prerequisites for converting to distributed edition

Here are a few of the prerequisites which needs to be taken care of before converting a
standalone setup to the distributed edition:

1.
2.
3.

With the Prerequisites of a standalone Event log Analyzer.

Distributed editions system requirements

We need to open the webserver port bidirectionally both in admin and managed
server or via VPN and optimal functionality by opening the port in the firewall.

Using a Fully Qualified Domain Name (FQDN) as the hostname for the multiple server
communication is not recommended; it is recommended to use either the IP address
or the host name.

EventLog Analyzer requires the following ports to be free for web server and
PostgreSQL communication:

33335 (TCP) - This is the port used for connecting to the bundled PostgreSQL
database in EventLog Analyzer.

8400 (Web server port)- This is the default web server port used by EventLog
Analyzer. This port is used for connecting to EventLog Analyzer using a web browser.
You can change this port during installation.

By default, the admin and managed servers communicate using HTTP (port number 8400).
There is also an option to convert the mode of communication to HTTPS. Verify port
availability to ensure it is unoccupied by concurrent local applications.


https://www.manageengine.com/products/eventlog/system_requirement.html
https://www.manageengine.com/products/eventlog/distributed-monitoring/help-adminserver/installation/eventlog-prerequisites.html#changewebserverport
https://www.manageengine.com/products/eventlog/help/StandaloneManagedServer-UserGuide/SystemSettings/connection-settings.html

2.2 Best practices to deploy the admin and managed servers

1. Itis always recommended to convert the new EventLog Analyzer server as admin
server to prevent data loss. You can follow the steps given here to convert the
standard edition of EventLog Analyzer into an admin server.

2. For managed server, in case, you already have an existing EventLog Analyzer server,
you can convert it into a managed server by following the steps here. The data in this
case will remain on the same server and will not get lost/formatted unlike in the
admin server.

3. Boththe admin server and the managed servers should be in the same build. If they
are not in the same build, follow the steps mentioned here to download and apply the
latest service packs.

Note :

a) If both the admin and managed servers are not in the same build, it can lead to sync
issues.

b) One admin server is designed to manage up to 50 managed servers.

2.3 Licensing details of distributed edition

EventLog Analyzer's Distributed Edition license will be applied to the admin server. From the
admin server, it automatically propagates to all the managed servers, which happens at an
interval of 5 minutes. The number of devices and applications for which the license has been
purchased can be utilized among the registered managed servers. You can keep adding
devices and applications to various managed servers until the purchased device licenses are
exhausted. You can view the number of devices and applications managed by each
managed server in the Manage Server Settings page of the admin server.

When the number of devices and applications managed by all the managed servers exceeds
the number of licenses purchased, a warning message appears in the admin server. To
resolve this warning, you can:

® Purchase the license to manage the additional devices and applications.

e Check the number of devices and applications managed by each managed server in
the Managed Server Settings page of the admin server.

® Go tothe individual managed server and manually manage the devices. Ensure that
the number of devices and applications are within the license limit.

Note: Distributed License can apply only on the Admin Server.


https://www.manageengine.com/products/eventlog/help/StandaloneManagedServer-UserGuide/DistributedEdition-ManagedServer/install-admin-server.html
https://www.manageengine.com/products/eventlog/help/StandaloneManagedServer-UserGuide/DistributedEdition-ManagedServer/install-managed-server.html
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiwi5zsh_aCAxVY3TgGHfc_DwMQFnoECBUQAQ&url=https%3A%2F%2Fwww.manageengine.com%2Fproducts%2Feventlog%2Fservice-packs.html&usg=AOvVaw2Vp84H3DTWOo6m5W8yevL6&opi=89978449

Steps to Apply License in the Admin server:

1. Open the License Details tab located on the ? icon - License and Browse the
license file from your local machine. (Refer to Figure2)

2. Click the Upgrade button.

License Details

o Product y 0 - 50%
¥® configuring the recommended security settings Ciange Now

Figure 2 Applying License in the Admin server

3. Ifit was a first time, to prevent potential security attacks and enhance security,
perform Mandatory Default Password Change from default once after
applying License. (Refer to Figure3)

Mandatory Default Password Change
* Current Password
* New Password

* Confirm Password

[ o [

Note « Change the default password to prevent potential security attacks. Other users will not be
able to access EventlLog Analyzer, until the Admin account's default password is changed.

Fig 3 Mandatory Default Password Change



3. Standalone installation to Distribution Conversion

When it comes to distributed edition, conversion is the most basic part. It is what converts
an EventLog Analyzer instance to a distributed instance. Let's assume you want a simple
distributed setup with a single admin server and a single managed server to be set-up. Let's
see how to create such an environment with basic configurations.

3.1 Pre Conversion (Common Steps)

1. Select a machine/server of your preference to be set up as the admin server or the
managed server.
2. Follow the installation steps as they are.

Once you are in the home folder, which is named EventLog Analyzer by default, type "cd
.\troubleshooting". This will take you to the troubleshooting folder. (Refer to Figure4)

:\Users\akinthi-17363> d:
:\> cd Builds
:\Builds> cd Test

:\Builds\Test> cd AS
:\Builds\Test\AS> cd
:\Builds\Test\AS\EventLog Analyzer>|cd .\troubleshooting\g

Figure 4 Troubleshooting

3.2 Admin Server

A central server that provides the administrator with viewing over the entire network.

Convert EventLog Analyzer standard edition to an admin server:

Converting the standard edition of EventLog Analyzer into an admin server will result in the
deletion of data present in the standard edition. You can follow the steps given below to
convert the standard edition of EventLog Analyzer into an admin server:

1. Shut down EventLog Analyzer (if exist).

2. Openthe command prompt with administrative privilege and execute the
ConvertToAdminServer.bat/sh file located in <EventLog Analyzer
Home>/troubleshooting. (Refer to Figure5)


https://www.manageengine.com/products/eventlog/help/StandaloneManagedServer-UserGuide/SetuptheProduct/install-eventlog-analyzer.html

PS D:\Builds\Test\AS\EventLog Analyzer\troubleshooting> .\ConvertToAdminServer.bat
WARNING: This will delete the existing data of your EventLog Analyzer installation.
Do you want to continue? [y/n]: vy

Want to use Proxy server [n/y] :n
Configuration successful.
Please wait while we reinitialize the database.

Figure 5 ConvertToAdminServer.bat/sh

3. A warning message about the deletion of data of your existing installation will be
displayed. (Refer to Figure 6)
a. Type "y"for the first prompt ("Do you want to continue?")
b. The next one ("Want to use a proxy server") is based on your preference; if
chosen yes, the prompt will proceed to ask for proxy details.

Figure 6 Console output of converting to admin server
4. Once you perform the previous step, you will see a bunch of verbose run on your screen,

and once it stops, your server will be converted from the standalone edition into an admin
server of the distributed edition.

Verify you have converted to admin server in Userinterface(Ul),

1. Start the product EventLog Analyzer Admin Server.

2. Access EventLog Analyzer with port: http://localhost:8400, username: admin,
password: admin (Refer to Figure7)



http://localhost:8400/
http://localhost:8400/

c A Notsecure | http://els-test-aio:8400/event/index2.do?fromindex=true or

ManageEngine”
EventLog Analyzer

admin

Figure 7 Access EventLog Analyzer

3. Change the default password. (Refer to Figure8)

EventLog Analyzer )

& admin

Mandatory Default Password Change

Figure 8 Changing the default password

4. The console will look like the below image. (Refer to Figure 9)

i Eventlog Analyzer)  pumpora  fepors

Figure 9 EventLog Analyzer Console



5. Click on the ? at the top right corner and then on About. (Refer to Figure10)

i EventLog Analyzer )

Figure 10 About section

6. The server type will change to Admin Server. (Refer to Figurel1)

Figure 11 Server changed to Admin Server

3.3 Managed Server - link

Each managed server oversees a smaller portion of the network, and it works exactly like the
standalone edition described above.

Convert EventLog Analyzer standalone edition to a managed server

You can convert your standalone EventLog Analyzer installation (Standard Edition) into a
managed server installation of distributed edition by following the below steps:

1. Now open the terminal/command line of your choice and use the cd command to
route to the home location of your instance.

2. Now, on your machine preferred for the managed server, from inside the bin folder,
run the bat file as shown in the image below by typing ".\run.bat". This will start the
standalone EventLog Analyzer instance. (Refer to Figure12)


https://www.manageengine.com/products/eventlog/distributed-monitoring/help-adminserver/additional-utilities/convert-standalone-managed-server.html

:\Builds\Test\MS\EventLog Analyzer\bin> cd
:\Builds\Test\MS\EventLog Analyzer> cd bin

:\Builds\Test\MS\EventLog Analyzer\bin>  .\run.bat

Figure 12 Executing command .\run.bat

3. When you see a display similar to the image below, Shut down EventLog Analyzer by
using the key binding "Ctrl+C". Type "y" to continue stopping the server. (Refer to
Figurel13)

Starting Services
HAService
CacheService
AuthenticationService
AuthorizationService
TaskEngineService
WebService
Log360AgentService
ADSFService
DAEService

EAService
DataManagement

STARTED
STARTED
STARTED
STARTED
STARTED
STARTED
STARTED
STARTED
STARTED
STARTED
STARTED

e B e B e B e B e B e B e B e B e B s B o |
e e e e e e e e e e

Server started in :: [118362 ms]

Connect to: [ http://localhost:8uge ]

Figure 13 Stopping EventLog Analyzer

4. Backup the database.

5. Now navigate to the "troubleshooting" folder by typing "cd ..\troubleshooting".

6. Now run the bat file as shown in the figure 14 by typing "./ConvertTomanaged
server.bat". You will see a warning like in the below image based on your choice of
database. Take necessary actions on preference and proceed to type "y" for further
processing.


https://www.manageengine.com/products/eventlog/help/StandaloneManagedServer-UserGuide/SetuptheProduct/database-backup.html

PS D:\Builds\Test\MS\EventLog Analyzer\troubleshooting>|.\ConvertToManagedServer.bat
Please take backup of pgsql data folder and ensure that The admin server i1s running pefore running this script.

Do you really want to continue this script? [y/nl:yg

Figure 14 Executing ./ConvertTomanaged server.bat

7. You will be asked for the configuration details. You will be asked for a total of seven
prompts. They are as follows:

Hostname/IP of the managed server

Port of the managed server (EventLog Analyzer instance)

Web Server Protocol of the managed server (http/https)

Hostname/IP of the admin server

Port of the Admin Server

Web Server Protocol of the admin server (http/https)

Proxy preference; if chosen yes, the prompt will proceed to ask for further
proxy server details. As shown in the image, type all the proper details. (Refer
to Figure15)

@ "o 000w

Enter Name/IPAddress of this server [AKINTHI-17363]:
Enter Web Port of this server [8u68]
Enter Web Server Protocol of this server [http]

Enter Admin Server Name/IPAddress :TESTMS—-FORDOC3
Enter Admin Server Web Port [8u6e] :86608

Enter Admin Server Web Protocol [http]

Use Proxy to reach Admin server [n/y] :n

Figure 15 Configuration Details

Note:

1. For options a,b, and ¢, default options are provided in the prompt itself; if
preferred, you can leave it empty so that the default values will be used.
2. Skip using Fully Qualified Domain Name (FQDN) as the hostname



8. If followed properly until this step, you will see a display similar to the below image.
You can find this in the middle of the load of verbose presented to you when the
process is running. (Refer to Figure16)

e HostGroup successfully updated

e HostGroupMapping successfully updated

p FormatDetails successfully updated

e AppResources successfully updated

e AppResources successfully updated

e AppResourceUniqueIdentifier successfully updated
e AppResourceUniqueIdentifier successfully updated
e FormatFields successfully updated

e FormatToReportMapping successfully updated

e ReportGroupMapping successfully updated

p ReportConfig successfully updated

¢ ReportConfigToREBGMapping successfully updated
e ReportConfigToREBPMapping successfully updated
e ReportConfigToREBMapping successfully updated
e TaskDetaills successfully updated

e ReportConfigToFilters successfully updated

e ReportConfigToDF successfully updated

e ReportTaskInput successfully updated

p SystemStatus successfully updated

¢ Hosts2ReportConfig successfully updated

e HostGroups2ReportConfig successfully updated

Figure 16 Converting to managed server

9. Also, there will be a line visible in the verbose before it stops saying "Server noted as
Converted Collector" (Don't worry about finding it; this is just a FYI) This means the
conversion and registration of the managed server have been carried out
successfully.



10. If steps 7 and 8 doesn't look like what is on your screen, kindly check with the below
exceptional cases.

2.

1. If you see a message like this during conversion, there could be several

issues like, (Refer to Figure17)

Register Failed, Connect Suppeort

Fig 17 Conversion failed

Admin Server is turned off. Check if your Admin Server is up and
running.

Admin Server is not reachable from the managed server's network.
At this point, check for firewalls (whitelisting), network scope. If
everything is okay and if you still are getting this exception, kindly
plan on contacting our support.

The admin server to which you want to link the new managed server
is accessible on the given port using the mentioned protocol.

If the admin server is using a proxy server, check whether the
provided proxy server details are correct.

If you see this message (Refer to Figure 18), this could be because of multiple
reasons. But make sure of the below things; they might help you solve the
aboveissue.

a.

b.

Figure 18 Error message: Registration failed

Make sure the IPs/hostnames and ports supplied are right.

If you find any of the above issues, alter the "enterprise.txt" available
under "Eventlog_Analyzer" home folder. But this is only when you
are totally sure about the details; else, delete the file and try
conversion again.



3. If you see this below message (Refer to Figure 19), then turn off your
managed server and try again.

Figure 19 Error message: Shut down server

4. Toaddamanaged server under the admin server again, follow the step
given below

Register the managed server with the admin server by executing the
registerWithAdminServer.bat/sh file located in <EventLog Analyzer
Home>/troubleshooting.

Further Conversion (managed servers)

When setting up more managed servers, follow the same steps in their own environment
without any change. For every conversion and registration, you can see the newly added
managed server in the admin server's Managed Server Settings page.

Verify you have converted to managed server in User interface(Ul),

Open the managed server console and navigate to the ? icon » About to ensure that the
conversion. (Refer to Figure20)

EventLog Analyzer ) uild Version 1233

12330
51233
POSTGRES
o7

64bit

Figure 20 Verification of the conversion to Managed Server



Verify managed servers registered with Admin Server in User interface(Ul),

Open the admin server console to which you've linked this managed server and navigate to
Settings - Log Configurations - Manage Server Settings to ensure that the converted
server is listed. (Refer to Figure21)

lectorsetting: * g e O

e Do O des\gnpall’bf:x GATE [ Kissfow [ leam [ BookMark V! Vocol Removerand.. LB Unblockit - Proviest.. @) Overview - Zoho Co..

LogMe

(GMT+05:30)

(GMT+05:30)

(GMT+05:30)

(GMT+0530)

(GMT+05:30) 2minfs) 12 sects) ago

Qo Admin Setings

3 System Setings ,

Figure 21 Confirmation of converted Managed Server

You can switch between the managed servers in the drop-down box on top
navigation bar. (Refer to Figure 22)

Recent Alerts

Logs Trend Top 5 Devices
@ NoDats Availsble @ NoDats Availsole @ Nodata svailzvle
Security Events. Windows Severity Events
s o =
+ 0000w @ Nopetzpvaiave

Figure 22 Managed Server dropdown



4. Manage Server Setting
4.1 Introduction to Manage Server Settings

In the Admin Server, the configuration for all Managed Servers is conducted on the
"Manage Server Settings" page located on the Settings tab > Log Source
Configurations > Manage Server Settings (Refer to Figure 23). Default Admin
credentials are used for data collection from Managed Servers, and in case there are
any changes in login details, they can be managed through the "Edit User Login
Details" option.

The Manage Server Settings offers the following information and options:

e The total number of devices associated with the Managed Server, including
disabled ones.

e |Lastsynced time, adjusted based on the specified time zone.

e Display name with a hyperlink reference to the Managed Server.

e Sync Now: Initiates a restart of data collection, syncing the managed server
immediately.

e Auto-upgrade managed server: Enables automatic upgrades for the managed
server.

e Upgrade now: When the Auto upgrade option is disabled, Individual upgrade
for the managed server.

Figure 23 Manage Server Settings



4.2 Edit user login details

The scope of the Admin Server user interface i.e dashboard, reports, and other
features, will be determined directly by the credentials of technician that associated
with the specified Managed Server. To update the credentials for the managed
server, click on the Edit icon. (Refer to Figure 24)

1. Display name: Enter the name for the Managed Server to be displayed on the
ul.
2. Server name: Enter the Managed Server name with its port.
3. Protocols: The protocol to be used for communication (HTTP & HTTPs).
4. User Name and Password: Credentials used by the admin server for logging
into the managed server.
Note:

1. When the Managed Server protocol is changed, ensure corresponding changes
are made in the Manage Server Settings of the Admin Server.

2. You may use different Techincian credentials with admin privileges.

Figure 24 Edit user logon details



4.3 Delete Managed Server

Deleting the managed server will result in the deletion of all its associated data from
the Admin Server, leading to disruption in synchronization. This action should be
carried out before deleting the managed server on the local machine. (Refer to
Figure 25)

Figure 25 Delete Managed Server

4.4 Sync now

The Sync now option initiates data collection, causing the data in the managed
server to synchronize immediately with the admin server and update the status.

Following are the different data collection status types.
Success Status:

e Data Collection Successful - Sync succeeded.
e Scheduled for data collection - Sync scheduled when adding a new managed
server.
In-Process Status

e Delete actionis triggered. Please refresh after some time - Deleting request
call sent to the managed server.

® Requested action triggered. Please refresh after some time - Data request sent
to the managed server.

e Collectoris down for patch process - Managed server down for a upgrade.



Warning Status:

® Build number mismatch between admin and this distributed server. managed
server needs an upgrade - The Admin server is in higher version.

® Build number mismatch between Admin and this distributed server. managed
server running a higher version - Managed server is at a higher version.

e Unable to upgrade managed server from Admin server. Please try to update
manually - Auto Upgrade fails to upgrade the manager server with build less
than12216.

e Unable to contact remote machine - Managed server is not reachable.

Failed Status:

e Deletion failed - Managed server deletion failed.

® Error occurred during sync. Please contact support - Sync failed.

e Unable to upgrade managed server. Please contact support. - Auto upgrade

failed.

e Exception during data collection - Failed to store/fetch data.

e Error during reset in collector server - Sync schedule was not restarted.
The service pack required to upgrade the managed server is unavailable. Please
contact support - The latest patch does not exist in the Admin Server.

During the data collection cycle
e Licenses will sync to all managed servers.

e Auto-upgrade will be triggered in case of build mismatches between the
servers if the "Auto Upgrade managed server" toggle is enabled.



4.5 Auto-Upgrade

When
autom

the "Auto-Upgrade Managed Servers" toggle is enabled, the admin server will
atically upgrade the managed servers once the PPM is applied to the admin

server. (Refer to Figure 26)

== EventLogAnalyzer) Dashboard ~ Reports  Compliance  Search  Correlation  Alerts [EESSUNECEM LogMe  Support
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File Monitoring
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I P | B ELAD-W11-18 1 (GMT+05:30) 7 sec(s) ago Data Collection Successful
Manage Server Settings
P P ELADW1T-11 1 (GMT+05:30) 13 sec(s) ago Data Collection Successful
Manage Cloud Sources
) B eladwli-6 1 (GMT+05:30) 53 sec(s) ago Data Collection Successful
&2 Admin Settings »
Note & Admin Server uses the default Administrator credentials to collect the data from Managed Servers
% System Settings » =

Click on the o* icon to update the Managed Server credentials whenever there are any changes.

Sync now: The data collection will be restarted and the Managed Server will be synched immediately.

Figure 26 Auto-Upgrade Managed Servers

Enable Auto-Upgrade Managed Servers using these steps:

Setting up Auto upgrade

Go to Settings » Manage Server Settings page

If the Auto-Upgrade Managed Servers toggle is enabled, the admin server
will automatically upgrade the managed servers once the PPM is applied to
the admin server.

. After configuring auto upgrade settings in the admin server, check all

managed servers are in sync.<Syncing MS and AS link>

Backup (snapshot or folder backup) the admin server and all the managed
servers.

Download the Service pack from the EventLog Analyzer site . Link

Apply it in the admin server and start the product.

Note: The auto-upgrade will attempt to upgrade each managed server only once.


https://www.manageengine.com/products/eventlog/help/StandaloneManagedServer-UserGuide/DistributedEdition-ManagedServer/setting-up-auto-upgrade.html
https://www.manageengine.com/products/eventlog/service-packs.html

4.6 Upgrade now

When the "Auto-Upgrade Managed Servers" toggle is disabled, the Upgrade now

option will be shown across each managed server; if clicked, it will individually
upgrade the selected managed server. (Refer to Figure 27)

** EventlLog Analyzer Dashboard ~ Reports  Compliance  Search  Correlation  Alerts [EESSUNESMN LogMe  Support

Search Settings 9o Managed Servers

.

A& Log Source Configuration Auto-Upgrade Managed Servers (7

P e 1.50f5 | 10w
Database Audit

Managed Server + No. Of Device(s) Time Zone Last Synced Time « Data Collection Status +

Applications
i B eladwiig 2 (GMT+05:30) 20 sac(s) ago .
File Monitoring
VM Management S8 B ELADWI1-17 - (GMT+05:30) 18 min(s) 28 sec(s) ago Data Collection Successful
LS - B ELADWI1-18 1 (GMT+05:30) 7 sec(s) ago Data Collection Successful
Manage Server Setuings
s 8 B ELADWII-11 1 (GMT+05:30) 13 sec(s) ago Data Collection Successful
Manage Cloud Sources
78 B cledwils 1 (GMT+05:30) 53 sec(s) ago Data Collection Successful
Qs Admin Settings »
. Note < Admin Server uses the default Administrator credentials to collect the data from Managed Servers
[ System Settings »

Clickon the * icon to update the Managed Server credentials whenever there are any changes.

Sync now: The data collection will be restarted and the Managed Server will be synched immediately

Fig 27 Upgrade now
5. Centralized Log Archival

EventLog Analyzer's distributed edition supports centralized archival of event logs received
from each host. During log archival configuration in managed servers, if the centralized
archival option is enabled, the managed servers will send all their archived logs to the admin
server. The admin server will act as a centralized repository for viewing all the logs in your
network.

The steps followed by EventLog Analyzer for log archival in the distributed set up are given
below:

® |ogs are zipped at periodic intervals, and the file to be archived is transported to the
admin server using Secured Shell (SSH).

e The file will be received by the admin server, and a confirmation message for the
receipt of the file is sent by the admin server to the respective managed server.

® The managed server, upon receiving the confirmation message, deletes the archive
file.


https://www.manageengine.com/products/eventlog/help/StandaloneManagedServer-UserGuide/DistributedEdition-ManagedServer/setting-up-auto-upgrade.html

Configuring centralized archival in the admin server:

1. Click the Settings - Archive Tab in the Homepage.(Refer to Figure 28)

37 LogAnalyzer) Dashboard ~ Reports  Compliance Search Correlation  Alerts [ESSURESEN LogMe  Support

Log Source Configuration

Applications

¢} Devices g Database Audit
23

Manage Windows, Linux/Unix, Cisco, Juniper, Sonic, IBM Manage Microsoft SQL Server, MySQL Server and Oracle Manage Microsoft IIS servers, Vulnerability Scanners,
AS400 devices, and more databases. Security applications, and more «

Import Logs

== File Monitoring VM Management
= &

Manage file integrity monitoring devices. Add and manage vCenter servers. Log data from IIS and Apache web servers, MSSQL and
Oracle databases, print servers, and more v
B, Manage Server Settings Manage Cloud Sources
Es¢ g 8 i 8
Manage distributed servers, complete visibility into AWS and more ~

Admin Settings

£ Management & General B Data Storage
Technicians & Roles Product Settings 2
Domain and Accounts Logon Settings Log Collection Filters
Device Groups Privacy Settings
Threat Feeds Dashboard Profiles

System Settings

% General W& Support
Connection Settings Log Level Setting
Notification Settings Database access

Figure 28 Archive Tab

2. Select the Archive option under Data Storage. (Refer to Figure 29)

Dashboard  Reports seings  [RS

e £ Archived Logs

8 Log Source Configuraton ,
24 Admin Settings >
] V2
B o o o+ To~ s o S
ornatn ad ccoures suiess Windows wnnaem 3121809355 Le7He verted NotLoaded
oevce Groups st windous wmnaes  annises sk vented NotLoaded
Tt et sri-16437 Windows 20231218 12:39.57 202312181323:37 56228 KB Verified Not Loaded
- sty Widows B anpisnsa %9k verted NotLoaded
B swteas Windows wmntsnss asnswsn 6 verted NotLoaded
Pries Seus st widows wmsusnn  apnsena e vented NotLooded
Dashboard Profles 51116437 Windows 20231218 16:3232 20231218 16:52:29 5453K8 Verified Not Loaded
sty Widows w0 annisvsa wske vented NotLoaded
—J sty amisissn snwoes w6k ventea NotLoaded
N 5ri-16437 Windows 20231219 15:00:01 20231219 19:48:56. 61892K8 Verified Not Loaded
& system settngs ’ sn16437 Windows 20231219 201854 2021220183118 s37.11ve Vertfied Not Loaded
sty Widows amesmns  annsonn sk vented NotLoaded
sty Widons wmnsonz  asnmnne  2sM vented NotLoaded
st Windows wmnsnne asnseen ame vented NotLoaded
: .
sty Widows wsies weoiovnsa 25w vented NotLoaded
suteas ateniess st 12sue verted NotLoaded =

Figure 29 Archived Logs



3. Click Settings Button (Refer to Figure 30)

© @

EventLog Analyzer ) Dashboard ~ Reports ~ Compliance  Search  Correlation  Alerts [ESSINESM LogMe  Support

Search Settings £ Archived Logs
8% Log Source Configuration »
Select Devices Click to choose date range. E
4 Admin Settings -
Management
Device v Format From v Tov Size Integrity Status
Technicians & Roles
Dormain and Accounts sri-16437 Windows 20231213 21:48:00 2023.12-1809:35:55 167 M8 © Verified Not Loaded
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Figure 30 Settings

4. Toggle Enable Central Archiving Button to enable this feature. (Refer to Figure 31)

Dashboard ~ Reports ~ Compliance  Search  Correlation  Alerts [ESSUOFSMM LogMe  Support

o £ centralized Archive Settings > < Back
4K Log Source C i »
Enable Centralized Archiving | JJ)
S Admin Settings -
Ve - s « The SSH server will be started with the entered
configurations if centralized archiving is
Technicians & Roles enabled

Domain and Accounts
Device Groups

Threat Feeds

Product Settings
Logon Settings
Privacy Settings

Dashboard Profiles

Archives

Log Collection Filters

% System Settings »

Figure 31 Enable Central Archiving



5(i). You can change the Archive location by clicking the edit icon. (Refer to Figure 32)
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Figure 32 Changing Archive location

(ii). You check the entered location is accessible by clicking the Verify Location Button.
(Refer to Figure 33)
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Figure 33 Verify Location



6. You can Edit the name of the SSH Server. (Refer to Figure 34)

@ Purchasenow = £ | ? (=)

Dashboard ~ Reports ~ Compliance  Search  Correlation  Alerts [ESSUESM LogMe  Support Q LogSearch

ch Set L Centralized Archive Settings (3 < Back
8% Log Source Configuration »
Enable Centralized Archiving
& Admin Settings -
Archive Location Elarchive # « The SSH server will be started with the entered
e . configurations if centralized archiving is
echnicians &Roles
Server Name or 1P sri-16437 enabled

Domain and Accounts

Device Groups User Name admin

Threat Feeds

Password
Product Settings Port 8080
Logon Settings
Notification Email Address sri@ela.com Reconfigure Mail S

Privacy Settings

= Archive Retention Period Forever v
Data Storage

Loaded Retention Period 7 Days v

Archives

Log Collection Filters
& System Settings » Cancel

Figure 34 SSH Server Field

7. You can edit the SSH Username, but the default name will be admin. (Refer to Figure
35)
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Figure 35 SSH Username Field



8. You can edit the password of the SSH Server. (Refer to Figure 36)
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Figure 36 Password Field

9. You can change the SSH port number. It can be 22 or any value between 1024 and
65535. (Refer to Figure 37)
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Figure 37 SSH Port Number Field



10. You can edit the Notification Mail Address. The e-mail IDs mentioned in the field will
receive notification emails regarding log archival processes. (Refer to Figure 38)
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Figure 38 Notification Mail Address Field

11. You can Reconfigure Mail Server with the desired mail server by clicking the Reconfigure
Mail Server Button. (Refer to Figure 39)
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Figure 39 Reconfigure Mail Server



12. You can change the Archive Retention Period By Clicking the dropdown button and
selecting the value of the dropdown value. Specify how long these archive files should be
kept in the server. Once the period elapses, the files will be deleted from the EventLog
Analyzer server. (Refer to Figure 40)
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Figure 40 Archive Retention Period

13. You can change the loaded retention period by clicking the drop-down button and
selecting the value of the drop-down, but the Minimum period is 1 Day. Specify the period
for which the archive files should remain loaded. (Refer to Figure 41)
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Figure 41 Loaded Retention Period



14. To save the changes, click the Save Button. (Refer to Figure 42)
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Figure 42 Save

15. Click the check box to select the Archive file you want to Load. After you select, click the
Load Archive Button to load the Archive file. (Refer to Figure 43)
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Figure 43 Load Archive



16. To view the loaded archive, click the View button. (Refer to Figure 44)
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Figure 44 View Status

17. The reports will be shown like the below image. (Refer to Figure 45)
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Figure 45 Reports



6. Upgrading EventLog Analyzer distributed edition

This section explains how users can upgrade the EventLog Analyzer Distributed Edition. In
order to access the latest features and enhancements, users are required to upgrade to the
latest version.

6.1 Steps to upgrade the EventLog Analyzer Distributed edition

The managed servers should be synchronized and registered with the admin server,
facilitating proper connectivity between them. This ensures a seamless auto upgrade
without any issues. Before upgrading, you need to back up both the managed and admin
servers. This is essential in the event of an upgrade failure, ensuring a swift recovery.

Here are the steps for upgrading:
A) Taking a manual backup of Admin Server

1. Shutdown the EventLog Analyzer Admin server.
2. Copy the following folders/files as backup

. <Home>/Conf

. <Home>/adsdata

eo. <Home>/lib/AdventNetLicense.xml
3. Database backup

Please follow the same steps as for the Standalone server.
B) Taking a manual backup of managed server

1. Shutdown the EventLog Analyzer managed server(s).
2. Copy the following folders/files as backup

. <Home>/Conf

®. <Home>/adsdata

. <Home>/lib/AdventNetLicense.xml
3. Database backup

Please follow the same steps as for the Standalone server.
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C) Prerequisites before performing the upgrade:

1.

Ensure all the managed servers are in sync and registered with the admin server. This
is required in order to achieve a smooth auto upgrade without encountering any
issues.

During the upgrade within the same storage drive of EventLog Analyzer, a backup is
executed. Hence, it is important to ensure that there is sufficient space available for
backup.(more than twice the space occupied by conf folder and Database)

Please stop the EventLog Analyzer service and take a copy of the entire EventLog
Analyzer folder or a server snapshot. Please note that backing up EventLog Analyzer
is mandatory so that you can restore the installation to this version in case of upgrade
failures. For Distributed Edition of EventLog Analyzer, back up the admin server and
all managed servers.

If you use a MS SQL database, we strongly recommend you take a snapshot of your
database as well.

In case you apply more than one service pack at a time, please start the EventLog
Analyzer application after each service pack upgrade.

D) Performing the upgrade on the Admin Server:

Apply the latest service pack in the PPM(Portable Pixmap Format) on the Admin Server.

6.2 Types of Upgrading managed server

Upon completion of the Admin Server upgrade, the subsequent step involves

upgrading the managed servers.

There are two ways to achieve this:

1.

2.

Auto upgrading all managed servers through the Admin Server

Manually upgrading managed servers.

Case - I: Auto upgrading all managed servers through the Admin Server

When the admin server is upgraded through a service pack, all its managed servers will be
automatically upgraded by default.


https://www.manageengine.com/products/eventlog/service-packs.html

Here are the steps for auto upgrading the managed servers:

Shutdown the admin server and all the managed servers.

Take snapshots or folder backup of all the servers.(Either folder backup or snapshot)
Apply PPM in the admin server.

Start the admin server.

After ensuring that the admin server is up and running, start all the managed servers one
by one.

Wait for the admin server to upgrade all the managed servers before applying the next
PPM on the admin server.

note: Stopping all managed servers is not mandatory.

Case - lI: Manually upgrading managed servers

In this case, the managed servers will be upgraded individually. During this process, a space
check is conducted on the managed servers before applying the service pack. This is to
ensure that there is enough storage space to accommodate the backup files of the existing
system.

In the event of a backup failure, due to insufficient storage or other reasons, users can
choose to skip the backup provided they have manually taken the backup of the managed
servers as mentioned in Step B.

Here are the steps to upgrade each managed server manually:

Shutdown the admin server and all the managed servers.

Take snapshots or folder backup of all the servers.

Add DisablePPMCheck=true in enterprise.txt of all the managed servers.
Upgrade the managed server one by one using updatemanager.bat
After upgrading all the managed servers, apply PPM on the admin server.
Start the admin server.

After ensuring that the admin server is up and running, start all the managed servers one by

one.

Steps to Upgrade Distribution Edition - Link
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7. Integration with Log360 - Link

Integrating Distributed EventLog Analyzer with Log360 gives users the functionality to
directly view Dashboard, Reports, Compliance and Configuration tabs for each managed
server individually.

Note:

1. Kindly ensure that you integrate EventLog Analyzer version 12150 or above and
upcoming builds of Log360 (Build 5214 and above).

2. The integration of Distributed EventLog Analyzer will not support the UEBA and SIEM
features.

7.1 Integration:

To integrate distributed EventLog Analyzer with Log360 on the Log360 integration
page, it is necessary to provide the EventLog Analyzer Admin Server details.

From the Log360 console, navigate to Admin - Administration > Log360
Integration > EventLog Analyzer

Note:

e Ensure that the admin server is running before proceeding with the steps given
below. Also, check whether you have the appropriate versions of the components
with respect to the Log360 version you are currently running.

e To convert the integrated standalone edition of EventLog Analyzer to an admin
server, you need to remove its integration from Log360 by navigating to Admin -
>Administration » Log360 Integration - EventLog Analyzer and clicking
Remove. You can then convert the Standalone EventLog Analyzer to admin server
and then integrate the distributed edition of EventLog Analyzer component with
Log360.


https://www.manageengine.com/log-management/help/
https://www.manageengine.com/log-management/help/

The steps to be followed are given below:

1. Goto Admin - Log360 integration. You will be presented with two tabs, each
representing a component of Log360. (Refer to Figure 46)

2. Click on any one of the tabs (say EventLog Analyzer).
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=

Figure 46 Log360 Integration

3. Enter the name or IP address and port number of the server on which that particular
component is running.

4. Select the connection Protocol from the drop down menu.

5. Click Integrate Now. (Refer to Figure 47)
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Figure 47 EventLog Analyzer Integration page



7.2 Device Allocation Management

EventLog Analyzer Admin Server and ADAudit Plus are two of the components of Log360
that predominantly work based on the number of devices they monitor. To avoid duplication
of devices, Log360 device allocation module synchronize all the devices in the network
between EventLog Analyzer with the ADAudit Plus and allows you to control the Windows
devices added to them from a single console. You can enable auto allocation to avoid
adding devices manually.

Note: The Device Allocation Management feature can be accessed by the default admin
only.

You can check out the device allocation feature by following the steps below

1. Navigate to Admin - Administration - Device Allocation Management. You can
view the existing devices here. (Refer to Figure 48)
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Figure 48: Device Allocation Management

Users can view all allocated devices along with their status, inheritance status, and
the managed server to which they are allocated.



2. To activate or deactivate the auto-allocation feature, toggle the "Auto Allocation"
switch. (Refer to Figure 49)
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Figure 49 Auto Allocation

To configure devices manually, follow the steps outlined below

1) Click on the Allocate Devices option, to allocate devices to EventLog Analyzer.
(Refer to Figure 50)
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Figure 50 Allocate Devices



2) Select category from the drop-down and select the devices from the Add Devices
window. (Refer to Figure 51)
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Figure 51 Add Device(s)

3) Select the allocation type, either manually to any managed server or automatically
allocate to available managed servers. (Refer to Figure 52)
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Figure 52 Select managed Server to allocate device(s)



4) After choosing the allocation type, click on the "Allocate" button.

5) For configuring auto-allocation policies, Click Auto Allocation Policy to view the
device allocation. (Refer to Figure 53 & 54)
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Figure 53 Auto Allocation Policy
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6) You can customize the policy according to your requirements. (Refer to Figure 55)
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Figure 55 Edit Policy

7) In the Edit Policy window, you can select the Workgroup and the Domain from
which the devices must be added.

8) To activate or deactivate inheritance from ADAP. (Refer to Figure 56)
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Figure 56 Sync settings



9) In the Dashboard, Reports, Compliance, and Configuration tabs, users can choose
and view data from the respective managed servers by selecting the managed
server at the top right corner. (Refer to Figure 57)
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Figure 57 Compliance Standards

8. Frequently Asked Questions - EventLog Analyzer Distributed
Edition

8.1 General

® Why should you go for the distributed edition of EventLog Analyzer?
If your organization has multiple network devices, servers, applications, and databases
spread across geographical locations, using the distributed edition of EventLog Analyzer
will help you unify all your logs and gain actionable insights from a single console. The
distributed edition is also useful for manageSecurity Service Providers (MSSPs).



Who should go for EventLog Analyzer - distributed setup (Distributed Edition)?
We recommend the distributed setup (Distributed Edition) if

1. You are a large enterprise across different geographical locations with hundreds of
log sources like Windows devices, Linux/Unix servers, network devices including
routers, switches, firewalls, IDS/IPS, or applications such as IIS and Apache web
servers, Oracle and Microsoft SQL Server databases, and print servers.

2. You are a manageSecurity Service Provider (MSSP) with a large customer base spread
across geographical locations.

What are managed and admin servers?

The distributed setup of EventLog Analyzer consists of one admin server and one or
more managed servers. The managed servers can be installed at different geographical
locations and must be connected to the admin server. The admin server centralizes log
management across all the managed servers. You can view and manage all the managed
servers from the admin server console.

How many managed servers can a single admin server manage?
One admin server is designed to manage up to 50 managed servers.

Can | convert the existing standalone edition of EventLog Analyzer to the
distributed edition?

Yes, you can. You need to install a new admin server and convert the existing installation

of your existing EventLog Analyzer installation is 6000 or above.

While converting the standard edition to an admin server, I'm prompted to specify
the proxy server details. Why should I configure it?

Configuring the proxy server is optional. You need to configure the proxy server details
during admin server conversion, for the admin server needs to pass through a proxy
server to contact the managed servers.


http://standalone%20installation%20to%20distribution%20conversion/

e | have deleted a managed server from the admin server. How do | add it
again?

To add a managed server under the admin server again, follow the steps given below-

1. Register the managed server with the admin server by executing the
registerWithAdminServer.bat/sh file located in <EventLog Analyzer
Home>/troubleshooting.

2. Restart the managed server.

o Difference between Free Edition and (Premium and Distributed) Edition?

The Free Edition of EventLog Analyzer is limited to handling event logs from a maximum
of five log sources, whereas the Paid Editions (Premium and Distributed) can handle
event logs from an unlimited number of log sources. The features and functionality are
the same for both free and paid editions.

The logs collected by the managed server are stored only in the managed server
database. You cannot store the logs in the admin server. However, you can forward the
logs to the admin server by archiving them.

e Does high availability support in EventLog Analyzer Distributed?
Yes, high availability support in EventLog Analyzer Distributed. you can refer details here

® Can we alter the managed server data from admin server Ul?
No, it is not possible an admin server that provides the administrator with viewing
/monitoring in a single place over the entire network.

e How do I find out my current build number?
o Openthe 'Eventlog Analyzer' web client.
o Click on the question mark '?' on the right side of the top pane
o Selectthe 'About' option.
o A pop-up window appears containing details of your EventLog Analyzer version.
You can find the build number from this window


https://download.manageengine.com/products/eventlog/eventlog-analyzer-high-availability-configuration-guide.pdf

® As EventLog Analyzer can be accessed using a web-browser, does that mean | can

access it from anywhere?

Yes, you can. Ensure that the existing EventLog Analyzer installation is Version 6.0 or
later. Download the EXE/BIN of the latest EventLog Analyzer version on another server
and convert it to the admin server. Then the existing server with the Premium Edition
license of EventLog Analyzer can be converted to a managed server.

8.2 Secured Communication Mode (HTTPS)

e Working of HTTPS?

The HTTPS protocol provides several features that enable secure transmission of web traffic.
These features include data encryption, server authentication, and message integrity. You
can enable secure communication between the web clients and the EventLog Analyzer
server using HTTPS. for more details given here.

What is the mode of communication between the admin server and the managed
server?

By default, the managed and admin servers communicate using HTTP. There is also an
option to convert the mode of communication to HTTPS. To modify the mode of
communication, you can refer to the steps given here.

I have changed the managed server communication mode to HTTPS after
installation. How to update this change in the admin server?

In the Admin Server, click on the Settings tab > Configurations > Managed Server
Settings > Edit icon of specific managed server. Select the required protocol to configure
the web server port details.

8.3 Licensing

® What are the licensing terms for EventLog Analyzer's distributed edition?

EventLog Analyzer's Distributed Edition license will be applied to the admin server. The
number of devices and applications for which the license has been purchased can be
utilized among the registered managed servers. You can keep adding devices and
applications to various managed servers till the total number of licenses purchased gets
exhausted. You can view the number of devices and applications managed by each
managed server in the Managed Server Settings page.


https://www.manageengine.com/products/eventlog/help/StandaloneManagedServer-UserGuide/AdditionalUtilities/eventlog-ssl-support.html
https://www.manageengine.com/products/eventlog/help/StandaloneManagedServer-UserGuide/SystemSettings/connection-settings.html

If the number of devices and applications managed by all the managed servers exceeds
the number of licenses purchased, a warning message appears in the admin server. To
resolve this warning, you can

1. Purchase the license to manage the additional devices and applications.

2. Check the number of devices and applications managed by each managed server in
the Managed Server Settings page of the admin server.

3. Go to the individual managed server and manually manage the devices. Ensure that
the number of devices and applications is equal to the number of licenses.

Is there an option to apply the license to the managed servers?

There is no option to apply the license to the managed servers. The license must be
applied to the admin server, and it will be automatically propagated to all the managed
servers.

Why do | encounter the "License Restricted" alert even after reconfiguring the
managed servers?

The status of devices in the managed server synchronizes with the admin server during
the data collection cycle, which happens at an interval of 5 minutes. Try to add other
devices and applications to the managed server after a few minutes.

9. Troubleshooting

9.1 Sync

1. Check 9.2 Registration/Connection.
2. Update the credential in the Admin Server "Manages Server Settings" page.

9.2 Registration/Connection

1) Reachability: Check whether both the admin server and managed server are up and open
bidirectionally.

2) Connectivity: Check whether the admin server console can be accessed in the managed
server machine and the managed server console in the admin server machine.



3) Build : Check whether the admin server build and all managed server build are the same.

4) Enterprise.txt : Check whether Enterprise.txt values are correctly present in managed
server. (Referto Figure 58)

E “enterprise.txt - Motepad
File Edit View

#5un Sep 25 19:51:03 IsST 2022
adminserver.webserver. port=8400
adminserver.webserver. protocol=http
webserver. protocol=http
context=event

server. startidrange=1000000000
isCentralArchiveEnabled=false
CollectorIP=192.168.10.11
adminserver. hostname=ela-lccartwin
webserver. port=8405
DisablePPMCheck=False
server.type=D5

isConverted=true

Figure 58 Enterprise.txt
adminserver.webserver.port = admin server running port.
adminserver.webserver.protocol = admin server running protocol.
webserver.protocol = managed server running port.
server.startidrange = managed server using startid.
isCentralArchiveEnabled = set true if Customer using Centralized Archives.
CollectorIP = managed server IP address/ hostname
adminserver.hostname = admin server name.
webserver.port = managed server running port.

DisablePPMCheck = Set false to auto upgrade managed server when Admin Server is
upgraded, else set true for Manual upgrade.



i) Case 1
Query to find the managed server details - hostname, startid, port, protocol, SSL enabled
status in Admin Server : Select * from Collectors (Refer to Figure 59)

w B Marogebngive Bvortloy Anak %+

Figure 59 DisablePPMCheck

The CollectorlIP value in the managed server enterprise file and the hostname column in the
admin server collectors table need to be the same.

If not same, edit correct details in managed server enterprice.txt and restart the managed
server or update in Admin Server Manage Server Settings page.

ii) Case 2

Change in IP and hosthame on managed server

If any changes in port and protocol alter that changes in Enterprise.txt file in EventLog
Analyzer managed server and restart the EventLog Analyzer managed server and change
managed server details in "Edit user logon details" in admin server.

Change in IP and hostname in admin server

If any changes in port and protocol alter that changes in Enterprise.txt file of all EventLog
Analyzer managed server and restart the all EventLog Analyzer managed server.



9.3 Centralized Archiving

Reachability: Check whether both the Admin Server and managed server are Up and both
SSH ports are open bidirectionally.

9.4 Grey out tab
Admin Server grayed out due to the license count exceeded
1. If the License count is exceeded, then the tabs will be grayed out in the admin server.

a. Disable some devices in the managed server and restart the admin server and
managed server.

Admin server grayed out due to build mismatch

1. When the admin server and managed server build varies, then the tabs will be grayed out
in the admin server.

a. Upgrade the admin server and managed server to the same build.
Admin server grayed out due to HTTP 500 error code series.
1. tomcat web Server Unavailable /Internal Server error 503.

Restart the machine or upgrade the product to the latest\

9.5 Migration Managed Server to another machine

1. Follow the standalone steps - link

2. When successfully copied, finalize the IP and port for this Managed Server

3. Open enterprise.txt in Managed Server and update/add the entry:

4. CollectorlP=<hostName/IP> and also update the webserver.port entry to match with
the new one

5. Also open the Admin Server Ul collector Settings page and edit the Managed Server
that is being moved and update the IP, Port and all the other details that is changed
now.

6. Restartthe Admin Server.

7. Now, start the Managed Server.


https://www.manageengine.com/products/eventlog/help/StandaloneManagedServer-UserGuide/AdditionalUtilities/move-installation-different-server.html

9.6 Migration Admin Server to another machine

1. Follow the standalone steps - link

2. When successfully copied, finalize the IP and port for this Admin Server

3. Changesin Enterprise.txt file of all EventLog Analyzer managed server
adminserver.hostname and adminserver.webserver.port entry to match with an new
one

4. Restart all EventLog Analyzer managed server.

5. Run RegisterWithAdminServer.bat in managed server located on
<ELA_HOME>/troubleshooting folder the commend prompt as administrator
privilege it need to be success.

If Centralized Archiving_is enabled

In Admin Server, change the Admin Server Hostname/IP in SSH Server Settings located on
Settings » Admin Settings - Archives - Settings

9.7 Integration with log360

If you integrate the admin server with log360, change the IP or hast name and protocol &
port in Admin - Log360 Integration - EventLog Analyzer Integration.

1. The server is down. Make sure the component’s server is up and running.

This error occurs when the component you are trying to integrate is not running. Make
sure that you have installed the component that you are trying to integrate with Log360
and that the component is running. If not go to Start - All Programs - Click XYZ -
Click Start XYZ. Here XYZ is the component's name.

2. Incompatible component. Please check whether the component’s version is compatible

with Log360.

This error occurs when the version of a component that you are trying to integrate is
lower/higher than the version supported by the version of your Log360. Update the

component or Log360 to the latest version.


https://www.manageengine.com/products/eventlog/help/StandaloneManagedServer-UserGuide/AdditionalUtilities/move-installation-different-server.html

3. Super Admin credential is required for components installed on a remote host.

When you try to integrate a component that has been installed on a remote host, you will
need the credentials of the super administrator of the installed component. Please enter the

credentials of the super admin to proceed with the integration.

4. Incorrect Server Details

The server details that you have entered either belongs to a different component or are
invalid. Ensure that the values you have entered belong to the selected component and try

again.

5. Please try after updating the component settings in Log360.

To rectify this issue, follow the steps listed below:

e Navigate to Admin - Administration - Log360 Integration . You will be
presented with two tabs, each representing a component of Log360.

e (Click onthe component that has to be fixed.

® Enter the server Name or IP address and port number of the server on which that

particular component is running in their respective text boxes.

e Select the connection protocol from the drop down menu.

e Click Update Settings.

6. Communication Failure

Ensure that the product has a valid SSL certificate and that SSL 3.0 is disabled. If the

problem persists, contact log360-support@manageengine.com


mailto:log360-support@manageengine.com

7. Communication failure. Please verify the port and protocol.

To rectify this issue:

° Make sure the component you are trying to integrate is up and running.

° Make sure the firewall is not blocking the port number.

° Make sure the protocol you've selected is correct for that particular
component.

If the problem persists, contact |og360-support@manageengine.com

8. Invalid Component Details

This error occurs when you have two or more instances of the same component installed in

your environment, and you try to integrate the second component with Log360.

To integrate the second component, follow the steps listed below:

e Navigate to Admin - Administration - Log360 Integration .
e Selectthe component that you wish to integrate with Log360.
e Toaddthe new component, remove the existing component from Log360 by

clicking on Remove and then clicking OK.

® Now, enter the server Name and port number of the component to be added and

click Integrate Now.

The component will now be integrated with Log360.

9. Invalid Server URL


mailto:log360-support@manageengine.com

Check the server URL that you have entered.

° Enter the server Name or IP address and port number of the server from which

that particular component is running in their respective text boxes.

° Select the connection protocol from the drop down menu.

° Click Integrate Now.
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