~ TUNING YOURITSMTO
A HYBRID, DIGITAL

WORKPLAGE

A guide for IT leaders




Table of contents

The rise of the work-from-anywhere model
Chapter 1: Work-from-Himalayas!
Chapter 2: A remote work-ready ITSM platform
2.1 Stepping into modern ITSM
2.2 A 3-step service management effort
Chapter 3: Blazing away the red-tape with automations
3.1 The service fulfillment engine, on auto-pilot
Chapter 4: One portal to serve IT all
4.1 A convoluted employee onboarding process
4.2 Zylker’s hybrid employee onboarding framework
Chapter 5: Keeping the business ticking!
Chapter 6: Running a tight ship with hybrid ITAM
6.1 The status quo, that was: Circa 2019
6.2 Stepping into a hybrid workspace
6.3 A sure-fire strategy!
6.4 The ITSM and UEM synergy for hybrid IT
Conclusion: The path ahead for Zylker and ITSM

What’s next in Zylker’s service management strategy?

02

04

06

08

10

13

15

22

23

25

34

40

42

42

43

47

50

51




2

Did you .
know??

Three-fifths of
the workforce,
worldwide, is now
working remotely.

Source: ManageEngine’s
“The state of ITSM two years
into the pandemic” survey’
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The rise of the
work-from-anywhere
model

March 2020 will go down in the annals of
history as the start of a pivotal time period
that transformed the world. The onset of the
pandemic and the subsequent response by
governments all over the world changed the
way we live and work.

For most employees around the globe, the
world of work has always revolved around a
cubicle with a desktop. Before the pandemic,
IT departments managed secured office
networks, delivered walk-up IT support and
services, resolved incidents with physical
meetings and war-rooms, and did other in-
person work.

Today thebusiness landscape, and consequently
the IT landscape, has shifted permanently. You
may be reading this e-book from the comfort
of your home, or while working out of a cafe
in Hawaii, or even during a work-cation to the
Himalayas.

But what does this radical transformation
mean for the traditional ITSM practices that
were tuned to the pre-pandemic state of work?

According to ManageEngine’s “The state of
ITSM two years into the pandemic” survey,

three-fifths of the workforce is now working
remotely, which means IT service management
cannot return to a time where their primary
audience are all based out of office premises.
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Today, the work-from-anywhere model
demands the best of service experiences:
always-on corporate IT, seamless service
fulfillment, onboarding remote and hybrid
employees, ensuring minimum IT downtime,
keeping up with IT infrastructure changes,
tracking numerous IT projects, and fortifying
the IT estate against emerging security threats.

In this e-book, we will travel with Jake, an
employee of Zylker Corp, a fictional global
technology company that develops and sells
SaaS applications for business intelligence.

We will learn how Zylker faced numerous
ITSM challenges when Jake decided to take a
work-cation!

And through their journey we will discuss
how you can reorient your process workflows
and leverage modern ITSM platforms to
support a hybrid workforce, all while amping
up operational efficiencies and reducing risks!

NOTE: Zylker and the names of the people in this whitepaper are fictional and for illustrative purposes
only. Jake and his sojourn are inspired by true events. The use cases, scenarios, and frameworks described
here are from ManageEngine’s experiences and interactions in handling ITSM for hybrid work and best-
practice implementations.
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CHAPTER 1

Work-from-Himalayas!




August 2020: Jake, a software developer for
Zylker, is exuberant when remote work becomes
the norm in 2020. He is part of a 2500-strong
workforce that spans different departments like
sales, marketing, software development, product
management, and others.

After a few months of remote work, Jake is
bored—stuck around four walls and staring at his
laptop. He jumps at the opportunity to travel to
the Himalayas when stay-at-home restrictions are
removed.

Jake travels to the remote town of Manali in the
foothills of the Himalayas and starts working out
of a plush resort while exploring the exquisite
Himalayan landscape! He works from cafes, out
of tents in the wilderness, and from his resort in
Manali.

While Jake enjoys his exotic work-cation, he still
gets business done! He works on software projects,
onboards new employees to his team remotely,
fixes bugs in some code blocks, and gears up for
the launch of a product to Zylker’s SaaS portfolio.

Who or what’s helping Jake with his work-nirvana
lifestyle?

You know the answer: Zylker’s IT Department!

But is it too easy for Zylker to achieve?
Definitely not!

You see, while Jake is enjoying his work-sojourn,
so are thousands of other employees working from
their homes and elsewhere, creating a massive
strain on Zylker’s IT infrastructure and existing
processes.

This includes provisioning them with the right
software and hardware resources, ensuring service-
uptime across the enterprise, keeping their tech-
stack resilient and future proof, and accounting for
all their IT assets!

Hundreds of other enterprises, like Zylker, continue
to face service management challenges like the
above and struggle to unravel their newfound
ITSM puzzle.

If you are interested in learning how Zylker
ended up with a slick ITSM engine, read on!
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CHAPTER 2

A remote work-ready
ITSM platform




Did you .
know??

A majority of managers and
IT professionals believe ITSM is
effective when done remotely.

Source: ManageEngine’s “The state of ITSM
two years into the pandemic” survey

As the entire workforce moves remote,
the major challenge for Zylker’s IT team
is to deliver the right services to the right
audience. As Jake is a software developer, he
requires access to a bunch of development
tools, including the IDE and an on-premises
code repository his team works on.

Additionally, Jake heads the team’s efforts on
load testing their prototype apps on Amazon
AWS. For this, he requires general-purpose
Amazon EC2 instances for performing a
distributed load test.

Tuning your ITSM to a hybrid, digital workplace: A guide for IT leaders

Now these are the requirements of one
software developer among thousands of
employees across diverse roles. A product
marketer in Zylker, who is Jake’s friend,
might require expanded access to their
analytics tool that tracks page visits,
session duration, product sign-ups, and lead

conversion.

“Your organization can adapt the
frameworks and best practices
we discuss here on any ITSM
platform of your choice.”




Zylker’s IT team is in a fix! It needs to provision these services through an IT service
management solution, but its internal service desk software is inadequate for handling the
intricacies of remote work. Moreover, the service desk software is hosted on-premises
and lacks SSO capabilities.

The team brainstorms how to build a service management strategy that is:

1. Scalable

2. Secure

3. Resilient

4. End-user friendly
5. Hybrid-ready

They decide it is time to bring on board a robust ITSM platform vendor to help them
fashion out their hybrid ITSM strategy. After several rounds of evaluations, demos, and
competitive RFPs, Zylker shortlists ManageEngine ServiceDesk Plus.

2.1| Stepping into modern ITSM

Zylker starts its migration to the new  infrastructure that supports these services,
tool by mapping out its services and the  and employee-facing business services.
various employee personas it serves.

Once this is done, Zylker moves to identify
The starting point involves a complete  employee personas and determine their
audit of its entire IT service portfolio  access privileges for various IT services.
to identify the critical services, the

Persona Service catalog Active directory
mapping mapping mapping
Segmenting the Identifying and Importing all users
audience based on classifying every and their attributes
their role, department, service offered by the into the ITSM
location, etc. IT department platform
. Zylker configured Zylker integrated
Zylkjgé:rrgargel.lc:)\sl?:;lous different service ServiceDesk Plus with
ServiceDesk Plus categories and service Azure AD to import its
items users and their profiles
Building the self-service portal to showcase the service catalog and
share critical knowledge articles

Image 2.1: Building a self-service portal for Zylker
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Zylker relies on the Microsoft Azure Active
Directory for access management within the
organization. It uses Azure AD for single sign-
on and MFA across its cloud and on-premises
applications.

I
a7D IT Help Desk Home Activities Requests Problems Changes Projects Releases Solutions Assets CMDB  Reports -«

ServiceDesk Plus integrates with Azure Active
Directory out of the box and imports users
from the AD into the platform seamlessly.

Q& 4 9 E &G

Setup

Setup / Apps & Add-ons / Integrations / Third Party Integrations

Instance Configurations > Third Party Integrations ManageEngine Integrations
Users & Permissions

Third Party Integrations

Mail Settings >
Customization >
Templates & Forms R [i Actionable Messages for Outlook
Complete your help desk tasks without
Automation > leaving your Outlook mailbox using
actionable messages.
Probes & Discovery >
User Survey >
Data Administration >
Details
General Settings > Enabled .
Apps & Add-ons v
Chat Settings aj Office 365 Calendar
Zoho Analytics Sync technicians' leave information and
reminders in ServiceDesk Plus Cloud to
Projects Office 365 Calendar and vice versa.
SMS Settings

Integrations

Zoho Survey

Details ~ Configure

Developer Space >

IA Microsoft Azure

® Microsoft Teams

Enabled . Details

Search in Setup Q

@ Azure AD User Sync
Synchronize Azure AD users with ServiceDesk

Plus at regular intervals.

Authorize to import site, department, and
other user information during user import
from the Azure directory.
Configuration saved. Make sure you
verify the configuration before starting
AD sync.

@ Start Sync

Details ~ Configure Details ~ Configure

‘l Jira
Leverage Microsoft Teams to supercharge .
your service desk experience. Create, assign,
manage, and resolve your ServiceDesk Plus
Cloud requests from within Microsoft teams.

Create and link Jira issues to requests from
within ServiceDesk Plus

Details ~ Configure

K% B B U

Image 2.2: Business integrations in ServiceDesk Plus

Once all the employees along with their job-
titles, departments, and other attributes are
in, it is time to get the service catalog up and
running.

Now that Zylker has moved completely
remote, it needs to provide its employees
with access to various collaboration tools,
SaaS apps, and other software. Employees

also require new hardware, such as laptops,
mobile devices, and tablet computers.

On top of this, Zylker implements a VPN to
help remote developers like Jake access their
source code repository. It is a critical service
that needs to be offered only to remote
developers to safeguard the integrity of their
software.
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2.2 | A 3-step service management effort

Step 1: Once Zylker imports users from Azure AD, it creates various user groups to
segment its audience.

B IT Help Desk Requests Problems

Setup Setup / Users & Permissions / User Groups Search in Setup Q
Instance Configurations > Edit User Group o
Users & Permissions ¥ Name Software_Devs_Chennai

Roles X

Description A user group of all developers from

Requesters Chennai, India

Technicians

User Groups

Technician Groups Set Filters+

Privacy Settings

Department ¥ is ¥ Engineering ( Chennai)

Mail Settings >
OR Name v is v % Jakelong X Johann X MarkDew X Mary Bingham -
Customization >
Templates & Forms > )
Preview >
Automation >
Probes & Discovery >
@ -
User Survey >
Data Administration >
General Settings >
Apps & Add-ons >
Developer Space >

Image 2.3: User groups in ServiceDesk Plus help segment the employees

Step 2: Zylker identifies all the services that are on offer and categorizes them
broadly in the service catalog.

IT Help Desk ) Projects  Rele: Solutions s CMDB
Setup Setup / Templates & Forms / Service Category Search in Setup Q
Instance Configurations > Service Category (>}
Users & Permissions > NewService Category | CopyTemplate ~ Organize ~ Q Search Template 1-90f9 lIE
Mail Settings. >

@ > Corporate Website

5 Our external website.

El > Email
%

Employee email service using Exchange.

> Hardware

Problem Template Enterprise Hardware

& [8&

¥ Internet Access
Project Template - Internet access for all employees.

Customization

Templates & Forms v

Service Category

Incident Template

Change Template

Release Template

Service Template @] - Q
Solution Template P 1-50f5 i
Purchase Order Template Service Name Created By Show to Requester Request Life Cycle
Task Template .
P @ Requestafile download from an external website System Yes
Reply Template This service template is used to request a file download from external website
Resolution Template @ Requesta VPN account creation System Yes
This service template is used to request VPN account for them
Form Rules
Custom Scripts @ Request an online meeting setup System Yes
This service template is used to setup online meeting with customers/vendors
Automation > @ Request internet access System Yes

This service template is used to request internet access

Image 2.4: Service categories in ServiceDesk Plus
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Step 3: The IT team builds user-friendly forms packed with automations, making it
easier for the IT technicians to collect accurate information. Zylker presents these
forms to the right user groups that are eligible to request the services underlying the
forms.

Create a service request o Employee onboarding  switch template °

* Access destinations (] Tower - basement - Water maintenance

B Tower floor 4 - HR repositol
a i Cost Details

() Tower floor 3 - Data center

Total Cost $3099.00

2 resource(s) added

East wing - document storage
() North Red Tower - Electrical and Circuit

() South Tower - Backup and Storage

centers Service Cost : $1500.00

*Office timings O Monday - Wednesday - Friday  Resource Cost : $1599.00

O Tuesday - Thursday - Saturday Office 2021 - Mac $99.00

°Es(u_rday-Sundlay(Dpera(ionsand (Software required)
in teams on) Macbook Pro 16" $1500.00

O Monday - Tuesday - Friday > (Workstation model)
O Wednesday - Thursday - Saturday
O All5days

Resource Details
Workstation and software
Software required
D5 office 2021 - mac $99.00
Workstation model

@ Macbook Pro 16" $1500.00

Image 2.5: User-friendly and dynamic forms in ServiceDesk Plus

And all of these are available right from within the self-service portal of Zylker!

LIOWIGaNIWEINE] PIOUES

Search for help

I am facing an I need a new I'am looking for a

A Issue Service Solution

My Summary Announcements My Assets Most Used Service Te...
Requests Internal services are down MacBook Pro 02 o Employee onbosrding
Aug 11,2022 03:... Service Down = Apple fssue Employee onboarding request form
29 13
Pending Comple... Augmenting the technology infrastructure to o Request an account creation in Active
support better streaming experiences. MacBook Pro 03 Directory
— Apple issue
o0 Apr 22,2022 03:... Service Down This service template is used to request...
Due to a server issue all intranet services ar o Request a mobile phone for on-call
6 e down support
Pending P D, This service template is used to request...

Image 2.6: The IT self-service portal in ServiceDesk Plus
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Employees like Jake who may require VPN access, expanded mail storage, or
even new SaaS licenses for their team members, can simply log on to the Zylker
IT help desk using their Microsoft Azure credentials and request the relevant
services.

Zylker also adds various knowledge articles about VPN issues, remote-work best
practices, laptop and mobile device replacements, etc., that help drive self-service
adoption, shifting-left a significant amount of ticketing traffic.

Now to manage its ITSM operations, such as routing tickets, prioritizing the
critical ones, and establishing playbooks, Zylker leverages ServiceDesk Plus’
automation engine that comprises of:

Form rules

Business rules
Technician auto-assign
SLAs

N b~

Let’s learn how these various automation components help Zylker build synergy
into its ITSM operations.
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CHAPTER 3

Blazing away the red-tape
with automations




Did you .
know??

Nearly 60% of IT professionals 4
and managers agree that more
and more automation will find
its way into ITSM as it adapts
to the new ways of working
since the pandemic.

Source: ManageEngine’s “The state of ITSM two
years into the pandemic” survey

Before the pandemic struck, Jake had requested a workstation
for testing a new feature. The process was manual, as Zylker’s
previous internal help desk lacked automation capabilities.

While it converted emails into tickets, the automation stopped
there. All the other steps involved in service fulfillment were
performed by IT technicians manually. This led to a substantial
amount of time sunk into bureaucratic functions, and the service
experience was poor.

However, all of those problems are now a distant memory as
Jake, chilling in a river-side cafe in the Himalayas, gets AWS

EC2 instances provisioned to his team quickly with the help
of automations.

Image 3.1

14 | Tuning your ITSM to a hybrid, digital workplace: A guide for IT leaders



3.1 | The service fulfillment engine,
on auto-pilot

1. A dynamic, adaptive form:

For starters, the IT service desk configures a form that dynamically alters itself based
on Jake’s responses, eliminating the need for back-and-forth questions.

Form rules in ServiceDesk Plus helps Zylker with condition-based actions such as
showing, hiding, and mandating fields, setting options and tasks, and even executing
scrips within the form template!

Here’s how easy it is for Jake to fill out the request form:

Resource Details
Amazon EC2 specifications

What is the purpose of a new EC2 instance?

Load test of prototype apps v

Choose the AWS Region in which you want to provision the EC2 server

Asia Pacific (Singapore) M

Choose an Amazon Machine Image

Amazon Linux AMI 2021.09.1(HVM) S5D Vol M

Choose EC2 instance type
O

] General Purpose - t2.micro

@ General Purpose - t2.nano

] General Purpose - t2.small

() General Purpose - t2.medium

() General Purpose - t2 large

Add Request Reset. Cancel

Image 3.2: Form rules in ServiceDesk Plus infuse automations into request forms
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2. Automated workload management

Once the request is created, ServiceDesk Plus’ routing engine assigns Jake’s ticket
to the technician with the lightest workload. Technician Auto Assign in ServiceDesk
Plus handles workload management based on one of three algorithms: Round Robin,
Load Balancing, and Artificial Intelligence.

B @
[B=l| ITHelp Desk Home Activities Requests Problems Changes Projects Releases Solutions Assets CMDB  Reports ee« Q¢ 4 9O % .

Setup Setup / Automation / Technician Auto Assign Search in Setup Q
Instance Configurations > Technician Auto Assign o
Users & Permissions > Enable Technician Auto Assign
Mail Settings >
Enable Technician Auto Assign O Incidents
Customization & © Incident and Service Requests
Templates & Forms > - . -
Select technician auto assign model O Round Robin
Automation v © Load Balancing
Business Rules O Artificial Intelligence (Zia)

Service Level Agreements If no technician is suggested by Zia, Load Balancing model will be applied by default.

Life Cycles

Execute when a request is © Created
Triggers O Edited
Schedules O Created and Edited
Custom Actions

Apply Technician Auto Assign while O Unassigned Requests Only
Notification Rules creating requests to

© All Requests
Closure Rules

Delegation Consider Technician Availability
Technician Auto Assign Technician available on © Created Date
Workflows O Due By Date

Conflict Detection

[ Exclude following technicians
Prahec & Nicraven: >

Image 3.3: Automated workload management in ServiceDesk Plus

This way, Zylker is able to ensure that no ticket remains unattended as the technicians
assigned to the ticket receive push notifications within ServiceDesk Plus, alerts in
their Teams chatbot, and actionable cards to their Outlook mailbox.

ey

5 chat = @ (D ServiceDeskPlusCloud chat Home Requests Solutons About

pinne

o o s uanain pa
Brucer 61605000007538037

@

& | do Wire

A new task 'Check the VPN version' has been assigned to
you. Details are as follows:

Task 1D 61605000007538037
Schedule Start

Schedule End

Priority

Description  Check the VPN version

&) E'S Major Incidents Discussion

1.&nbsp; 2.8nbsp; 3.&nbsp;

Add Comment Close Task

@ serviosvsskpus clow 1473

Bruce o-2118790

Following are the request details of #2118790

© Request picked Up

Jake Long

Title Provisioning Amazon EC2 instances
Category [T Infrastructure
Description | require an Amazon ECZ instance for load testing
our prototype application.
@ Technician  Santhosh Mahibalan

Y OB ED®QCBB - S
Image 3.4: Multifarious communication through different apps

This automated, omni-channel communication spans the entire ticketing workflow,
right from the creation of the ticket to its closure.
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3. Governing service fulfillment

As soon as the ticket is created, a predefined SLA starts ticking and defines specific
time targets for the technician to respond and fulfill the ticket.

Closure Rules Criteria

Delegation Priority is Medium

Technician Auto Assign
Service Requests should be

Workflows Responded within 2 Days - 0 Hours - 0 Minutes

Conflict Detection Fulfilled within 5 Days - 0 Hours - 0 Minutes

Should be resolved irrespective of operational hours

>
Probes & Discovery Including holidays
User Survey N Including weekends
Data Administration > If response time has elapsed
General Settings >
Escalation not configured
Apps & Add-ons >
If resolution time has elapsed
Developer Space >
Zia N Level 1 Escalation
Escalate To | sticket owner | Reporting Manager of Technician
Escalate Before 2 Days - 0 Hours - 0 Minutes
Actions
1. Notification
Name Notify technician Status : ENABLED
Description
Mode EMAIL
Notify Organization Roles: CFO
Subject Notify technician
Message Notify technician
% B O

Image 3.5: Condition-based SLAs and escalations in ServiceDesk Plus

Zylker takes a proactive approach to SLA violations by escalating the request for
EC2 instances two days before the fulfillment target! The technician receives a
notification and the priority of the service request is bumped from medium to high.

These automations can hasten a technician to accelerate the process of provisioning
the AWS instances by creating tasks and delegating them to the relevant teams.

Task Dependency o Amazon EC2 instances Horizontal View v Reload [ SaveAsPDF (@) Help
Last Activities v

; >® Set configurations for... _)@ Verify firewall and IPv... *

Configure AMI select... o<_

Check existing AWS s..

) >@ Generate key pairs for... *

Image 3.6: Task management in ServiceDesk Plus
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4. Retaining organizational oversight

As Zylker follows a stringent policy around service fulfillment due to financial and
compliance mandates, Jake’s reporting manager has to be kept in the loop. Zylker’s
IT service desk configures condition-based automations to trigger notifications to
Jake’s manager, Andrea, about the request for EC2 instances.

[E) 7 Help Desk Qe 4+ 0 29
Busiess Rures —_—
Service Level Agreements Execute during O Anytime O within Operational Hours O Outside Operational Hours
Life Cycles Turn on cascade execution Enable Rule
Triggers
Schedules Conditions
Custom Actions When a request arrives © Apply conditions based on criteria (O Apply conditions using custom functions O Apply no condition
Notification Rules

Subject ¥ contains ¥ Amazon EC2 instance
Closure Rules
Delegation OR  Template ¥ is¥ X Amazon EC2 instances v
Technician Auto Assign
Workflows Actions
Conflict Detection When a request arrives © Execute custom actions (O Abort process execution
Probes & Discovery > ~ Notification : @ Notification for Amazon EC2 instances 2
User Survey > Notify Organization Roles: Reporting Manager of Requester
Data Administration > Mode EMAIL
General Settings > Subject Your mentee ${requester.first_name} has requested a new Amazon EC2 instanc
e

Apps & Add-ons >

Message Hello $RequesterReportingManager ,
Developer Space >
G This is to inform you that your mentee ${requesterirst_name} has raised a service request for

$Title .

Zia > You can access the service request here for more info: $RequestLink .
Regards,

The IT service desk.

Image 3.7: Business rules to automate bureaucratic functions

Andrea also receives an automated request for approval which helps retain high-
level oversight on critical services and their delivery.

Zylker also ensures that the assignment of a technician to the ticket follows the
approval workflow.

Technician View Requester View Resource Info Approvals Associated SLAs Tasks Form Rules

Approval Details + Add Stage

Stage | 1Approvers | Clear All

Add Approver + Reporting Manager of Requester x

One Time Configuration

Send approval notification automatically when a service request is raised
All the configured approvers have to approve the service request
Do not assign technician before service request is approved

Show approval to requester

Image 3.8: Multi-stage approvals
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5. Exceptional employee experiences

Once the tasks are complete, the technician verifies with Jake over Microsoft Teams
that the EC2 instances are set up in line with his expectations. They ask Jake to close
the request.

() Pinned
o % Ssosnanbamon
Briker 61605000007538037
B @ senicenesk s cous A ask Choc the VPN verson'hes boenassgned o
you. Details are as follows:
%

Task D 61605000007538037
Schedule Start

Schedule End

Priority

Description  Check the VPN version

1.&nbsp; 2.8nbsp; 3.8nbsp;

Add Comment Close Task

@ sevvesveskeusCl w2

Bk o-2118790

Following are the request details of #2118790

© Request picked Up

Jake Long

Title Provisioning Amazon EC2 instances

Category  IT infrastructure

Description | require an Amazon EC2 instance for load testing
our prototype application.

Technician ~Santhosh Mahibalan

0

Image 3.9: The ServiceDesk Plus app within Microsoft Teams

But, alas, our Jake is off to the see the glaciers in Manali and forgets to close the
ticket.

Well, the technician isn’t perturbed! Closure rules in ServiceDesk Plus help Zylker
to close a resolved ticket automatically if the requester does not take an action.

Confirm User Acknowledgment

Do you want to prompt a confirmation message to technician asking if user has acknowledged the resolution?

© Yes, prompt a message before resolving the request

O No, don't prompt a message

Request Closing Process

O Manual Closure

© Automated Closure

Close resolved requests after 2 v days

In Automatic Closure mode:

» Technicians will be prompted to enter the resolution details when they mark the request as Resolved. These details will be considered if the request is automatically closed.
* The requester is notified by email after the request is marked as Resolved. The requester can close or reopen the request as directed in the email.
« If the requester takes no action, the request is automatically closed after the specified number of days.

Closing Requests Associated with Task

() When all the associated tasks are completed, Move the request status to Closed v

Image 3.10: Closure rules to validate ticket fulfillment
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The service fulfillment journey in Zylker now runs on auto-pilot,
helping both technicians and end-users save valuable time!

Zylker’s IT service desk recognizes the importance of discerning the quality of their
employee experience. Besides keeping tabs on their operational metrics, they leverage
satisfaction surveys to measure and continually refine their employee experiences.

1 D 0%

CSAT Survey

1. How satisfied were you with the overall time your technician took to resolve the incident?

- ~ ~ -~ - - ~ - L 4 w

2. How would you rate the quality of communication of the IT Services team?

0 1 10

Very dissatisfied Decent Very satisfied

3. Rate your satisfaction with our product/service in the following categories:

Image 3.10: Employee experience surveys
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Here's a rundown of how the whole service
fulfillment episode panned out!

Jake needs AWS EC2
instances for testing an app

He fills in a user-friendly
form with condition-based
automations

Ticket is assignedto a
— technician based on their
relative work load

Jake's manager
approves the ticket

The IT asset manager
receives a notification

The technician starts to

An SLA kicks in based work on the ticket., e kicks in as there are
R B
on preset conditions delegates tasks to different

owners for service c:gl]zl 2”5??[:2 ?eayséiit
fulfillment u qu

Proactive escalation

The ticket priority is

reset to high and the <
technician receives an

escalation warning

The tasks are completed
on time and the EC2

A relaxed Jake! instance are set up

He receives periodic
updates on the status of ﬁ
ticket through emails

: . Once Jake is satisfied with He gave a glowing
and puSh notifications the setup, the technician feedback _about the
closes the ticket service!

A survey is sent to Jake to
measure the employee
experience!

Image 3.11: Zylker’s hybrid-ready service fulfillment framework
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CHAPTER 4
One portal to serve




41 | A convoluted employee

onboarding process

2021: While Jake explores the remote regions of the Himalayas, some important decisions
are made by Zylker’s management. Its CEO believes the time has come for them to evolve
from remote work and adopt three different work models.

Lij

Zylker Corp

: L

i

Remote Resident Hybrid
Permanent Permanent Partial
work-from-home work-from-office WFH/WHO

with exceptions

Image 4.1: Zylker’s new work models

Zylker’s new work models are the result
of hiring new employees across its offices
around the globe. It plans to onboard new
employees into any of the three work models
depending on the team requirements and
the employee’s preference.

Jake predictably opts for the remote work
model and plans to expand his team due to
the increasing workload.

The IT service desk is weary at the
prospect of onboarding employees across
these work models because of their pre-
pandemic experiences of working with
multiple departments.

Before the pandemic, other enterprise
service departments such as HR, Finance,
and Facilities had their own microcosms
and did not play well with IT’s process
frameworks. Their tools were disparate,
disconnected, and the departments too
often worked in silos.

Once again, the IT Department is puzzled
on how to deal with this new complexity:
a multi-layered employee onboarding
workflow.
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Remote
- Facilities
HR Manager IT Technicians Manager
e o o
Entry into HR Acquiring Dispatching
systems workstations devicestothe :
© newemployee
Contract ! Initial setup and g :
Verification 5 Software ..................... .
: installation
Electronic :
signature : Email account
Virtual : Network access
induction : : with VPN
: : credentials

Mobile device

Remote session
to help set up
the computer

Installation of
additional
software

Automated
email with
remote work
guidelines

Image 4.2: A complex employee
onboarding process (a)

24 | Tuning your ITSM to a hybrid, digital workplace: A guide for IT leaders



Resident

Facilities
Manager

-~
Review of Acquiring Verification of
vaccination workstations security
status clearance
Initial setup and
Entry into HR software Gate access
systems installation cards
Contract Email account Space
signing management to
Network access allot the right
Submitting seats
paperwork Mobile device
Social
Offline Installation of distancing and
induction additional sanitation
software
..................... Supplies and

accessories

Image 4.2: A complex employee
onboarding process (b)
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Hybrid

Review of
vaccination
status

Confirmation of
WFO schedule

Entry into HR
systems

Contract
signature and
paperwork

Offline/Online
induction

Acquiring
workstations

Initial setup and
software
installation
Email account
Network access
with VPN
credentials
Mobile device
Installation of
additional
software

Provisioning

WFH peripherals :
such as monitor, :

keyboard, and
mouse

. Automated email :

on IT security
best practices,
do'sand don'ts

Image 4.2: A complex employee
onboarding process (c)
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But ManageEngine’s customer success and implementation teams come to Zylker’s rescue and
introduce them to ESM in ServiceDesk Plus.

An ESM platform helps Zylker bring every enterprise service department onto a single service
management platform, unifying Zylker’s IT and enterprise service delivery. And, the icing on the
cake, these IT-adjacent departments can take advantage of the workflows and best practices that
Zylker’s IT relies on and apply them to their own unique operations.

4.2 | Zylker's hybrid employee
onboarding framework

Step 1: After demonstrating the value of asingle ~ autonomous. It takes less than a minute to create
service management platform to the heads of

the HR, Facilities, and Finance departments, IT

these new instances on the ServiceDesk Plus
platform and import their employees as end-
receives executive buy-in for bringing ESM into  users in the relevant service desks. (Nofte that an
Zylker. IT manager can be an end-user with respect to
the HR and Facilities service desks.)

They spin up new service desks for the enterprise

service departments, each being data and process

EAviker

ESM Directory

Organization Details
Users

Verified Domains

SAML Authentication
Active Directory

Service Desk Instances

ESM Portal

/@ | T Help Desk

90
URL NAME TvPE
itdesk IT HelpDesk

TIME ZONE
(GMT 5:30) India Standard Time(IST)

owner
santhosh@myservicedeskplus.com

ACCESS PERMISSIONS
Everyone in the organization

Go to Instance

‘ Travel Help Desk
(3

URL NAME TvPE
travel Facilities Desk

TIME ZONE
(GMT 5:30) India Standard Time(Asia/Kolkata)

owner
santhosh@myservicedeskplus.com

ACCESS PERMISSIONS
Everyone in the organization

HR Help Desk

URL NAME Tvee
hrahelp HR HelpDesk

TIME ZONE
(GMT 5:30) India Standard Time(Asia/Kolkata)

owner
santhosh@myservicedeskplus.com

ACCESS PERMISSIONS
Everyone in the organization

'@\ | Finance Desk

952
URLNAVE TvPE
facilitesdesk IT HelpDesk

TIME ZONE
(GMT 5:30) India Standard Time(Asia/Kolkata)
owner

santhosh@myservicedeskplus.com

ACCESS PERMISSIONS.
Everyone in the organization

{2) zoho Directory  (@ATIL] Q

% Facilities Desk ?
Q

URL NAME e
facilityayou Facilities Desk

TIME ZONE
(GMT 5:30) India Standard Time(Asia/Kolkata)

owner
santhosh@myservicedeskplus.com

ACCESS PERMISSIONS
Everyone in the organization

Go to Instance

Vendor instance @

URL NAVE e
vendor HR HelpDesk
TIME ZONE

(GMT 5:30) India Standard Time(IST)
OWNER
santhosh@myservicedeskplus.com

ACCESS PERMISSIONS
Users with permission for this instance

Image 4.3: A rapid-start enterprise service desk
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Step 2: The IT Department assigns an owner to each service desk and they proceed to train them on
how to set up templates, automations, workflows, and other service management configurations that

IT has succeeded with.

Here are some of the services offered by the Facilities Department:

Create a service request - Select template

Service Catalog

What help do you need with Facility?

o
£ Facility Search Template

Floor plan access
This template is used to request access for floor plan

Food services/ordering
This template is used to request food services

Install air conditioner
‘This template is used to request installation of a new Air Conditioner

o Move or transfer employee

This template is used to request movement or transfer of assets

New cabinet request

This template is used to request a new cabinet

New locker request

This template is used to request a new locker

New space request

This template is used to request new space

Transport services

This template is used to request transport related services

o Upgrade locks
This template is used to request lock upgradation

Image 4.4: The facilities service catalog

Step 3: Zylker’s CIO decides to customize the
enterprise portal with knowledge articles and
widgets that can help employees with self-
service around numerous topics such as VPN
setup, insurance claims, COVID-19 awareness,
seating plans, etc.

The IT Department swiftly customizes the
enterprise portal with the help of the out-of-the-

B viker

Hello,
How can we help you?

Search in portal Q

IT HELP DESK HR DESK

\=4
M X,
ab S
Report issues involving
plumbing, fire & safety, HVAC reimbursement, incometax,

Printer issues? Log in Issues?
Get all your IT fixes done

Relieve your HR queries on
leave, pay and grievances

here. among others and others

Frequently used Services

Get Your Mediclaim Paid

FACILITY DESK

Need Assistance For Covid Affected

box HTML editor, personalizing the enterprise
service delivery.

Once all the departments have configured their
service offerings and unique workflows, it is
time to introduce ESM to Zylker’s employees,
especially Jake, as he is hamstrung by a talent
crunch in his team and wants to onboard a
candidate as soon as possible.

{2) Zoho Directory ESM Directory Q

FINANCE DESK

S

Clarify your queries Involving

SAVE US BY

loans among others

How is your health today?
Report here!

Need | anton Renlacement

Image 4.5: A customized ESM portal
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Step 4: The ESM portal is an instant hit. Jake finds it easy to access the onboarding service from the HR
service desk and quickly fills out the form to create an onboarding request.

Create a service request o Employee onboarding  switch template

*Work Model g

*Immunization details @ Vaccinated

O Un-vaccinated

*No.of shots O Shot 1
O shot2
© Booster

Firstname | jonn
*Lastname  poe
Date of Joining  Aug 29, 2022 02:57 pm &

*Access destinations (] Tower - basement - Water maintenance
() Tower floor 4 - HR repository
() Tower floor 3 - Data center
East wing - document storage

(J North Red Tower - Electrical and Circuit
board

() South Tower - Backup and Storage
centers
*Office timings © Monday - Wednesday - Friday
O Tuesday - Thursday - Saturday

O saturday - Sunday (Operations and
Admin teams only)

O Monday - Tuesday - Friday

Cost Details
Total Cost $3099.00
2 resource(s) added
Service Cost : $1500.00
v Resource Cost : $1599.00

Office 2021 - Windows $99.00
(Software required)

Macbook Pro 16"
> (Workstation model)

$1500.00

Image 4.6: The employee onboarding form in ServiceDesk Plus

Step 5: Once the onboarding request reaches the HR department, their associates begin service
fulfillment without missing a step. Well, how could they not, when everything is mapped visually!

+
start
e it
Start
- o v
90% @ OnHold

@ processing ybrd employee |

(3 Processing remote employee

Notify T/facllities

(@ Processing resident employee

- Hybrid employee Resident employee
{ Remote employee

Details  Transition

Hybrid employee
+ Description

() Common Transition @

BEFORE DURING AFTER
scope @
| sositeadmin x| soAdmin x

| Recritment problems x| sGroup Members x

| $Ticket Owner %

CRITERIA @ ¢ @

Notify IT/facilities ®

Onboarding complete:

< g« L

End

Work Model is Hybrid

Image 4.7: Zylker’'s employee onboarding playbook as a life cycle in ServiceDesk Plus

Zylker recognizes the need to document its
employee onboarding playbooks within the
service management platform, as it involves
numerous dependencies and multiple teams
working to deliver the service.

The HR team builds a workflow using request
life cycles in ServiceDesk Plus and infuses
automations into it.

For example, the onboarding workflow guides
the HR associates with transition buttons. These
buttons are visible based on the scope defined in
the lifecycle.

As you can see in this ticket, only the Hybrid
employee button is visible while the workflow
contains two more called Remote employee and
Resident employee.
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HRHe[pDesk Q¢ 4 9B LPZ@?

& Edit  Pickup  Assign  Print Actions v Service Request < >
Employee Onboarding - Jendra Doe Request ID #88
Requested By Mark Dew on Aug 19, 2022 05:11 PM “\Reply 7 Forward [Z] Add Note Status | Open
Life cycle Employee onboarding
Status Open Transitions: | Hybrid employee
Technician Mathew
Conversations Details Tasks Resolution Reminders Approvals Worklog Time Elapsed Analysis Tasks 6
Reminders 0
Conversations Filter: @ Emails (J Auto Notifications @ Notes
Approval Status  ©* Not Configured
Attachments olév
A
> .
Due By Delay by 16Hrs 9Mins

Mark Dew - Aug 19, 2022 05:11 PM
Worklog Timer (9

New Employee Classification:

Name of new employee: Jendra Doe

Work Model of the employee: Hybrid Linked Requests Atiach
Vaccination details Change Caused by Request New | Search
Immunization Details: Vaccinated
Number of shots: Shot 2 Change that Initiated Request Search
New Hire Services: Associated Project Search
Date of Joining: [object Object]
Workstation model: Macbook Pro 13 M1 Associate Purchase Order Attach
Collaboration tools: null
Additional Hardware Components: null REQUESTER DETAILS
Software Required: null

Mark Dew

Security and Access Clearance: jendra.john+demo1@zohocorp.com

Access Destination: Tower - basement - Water maintenance,South Tower - Backup and Storage centers View Full Details v

Image 4.8: Jake’s new employee onboarding ticket

Zylker has restricted the visibility of these  These conditional checks and automations bring
transitions by specifying a scope criteria that  process adherence to the forefront for every
takes into account the work model selected by  enterprise service department in Zylker, be it IT,
the requester. HR, or Facilities.

Step 6: Once an HR associate initiates the onboarding process, they also notify the IT and Facilities
departments from within the ticket.

X +R Help Desk Q¢ 4o B EY
<& Edit  Pickup  Assign  Print ) Actions v Service Request < >
Employee Onboarding - Jendra Doe Request ID #88
Requested By Mark Dew on Aug 19, 2022 05:11 PM “ Reply > Forward (5] Add Note Status [ Processing hybrid employee
Life cycle Employee onboarding
Status Processin.. Transitions:  WNGIGARVIETE
Technician Mathew
Conversations Details Tasks Resoluf Transition Name: Notify IT/facilities Worklog Time Elapsed Analysis Tasks 6
Status: Asset/workplace provisionin;
i pace P € i Reminders 0
Conversations Filter: @ Emails (J Auto Notifications & Notes
Approval Status Not Configured
Attachments 0@~
i
Due By Delay by 16Hrs 9Mins
Mark Dew - Aug 19, 2022 05:11 PM R
Worklog Timer (9
New Employee Classification:
Name of new employee: Jendra Doe
Linked R t: Attach
Work Model of the employee: Hybrid ned Requasts ah
Vaccination details Change Caused by Request New | Search
Immunization Details: Vaccinated
Number of shots: Shot 2 Change that Initiated Request Search
New Hire Services: Associated Project Search
Date of Joining: [object Object]
Workstation model: Macbook Pro 13 M1 Associate Purchase Order Attach
Collaboration tools: null
Additional Hardware Components: null REQUESTER DETAILS
Software Required: null
Mark Dew
Security and Access Clearance: jendra john-+demo1@zohocorp.com
Access Destination: Tower - basement - Water maintenance,South Tower - Backup and Storage centers View Full Details v

Image 4.9: The HR associate clicks on the transition button to notify the IT and Facilities departments
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Immediately, this leads to the creation of child tickets in the IT and Facilities service desks thanks to
the low-code automations conjured by Zylker’s IT Department that carry over pertinent information to

the other service desks.

Child ticket - IT Portal Ticket details

IT Portal Ticket ID

2118638

Child ticket - Facility Portal Ticket details

Facilities Portal Ticket ID

Mode
Group

Technician

176

Not Assigned
Not Assigned

R Mathew

Emails to Notify -

Created Date

Due by date

Aug 19, 2022 05:11 PM

Aug 24,2022 05:11 PM

IT portal ticket URL

Facilities Portal Ticket
URL

Status

Category

Responded Date

Completed Time

=

http. ine.co
m/app/itdesk/ui/requests/67379000002
695001/details

=

https: ine.co
m/app/facidesk/ui/requests/122027000
001330001/details

Asset/workplace provisioning

Employee Recruitment

Not Configured

Not Configured

Response Due By Not Configured
Created By Jendra John Department
Template Employee onboarding Service Category

SLA Onboarding SLA

Description

Not Assigned

Human Resource

Image 4.10: Child tickets that are linked to the parent ticket in the HR service desk

This way, Zylker sets up a cross-functional onboarding workflow that brings multiple departments
together, while breaking down silos that were previously the norm.

Step 7: As soon as the IT Department receives
the child ticket, it verifies the information carried
over from the HR Department. The new ticket
also carries a link to the parent ticket in the HR
service desk.

Now, all that the IT team needs to do is to
create a new user in Zylker’s AD and provision
the right hardware and software for Jake’s
newest team member. To achieve this, the IT
team has integrated the service management
platform with other IT management apps such
as ManageEngine ADManager Plus and Mobile
Device Manager Plus.

These capabilities help Zylker orchestrate
various IT operations such as user management
and endpoint management from within the
onboarding ticket.

Zylker’s choice of an ITSM platform that
integrates natively with business and IT apps
helps it achieve IT-business workflows and
orchestration that were otherwise too complex to
implement.
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Create User

Select Domain
Template Name System Template

First name* Firsthame

Lastname

csez.zohocorpin.com

Image 4.11: The IT technician creates a new user in
the AD using the ADManager Plus integration

Step 8: Meanwhile, let us take a peep into what
the Facilities service desk are up to! While the
Facilities team did not have too many things on
their to-do list for remote employees, when it
comes to hybrid work, their plates are full.

With lockdown restrictions being lifted, several
teams are returning back to their workplaces.

According to Statista, remote-work hit an all-
time low in April 2022 with only 7.7% of those
employed in the US saying they work remotely
due to the pandemic. This transition marked the
start of the “Great Return” to workplaces.

(Jake might work from the Himalayas, but he too
acknowledges that some of his team members
prefer to work in a hybrid fashion.)

So what does all this imply for workplace
management?

A massive space crunch as the workforce marches
back to their offices!

Does Zylker have a plan of action to prevent
this? Yes.

Zylker’s ESM platform offers a dedicated space
management module for the Facilities service
desk. Within this platform, they have visualized
their entire office campuses spread across the
country in a hierarchical tree model.
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Facilities Desk

Campuses Space Tree

Structures Campuses (7) Structures (2) *

B B

Floors
« Estancia
Default Campus

5 2.59K

Rooms & Spaces

o Signature Tower o First Floor
Default Building Default Floor
Q0 & 2.09K Q0 & 299

acsoe Ps@

Floors (2) + Rooms &Spa... (1) * Q

o Dining Space
Default Room
Q0 & 299 &0

Facility Services

[ vs )

 Woodlands
Default Building

Zoho - Austin
Default Campus

%158 &0 % 500 So

.

Space Tree

© Zoho - China
Default Campus

875 &0

Projects

« Zoho - Erode
Default Campus

100 So

Spaces

* Zoho - Kerala
] Default Campus

Reports 100 S0

« Zoho - Madurai
Default Campus

100 &o

« Ground Floor
Default Floor

5 1.79K &o

e 20 B T

Image 4.12: Space management to visualize campus spaces,
manage amenities, and optimize space utilization

Space management allows them to map services
and amenities offered by the Facilities Department
to individual spaces on their campuses. Once
Jake’s onboarding request arrives, the Facilities

Facilities Desk

& Edit Create Incident Create Service Request Copy Space

Conference hall

© Guduvancherry/ Estancia/ Signature Tower/ Ground Floor/ Conference hall

Details Partitions  Associations Documents History
Room Details
Room Name Conference hall Campus
P Description Building
Partitionable Yes Floor
2K .
= Status @ Active Area
Changes
Total Capacity 1000 Occupied Capacity
8 Supervisors - Alias
Projects
Floating Capacity No Department
Room Type Default Room Available Capacity
Spaces
Created By Santhosh Mahibalan Created Time
Last Updated By Santhosh Mahibalan Last Updated Time
Reports
Amenities
) 5
Fire Safetv Wifi Access. Proiector

technician associates the request to the workspace
where Jake’s team are based out of, after
validating the occupancy rates.

aesoePs@

Room / Space

ROOMS & SPACES PHOTOS +

Estancia
Signature Tower

Room Name ~ Conference hall
Ground Floor R

> site Guduvancherry

1000 Sq.meter Campus Estancia
0 Building Signature Tower
ST-REC Floor Ground Floor

Total Capacity 1000

Occupied 0
1000 Capacity
Jun 10, 2022 09:31 AM Status ® Active

Jun 10, 2022 01:57 PM ASSOCIATIONS

Requests associated [
Assets associated J
Facility services associated 4

Image 4.13: Tracking occupancy rates and associating tickets to individual spaces
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Step 9: While the IT and Facilities
teams steamroll through the onboarding,
the HR Department is also done,
completing its own set of tasks such as
helping create bank accounts, extending
insurance cover, entering the new
employee into the rolls, etc.

Setup / Developer Space / Custom Functions

Edit Custom Function: Trigger (or) Life cycle Action for Requests

cu

62221000000093031")

res_62221000000093019")

Zylker leverages low-code scripts and
API to connect the service desk to
HRMS and collaboration tools which
accelerate the HR onboarding process
for the new employee.

Syntax Assist

ct_62221000000093001");
21000000093021")

_62221000000093031
62221000000093031")

221000000093029
2221000000427019");

s
1000000093031")
1000000093059" )

2221000000093059"

1000000093059 . getJSONC "as!

427031");

Ee——
2221000002707

ck_62221000000427089

Image 4.14: Custom functions that bring low-code extensibility to the ITSM platform

Zylker’s decision to move to a unified service management platform pays rich

dividends as it brings a consistent standard of service delivery across the enterprise.

With a repeatable blueprint spanning across departments and applications, Zylker

now onboards dozens of employees simultaneously without a hitch.

As for Jake’s newest team member?

His first touchpoint of the famed Zylker experience is excellent and he looks to

deliver his best for a long time to come!

If you think Zylker’s onboarding framework may just be what you are looking for,
here’s an abridged workflow that you can implement in your organization!
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Jake creates an
onboarding ticket — Enterprise service portal

He requests a
hybrid work model J

for the new employee
[ HR service desk }

|

The employee onboarding playbook

[ IT service desk ] [ Facilities service desk }

e - .
AD user creation Space
Provisioning laptops and management
mobile devices Workspace
Deploying software allocation

HR service desk
HRMS tasks and virtual onboarding

Image 4.15: Zylker’s simplified employee onboarding workflow
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Did you .

khow??

2022 report?

Formalized incident management (defined
responders, severity levels, process, and 4
tooling) remains a core attribute of tech-

forward and high-performance organizations.

Source: Forrester’s The State of Service Management, NP

2022: It’s been a year, and now Jake has moved
to the azure (pun-intended) landscape of the
Andaman and Nicobar islands! Some members
of his team work out of exotic locations like
him, some from the office, and others transition
between work models.

They launch multiple features, earn accolades
from their colleagues, and start to work on a new
software project.

However, on the day of testing their first sprints,
their VPN connection is abruptly terminated.
Since their in-house testing environment is hosted
on-premises, some of their remote developers

—

Internal services are down

Due to a major outage, we are experiencing slowness

byJendrajohn | Service Down | @ Critical | @ Public Announced on Aug 11,2022 03:13 PM

cannot access the tool, and their work stalls.
While this is but a minor inconvenience for Jake
and his team, another team is at its wits’ end!

They are launching a major software patch the
following day and they need the VPN up and
running in another few hours.

The team decides to escalate the issue and create
an urgent ticket. But, when they log into their self-
service portal, they are already greeted with an
announcement that declares that internal services
are down and the IT team is actively working to

resolve it.

Image 5.1: Announcements in the self-service portal
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What a surprise! Jake distinctly remembers what
happened when an outage of this magnitude hit
Zylker before the pandemic. It took hours for the
IT team to communicate about the incident and a
couple of days to get the affected servers up and
running. The major outage resulted in monetary
and reputational losses.

As minutes progress, the employees start to
receive periodic updates within their all-hands
Teams channel.

88 Microsoft Teams Q search

+  Meet v @O -

Thanks for your patience!! The major incident #2118721 - LMS DC backbone is downhas been closed

A major incident has been declared, which caused failure of certain services. We're working to get things back to normal as
quickly as possible, and we apologize for the inconveniences caused.

To know the latest updates regarding this major incident, please click here and navigate to the Announcements Tab.

Thanks for your patience!! The major incident #2118722 - LMS DC backbone is downhas been closed

‘Q‘ Teams = B General Employees Posts Files Wiki
o) I See less
Your teams
C < Reply
. n Network
w
Teams Santhosh Mahibalan Yesterday 06:37
n Support team SM_ | ian,
B soP Cloud Thanks
< Repl
General ST
cail
General Employees
Santhosh Mahibalan Yesterday 10:15
s} Major Incident SM | i,
Bl serviceDesk Plus-Org
Request Id: 2118722
LIS Impact Details: LMS is down.
Thanks
See less
</ Reply
M Santhosh Mahibalan Yesterday 10:17
Hi Al
Thanks
< Reply
N

Image 5.2: Immediate alerts in the all-hands Teams channel

Team leads such as Jake and others, including
the team poised for a software rollout the next
day, are added to an incident response team (IRT)
channel. They are briefed by the members of the
IRT and other stakeholders about a DC-level
outage at their HQ.

The IRT and NOC have identified the point
of failure and accelerate incident response by
kicking off their secure access protocols to access
the datacenter. Once completed, their engineers
will be on-site to take the systems back online.

Meanwhile, for teams involved in critical
business tasks, the IT team prepares a migration

to their secondary data center.

Phew! That was too fast. Jake and the others are
taken aback! How did Zylker transition from
snail-paced incident firefighting to a nimble,
lightning-fast incident response plan?
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Here's Zylker's nine-step framework to success

for incident management:

Time elapsed

(in minutes) A monitoring alert triggers
an incident ticket in

Zylker's ITSM platform

Native integrations
Zylker's service management
platform integrates natively with
Site 24x7. It brings in the context,
including the affected CIs.

Incident ticket carries the
monitoring information
and the affected Cls.
IRT identifies the
point of outage

l

CMDB
The integrated CMDB helps the
IRT identify, with precision, the
exact point of failure

4

2-7

The IT team makes an
announcementin
self-service portal and in
the all-hands channel

Internal and external
communications

With announcements, employees
stop creating tickets and are
informed on a periodic basis

12-15

The IT infrastructure team
fixes the point of failure

Change management

Zylker decides to initiate a major
change process to fix a faulty load
balancer in the network

—

—

—

Automation rules alert the
stakeholders and route the
ticket to the IRT

Business rules

Business rules help direct the ticket
to the right resolver groups, while
alerting stakeholders such as the
CIO, CTO, and others.

__________________________________ T

Stakeholders receive an
alert in the major outages
Teams channel

3

Microsoft 365 integrations

Zylker maintains a major outages
channel in Microsoft Teams. As soon
as the incident ticket is created, a
message is posted to the relevant
Teams channel with members from
IRT, SRE, and NOC

IRT debates and comes
with a workaround, tasks
are delegated to the
support groups

The DC is back online and
the IRT communicates it to
the employees

The IT infrastructure team
initiates RCA to identify
the point of failure

Problem management

The team creates a problem ticket
from within the incident

Employee Experience

VPN servers fail,
affecting Jake's team

Employees face VPN
disconnections and

are unable to access
the code repositories

Employees receive a
message in the all-hands
channel and in the
self-service portal

Employees are able to
access internal services
and the entire incident
timeline spans a little
over 15 mins

Image 5.3: The nine-step framework for incident management success
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8.
9.

Native integrations with I'T monitoring tools immediately convert the monitoring alert into an
incident in the ITSM platform.

The incident is routed immediately to the IRT specializing in major incident management.
The major incident management playbook is embedded as a visual workflow within the
platform.

Automations trigger alert messages into the IRT channel on Microsoft Teams.

Meanwhile, organization-wide announcements placate employees and prevent ticket
duplication.

The integrated CMDB helps the IRT zero-in on the point of outage and deliberate with
stakeholders for a quick workaround.

The IT infrastructure team deploys engineers on-site to take the systems back online.

Once the services are back up, the IRT initiates an RCA.

It rolls out a change to fix the faulty load-balancer.

Anincident that appeared to threaten the entire business operation is remediated with an accelerated

incident response that is orchestrated within a time span of 15 minutes.

The various engineering teams heave a sigh of relief and proceed to resume their work on software

projects.

Jake is intrigued on how this whole incident tool-chain is built. He asks his friend in the IT

department who shows him how the playbook is crafted within their ITSM platform.

Details  Transition

o Report Major incident
+ Description

() Common Transition @

@ 3 BEFORE DURING AFTER
@ Analysis - Report Major inci...

RULESET @ +

Nota Major incident
Rule Set 1

v v Deploy Teams

@ InProgress Priority is Major Incident

(AND)
Need to Notify all users about the Major incident? is
Issuefixed ——p (+) Resolved Yes

Custom Functions
Post the message in all employees channel (Major
Incident)

§—— BeginReA

©  Closed

I

End

Image 5.4: A major incident response playbook visualized as a life cycle

Relying on an ITSM platform that is well-integrated into its IT management ecosystem helps

Zylker orchestrate incident response workflows swiftly. The integrated CMDB helps with a quick

impact analysis and a detailed investigation of the incident.
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Image 5.5: A business view in the CMDB that is accessible from within Microsoft Teams

The business view map helped the IRT identify which services and teams were
affected by the incident. That is how several teams in Zylker, including Jake’s, were
identified and added to an exclusive channel to communicate the incident and its
resolution.

From IT operations management to security information, event management, and
UEBA, Zylker has sorted out its monitoring landscape and placed the service
management platform at the center of its I'T operations.

Zylker is now equipped with dedicated, visual playbooks to handle the whole
spectrum of major incidents ranging from server outages to DC blackouts, from
insider threats and intrusions to malware attacks.

These incident management best practices, hoisted through a single IT console, have
helped thousands of Zylker’s employees like Jake to go about their work without
breaking into a sweat. It’s resulted in high-availability of services and contributed to
an overall resilience of the IT environment.
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Did you .
knhow??

Managing IT assets is the greatest
remote IT support challenge for IT
organizations during the pandemic.

Source:ManageEngine’s “The state of ITSM
two years into the pandemic” survey N

2022: Zylker’s IT team has weathered many a storm by now, and the
foundation of this resilient ITSM began with its ITAM strategy.

The criticality of IT asset management during the era of hybrid work can
never be higher. “The state of [TSM two years into the pandemic” survey
found that managing IT assets is the top challenge for IT teams in 2022.
Moreover, since the onset of the pandemic, companies have increasingly
procured mobile-capable IT assets to help employees work from anywhere.

While this corporate approach translates to work-life improvements for
employees like Jake, who are now empowered with the right tools to get
business done (even from the Himalayas), it’s opened up Pandora’s box for
Zylker’s IT team.
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6.1 | The status quo, that was: Circa 2019

Before the pandemic, Zylker was attuned to a very traditional approach to IT asset
management. Its IT Department relied on a disparate, standalone ITAM solution
installed on its local network. The primary goal of this solution was to keep track of
their hardware and software assets and prep themselves for IT audits.

Zylker also relied on a legacy Client Management Tool (CMT) to manage its numerous
endpoints. The endpoints comprised mostly of desktops connected to the corporate
network. The IT asset manager and the network manager were chiefly concerned about
patching operating systems, deploying the right software to end-users, and securing
the IT estate against threats.

But, this setup works only for an ITAM environment that is long gone.

6.2 | Stepping into a hybrid workspace

Zylker’s IT now deals with a complex, hybrid IT estate with critical assets like servers,
virtual machines, network components, and employee assets inside the office and a
slew of mobile workstations provisioned to remote workers outside the office.

The IT department has several major challenges in dealing with this hybrid IT

infrastructure:

1. Accounting for all their IT assets, including mobile devices.

2. Auditing the software run on these machines for compliance.

3. Securing these endpoints and monitoring them for a proactive incident response.
4. Keeping the IT asset inventory stocked up.

5. Identifying critical servers located on-premises and workstations oft-premises.
6. Managing devices provisioned to contractors.

Let’s see how Zylker engineers a best-practice ITAM framework to overcome these
challenges and adopts a UEM solution that integrates into its [ITSM platform.
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6.3 | A sure-fire strategy!

Let’s rewind and return in time just before Zylker
was about to go remote.

A few days before Zylker adopts remote work,
Divya, the IT asset manager at Zylker, decides
that her team’s first step is to discover and bring
all IT assets connected to the corporate network
into a single IT asset database.

She figures that by having the database within
their ITSM platform, she and her team can
connect incoming incident and service tickets to
their relevant assets, easing IT operations.

Zylker relies on the ITSM platform’s asset
discovery probe, installed on the host server,
to scan all the networks and domains in its
headquarters. The IT team configures different
probes for Zylker’s various offices spread across
the globe and scans all IT assets that are part of
its portfolio.

Once complete, Zylker’s asset inventory packs
all the relevant information on workstations,
servers, network components, and SNMP

devices.
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Image 6.1: The asset inventory in ServiceDesk Plus

The probe brings in every unit of information that
is part of their IT estate, including the software
installed on workstations. Now Divya and her
team, meticulous as they are, realize that some
employees may not be prudent when installing
software.

Take Jake’s workstation, for example! (Before
the pandemic)

He installs a business intelligence (BI) software
on his workstation but fails to notify his sysadmin
or request a license. The vendor of this BI tool has
a particular penchant for surprise software audits
which may result in penalties if it detects non-
compliance with software license agreements.
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Image 6.2: Tracking license compliance for a Bl software

Fortunately, Divya and her team, with their new ITSM platform, identify the license violation
beforehand and allocate a license to Jake’s workstation.

Available License(s) X

() Show licenses that has downgrade rights to 'Oracle Business Intelligence Enterprise Edition"
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Image 6.3: Allocation of available licenses

The ability to stay on top of hardware specs and The team delivers top-notch IT support to

software licenses helps Zylker sail through IT Zylker’s hybrid workforce using the two-

audits. It can now identify all IT assets under its pronged remote control capability in its ITSM

watch and even zero in on those workstations platform. IT technicians can use the local probe

running prohibited software. to remote control workstations connected to the
LAN or rely on Zoho Assist to support remote
workstations.
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Image 6.4: Remote control of IT assets

The next step for Divya and her team is to ensure their asset inventory stays up-to-date and well-
stocked to handle future demand. To replenish their IT asset store, the team configures automated
alerts to technicians whenever the inventory levels for a particular product fall below a predefined
threshold.
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Image 6.5: Asset replenishment alerts help keep the inventory updated

) Additionally, Zylker provisions IT assets to contractors who work for its digital marketing division.
The IT team tracks these assets separately using a loan registry that comprises a gist of the IT asset,
the period of the loan, and the loan expiry dates.
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Image 6.6: Loan registry to track loanable assets to contractors

With this systematic organization of its IT estate, Divya’s team positions itself on a
sure footing when it comes to IT inventory management.

Here’s a snapshot of their sure-fire ITAM strategy

Scan IT assets connected
to the corporate network

l

Associate assets to £ I hard
xtract complete hardware

incidents, requests, . .
problems, and changes and software information

l l

l

Manage software license
compliance

Configure alerts to notify
technicians on asset
replenishment

l

Loan assets to temporary
workers/ contractors

Take remote control of
workstations, located both
on-premises and remote

A smooth IT audit

Zylker has established
a strong baseline for its
IT asset management,
helping nail IT audits
without a hitch.

High-caliber

IT support {

With a unified ITSM
platform and remote
control capabilities, Jane

and her team deliver Unified ITSM
top-notch IT support

} — | Track software installations

Zylker's transition to an
ITSM platform helps
them to align ITAM to
their IT operations,
contextually

Image 6.7: Zylker’s hybrid ITAM framework
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However, the task is not complete, as there will be assets moving out of the corporate network to
remote locations. The IT team has to ensure that asset details of remote workstations stay up to date.

While the probe hosted on their corporate network cannot reach these remote workstations, the
ServiceDesk Plus ITSM platform offers a unique technique to scan these remote assets periodically.
Zylker uses a scan script that runs on these remote workstations, dispatching the hardware and
software information to the ITSM platform in the cloud.

To achieve a periodic scan of IT assets and augment Zylker’s ITAM capabilities, Divya decides to
bring another aspect of IT management into play with ITSM.

6.4 | The ITSM and UEM synergy for hybrid IT

With thousands of folks like Jake on a free run with their workstations and mobile assets, installing
the software of their liking with minimal oversight, Zylker needs an effective endpoint management
strategy that plays well with its existing ITSM platform.

Divya’s team zeroes in on a unified endpoint management solution that helps orchestrate asset
management and security best practices from their ITSM platform.

The UEM solution offers the ability to package and push scripts to Zylker’s workstations, apply
OS patches and provision software, identify vulnerabilities, configure device profiles, and encrypt
devices.

Divya’s team pushes the scan script to approximately 2000 employee workstations through the UEM

solution and sets up a recurring scan at periodic intervals. With these asset scans, Zylker’s ITAM
database always stays up to date, making IT governance and compliance a walk in the park.
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Here’s how the ITSM and UEM synergy plays out at Zylker:

L

Hybrid
ITAM

Zylker needs to
update its IT asset
database periodically
with accurate
hardware, software,
and warranty
information

Incident
management

Zylker initiates an
incident response
automatically after
the UEM solution
detects a vulnerability

.

Remote
asset scan

Zylker pushes scan
scripts to thousands
of workstations for
enabling remote
asset scan

ITSM platform <

» UEM solution

Employee
onboarding

Zylker's IT team must
provide its new
employees with laptops
and enforce BYOD
policies, as per
requirements outlined in
the onboarding request

o
Change
management

Zylker identifies a
group of workstations,
located in its
headquarters, that runs
an OS version whose
vendor announces its
end-of-life

7

Endpoint
security

The IT team monitors
every endpoint for
vulnerabilities on the
installed software,
through browser
activity, and external
devices. If it detects a
threat, it creates an
incident ticket in the
ITSM platform

Software
deployment
and MDM

The IT team deploys
the right software on
the workstations,
encrypts data, pushes
security profiles, and
enforces app restric-
tions on personal
phones used for
corporate work

Image 6.8: Leveraging the synergy of ITSM and UEM
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OS imaging
and deployment

The IT team images the
latest version of the
operating system with
some customizations and
pushes the image to the
group of workstations



Hybrid ITAM

The remote scan of IT assets, enabled
by UEM, helps Zylker with an accurate,
single source of truth of its I'T assets within
its ITSM platform.

The IT team also performs advanced
remote control operations on its end-user
devices using the UEM platform.

Employee onboarding

The IT team can perform tasks such as

device hardening, encryption, device
profile configurations, and software
deployment from within the ITSM

platform since it natively integrates into
the UEM solution.

With Zylker embracing the BYOD policy,
they also bring employee mobile devices
under management by
corporate app and data restrictions.

implementing

Tuning your ITSM to a hybrid, digital workplace: A guide for IT leaders

Incident management

Using its UEM, Zylker rolls out advanced
endpoint security measures, including
browser lockdown,
whitelisting, file

app blacklisting/
access monitoring,
vulnerability assessment, etc.

If the UEM solution detects a known
vulnerability in a workstation, it triggers
an incident ticket in the ITSM platform,
initiating an incident response playbook.

Y

Change management

Zylker identifies workstations running
operating systems that have reached EOL
using dynamic, filter-based grouping on
its ITSM platform.

It then initiates an emergency change
on the ITSM platform and upgrades the
workstations with the latest OS image
through the UEM solution.



CONCLUSION

The path ahead for
Zylker and ITSM
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Did you .

know??

two years into the pandemic” survey

Source:ManageEngine’s “The state of ITSM

Organizations that still require
most employees to work at home

are more likely to take IT seriously.

Jake has now returned to work at the headquarters
of Zylker, and he is delighted to meet his team
members in person after his work-cation!
However, a sizable portion of Zylker’s workforce
continues to work remotely at some point, and its
IT Department runs a smooth show to help them

get business done.

The way enterprises work and conduct business
faced a massive upheaval when the pandemic
struck. However, IT teams around the globe

mounted an extraordinary response to sustain
operational agility and are now steering their
enterprises towards a successful hybrid work
model.

IT organizations like Zylker’s have come to
reorient their traditional ITSM practices with
modern ITSM platforms, which have helped to
automate the routine, orchestrate IT-business
workflows, and bring their IT management within
a single pane of glass.

What's next in Zylker’s service

management strategy?

Zylker has set its eyes on improving Al and ML-
based initiatives such as virtual assistants and
intelligent automations for technician assignment,
categorization, and prioritization. Its ITSM
platform, ManageEngine ServiceDesk Plus,
offers a turnkey Al solution named Zia that can
be trained on Zylker’s service desk using data to
predict various ticketing actions.

Zylker is planning on a pilot rollout of Zia before
the end of 2022 and hopes to operationalize it as a
mainstream IT technician on standby 24x7!

Zylker’sIT department is also working to automate
change and release management processes on its
ITSM platform, and exploring hyperautomation
of its ITSM to help technicians focus on strategic
priorities and derive more business value from IT.

Zylker and Jake’s service experience journeys
move in tandem as service management maturity
across the enterprise translates into exceptional
employee experiences.
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About ServiceDesk Plus

ServiceDesk Plus is the unified service

management platform from ManageEngine,
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Did you .
know??
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Source: Forrester’s Total Economic
Impact™ of ManageEngine
ServiceDesk Plus

Forrester Research, Total Economic Impact™of ManageEngine ServiceDesk Plus

Forrester Research, The State of Service Management, 2022

54 | Tuning your ITSM to a hybrid, digital workplace: A guide for IT leaders




