Installing Vulnerability Manager
Plus on AWS

A step by step guide
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Steps to install Vulnerability Manager Plus on AWS

Login to AWS console

Select launch instance

. Select your OS

. Choose instance type

. Select VPC

. Add storage

. Tag your instance

. Configure security group

9. Review and launch

10. Connect to your instance

11. Download, install and start Vulnerability Manager Plus
12. Access Vulnerability Manager Plus server
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1. Login to AWS console and Select EC2

History fi Select EC2 fromthe options under compute S W
EC2
Console Home {©} Compute Robotics Analytics @f] Business Applications
vPC AWS RoboMaker Athena Alexa for Business
AWS Auto Scaling Lightsail 2 EMR Amazon Chime @
ECR CloudSearch WorkMail
RDS Blockct
ECS oon Blockchain Elasticsearch Service
EKS Amazon Managed Blockchain Kinesis
Vambda QuickSight &2 End User Computing
Batch . Data Pipeline WorkSpaces
Elastic Beanstalk G Satellite AWS Glue AppStream 2.0
Serverless Application Repository Ground Station MSK WorkDocs
WorkLink
[% Storage Mansgement 8. Governance @ Security, Identity, & Compliance
s AWS Organizations \AM @ Internet Of Things
EFS CloudWatch Resource Access Manager loT Core
- AWS Auto Scaling Cognito Amazon FreeRTOS |
S3 Glacier Choudfomation Secrets Manager loT 1-Click
Storage Gateway CloudTrai GuardDuty loT Analytics |
AWS Backup Config Inspector IoT Device Defender
OpsWorks Amazon Macie & IoT Device Management
Service Catalog AWS Single Sign-On loT Events
g Database Systems Manager Certificate Manager loT Greengrass |
RDS dnustsdAvisor Key Management Service loT SiteWise |
DynamoDB Managed Services CloudHSM IoT Things Graph
ElastiCache Control Tower Directory Service
Neptune AWS License Manager WAF & Shield =
A close
| = J
2. Select Launch Instance
aws Services v  Resource Groups v
EC2 Dashboard Resources ¢ Account Attributes S
Event
Tven © You are using the following Amazon EC2 resources in the US East (N. Virginia) region: Supported Platforms
fags
< 27 Running Instances 7 Elastic IPs Ec2
Reports VPC
Limits 0 Dedicated Hosts 468 Snapshots
336 Volumes 1 Load Balancers Resource ID length management
N 129 Key Pairs 397 Security Groups Console experiments
Settings

o 0 Placement Groups
Additional Information
Launch Templates Create Instance

Spot Requests Getting Started Guide

To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 instance.

Reserved Instances Documentation

Dedicated Hosts All EC2 Resources
Scheduled Instances Forums

N. Virginia) egion Pricing

Note

Capacity
Reservations

Contact Us
Service Health ¢ Scheduled Events (o
Service Status: US East (N. Virginia): AWS Marketplace
AMis
. @ US East (N. Virginia) No events Find free software trial products in the AWS Marketplace
Mot ok o i from the EC2 Launch Wizard. O try these popular AMIs
= o Us-castia Barracuda CloudGen Firewall for AWS - PAYG
Availability zone is operating normally By Barracuda Networks, Inc.
Volumes o Us-east-1b Rating bl .
St p e ——— Starting from $0.60/hr or from $4,599/yr (12% savings) for

software + AWS usage fees
Lifecycle Manager @ useastic View all Infrastructure Software
Availabilty zone is operating normally

Matillion ETL for Amazon Redshift
us-east-1d

Availability zone is operating normally By Matilion
Security Groups Rating
- us-east-Te tartinn fram €4 27Mr

o
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3. Choose AMI(OS)

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Cancel and Exit

Step 1: Choose an Amazon Machine Image (AMI)
An AML is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI provided by AWS, our user =
community, or the AWS Marketplace; or you can select one of your own AMls.

Q Search for an AMI by entering a search term e.g. "Windows" X

Search by Systems Manager parameter

Quick Start (19) 1to 19 of 19 AMIs

My AMIs (50) 4 Microsoft Windows Server 2019 Base - ami-0f38562b9d4de0dfe

Windows Microsoft Windows 2019 Datacenter edition. [English]

AWS Marketplace (3)

Community AMls (9665)

64-bit (x86)
Root device type: ebs Virtualization type: hvm ENA Enabled: Yes

& Microsoft Windows Server 2019 Base with Containers - ami-05c8fdabb4418e61c m
[JFree tier only | i ) Windows Microsoft Windows 2019 Datacenter edition with Containers. [English] 64-bit (x86)
Root device type: ebs Virtualization type: hvm ENA Enabled: Yes
Micrnsaft Windnws Sarvar 2019 with SQI Sarvar 2017 Standard - ami-NdR4fdR7ah7rR3225 e
4. Choose Instance type
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review
Step 2: Choose an Instance Type .
General purpose m5.16xlarge 64 256 EBS only Yes Yes
General purpose m5.24xlarge 96 384 EBS only Yes 25 Gigabit Yes
General purpose m5.metal 96 384 EBS only Yes 25 Gigabit Yes
General purpose m4.large 2 8 EBS only Yes Moderate Yes
[ ] General purpose m4 xlarge 4 16 EBS only Yes High Yes
General purpose m4.2xlarge 8 32 EBS only Yes High Yes
General purpose mé4.4xlarge 16 64 EBS only Yes High Yes
General purpose m4.10xlarge 40 160 EBS only Yes 10 Gigabit Yes
General purpose m4.16xlarge 64 256 EBS only Yes 25 Gigabit Yes -

Cancel Previous Next: Configure Instance Details
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5. Configure Instance (VPC)

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management — ~
role to the instance, and more.

Number of instances (j ‘1 Launch into Auto Scaling Group (i

Purchasing option (j [JRequest Spot instances

Network (i (vpc-8a492eee | ManageEngine-AWS-Marketplace %] C Create new VPC
Subnet (j [subnet-7db65357 | ManageEngine AWS Marketplace ¢] Create new subnet
227 IP Addresses available
Auto-assign Public IP (j [Use subnet setting (Enable) Q’]
Placement group (j (JAdd instance to placement group

Capacity Reservation (j [Open ¢]
Domain join directory (i [ No directory 3] c Create new directory

Cancel Previous Next: Add Storage

6. Add Storage

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about
storage options in Amazon EC2.

Volume Type Throughput Delete on
i yp Device (i Snapshot (i Size (GiB) (i Volume Type (i IOPS (i (MBIs)g ’I) Termination Encryption (i
i
snap-
Root /devisdat 0c5cc82e2ef26677b ‘30 ‘ [ General Purpose SSD (gp2) v| 100/3000 N/A Not Encrypte w

Add New Volume

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligibility and
usage restrictions.

Cancel Previous Review and Launch Next: Add Tags
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7. Tag your Instance

source Groups ~ *

narmatha.d@zohocorp.c

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 5: Add Tags

Atag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.
A copy of a tag can be applied to volumes, instances or both.

Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 resources.

Key (128 characters maximum) Value (256 characters maximum) Instances (i Volumes (i
Name ‘ |vu\nerabihty manager plus ‘ d
Add another tag (Up to 50 tags maximum)

Cancel Previous Review and Launch Next: Configure Security Group

8. Configure Security Group, review and Launch

Services v  Resource Groups v Ja\

narmatha.d@zohocorp.c

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 6: Configure Security Group

sg-ddccOead patchManagerPlus-66
sg-db8a47ab pmp pmp
sg-564b7b27 PMP DB Sec Grp Security group for pmp datal

sg-0b9d452898¢832614 RAP security RAP security

@ sg-0d4ed1fcca3f3175d vulnerability manager plus

sg-8b446df1 WebNMS WebNMS Security Group
sg-71feb70b WebNMS Security Group WebNMS Security Group
sg-bf450ec5 WebNMS Ubuntu SG WebNMS Ubuntu SG

Inbound rules for sg-0d4ed1fcca3f3175d (Selected security groups: sg-0d4ed1fcca3f3175d)

Type (i Protocol (i Port Range (i Source (i
Custom TCP Rule TCP 6364 0.0.0.0/0
Custom TCP Rule TCP 6020 0.0.0.0/0

patchManagerPluscreated 2017-08-10T14:08:42.862+05:30

base

vulnerability manager plus ports

Description (i

Cancel Previous Review an unch
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9. Connect to your Instance

Connect to your instance

Connection method @ A standalone RDP client (i)
O Session Manager (i)

You can connect to your Windows instance using a remote desktop client of your choice, and by
downloading and running the RDP shortcut file below:

Download Remote Desktop File

When prompted, connect to your instance using the following details:
Public DNS  ec2-35-153-205-86.compute-1.amazonaws.com
User name  Administrator
Password | Get Password

If you've joined your instance to a directory, you can use your directory credentials to connect to your
instance.
If you need any assistance connecting to your instance, please see our connection documentation.

Close

10. Download, Install Vulnerability Manager Plus

< > C @& manageengine.com/vulnerability-management/download.html Q % B O » o H

Products Store Partners Support | & Q
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Vulnerability Manager Plus Overview Features Demos Documents Support Get Quote

Download free, 30-day trial with All Features!

Register for Free Technical Support

Name

64-bit /320 v

Download &

Business Email«

Manager Plus

32 bit/318 MB

Phone
Service Packs & Hotfixes
Note : Read the License Agreement before downloading this software. Company
India -~

By clicking ‘Submit', you agree to processing of
personal data according to the Privacy Policy.

foset

We're Online!
How may | help you today?
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11. Start Vulnerability Manager Plus

- |

Recydle Bin
Instance Size: m4.xlarge

Availability Zone: us-east-1a

L Architecture: AMD64
Total Memory: 16 GB
Network Performance: High

EC2
Feedback

EC2
Microso...

9:55 AM
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12. Access Vulnerability Manager Plus

Lo - Remote Desktop Connection
p-¢

http://localhost

If the IP of the instance is xxxx and you wish to access the
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console fromsome other machine, then enter xxxx:6020
Signin
2
8 | lo




