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Manipulating application 
layer protocols
Mr. Gene can discretely control a 
compromised computer remotely 
by communicating with application 
layer protocols. He can insert 
malicious commands within 
existing protocol traffic to avoid 
suspicion.

Obfuscating data
In order to control compromised 
devices inconspicuously, Mr. Gene 
can use tools like FlawedAmmyy, 
which can obfuscate parts of the 
initial command and control 
handshake, to prevent detection.

Manipulating non-application 
layer protocols
Mr. Gene can communicate between 
the victim device and the Command 
and Control server using non-application 
layer protocols such as Internet Control 
Message Protocol (ICMP), as they are not 
commonly monitored, and can be used 
to conceal communication.

Gaining control through 
removable media

Misusing remote 
access software
Mr. Gene can use legitimate 
remote access and desktop 
support tools such as 
AmmyyAdmin and TeamViewer 
to establish interactive 
command over devices in the 
victim network.

Mr. Gene can gain control of 
air-gapped host systems by using 
removable media (such as USB). 
Mr. Gene can relay commands 
from one system to another 
through the removable media.

Adversaries like Mr. Gene try to gain control over compromised systems by communicating 
with them. Command and control includes the various techniques they use to establish 

dominance over the target network discretely. Here are five ways in which 
Command and Control can be established.

Command and controlCommand and control

Taking over the network
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cobalt strike

[+] established link to parent becon :  10.10.10.198
[+] host called home , sent :  12 bytes
becon> ppid  2888
[DEVELOPERS]    Jamie . Grins/6984

       Desktop 192.168.58.35@1512         Beacon 10.10.10.191@4844 

ADDRESS     00   01    02   03   04   05   06   07   08   09   0A   0B   0C   0D   0E   0F
00000000  4D   5A    90   00  03   00   00  00   04   00  00    00   FF    FF    00  00
00000010   B8   00    E0   F6   00  00   00  00   03   E4   00    00   00   00    00  00
00000020   00  00    00  00   00  00   00  00   00  00   00    00  00    00   00  00
00000030   00  00    00  00   00  00   00  00   00  00   00    00  10     01    00  00
00000040   0E   1F     BA  0E   00  B4    09  CD   21   B8   01     4C  CD    21     54   68
00000050    69   73    20   70   72   6F     67   72   61   6D   20     63   61     6E    6E   6F
00000060   74   20     62   65   20   72     75   6E   20   69   6E     20  44     4F    53   20
00000070   6D  6F     64   65   2E   0D   0D  0A  24   00   00    00 00     00  00   00
00000080   D6  52     21    E4   92   33    4F    B7  92   33    4F     B7  92      33   4F    B7
00000090   26  AF     BE   B7   9C  33    4F    B7  26   AF   BC     B7  22      33   4F    B7
000000A0   26 AF     BD   B7  8F   33    4F    B7  0C   93   88     B7  94     33   4F    B7
000000B0   01  53     4C   B6  8B    33   4F     B7  01   53    4B     B6  B6     33    4F    B7
000000C0   01  53     4A   B6  D3   33   4F     B7   9B  4B   CC    B7   93     33   4F    B7
000000D0   92 33     4E    B7   9A   31   4F     B7   9B  4B   DC    B7   B7     33   4F    B7
000000E0   2B  52    46    B6   CF   33   4F     B7   2B   52   4A     B6   91      33   4F   B7
000000F0   2B  52    B0   B7    93   33   4F     B7   2B   52   4D     B6   93      33   4F   B7
00000100    52  69    63    68    92   33   4F     B7  00  00   00    00   00    00  00  00 
00000110     50 45     00  00    4C  01   05    00  DF   7E    4A    5D   00    00  00  00
00000120    00 00    00 00     E0  00  03     01  0B   01    0E    0A   00    F8   07  00
00000130    00 A4    02  00     00 00  00    00   4F   D7    03    00   00    10  00  00
00000140    00  10   08  00    00  00  40     00  00   10    00    00   00    02   00  00
00000150    05  00   01   00    00  00  00    00   05  00    01    00   00    00   00  00
00000160   00  30   0B   00    00  04  00    00   D0  4F    00   00   02    00  00   82
00000170   00 00    10   00    00   10  00    00   00  00   10    00   00    10   00   00    
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