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What we'll 
discuss today

How attackers exploited the
Proxylogon vulnerabilities

Preventive measures to protect
against such vulnerabilities

How to check if your organization
has been compromised

Damage control in case your
organization is compromised

What zero-day vulnerabilities in
Exchange servers are
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Introduction to the
Proxylogon vulnerability

On March 2, 2021, Microsoft announced that it
had detected several vulnerabilities in
Exchange Server, the on-premises version of
its mail server and collaboration solution.

Due to a pre-authentication proxy bug,
attackers can bypass the authentication
system, masquerade as administrators, and run
commands remotely.



Why is it dangerous?
Formal name:  
CVE-2021-26855

Attack Complexity: 
LOW

1 2 3
Privileges required: 
NONE

User interaction required:
NONE

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26855


How do
attackers
exploit the
vulnerability?

Enter an organization's network by
exploiting the vulnerability.

Stage 1: Infiltrate

Install webshells that act as a
persistent backdoor access.

Stage 2: Setup

Steal data, encrypt data for
ransomware, or install malware.

Stage 3: Wreak havoc



Stage 1:
Infiltration

Attackers sneak into an
organization's network by using the
Proxylogon vulnerability, which
allows them to bypass the
authentication system.
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Cookie
format

X-BEResource=<host/fqdn>~<server_version>



Clipped
cookie

X-BEResource=<host/fqdn>~<server_version>



X-BEResource=<host/fqdn>~<server_version>
#IAmGoingToStealData

Clipped
cookie
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Stage 2:
Setup

Attackers install webshells
(malware code) that gives them a
persistent and unchecked backdoor
access to the organization's
network.



Setting up the back door
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Stage 3:
Wreak havoc

With the backdoor access in place,
attackers can take advantace of the
Remote Code Execution vulnerability  
for data theft, encrypting data for
ransomware, or install malware.
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Resource
Access

Setting up the back door
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Using ProcDump to get user credentials from LSASS memory

Using 7-zip to compress and exfiltrate data

Using Exchange PowerShell snap-ins to export mailbox data

Downloading PowerCat from GitHub and then using it to open
a connection to a remote server

Some
attacks
that
were
carried
out



What do I do?



Check for compromise

Are there 
traces of an attack
in your network?

No

Yes

Mitigation

Damage control



How to check 
if your
organization 
has been
compromised?

Scan for web shells.

Check for unusual 
user behavior.

Monitor PowerShell
activities.
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Scan for
web shells

Scan your servers for traces of web shells
that have been known to be used during
Proxylogon attacks.



Web shells
detected in
Proxylogon
attacks



Check for
unusual
user behavior

Check for unusual activities such as privilege
escalation of certain user accounts, and
immediate file or folder access.



Monitor
PowerShell 
activities

Monitor PowerShell logs and check for
suspicious tasks that might have been done.



How to prevent
a Proxylogon
attack?

Deploy Microsoft patches.

Restrict authorization of
untrusted connection.
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Deploy
Microsoft
patches.

Microsoft has released security updates for
patching. The first step would be to deploy
these updates to your organization's
servers.



Restrict
authorization
of untrusted
connection.

Restricting the authorization of any
untrusted connection prevents attackers
from using the connection to exploit the
vulnerability in the first place. 



Damage
control

Scan for web shells.

Check for unusual 
user behavior.

Monitor PowerShell
activities.
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Scan for web shells. Delete detected and 
malicious web shells.

Check for unusual 
user behavior.

De-escelate privileges and
block access to resources.

Monitor PowerShell
activities.

Identify what activity was
done to reverse the process.
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Damage
control



Deploying all patches to servers and blocking
unauthorized communication does NOT guarantee 
immunity from an attack.

PowerShell auditing requires shifting through large
volumes of generated logs which is a tedious
process, and the search functionality is limited.

Identifying escalated privileges using audit logs is
also laborious and wastes precious time.

There is no alerting system for suspicious activity, so
any malicious movement much be manually
identified, which can lead to human errors.

Why it is
not enough



AI and automation
is what you need.

Powerful search functionality to
shift through all the logs.

User and entity behavior analytics to
detect compromised user accounts.

Network traffic monitoring and
blocking malicious IPs.

Real-time threat detection, alerting,
and automated incident response.
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Time is cruicial. Every
second delayed is more
compromise and damage to
your organization.

01 02 03
Incorporating real-time
threat detection in your
network to identify attacks
will save precious time.

Automated incident
response will ensure that
the attack doesn't
propagate and lessen the
impact of the attack.

Real-time threat detection 
and incident response



How 
ManageEngine
Log360 
implements real-time
threat detection 

Detect security threats with Log360's
event log correlation engine.

Track critical activities and notify of
suspicious activity.
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How 
ManageEngine
Log360 
implements real-time  
incident response

Utilize incident workflows for
security incidents.

Conduct forensic analysis to protect
against future attacks.

1

2



The Log360 advantage

Real-time 
incident response

Threat detection using
event correlation

Integrated 
compliance

management

Exchange server and
VPN montoring

Machine-learning
based user and entity

behavior analytics



For related resources, drop a mail to:

jayreddy@manageengine.com

www.manageengine.com


