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Dynamic group membership in ADManager Plus automates the process of managing group 

memberships based on predefined rules and attributes. Unlike traditional static groups where 

administrators manually add or remove members, dynamic groups automatically update their 

membership when users' attributes change—such as department, location, job title, or any other Active 

Directory attribute. This ensures groups always contain the right members without manual intervention.

Just-in-time (JIT) access is temporary access that allows administrators to grant time-limited access to 

groups and resources. Members are automatically removed when their access period expires, 

eliminating the security risks of lingering permissions and reducing administrative overhead.

The following use cases demonstrate how these features address common organizational challenges:

Automate site-based group membership management.

Provide time-limited contractor access.

Enable temporary administrative privileges.

Organizations with multiple office locations struggle to maintain accurate site-specific groups. When 

employees relocate or travel between offices, IT teams must manually update group memberships—a 

time-consuming process prone to errors and delays that can impact access to location-specific 

resources.

What is dynamic group membership
in ADManager Plus?

What is JIT access in ADManager Plus?

Challenge:

How dynamic group membership helps:

1

Automate site-based group membership management

USE CASE 1

Automatically assigns users to site-specific groups based on their office location attribute

Updates memberships in real time when users' location information changes

Eliminates manual group management overhead and reduces errors

Ensures users always have appropriate site-based access
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Steps to configure site-based dynamic groups:

1. Log in to ADManager Plus.

2. Navigate to Management > Group Management > Group Creation.

3. Click Create Single Group.

4. Configure the group settings, such as name, scope, and type.

5. Add other required general details and go to the Group tab.

6. In the Members section:

a. Select the Dynamic Membership radio button.

b. Click the Set Rule icon.

https://www.manageengine.com/products/ad-manager/?JITusecase


3

Outcome:

Site-specific groups remain accurate and up-to-date automatically, ensuring users always have

appropriate location-based access while eliminating manual maintenance tasks.

7. Configure the membership conditions based on your requirements. Customize the objects and

     rules according to your requirement. 

8. For location-based groups, set the following rule: 

a. Office attribute equals [location name].

b. Click Save.

9. Repeat this process to create groups for each office location. Users will automatically be added to

     or removed from these groups when their Office attribute changes.

10. Once you have configured all other group settings, click Create.

This dynamic group membership ensures that as users update their office location (or as administrators

update it for them), they will automatically gain access to location-specific resources without

manual intervention.
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Contractors and temporary workers often require access to specific resources for limited periods. IT 

teams struggle to track and remove these temporary permissions, leading to security vulnerabilities 

from dormant accounts with active permissions.

Challenge:

How temporary group access helps:

Steps to find users and groups with DCSync capabilities:

Provide time-limited contractor access

USE CASE 2

Grants group membership for a predefined duration

Automatically removes access when the period expires

Provides visibility into all temporary access assignments

Creates audit trails for compliance requirements

1. Log in to ADManager Plus.

2. Navigate to Management > Group Management > Group Creation.

3. Click Create Single Group.

4. Configure the group settings, add other required general details, and go to the Group tab.
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5. In the Members section:

a. Select the Direct Membership radio button.

b. You can either add and remove members manually or import them from a CSV.

6. Click the Revert Duration button or use the drop-down under the Set Revert Duration column to

      configure temporary access.

a. Select the contractor's user account.

b. Set duration: 5 days.

7. Click Apply and OK.

8. Once you have configured all other group settings, click Create.
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The contractor will:

Gain immediate access to group resources.

Receive notifications before access expires (configurable).

Be automatically removed after five days.

Outcome:

Contractors receive necessary access for their engagement period without the risk of lingering

permissions, improving security posture and compliance.

1. Regular review:
Schedule monthly reviews of dynamic group rules and temporary access logs.

2. Notification setup:
Configure alerts for high-privilege temporary access grants.

3. Attribute hygiene:
Ensure user attributes are accurate for effective dynamic grouping.

4. Access justification:
Require business justification for all temporary access requests.

5. Integration:
Connect with ticketing systems for automated temporary access workflows.

Best practices and recommendations
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ADManager Plus is an identity governance and administration (IGA) solution that 
simplifies identity management, ensures security and improves compliance. With 
ADManager Plus, manage the user life cycle from provisioning to deprovisioning, run 
access certification campaigns, orchestrate identity management across enterprise 
applications and protect data on your enterprise platforms with regular backups. Use 
over 200 reports to gain valuable insights into identities and their access rights. 
Improve the efficiency of your IGA operations with workflows, automations and 
role-based access control policies. ADManager Plus' Android and iOS applications 
help with on-the-go AD and Entra ID management.

For more information about ADManager Plus, visit 
manageengine.com/products/ad-manager/.
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