
THE STATE OF 
ENDPOINT IN 2024
FOR GOVERNMENT AND FEDERAL INDUSTRY

https://www.manageengine.com/products/desktop-central/?utm_source=fed-survey-report


Disclaimer:

This Material is provided for informational purposes only and should not be considered as legal advice for any 

compliance. ManageEngine makes no warranties, express, implied, or statutory, and assumes no responsibility or 

liability as to the information in this Material. You may not copy, reproduce, distribute, publish, display, perform, 

modify, create derivative works, transmit, or in anyway exploit the Material without ManageEngine’s express 

written permission. The ManageEngine logo and all other MangeEngine marks are registered trademarks of Zoho 

Corporation Pvt. Ltd. Any other names of software products or companies referred to in this Material, and not 

expressly mentioned herein, are the trademarks of their respective owners. Names and characters used in this 

Material are either the products of the author’s imagination or used in a fictitious manner. Any resemblance to 

actual people, living or dead, is purely coincidental.

Introduction
In the 2024 Q1, we conducted a global survey to understand the pulse of IT professionals and 

make sense of the challenges and priorities in the endpoint management and security space. 

With an attempt to derive contextual value, we focused on specific IT challenges faced by 

over 400 respondents from multiple industry verticals. This report dives into the key findings, 

unique concerns, and priorities of the public and government IT sector.

We aim to provide valuable insights for government IT professionals and security decision-

makers. This report can help you:
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Align your agency’s endpoint security positioning against industry trends.

Identify areas for improvement in your endpoint management strategy.

Make informed decisions about endpoint security solutions for your agency.
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Profile of respondents
Sector  Government/Public

Current role in organization:

35% 
System/network 
administrator

2% 
IT architect4% 

Security specialist

33% 
IT manager/IT 
director

24% 
IT support specialist

2% CXO 
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Base of operations:

2% 

2% 2% 

21% 64% 
9% 

Africa

Asia Pacific

Central America

Europe

Middle East

North America

2%

9%

2%

21%

2%

64%
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Size of the company (number of employees):

35% 
Micro 
(less than 100) 

46% 
Medium
 (251 to 2500)

4% 
Enterprise-level
(more than 10,000)

30% 
Small 
(101 to 250)

9% 
Large 
(2501 to 10,000)
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Endpoint Management
We found that Return-on-investment played a key role among Government IT with cost factor 

and feature variety reigning the top deciding factors for buying endpoint management tools. 

This highlights the importance of trimming down costs and consolidating multiple endpoint 

management vendors to maximize efficiency while keeping IT lean. Among the features, asset 

management and remote control occupied top spots, emphasizing the need for IT visibility 

while catering to a distributed workforce.

Major factor(s) influencing buying decisions for Endpoint 

Management and Security tools (multi-select):

70%  
Cost factor

64% 
User-friendliness

25%  
Positive reviews

23%  
Integration 
capabilities

30% 
Customer support75%  

Feature variety
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Areas that matter the most to organizations using endpoint 
management solution(s) | multi-select

Asset management

Remote control and 
troubleshooting

Actionable reports 
and auditing

Software & app 
distribution

OS imaging and 
deployment

Compliance to 
regulations

84%

84%

49%

78%

39%

45%
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Endpoint operations
Are you completely aware of all operating systems, configurations, 

applications, and endpoints in your network?

How do you ensure that the applications in your endpoints are 

up-to-date?

58%Yes

15%No

23%Partially aware

4%Not Applicable

11%

8%

31%

50%
Manual updates by IT staff

Automated updates through a software

Done by external vendors

Self-update by employees
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Compliance and Security
Compliance mandates like NIST, ISO and HIPAA were high up on the priority list (no surprise 

there) followed by CIS, GDPR and PCI DSS. When it came to endpoint security, patching and 

threat detection narrowly edged out vulnerability remediation and data loss prevention.

Primary compliances that organizations are required to comply 
with (multi-select)

5% CCPA 12% GDPR

14% CIS

7% CMMC 33% HIPAA

5% COBIT 30% ISO

2% COPPA 49% NIST

7% FedRAMP 16% PCI DSS

2% FERPA 5% SOX
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9% FISMA
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Top aspect of endpoint protection that matter the most
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Threat detection & prevention 65%

Browser security
42%

Patch management 69%

Application control
46%

Vulnerability remediation 62%

Data encryption & leak prevention
62%
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About Endpoint Central
The report is a compilation of a survey conducted by ManageEngine Endpoint Central. 

Endpoint Central is a Unified Endpoint Management solution and Endpoint Protection Platform 

that manages and secures today’s digital workplace across diverse device types and OSs. It 

offers end-to-end device life cycle management, consolidated with security capabilities like 

attack surface management, threat detection and response and compliance. Robust remote 

troubleshooting, self-service capabilities and proactive analytics help reduce downtime and 

improve the overall end-user experience. Available both on-premises and as a SaaS solution, 

Endpoint Central is used by more than 25,000 enterprises globally, fitting perfectly into their 

existing IT infrastructures and enabling interoperability.

VISIT ENDPOINT CENTRAL TRY IT FOR FREE

Follow us on

Find us on

sales@manageengine.com | +1-925-924-9500
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42%

69%

46%

62%
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