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In today's complex threat landscape, it has become a necessity for all organizations to 

use an incident detection system to identify threats, security incidents and breaches, 

instantly. However, attack patterns are constantly evolving, and even large-scale organi-

zations with sophisticated incident detection systems in place, are susceptible to securi-

ty attacks. An example of this is the Equifax data breach in September 2017, which com-

promised 143 million people's personal data. It is thus equally important to be prepared 

and have an e�cient incident response system in place, too.

Incident forensics is the first step of any response strategy. Network logs are among the 

richest sources of evidence available when you wish to conduct a forensic analysis. A 

SIEM solution allows you to search through massive volumes of log data as part of your 

forensic exercise. This guide highlights how you can leverage a SIEM solution to perform 

e�cient investigations, and the best practices to be followed to ensure that you have a 

robust incident forensics system in place. 

The importance of log forensics

1. Audit what's important.

When configuring log sources for your SIEM solution, it is important to ensure that you 

collect just the essential log information. Select the types of logs which you believe are 

important from an auditing or security perspective. This way, you can ensure that you 

have the right information to search through in case of an investigation, and nothing 

more or less. If you collect irrelevant logs, such as debug level logs, you could end up 

with way too much information to go through when you wish to search your log data. If 

you miss out on collecting logs that may not be immediately important, but could be 

required in future investigations, you may have gaps in your investigation. 

How you can do this: As a thumb rule, include all log data that detail network users and 

their actions, and logs of relevant severity levels such as errors, critical, and warning logs. 

Eliminate any that provide very low level information. You can control what logs your 

SIEM collects by configuring the logging services appropriately on your log sources, and 

by making use of any additional filters provided by the SIEM solution.

Log forensics with SIEM: Best practices
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2. Store log data securely and select an appropriate archival period.

Your log search may be compromised if the logs have been damaged or modified in any 

way. So any solution you use to manage the data should be able to store the data in a 

secure, tamper free manner. Further, since logs occupy massive amounts of space, you 

will have to occasionally delete certain logs, so be careful with when and what data you 

delete.

Apart from security, this is important from a legal perspective as well. Log archival prac-

tices are usually dictated by regulatory bodies through standard compliance policies. In 

case of a data breach or other security attack, if you do not have the necessary logs to 

present as evidence, or you are not able to prove the data is genuine, it could have seri-

ous repercussions on your company in terms of monetary cost and reputation.

How you can do this: Select a minimum retention period based on the compliance poli-

cies applicable to your industry and country. If you have the resources to retain it for a 

longer duration, select the longer duration, as it is better to be safe than sorry. Also, make 

sure that your SIEM solution can store your log data securely and in a tamper free 

manner, using methods such as encryption and time stamping.

3. When investigating an incident, begin with what you know.

Now that you have established you have the necessary data to search from, next comes 

the task of actually digging through it to investigate an incident and discover its cause. 

You typically have millions of logs and you would need to select an initial subset which 

can give you more information about an incident. If you are confused about how to start 

questioning your log data, a simple method is to make sure you collect all the informa-

tion already known about the attack, so you can form an initial search query based on 

this knowledge. 

How you can do this: Ask questions to determine what you know about the incident: Do 

you know the timeframe when it occurred? Do you know a set of devices that were defi-

nitely breached? Do you know any specific entity involved, such as an IP address, or 

user? Adjust the time window of your search and create your initial query with these 

known parameters. Be as specific as possible so that the initial set of logs you get to work 

with contain a good number of valid logs. Ensure your SIEM solution allows you to create 

complex search queries and group criteria as needed.
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4. Review results at each stage and narrow down the information as needed.

Conduct your searches in an orderly manner so that you can get answers quickly and 

e�ciently. When you get an initial set of logs, review the search report and start making 

interpretations to further guide your search. Keep narrowing down the information by 

adding new parameters, or running new searches based on the facts you uncover. Con-

tinue this systematically until you have a full picture of how and when an attack hap-

pened, who was responsible, all the network devices that were compromised, etc.

How you can do this: In your initial log data set, look at the values for log fields other 

than the ones you used to search with. For instance, if you started with all the logs for 

Device A for a period of 2 days, look at all the users who were active on the device. If you 

identify any user who shouldn't have had access to the device, narrow down the search 

to all logs pertaining to this user. Review all activities performed by the user. Next, run a 

new search for logs pertaining to this user on all devices, and identify how the user 

gained access to the device, and if they attacked any other devices. You now know who 

caused the incident, what exactly the user did, and how they did it. Ensure your SIEM 

solution allows you to easily review and filter your search results.

5. Create an incident report and save the pattern as an alert.

Finally, once an investigation is complete, create an incident report that outlines all the 

information you have uncovered, so it can be presented to those required. If the incident 

is part of a legal investigation, the report can be filed as evidence. Further, since you have 

now discovered an attack pattern that breached your network, set up an alert based on 

it so that you are immediately notified about it if it occurs again in the future.

How you can do this: Make sure your SIEM solution allows you to export the search 

results and save the pattern identified as an alert profile.
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Incident forensics made easy with Log360 

ManageEngine Log360 consists of a powerful log search module, to help you con-

duct your forensic analyses. You can use flexible options like wildcard characters and 

range searches, to create your search queries.  The search engine retrieves the infor-

mation you require extremely fast from your logs. Two search modes are provided:

Another useful feature is the click-based search option, which allows you to quickly 

drill down your search results by clicking on particular log fields, seeing its various 

values in your search results, and filtering the results by selecting a particular value. 

The module thus helps you quickly and easily discover how, when, and from where 

an incident occurred, and who is responsible.

Once you identify an attack pattern, you can save the information in an alert profile, 

so you are notified when similar incidents occur in the future. This helps you enhance 

your internal threat knowledge. The log forensics module also allows you to export 

or save the search results, which you can use as your incident report. 

The basic search mode allows you to construct a search query from scratch, by 

simply typing it into the search box.

The advanced search mode provides you with a useful interface to build your 

search query, by selecting the log fields, creating groups of criteria, and selecting 

the necessary logical operators.
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About Log360

Log360  is  a  unified  SIEM  solution  with  integrated  DLP  and  CASB  capabilities  that  detects,
prioritizes,investigates  and  responds  to  security  threats. Vigil  IQ,  the  solution's  TDIR 
module,  combines  threat  intelligence,  ML-based  anomaly  detection  and  rule-based  attack 
detection  techniques  to  detect  sophisticated  attacks,  and  it  offers  an  incident 
management  console  for  effectively  remediating  detected  threats.

Log360  provides  holistic  security  visibility  across  on-premises,  cloud  and  hybrid  networks 
with  its  intuitive and advanced security analytics and monitoring capabilities.

For  more  information  about  Log360,  visit  manageengine.com/log-management/ and 
follow  the  LinkedIn page for regular updates.

About ManageEngine

ManageEngine  is  the  enterprise  IT  management  division  of  Zoho  Corporation, catering  to  a  wide
range  of  organizations, MSPs  and  MSSPs. Established  and  emerging   enterprises—including  9  of
every  10  Fortune  100  organizations—rely  on  ManageEngine's  real-time  IT  management  tools  to
ensure  optimal  performance  of  their  IT  infrastructure, including  networks, servers, applications,
endpoints  and  more. ManageEngine  has  offices  worldwide, including  in  the  United  States, the
United  Arab  Emirates, the  Netherlands, India, Colombia, Mexico, Brazil, Singapore, Japan, China,
Australia  and  the  United  Kingdom  as  well  as  200+ global  partners  to  help  organizations  tightly
align their business and IT.
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