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Introduction

ADAudit Plus instantly starts to audit activities upon providing Domain Admin credentials. If you do not
want to provide Domain Admin credentials, follow the steps laid out in this guide to set-up the service

account to have only the least privileges required for auditing your environment.

Note: If you want to configure multiple domains in ADAudit Plus, we recommend creating separate

service accounts for each individual domain.

1. New user, group, and GPO creation

1.1 Create a new user

e Log in to your Domain Controller with Domain Admin privileges—Open Active Directory
Users and Computers—Right click on your domain— New—User— Name the user

as "ADAudit Plus".

1.2 Create a new group

e Log in to your Domain Controller with Domain Admin privileges — Open Active Directory
Users and Computers — Right click on your domain— New — Group — Name the group

as "ADAudit Plus Permission Group".

® Add all the audited computers as members of the "ADAudit Plus Permission Group":
Right click on the "ADAudit Plus Permission Group"— Properties— Members— Add all the

Domain Controllers, Windows servers and workstations that you wish to audit.

1.3 Create a new domain level GPO and link it to all the
audited computers

Since configuring permissions on individual computers is an elaborate process, a domain level

GPO s created and applied on all monitored computers.

® |Log in to your Domain Controller with Domain Admin privileges.

® Create a new domain level GPO:
Open the Group Policy Management Console— Right click on your domain — Create a GPO

in this domain and link it here —&Name the GPO as "ADAudit Plus Permission GPO"

® Remove Apply group policy permission for Authenticated Users group:
Click on the "ADAudit Plus Permission GPO"— Navigate to the right panel, click on the
Delegation tab —Advanced — Click on Authenticated Users— Remove the Apply group

policy permission.
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® Add the "ADAudit Plus Permission Group" to the security filter settings of the

"ADAudit Plus Permission GPO":

Open the Group Policy Management Console — Domain— Select the "ADAudit Plus

Permission GPO"— Navigate to the right panel, click on the Delegation tab —+Advanced —

Add "ADAudit Plus Permission Group".
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2. Privileges/permissions required for event log collection

Leam sbout access control and permissions

For special pemissions or advanced settings,
click Advanced

2.1 Grant the user the Manage auditing and security log right

The Manage auditing and security log right allows the user to define object level auditing.

e Log in to your Domain Controller with Domain Admin privileges —Open the Group Policy

Management Console — Right click on the "ADAudit Plus Permission GPO" — Edit.

® Inthe Group Policy Management Editor - Computer Configuration — Policies —-Windows

Settings— Security Settings —Local Policies — User Rights Assignment.

® Navigate to the right panel, right click on Manage auditing and security log—Properties —

Add the "ADAudit Plus" user.
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2.2 Make the user a

member of the Event Log Readers group

Members of the event log readers group will be able to read the event logs of all the audited computers.

® For Domain Controllers:

Log in to your Domain Controller with Domain Admin privileges — Open Active Directory

Users and Computers — Builtin Container — Navigate to the right panel, right click on

Event Log Readers —Properties -Members — Add the "ADAudit Plus" user.

=
=

File Action View Help

a2

fOXBe= HE 1k

Active Directory Users and Computers

TE%R

b [ Saved Queries
4 4 adap.internal.com

b [ 5138
alou-rename
AcidOU
ADAP_Dontdelete
AutoTest]

Datn Tars

cr v
IBEEB

Builtin
Computers
d80d7361-8390-4612-fbe-ab2efec7223c
Data Security

deng test container

Demain Controllers

DohlotDelcte

EMC Celerra

File Server Workshop

File Servers

CLEEEBCROLDE @

ForeignSecurityPrincipals
GPLinkTest

GPOtest

kesh-test

Keys

LAPS

LostAndFound

Managed Service Accounts

E

OtherlanguageUsers
OU - ADAP
poli

P T T TYT T TTTTYTTYTTTTYYY T
B EDDEDEE

~

T Active Directory Users and Computers [ADAP-DC3.adap ~ || Name

Type Description

52, Access Control Assistance Operators Security Group... Members of this group ...

#, Account Operators Security Group... Members can administe...

2, Administrators Security Group... Administrators have co...

82, Backup Operators Security Group... Backup Operators can o...

2 Bruce ADAUdit User

82, Certificate Service DCOM Access Security Group... Members of this group ...

82, Cryptographic Operators Security Group... Members are authorized...

@ Nicteibrtod COM e Security Group...  Members are allowed to...
| B Event Log Readers Security Grou Members of this group ...
|| &, Guests Event Log Readers Properties i - he same ac...

2, Hyper-v 4 — his group ..

S ususks | Object | Securty | Attrbute Editor | b used byl..

2, Incoring| General Members | MemberOf | ManagedBy | | thisgroup ..

2, Network T his group c...

82, Performa his group ..

82, pertorma Name Active Directary Dlmain Services Fod: ~ i,

it ~dap wtemal comDootDeiste | grovp

B petetesty | | wiapap.ciUSTERT adap intemal.com/Computers ‘

82, Pre-Wind 1% ADAP-CLUSTER2 adap intemal com/Computers ompatibilit...

52, Print Ope| 1 ADAP-MS1 adap intemal com/Computers administe...

52 RDS Endpl 2, adapuser adap intemal.com/Dolot Delete group run...

#2,RDS Man 1% ADAP-WINS adap intemal com/Computers group can...

52 RDS Rem ST adap intemal.com/CompLters group ena...

82 Remote ] &, ADAudR Plus ajap i:ama: com/D —_ e e

25 duaLuLpLs adap intemal.com/DoNotDelete 2

8 Remote 1 admwstpmr ada; intemal com/Users his group ..

8 Replicato 1 ADMP-WINDOWS7 adap intemal.com/Computers Eplicalon....

8, Sec groug L, Analytics_1 adap intemal com/DoNot Delete

82, Server Op| 2, anahytics 2 adap intemal com/DoNot Delete = administe...
+ || 8 Terminal (l b o 1 T his group ..

31 || 82 users L . ented fro...
[ Add. | [ Remove |
[ ok ][ Cancel |[ Mmy |[ rep

www.adauditplus.com


https://www.manageengine.com/products/active-directory-audit/?source=ServiceAccount

® For other computers (Windows servers and workstations):
a. Log in to your Domain Controller with Domain Admin privileges — Open the Group Policy

Management Console — Right click on the "ADAudit Plus Permission GPO" — Edit.

b. In the Group Policy Management Editor— Computer Configuration — Preferences —
Control Panel Settings —Right click on Local Users and Groups —New —Local Group —

Select Event Log Readers group under group name —Add the "ADAudit Plus" user.
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Note: To read the event logs, you also need to grant the "ADAudit Plus" user Read permission over

HKLM\SYSTEM\CurrentControlSet\Services\Eventlog\Security.

® Loginto your Domain Controller with Domain Admin privileges — Open the Group Policy

Management Console — Right click on the "ADAudit Plus Permission GPO" — Edit.

® |n the Group Policy Management Editor — Computer Configuration —Policies —Windows

Settings — Security Settings — Right-click Registry — Add Key.

® |nthe Select Registry Key Window, navigate to MACHINE — SYSTEM — CurrentControlSet
— Services — EventLog —Security — Click OK — Grant Read permission to

"ADAudit Plus" user — Click Apply.

e Inthe Add Object window, select Configure this key then — Replace existing permissions on

all subkeys with inheritable permissions— Click OK.
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3. Privileges/permissions required for automatic audit
policy and object level auditing configuration

3.1 Privileges/permissions required for Domain Controller

auditing configuration

Granting the service account the following privileges/permissions, allows ADAudit Plus to

automatially configure the required audit policy and object level auditing settings in your

environment. ADAudit Plus does this by pushing the required settings via GPO, to the group which

contains all the monitored computers.

® Log in to your Domain Controller with Domain Admin privileges — Open the Group Policy

Management Console — click on Default Domain Controllers Policy — Navigate to the right

panel, click on the Delegation tab — Add the ADAudit Plus User — Provide permission

to Edit settings.
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3.2 Privileges/permissions required for member server, workstation,
and file server auditing configuration

3.2.1 Make the user a member of the Group Policy Creator Owners group

® Log in to your Domain Controller with Domain Admin privileges — Open Active Directory

Users and Computers — Click on Users — Navigate to the right panel, right click on Group

Policy Creator Owners group —Add the "ADAudit Plus" user as a member.
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3.2.2 Grant the user, group management permissions

® Log in to your Domain Controller with Domain Admin privileges — Open Active Directory

User and Computers. Click on View and ensure that Advanced Features is enabled.

This will display the advanced security settings for selected objects in Active Directory

Users and Computers.

® Right-click Users — Properties —Security — Advanced —Permissions —Add — In the

Permissions Entry for Users window, Select a principal: ADAudit Plus user — Type: Allow

— Applies to: This object and all descendant objects — Select permissions: Create Group

objects and Delete Group objects.

Note: Use Clear all to remove all permissions and properties before selecting the

mentioned permissions.
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® From the Active Directory User and Computers console — Right-click Users —Properties
— Security — Advanced — Permissions —Add — In the Permission Entry for Users
window — Select a principal: ADAudit Plus user — Type: Allow — Applies to: Descendant

Group objects — Select property: Write Members.

Note: Use Clear all to remove all permissions and properties before selecting the mentioned property.
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4. Privileges/permissions required for file server auditing

4.1 Make the user a member of the Power Users group
Members of the Power Users group will be able to discover shares residing on Windows file servers.

® Logintoyour Domain Controller with Domain Admin privileges —+Open the Group Policy

Management Console — Right click on the "ADAudit Plus Permission GPO" —Edit.

e Inthe Group Policy Management Editor —Computer Configuration — Preferences

Control Panel Settings —Right click on Local Users and Groups —Add Local Group.

® |nthe New Local Group Properties wizard, select Update under Action —Select Power

Users group under group name —Add the "ADAudit Plus" user.
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4.2 Grant the user Read permission on all audited shares
There are two ways to grant the user Read permission on all the audited shares-

® Make the user a Member of the Local Administrators group.
a. Login to any computer with Domain Admin privileges —Open MMC console — File —»
Add/Remove Snap-in —Select Local Users and Groups —Add —Another computer —

Add target computer

b. Select target computer— Open Local Users and Groups — Select Groups — Right click

on administrators — Properties —Add "ADAudit Plus" user.

c. Repeat the above steps for every audited Windows file server/cluster.
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& Local Users and Groups (Local) ‘

Userc

| Groups

Description A
M Access Control Assist., Members of this group can remot...
#¥ Administrators
Administrators Properties _
General ‘
} Administrators
w3
Description: ’
Members: E
[ . ADAP\abishek m
| € ADAP\ADAu Plus
52, ADAP\Domain Admins
& Agministrator
&“ darkknight
%3 5-1-5:21-992173265572275416-1555582462-267420
Changes to a user's group membership
are not effective until the next time the
user logs on.
2

® Grant the user both Share and NTFS, Read permission on every audited share.

a. Login to any computer with Domain Admin privileges —-Open MMC console — File —

Add/Remove Snap-in —Select Shared Folders —Add —Another computer —

Add target computer

b. Select target computer —Select share —Right click —Properties —Security —

Edit —-Add the "ADAudit Plus" user —Provide both Share and NTFS, Read permission.

c. Repeat the above steps for every audited share.

File  Action

e nEEc= HE

View

Consolel - [Console Root\Shares (Local)]

Favorites Window Help

| Consnle Ront

b @ Shares (Local)

Share Mame  Folder Path Type # Client Connections  Description
& ADMINS  C:\Windows Windows 0 Remote Admin
550 CS c Windows 0 Default share
| Certnroll  C:\Windows\syste.. Windows 0 Active Directory Certific...
= PCY Test Properties
[ ManageEn... C:\Program Files\... | - .
1 NETLOGON  CAWindows\SYSV... Publish | Share Pemissions
M fodut  CADindi Groum or ser names
3| Sarath Ci\Sarath
s )i R ADAud Plus (ADAUG Plus @adap intemal com)
] sarathshare  CA\sarsthshare
s am Cveryone
] sathizshare  CA\sathizshare
5| Share Test  C:\Share Test
& SMITH_TE... C:ASMITH_TEST_M...
& sysvoL CAWindows\SYSV...
] Test C:\DFSRoots\Test
& test12 Ci\testS\testOhtest12 Permissions for ADAudit Plus Allow Deny
] test3 Citestlhtest3 Full Control O ]
2] testd C\test]\testd Mhanne O O
] tests Ci\tests Read O
] testf CivtestSitestf
] test62 CitestS\testO\tests
] test Ci\testS\test?
] testy CiitestS\testd
e GUSOMetiet Leam about access control and pemissions
& testq CitestS\testtitestq
] testt CiitestS\testt
= OK | [ cancel | [ Aoply
| testtd Ciitesttd
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4.3 Grant the user DCOM and WMI permissions

Note: DCOM and WMI permissions are needed for file cluster auditing and WMI mode of

event collection, respectively.

® Granting DCOM permission:

a. Log in to any computer with Domain Admin privileges —Open Component Services —

Connect to target computer —Right click on target computer — Properties —COM Security.

b. Navigate to Launch and Activation Permissions — Edit Limits — Security Limits —

Add the "ADAudit Plus" user and grant the following permissions:

Local Launch
Remote Launch
Local Activation

Remote Activation.

c. Repeat the steps for every audited computer.

.

%. File Action View Window Help

e 2@ XE 6| BE L

(22 Console Root ;

4 (8. Component Services "&
4 Compouters My

> & My Computer Computer
b 3] Event Viewer (Local)

b 44 Services (Local)

Component Services

My Computer Properties
Genel |  Options | Defout Properties
Defautt Protocols COM Security MSDTC

Access Permissions

You may edit who is allowed default access to applications. You ma)
also set limits on applications that detemine their own

- O X

Launch and Activation Permission

Securty Limits

Group or user names

Caution: Modifying access permissions can affect the abilty
1\, of applications to start, connect, function and/or un
securely.

82 Everyone
[=5A11 APPIICATION PACKAGFS
2. ADAudit Plus (ADAudt Plus@adap intemal.com)
H2, Administrators (ADAP-MS 1\Administrators)
1 Log Users (ADAP-MS1\Perfomance Log Use ¥

m >

[ Edtlmts.. | | EdtDefaut..

< 1] >

Launch and Activation Pemissions

You may edit who is allowed by defaut to launch appiications or
activate objects. You may also set limits on applications that
determine their own pemmissions

Caution: Modifying launch and activation pemissions can
0\, affect the abilty of applications to start, connect, function
= and/orrun securely.

EdtUmts. | [ EdtDefaut..

Leam more about settin

Pemissions for ADAudt Plus Alow Deny
Local Launch I O
Remote Launch v ]
Local Activation v |
Remote Activation v O
o |

Granting WMI permission:

2 INZ
Windows Server 2012 H

a. Log in to any computer with Domain Admin privileges— Run wmimgmt.msc — Right click on

WMI Control (Local) — Connect to target computer.

b. Right click on WMI Control (target computer)— Properties — Security —+Root —-CIMV2 —

Security —Add the "ADAudit Plus" user and grant the following permissions:

Execute Methods
Enable Account
Remote Enable

c. Click OK.
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ﬁ ‘wmimgmt - [Console Root\WMI Control (Local)]
% File Action View Favorites Window Help

s oEBE B

1 Consale Root

& WMI Control (Local) 1@ Windows Management Instrumentation (WMI)

Configures and controls the Windows Management Instrumentation (WMI) service,

WMI Control (Local) Properties ? X

General | Backup/Restore  Securiy | Advanced

Namespace navigation allows you to set namespace speciic securty.

B4 Root ~
7] Accesslogging
5|1 ADFS Security for ROOT\CIMV2 x
214 Aoov
7 {1 cimMvz Secuity
= o
53 DEFAULT Group or user names:
5-[1) directory & ADAudE Plus (adaudéplus @adapworkshop.com)
5-4) Hardvare BE Atherticated Users
512 Interop SRLOCAL SERVICE
]—%p ;venh;(ylngg\ng S8 NETWORK SERVICE
£ Micros (ADAPWORKSHOP’
5-{4) Microsoft ActiveDirectory L
-4 Microsoft Dfs
51} Mirosch DNS Remove
-4 mste
111 PFH Y, P ADAud Plus Alow Deny
bt s <=
Hull Write [} ] ‘
Partial Wite O O
oK Cancel Aonly
I Provider Wt 0 |
Enable Accourt O
Remote Enable O v
For special pemmissions or advanced settings,
click Advanced. Adyaneed
ok |[ Caneed | [ Aoy |

d. Navigate to +Root—+RSOP—Computer— Security—Add the "ADAudit Plus" user and

grant the following permissions:
Execute Methods
Enable Account
Remote Enable

e. Click OK.

B! Bl

File Action View Favorites Window Help

@« nm E|EEE

(21 Console Root

i WM Control (Local) 0 Windows Management Instrumentation (WMI)

General Backup/Restore  Securty = Advanced

igation allows you to set speciic securty

InventoryLogging ~
Microsoft

Microsoft ActiveDirectory

MicrosoftDfs

Microsoft DNS

msdtc

PEH

Policy

RSOP

| SECURITY

) SecurtyCenter2
ServiceModel

) StandardCimv2
subsorintion

g

OK Cancel Apply

f. Repeat the steps for every audited computer.

Configures and controls the Windows Management Instrumentation (WMI) service.

Security for ROGT\RSOP\Computer

Securty

Group or user names:

& ADAudt Plus (sdaudtplus@adapworkshop com)

5§ Autherticated Users
88 LOCAL SERVICE

82 NETWORK SERVICE
-}

(ADAPWORKSHOP'

Permissions for ADAudt Plus
Execute Methods
Ful Wite
Patial Wite
Provider Write
Enable Accourt
Remote Enable

For special pemissions or advanced settings,

click Advanced.

Add...

Cancel

|

2
>

joooooo|g

Aoply

1
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Note: If multiple computers are audited, you may prefer automating the above process by running a

script through Group Policy. Please contact support@adauditplus.com for more details.

4.4 Grant the user read permission over the c$ share
(\\server_name\C$%):

Note: Read permission over C$ share (\\server_name\C$) is needed to access NetApp C-Mode log files.

5. Other privileges/permissions required

® Grant the user Read permission over the SYSVOL folder:

Read permission over the SYSVOL folder is needed for GPO Settings change auditing.

Note: By default, all Authenticated Users have read permission over the sysvol folder, if the
"ADAudit Plus" user does not, the Read permission has to be provided by following the

steps listed below.

Navigate to the sysvol folder (C:\Windows\SYSVOL\sysvol) — Right click = Properties—
Sharing— Advanced sharing — Permissions— Add the "ADAudit Plus" user— Provide

Share Read permission.

Permissions for SYSVOL X

Share Permissions

Group or user names:

a ADAudit Plus adauditplus @adapworkshop.com)
£2 Everyone

SR Autherticated Users

82 Administrators (ADAPWORKSHOP\Administrators)

=

Pemissions for ADAudit Plus Allow Deny
Full Control ] ]
Change ] ]
Read |
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® Grant the user Full control over the product installation folder:

Full control over the product installation folder is needed for ADAudit Plus to write in

the database.

a. Log in to the computer where ADAudit Plus is installed with Domain Admin privileges
Locate the product installation folder — Right click — Properties — Security — Edit —Add the

"ADAudit Plus" user and provide full control.

Grant the user Full control over ADAudit Plus' archive folder:
Full control over the archive folder is needed for storing and retrieving archived data from

the database.

Note: By default, the Archive folder is stored in the installation folder (<Installation_folder>\

ManageEngine\ADAudit Plus\arhcive). If the Archive folder is saved elsewhere, NTFS Full control

permission needs to be provided by following the steps listed below.

a. To find out the location of the Archive Folder: Open ADAudit Plus— Admin — Archive Events

— Scroll down to see the location.

ADAudit Plus Home Reports File Audit Server Audit Alerts Configuration dmin Support

b v Account Logon 40.0KB (0%) %0 0.0 bytes

Alert Me
) /| Local Logon-Logoff 48.0KB (0% %0 0.0 bytes
Domain Settings Y

Technicians Network Policy Server 32.0KB (0%) 20 0.0 bytes

Schedule Reports
OU Management

Custom Reports
Diskspacearalysis Domain Policy Changes 40.0KB (0%
Exclude User Accounts Printer Auditing
Business Hours
System Startup Shutdown 32.0KB (0%)
Configuration -

Alerts/Reports User Active Hours

Archive Events User Modification

Restore Archived Events
Imported Ev/Evix Logs 704.0 KB (0%) %0 0.0 bytes
Search Archived Events (73
Import EvVt/Evtx Logs
SIEM Integration (3
Archive Folder C:\Program Files (x86)\ManageEngine\ADAudit P!
GerieralSEtings . v C:\Program Files (x86)\ManageEngine\ADAudit PlL
Personalize

Connection

b. Log in to target computer with Domain Admin privileges —Locate the folder —Right click
on the folder— Properties — Security — Edit — Add the ADAudit Plus User — Provide NTFS

Full control permission.

Grant the user Full control over all ADAudit Plus Scheduled Reports folders:
Full control over a Scheduled Reports folder is needed for saving the scheduled report in the

specified location.

Note: By default, the Schedule Reports folder is stored in the installation folder (<Installation_folder>\

ManageEngine\ADAudit Plus). If the Schedule Reports folder is saved elsewhere, NTFS Full control

permission needs to be provided by following the steps listed below.
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a. To find out the location of a Scheduled Reports Folder: Open ADAudit Plus —Admin

Schedule Reports —+Modify Schedule Report — Scroll down to see the location.

b. Log in to target computer with Domain Admin privileges —Locate the folder —Right click
on folder — Properties —Security —Edit —Add the ADAudit Plus User — Provide NTFS

Full control permission.

c. Repeat the steps on all Schedule Reports folders.

e Grant the user Read and Execute permission over all ADAudit Plus' Alert Script folders:
Read and Execute permissions on a alert script folder is needed for executing script files

once an alert gets triggered.

Note: By default, the Alert Scripts folder is stored in the installation folder (<Installation_folder>\
ManageEngine\ADAudit Plus). If the Alerts Script folder is saved elsewhere, NTFS Read and Execute

permission needs to be provided by following the steps listed below.

a. To find out the location of a Folder: Open ADAudit Plus — Configuration— Modify Alert

Profile — Scroll down to see the location.

b. Log in to target computer with Domain Admin privileges — Locate the folder — Right click
on folder — Properties — Security — Edit — Add the ADAudit Plus User — Provide NTFS

Read and Execute permissions.

c. Repeat the steps on all Alert Script folders.

® Grant the user DCOM and WMI permissions:
DCOM and WMI permissions are needed for WMI mode of event collection and for RSoP data
to be shown for Domain Controllers, Windows member servers and workstations.

a. To grant the user DCOM and WMI permissions, follow these steps.
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