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1. Overview
Why do | need to install an agent?

ADAudit Plus collects security information from configured computers on your network including
domain controllers, file servers, Windows servers, and workstations. In case of larger networks
that operate across wide area network (WAN) connections, deploying a client-side agent not only

smooths out data collection, but also reduces bandwidth utilization considerably.

Even without an installed agent, log collection from domain controllers happens in real time;
however, for file servers and Windows servers, real-time data collection can only be enabled by
installing a client-side software agent. That said, neglecting to install an agent will not hinder

ADAudit Plus' functionality.

The agent can be installed on the following types of machines:

1. Direct access

2. Persistent and non-persistent virtual desktop infrastructure (VDI)
3. Linked Clone and Full Clone VDI in virtual machine (VM)

4. Azure Virtual Desktop

When do | need to configure a NAT device?
To deploy ADAudit Plus securely over the internet, you can configure a network address
translation (NAT) device to act as an intermediary between the client-side agent and the ADAudit

Plus server.

2. Installation prerequisites

Please ensure that the following criteria are met to allow smooth installation of the agent on the

target machine.

2.1 Supported operating systems
Windows Server operating systems

® Windows Server 2022
® Windows Server 2019
® Windows Server 2016
® Windows Server 2012 R2
® Windows Server 2012
® Windows Server 2008 R2
® Windows Server 2008
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Windows operating systems

® Windows 11

® Windows 10

® Windows 8.1

® Windows 8

® Microsoft to Windows 7 (EOLed by Microsoft)
e Windows Vista (EOLed by Microsoft)

2.2. Ports that need to be open

Agent to server communication

Purpose
1. Sending audit data from agent to server.
2. Syncing agent running status with server.

3. Pulling all configurations periodically (every 60 minutes) from server.

Port to be opened Protocol Destination Direction

The port used by HTTPS Monitored computers Outbound
ADAudit Plus needs
to be opened.

To find the port used

by ADAudit Plus, log in to
the ADAudit Plus console,
navigate to the Admin tab >
General Settings >
Connection > NAT.

® |f you have not
configured a NAT device
between the ADAudit
Plus agent and server,
you can find the port
number adjacent to the
Central server field.
(by default, ADAudit Plus
uses port number 8555
for agent to server
communication).

® |f you have configured
a NAT device between the
ADAudit Plus agent and
server, you can find the
port number adjacent to
the NAT Device field.



https://www.manageengine.com/products/active-directory-audit/?source=Agentguide

ManageEngin@
ADAudit Plus

Server to agent communication

Purpose

1. Automatically installing, uninstalling, and upgrading agent via product.

2. Syncing server configuration with agent when the agent has not communicated with the server
for more than 2 hours. Communication between agent to server is checked once every 30 minutes.

3. Immediately notifying the agent of the following actions: Global exclude configuration changes,
event collection schedule time and run-now changes, product port and protocol changes,

enable/disable of servers, and more.

Note: Agent synchronizes server configurations by HTTPS communication, if HTTPS
fails then the server attempts to sync all configurations with agent via RPC.

Dynamic ports
(49152- 65535) and
135

RPC Monitored computers

Inbound

2.3. Privileges required

Make sure that the ADAudit Plus service account (the ADAudit Plus service account is the
AD account used while configuring a domain in ADAudit Plus) is a member of the Domain Admins

group so that ADAudit Plus can perform the following actions automatically:

1. Install, uninstall or update the agent

2. Start or stop the agent

3. Sync properties across the server and the agent

If you do not wish to use Domain Admin credentials, you can still perform the above tasks manually.

& DownloadNow  Jumpto License M> Jobs

ADAudit Plus )

Add Domain Details

Domain Name

/] Authentication
nonymous login is used wher

Domain User Name: @

Domain Password:

Click here to discover Domain Controllers

(Pop-up image and alt text on clicking 'service account')

ain Setting
+ Add Workgroup Server
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2.4 Disk space requirements

Ensure there is a minimum of 2 GB of free disk space. This will allow the agent to save upto 2 GB
of event data when it is unable to forward data to server. Event collection will stop once the 2 GB
limit is reached. You can configure this setting in the product by navigating to Admin > Agent

settings > Event Data Settings > Maximum size of EventData directory.

2.5 Windows .NET Framework

The installation requires Windows .NET Framework version 4.5 or higher on the client machine.

By default, .NET Framework version 4.5 or higher is included with Windows Server 2012 or
higher, as well as workstations running Windows 8 or higher. If you're running one of these

operating systems, you can proceed with step 3: installing the agent.

If you're running an older version of Windows, keep in mind that .NET Framework version 4.5 or
higher can be installed on the following operating systems: Windows 7, Windows Vista, Windows
Server 2008 R2 SP1, and Windows Server 2008 SP2.

You can check the .NET Framework version installed on a computer by opening Command
Prompt, navigating to \%windir%\Microsoft. NET\FrameWork, and then going to the directory
with the latest version number. Once in the directory with the latest version number, run the

command .\MSBuild.exe -version.

Microsoft (R) Build Engine version 4.7.3056.0
[Microsoft .NET Framework, version 4.0.30319.42000]
Copyright (C) Microsoft Corporation. All rights reserved.
4.7.3056.0

The last line after the copyright information is the Windows .NET Framework version installed on

the computer.

2.6 Remcom.exe

ADAudit Plus uses remcom.exe and remcomsvc.exe for installing and uninstalling the agent. To
ensure unhindered functioning of ADAudit Plus, you need to add the remcom.exe file to the
exception list of your antivirus software in the ADAudit Plus server and remcom.svc.exe file to the
exception list of your antivirus software in the target computers in which the agent is to be

installed.
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3. Agent installation
3.1 Installing the agent via ADAudit Plus' Ul

Now that you have your environment set up to meet the installation prerequisites, you can install

the agent on a target machine right from within ADAudit Plus' user interface as shown below:

Jumpto License !'3 Jobs rd e -

ADAudit Plus )

Home Reports File Audit Server Audit Analytics Alerts Configuration Admin Support Q O
& Server AuditReports v  Local Logon-Logoff v File Integrity Monitoring v Printer Auditing + [ Custom Reports B
Configured Server(s) -

Member Server Configuration
Member Servers

Workstations Domain  adapworkshop.com v *
Event Subscriptions ) . )
Configured Member Server(s) Audit Policy:Success
File Integrity
Print Server
Workgroup Servers o3 @ @ i [2 ®Runnow A-7 1-10f1 25+ v Filter
Automatic Configuration
2 Install Agent EVENT
EileliptezntyMonitorine 2 2o Uninstall gent SME FETCH TIMESTAMP OF  LAST SCHEDULE
. ACTIONS INTERVAL LAST EVENT RUN AT STATUS
USB Storage Auditing » &4 Relnstall Agent
Printer Auditing » b P Upgrade Agent Every 2 Aug 10,2020 Sep 15,2020 Error - The RPC server is.. [3
= Delet hours 4 11:01:40 AM 01:13:57 PM [Run
AD LDS Auditing » o Delete Now]
ADFS Auditing >
1-10f1 254
Powershell Auditing >

We recommend installing the agent using ADAudit Plus; if the installation fails on any computer,
ADAudit Plus automatically retries installing the agent every 30 minutes for up to 10 failed

attempts.

Please note that the service account used while configuring your domain in ADAudit Plus has to
be a member of the Domain Admins group in order for the application to install the agent on a
client.

If you do not want want to provide Domain Admin credentials, follow the steps in the next section

(3.2) to install the agent manually.

Note:
® Reboot of server is not required after agent installation.
e Agent installation/uninstallation can be retried in case it fails, the maximum number of retries

can be configured from the Agent Settings tab found under the Admin page in the product.
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License  #3 Jjobs 7 O~

i ADAudit Plus )

Dashboard  Reports  FleAudt  SeverAudt | Anayics | Ales  Configuration Search.. & Domain Sectings
Administration > Agent Notification Settings

Aertme e =

Domain Settings Communlcation setting

Technicans
7] Server Configuration

Noty Ifthe connection doesn't exstfrom agentto the serverfor over  2Hours v @

Toggerslentaterthe | 2Hous v from previous alert (St the connection doesnit xist)
7] Werkstation Configuration

Notiy If he connection doesn't exit from agentto the serverforover 48 Hours v @
Toggerslenaerte  12fous v from previous alert(Stilthe connection doesnit exist)

Suspend alert for

Disabled Server Deleted server

7] Noty, If he firstime profie fecch not happened after the agent instalation.

Service settin
SIEM Integration o

Alert/Report Settings 7] start agent service automaticaly If service stopped
Agent setings

Agent Install Settings

7] Auto-rfresh configuration page when agent installation or uninstallation n progress @

Retry agent install/uninstall attempts 20 @
Agent Securlty Settings
agent to server Allow only with the agents that support token validation]
7] Allow the agent to forward data without authenticaton [ should be performed for Data Transfer requests]

Orgacesey o agesosener ommnicatn 1t =ao

Event Data Settings

S oo vens per eques fomcne age: 1000 (-]

3.2 Installing the agent manually

3.2.1 Server name, port, protocol, and org access key used by ADAudit Plus

To find the server name, port, and protocol used by ADAudit Plus, log in to the ADAudit Plus
console, navigate to the Admin tab > General Settings > Connection > NAT.
® |f you have not configured a NAT device between the ADAudit Plus agent and server, you can
find the details adjacent to the Central server field. (by default, ADAudit Plus uses port

number 8555 for agent to server communication).

® |f you have configured a NAT device between the ADAudit Plus agent and server, you can
find the details adjacent to the NAT Device field.

Jumpto License M* Jobs ? o -

ADAudit Plus ) Dashboard Reports File Audit Server Audit Analytics Alerts Configuration Admin Support Q, Search.. £} Domain Settings

JumpTo.

To find the org access key used by ADAudit Plus, log in to the ADAudit Plus console, navigate to
the Admin tab > Configuration > Agent Settings > Agent Security Settings > Org access key for

agent to server communication.
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) Liense A5 Joos ? O~
fii ADAudit Plus

Dashboard  Reports  FleAudit  SeverAudit  Analytics  Alers  Configuration Support Search ) Domain Settings
Administration ~  Agent Notification Settings

Aertme Agene 5

Domain Settings Communlcation setting.

Technicians

Server Configuration
Logon Settings
T —— Notify If the connection doesn't exist from agent to the server forover  2Hours v @
Custom Reports Toggerslenatierthe | 2Hours | v from previous alert (St the connection doesn't exist )
Disk space analysis
Workstation Configuration

Exclude User Accounts e
Business Hours Notify If the connection doesn't exist from agent to the server forover 48 Hours v @

Togger sleratierthe | 12Hours | v from previous alert (St the connection doesn't exist )
Cont >
RS Suspend alert for
Archive Events Disabled Server Deleted server

Restore Archived Evens
I — Noty, I the first-ime profiefetch not happened after the agent instalation ()
Import Evi/Evex Logs

SIEM Integration Service settings

AleruReport Settings tart agent senvice automatcaly, I service stopped @

Agent Settings

Personalize Auto-refresh configuration page when agent installation or uninstallation in progress (D
Connection
PR
Org access key for agent to server 1d41tad 9 5 @

3.2.2 Installing the agent via Group Policy:
1. Create an MST file

MST files are used by administrators to customize the behavior of an existing MSl file (MSl is an

installer package file format used by Windows).

An MST file needs to be created using the ORCA tool, which is available under Windows SDK

Components for Windows Installer Developers.

i. Open the ORCA tool > File > Open > Select the file- ADAuditPlusAgent-x86.msi or
ADAuditPlusAgent-x64.msi
Note:
The above files can be found under <ADAudit Plus installation directory>\webapps\
adap\agent. If the target computer is running a 32-bit OS, choose ADAuditPlusAgent-x86.msi.
If the target computer is running a 64-bit OS, choose ADAuditPlusAgent-x64.msi.

ii. Click on the Transform menu > Select New Transform > Navigate to the panel on the left,

select Registry > Enter appropriate values for the fields—ServerName, ServerlP, Build, Protocol,
Port, OrgAccessKey, and ServerFQDN.

Here, ServerName refers to the name of the server where ADAudit Plus/NAT device is hosted.
ServerlP refers to the IP address of the server where ADAudit Plus/NAT device is hosted.

Build refers to the build number of your ADAudit Plus installation.

The build number is a 4 digit number that can be found by clicking on the license button located

on the top right corner of your ADAudit Plus console.
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Protocol refers to the protocol used for agent to server communication (HTTPS by default).
Port refers to the port number used for agent to server communication (8555 by default).
OrgAccessKey refers to the key used for agent to server communication

(unique to each organization).

ServerFQDN refers to the FQDN of the server where ADAudit Plus/NAT device is hosted.
For example, if ADAudit Plus is hosted on a DC named adap-dc2 in the adap.internal.com

domain, the ServerFQDN is adap-dc2.adap.internal.com.

Note
To find the ServerName, Port, Protocol, and OrgAccessKey used by ADAudit Plus, click here.

Registry R.. Key Name. Value
_278A97BAAC2D4B3EAA2CSCT136220D13 2 tVers... User. a c C_278497BAAC204836A42C5C1138220D13
“Ag0C 050 2 ablef True C_ABOCEB2FAFSDADBSASOBEASB3ETC2050
i 2 False C_F1208885584F425CBEADDESFADBA21EE
on 2 false C_01C69DIDAZIDAT6EBI36B3I2BIIASEA2
0A436108260A4GBAI4EAICBTE2460ADD 2 8555 C_0A43610B260A465A4EAICETE2460ADD
0C83034966834382A6183A95BFA40439 2 [OBJECT GUID] C_0C83034966434382A5183A95BFA40439
E 2 False C_2AFB80ADASDOAFSAASODESAFSDEFTA,
K DS7F6FFS1 2 adauditplus-de C_2DIDAIDAFAOBAER2BBI6SCCDSTFOFFST
2ETBTOGESE17046FBA8BECIBIA3018CE 2 127001 C_2E1BT06EGE17446FB43B6COBBA3018CE
2F02E95TFA154577BIFIEEBOTT4DIT99 2 [DOMAIN_1D) C_2F02E957FA1545T7BIFIEE69T74D3799
37FB61018C50452DATOT3CICI35C348 2 ServerName C_37FB51018C50452DATOTICICI35Ca34B
39BFOSOF436643CAQCOTEBBA2A4001A 2 hitps C_39BF50FA36648CAS0CI1EBBA2AM001A
P 2 I her false C_4AE83198B6134CBB3CTDB3094BEICT
53072D4E91DC4934B0E3ECIFCBSDBEST 2 AgentAuthiD [AGENTAUTHENTICATIONID] C_53072D4€91DCA92400E3ECIFCBDBERT
B4CEASICCFIACSBATIBOAC2DISBDFDE 2 IsEnabled [ ENABLE] C_ B4CEASICCF3ACSATIBOACDTSBIF,
E 2 C 1 C_7ACSDISDE363443BBAIEAASSTOFASDAS
8DOA183B2ACEACERIBITICTEOTI3CEA9 2 NATPort [NAT_PORT] C_8DIA133B2ACEACEIBITTCTEDTICEAD
Z996AC04703C 2 1PDC false C_996ACOUTORCE41A18D181ES22FE8A23E
9D1FF702433CA440A28430B6F 5282624 2 1000 C_OD1FF702433CA440A2043DBEFB282824
K 2 7060 C__OFE8FO64789DABAAAST62DB32067BAAL
ATFCAESGETFBADSSBC3SF3IATBBO4FAS 2 Software\ManageEngine\ADAP AgentUID () C_ATFCAESGETFBADS6BCISFI3ATBBO4FA3
ATTAAIAOBFSAAFASATES COTEFGBBE50A 2 Software\ManageEngine\ADAP OrgAccessKey ADCFI -E3D2080298.. C_ 976FEBB650A
K 2 Agentld [AGENT_ID] C_C21926E5A25841BCADB3BMED22E943E
CamssC 2 MachineType [MACHINE_TYPE] C_CaBSSCEEOEFEAGBFAYIDEDEAS4BA205C
CCDB1FOD6AA74B6AO43215FCF2DAA3DF 2 False C_CCDB1FOD6AA7ABEACA3215FCF2DAA3DF
D21F7508A5D24579B3CAGTT43FT30408 2 Protocol hitps C_D21F7508A5D24579B3CAGTTA3F 730408
Da23AEAC 2 2 C_DA23AEAC3T34TEBAIEAT2B30AAAIEA3
K 2 so ValidateSsL Certificate [VALIDATE SSL._CERTIFICATE] C_D697218D1AB1420EA3CIORO35A41926
D7AAD33708324766820CEFFIT426ETES 2 s Port 2444 C_D7AAD3370832476632DCBFF17428E1E8
0819736950 54 2 so LogFileld [LOG_FILE_ID] C_DBIF36FIS0CA2BOAEGS12E91FIECEA
EECB3FATIIDDABSOABIFO2114TFA03 2 [NAT SER NAME] C_EECBIFATIIDDAGSOABIFO2T14TFAS03
rs F360BOBESB69460DIBFA3S8245495TDF 2 Software\ManageEngine\ADAP ServerFODN adauditplus-de.adap.com C__F360B9BESB69460DIBFA3SE245495TDF
ODECAttribute FBFF34409E574210936229434F 738580 2 Software\ManageEngine\ADAP NATProtocol hitps C_FBFF3A09E574210936229434F 738580
ODBCDataource
CDrive

Patch

PatchPackage

Progld

Property

PublishComponent

RadioButton

Reglocator

&
Registry - 33 rows Value - Localizable[0], Nullable

iii. Click the Transform tab > Select Generate Transform > Name the transformation file as
ADAP.mst and Save it.

iv. Copy the following 2 files into a new folder-
a. ADAuditPlusAgent-x86.msi or ADAuditPlusAgent-x64.msi
Note:
The above files can be found under <ADAudit Plus installation directory>\webapps\
adap\agent. For 32-bit installations choose ADAuditPlusAgent-x86.msi and for 64-bit
installations choose ADAuditPlusAgent-x64.msi.
b. ADAP.mst (the file generated using the ORCA tool)

v. Right-click the newly created folder, go to Share with > Specific people > Type Domain

Computers in the search box > Provide Read permission > Click Share.
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2. Install the agent via Group Policy

i. Log in to any computer that has the Group Policy Management Console (GPMC) with
Domain Admin credentials > Open the GPMC > Create a new GPO named
'ADAuditPlusAgent' > Link this GPO to the audited computers.

ii. Right-click ADAuditPlusAgent GPO and select Edit > Computer Configuration > Policies >
Software Settings > Right-click Software Installation > New > Package > In the dialog box,
type the full Universal Naming Convention (UNC) path of the ADAP MSI file.

Note:
For 32-bit installations type the full UNC of ADAuditPlusAgent-x86.msi and for 64-bit
installations type the full UNC of ADAuditPlusAgent-x64.msi.

For example, in the dialog box, enter:
\\Server_name\Shared_folder\ADAuditPlusAgent-x64.msi

Here, Server_name refers to the name of the server on which the file resides.
Shared_folder refers to the folder created under step 4.1.1 iv.

Note:

Ensure that you enter the full UNC path as opposed to the local/network path.

iii. In the Deploy Software pop-up, select Advanced > Modifications > Add > Type the full
Universal Naming Convention (UNC) path of the ADAP MST file.
Note:
Again, ensure that you enter the full UNC path as opposed to the local/network path.

Once the computers restart, the ADAudit Plus agent will get automatically installed.
Note:

Reboot of server is not required after agent installation.


https://www.manageengine.com/products/active-directory-audit/?source=Agentguide

ManageEngin@

ADAudit Plus

3.2.3 Installing the agent by running the MSI file on client computers

Provide the below arguments while installing the agent:

Server name: The name of the server where ADAudit Plus/NAT device is hosted.
Port: The port number used for agent to server communication (8555 by default).
Protocol: The protocol used for agent to server communication (HTTPS by default).
OrgAccessKey refers to the key used for agent to server communication

(unique to each organization).

Note:
To find the ServerName, Port, Protocol, and OrgAccessKey used by ADAudit Plus, click here.

5
ADaAuditPlus Agent Configuration Setup 3

ADAudItPIus Agent Configuration Setup

Servertame:

|adauditplus.com

PortMumber:
|8555

ProtocalHT TR/HT TPS/RPC:
[HTTP3

Orghccessiey:
|aeaeaeaﬁ-f21 4-4003-5f53-06fd5b2da26E

Cancel < Back

Note:

Reboot of server is not required after agent installation.

3.2.4 Installing the agent via command line

On the target computer, open an elevated Command Prompt (right-click Command Prompt and

select Run as administrator), and execute the below command:

msiexec /i "MSI file location” PROTOCOL=HTTPS PORT=8444 SERVERNAME=adap-dc2
SERVERFQDN=adap-dc2.adap.internal.com SERVERIP=192.168.225.33 OrgAccessKey=
ADCFDA98-8FDD-45E4-90BC-E3D20B029870 /q

Copy MSI files from this location, <Installation_folder>\webapps\adap\agent, and save it on the
target computer. Add the MSI file location (on the target computer) in the command above.
Note:

Choose the appropriate MSI based on the OS version on your client computer.

For 32-bit versions: ADAuditPlusAgent-x86.msi

For 64-bit versions: ADAuditPlusAgent-x64.msi

10
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Here, ServerName refers to the name of the server where ADAudit Plus/NAT device is hosted.
ServerlP refers to the IP address of the server where ADAudit Plus/NAT device is hosted.
Protocol refers to the protocol used for agent to server communication (HTTPS by default).
Port refers to the port number used for agent to server communication (8555 by default).
OrgAccessKey refers to the key used for agent to server communication

(unique to each organization).

ServerFQDN refers to the FQDN of the server where ADAudit Plus/NAT device is hosted.

For example, if ADAudit Plus is hosted on a DC named adap-dc2 in the adap.internal.com

domain, the ServerFQDN is adap-dc2.adap.internal.com.

Note:
To find the ServerName, Port, Protocol, and OrgAccessKey used by ADAudit Plus, click here.

Note:

Reboot of server is not required after agent installation.

3.2.5 Installing the agent via Desktop Central
1. Create an MSI package:

MSIl is an installer package file format used by Windows.

i. Log in to the Desktop Central console as an administrator.

ii. Click Software Deployment > Packages > Add Package > Select Windows from the drop-down.

iii. Beside Package Name, enter ADAudit Plus Agent or any other name of your choice.
Beside Package Type, select MSI/MSP.
Beside License Type, select Commercial from the drop-down.

Beside Location installable, select From Shared Folder.
iv. Install the package, using either one of these methods-
iv (a) Install package by using MST file

® Create an MST file. MST files are used by administrators to customize the behavior of an

existing MSl file (MSl is an installer package file format used by Windows). An MST file needs

to be created using the ORCA tool, which is available under Windows SDK Components

for Windows Installer Developers.

11
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e Open the ORCA tool > File > Open > Select the file- ADAuditPlusAgent-x86.msi or
ADAuditPlusAgent-x64.msi
Note:
The above files can be found under <ADAudit Plus installation directory>\webapps\
adap\agent. If the target computer is running a 32-bit OS choose ADAuditPlusAgent
-x86.msi and if it is running a 64-bit OS choose ADAuditPlusAgent-x64.msi.

e Click the Transform menu > Select New Transform > Navigate to the panel on the left,
select Registry > Enter appropriate values for the fields—ServerName, ServerlP, Build,

Protocol, Port, OrgAccessKey, and ServerFQDN.

Here, ServerName refers to the name of the server where ADAudit Plus/NAT device is hosted.
ServerlP refers to the IP address of the server where ADAudit Plus/NAT device is hosted.
Build refers to the build number of your ADAudit Plus installation.

The build number is a 4 digit number that can be found by clicking on the license button located
on the top right corner of your ADAudit Plus console.

Protocol refers to the protocol used for agent to server communication (HTTPS by default).
Port refers to the port number used for agent to server communication (8555 by default).
OrgAccessKey refers to the key used for agent to server communication

(unique to each organization).

ServerFQDN refers to the FQDN of the server where ADAudit Plus/NAT device is hosted.

For example, if ADAudit Plus is hosted on a DC named adap-dc2 in the adap.internal.com

domain, the ServerFQDN is adap-dc2.adap.internal.com.

Note:
To find the ServerName, Port, Protocol, and OrgAccessKey used by ADAudit Plus, click here.

e Click the Transform tab > Generate Transform > Name the transformation

file and click Save.

12
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DEE 2B “=B o F

Tables ~ R Key Name Value ent
Driocator _278497BAACADABEAA2CSC113B220D13 2 tVers... User q CiProgram C_2TBA9TBAAC204BIEAL2CSCT138220D13
DuplicateFile _ASDCEB2FAFSDADE9ASIBEAS8387C2050 2 ollections  True _ABO 050
Environment _F1208B85584F428CBEADDESFAD8A1EE 2 Software\ManageEngine\ADAPSessionb... SMStatus False C_F12083B5584F428CBEADDESFADBA21EE

D1CB9DIDA29D416EBI368332B33ASEA2 2 Software\ManageEngine\ADAP IsPrintlistener false C_01C69DIDA2IDA16EBI36E332BIASEA2
K 8762450ADD 2 Software\ManageEngine\ADAP AgentPort 8555 C_0A43610B26DA4S6A0EAICETE2450ADD
Extension DCE3D349668343B2A61B8ASBFA0430 2 Software\ManageEngine\ADAP AgentGuid [OBIECT_GUID] C_0CE3D34966834382A6188AI5BFA40439
Feature E 2 False C_2AF6B0ADASDOAFSAASODESAFSDEFTA.
Featt s g 2 Software\ManageEngine\ADAP Serverame adauditplus-d C_2DIDA4DAFAORAER2BBIESCCDSTFEFFS1
File 2E1BT0ESE17445FB4BBECABBAI1BCE 2 Software\ManageEngine\ADAP ServerlP 127001 C_2E1B706EGE17445FB4BBECEBEAI01BCE
FileSFPCatalog _2FO2EI5TFATSASTTBIFIEER9774D3799 2 Software\ManageEngine\ADAP Domainid [DOMAIN D] C_2FO2E95TFA1545T7BIF3EEG9T74D3799
Font 37FB61018C50452DATOT3CIC1ISCEI4B 2 L ServerMame C_37FBS1018C59452DATO73CT C135C834B.
Icon 30BFOSOF436648CAICOTEBBAZAAD0IA 2 ttps C_39BFI50F436643CAI0COTEBBA2AM001A
IniFile C4AEB8198B6134CB8B3CDA03004BEICT 2 Software\ManageEngine\ADAP 1sGPOWatcher false C_4AE8819836134CE8B3CT DEO3004BEICT
IniLocator 53072D4E91DCA493480E3ECFCBSDBEBT 2 Software\ManageEngine\ADAP AgentAuthiD [AGENTAUTHENTICATIONID] - E91DCA93430E3EC3FCBSDBRRT
InstallExecuteSequence BH4CEASICCF3AC5ATIBOAC2DTSBDFDE 2 Software\ManageEngine\ADAP IsEnabled 1S ENABLE] C_BA4CEASICCFIACSBATIBOAC2DTSEDF.
k 79FASD) 2 C 3IProductConnect C_7ACODOSDAI6344BBATEAASSTOFASDAL
Isolated “eDoATae; CTEDTI3CEAD 2 Software\ManageEngine\ADAP NATPort [NAT_PORT] C_8D9A183B2ACEACERBITICTEOTI3CEAT
LaunchCondition 006ACO4703CE4TATBD181E922FEBA23E 2 Software\ManageEngine\ADAP 1sPDC false C_996ACO4703CE41A18D181E920FEBA23E
ListBox OD1FF702433C4440A2843DBEF 282824 2 1000 C_OD1FF702433C4440A2843DBSFE262B24
ListView K 2 Build 7060 C_OFE8BF04789D4BAAAG162DB32067BAAS
LockPermissions ATFCAESBETFBADS6BCISFI3ATEBE4F4Z 2 Software\ManageEngine\ADAP AgentUID )] C_ATFCAEQGETFAOS6BC35FI3ATBB6AFA3
MIME ATTAAQAOBFSAUFABATES COTEFEBE650A 2 Software\ManageEngine\ADAP OrgAccessKey ADCFDASS-GFDD-45E4-0BC-E3D2080298... C_ATTAOAOBFSAFABATESCOTEFEBAES0A
Media 2192665425641 BCADB3B04ED226948E 2 Software\ManageEngine\ADAP Agentid [AGENT D] C_C21926E5A25841BCADB38MED22E0ASE
ModuleComponents. C8B55CEEOEFEASBFAYIDEDEAYBAZ05C 2 Software\ManageEngine\ADAP MachineType [MACHINE_TYPE] C_CaB5SCOEOEFEASBFALIDEDEAGABAZ0SC
ModuleSiqnature CCDB1FOD6A474BEA%4321SFCF2DAA3DF 2 False C_CCDB1FOD6AATABGAS43215FCFADAAIDF
Movefile D21F7508ASD24579BECAGT743F 730408, 2 Software\ManageEngine\ADAP Protocol hitps C_D21F7508A5D24579B8C AGTTA3FT30408.
MsiAssembly DA23AEACITIOATEBAIEAT2EISAAATEA 2 C_DA23AEAC3TIOATSBAIEAT26I0AAAIET
N 830035441926 2 lidateSSL Certificats [VALIDATE_SSL_CERTIFICATE] C_D697218D1AB1420EASCEIOF035A41926
tal N FF17428E ES 2 Software\ManageEngine\ADAP Port m C_D7AAD3370B30476682DCAFF1T428E1E8
MsiDigitalSiqnature _DB19F36FIS0CA2BIAEGS12601FIIECH 2 Software\ManageEngine\ADAP LogFileld [LOG_FILE_ID] C_DB19F36FIS0CA2BOAESS 12E91FIIECHA
MsiFileHash EECB3FAT79DDAGSOA4BIF021 147FAQ03 2 [NAT SER NAME] C_EECB3FATI9DDAGSOA4BIFO2114TFAD3
MsiPatchHeaders _F360B9BEOBSO460DIBFA35E245495TDF 2 Software\ManageEngine\ADAP ServerFODN [
ODBCAttribute _FBFF34409E574210936229434F 738580 2 Software\ManageEngine\ADAP NATProtocol hitps C_FBFF34409E574210936229434F 738580
ODBCDatasource
ODBCDriver
ODBCSourceAttribute
ODBCTranslator
Patch
PatchPackage
Progld
rty
PublishComponent
RadioButton
RegLocator
RemoveFile N
RemovelniFile
RemoveRegistry.
ReserveCost
SFPCatalog
SelfReq
ServiceControl
Servicelnstall
Shortut
Signature
TextStyle
Typelib
Ullext
Upgrade
jerb
_Validation
_VsdLaunchCondition
Tables: 88 Registry - 33 rows Value - Localizable[0], Nullable:

e Click Browse and select the MSI| and MST files.

e Click Add Package.

ManageEngm?
Desktop Central 10

Home

Configurations

Patch Mgmt

Software Deployment

Inventory

OS Deployment

Mobile Device Mgmt  Tools

Reports

Admin

& JumptoSDP  License Build Version:10.0.430 Q

Support

Enter Package Details
Package Name* : ADAuditPlus Agent
Package Type ® MSI/MsP EXE/APPX/MSIEXEC/MSU
License Type* Commercial -

Locate installable ® From Shared Folder From Local Computer

Configure Network Share to locate the installables or add your own shared path

Installation Uninstallation Advanced Settings @ Real world scenarios for pre/post activities o
Installation Details
MSI/MSP File Name * \\BALA-4924\Agent Installation\ADAud  Browse
> Pre-Deployment Activities + [Example : "\nw Computer\shares\AcroRead.msi"] Switches are not required for msi files.
MST File Name \BALA-4924\Agent Installation\ADAud  Browse
»  Post-Deployment Activities +

MS1/MSP Properties for installation

Disable Uninstall option in Add/Remove Programs

Add Package Cancel
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iv (b) Install the package by using installation properties
® Beside MSI/MSP Properties for installation, enter the following command:
SERVERNAME="adap-dcl" PORT="8081" PROTOCOL="https"
SERVERFQDN="adap-dcl.adap.internal.com" SERVERIP="172.21.9.20"

msiexec /i "MSI file location” PROTOCOL=HTTPS PORT=8444 SERVERNAME=adap-dc2
SERVERFQDN=adap-dc2.adap.internal.com SERVERIP=192.168.225.33
OrgAccessKkey=ADCFDA98-8FDD-45E4-90BC-E3D20B029870 /q

Here, ServerName refers to the name of the server where ADAudit Plus/NAT device is hosted.
ServerlP refers to the IP address of the server where ADAudit Plus/NAT device is hosted.
Protocol refers to the protocol used for agent to server communication (HTTPS by default).
Port refers to the port number used for agent to server communication (8555 by default).
OrgAccessKey refers to the key used for agent to server communication (unique to each
organization).

ServerFQDN refers to the FQDN of the server where ADAudit Plus/NAT device is hosted. For
example, if ADAudit Plus is hosted on a DC named adap-dc2 in the adap.internal.com domain,

the ServerFQDN is adap-dc2.adap.internal.com.

Note:
To find the ServerName, Port, Protocol, and OrgAccessKey used by ADAudit Plus, click here.

e C(Click Add Package.

e
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2. Deploy the MSI package

i. Click Software Deployment > Install/Uninstall Software > Windows > Computer

Configuration.

ii. Beside Name, enter ADAudit Plus deployment or any other name of your choice.
Beside Package Name, select the package.
Beside Operation Type, select Install from the drop-down.
Beside Define Target, enter computer name.

Click Deploy Immediately.

Note:

Reboot of server is not required after agent installation.

4. Agent security settings

1. Disallow unauthenticated agent to server communication

All agent to server communication prior to build 7060 happens without authentication.

To disallow unauthenticated agent to server communication:
Navigate to the Admin tab > Configuration > Agent Settings > Agent Security Settings > Tick

the checkbox against Disallow unauthenticated agent to server communication.

Note:
If you tick this checkbox (Disallow un-authenticated agent to server communication), all the

agents in your environment must be upgraded to version 7060 and above.

2. Allow the agent to forward data without authentication

Authentication has been disabled for data forwarding by default, to avoid performance issues.

To disallow the agent to forward data without authentication :
Navigate to the Admin tab > Configuration > Agent Settings > Agent Security Settings > Untick

the checkbox against Allow the agent to forward data without authentication.
Note:

If you untick this checkbox (Allow the agent to forward data without authentication), you might

face performance issues.
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License  £3 Jobs ? O~

iif ADAudit Plus )

Dashboard Repors  FileAudit  SeverAudit  Analyics  Alers Configuration Support Search. ) Domain Settings
Administration ~  Agent Notification Settings
AlertMe e B =

Domain Settings Communication setting.

Technicians
Server Configuration

Logon Sertings

i Notify I the connection doesn't exist from agent o the serverforover | 2Hours v

Custom Reports Trigger slertafterthe 2Hours v from previous alert ( Still the connection doesn't exist )

Disk space analysis

Werkstation Configuration
Exclude User Accounts &

Business Hours Notify I the connection doesn't exist from agent to the server forover 48 Hours v @

pustpoley st Triggeralertafterthe | 12Hours | v from previous alert ( Stll the connection doesn't exist)
Configur -

AR Suspend alert for

Archive Events Disabled Server Deleted server

Restore Archived Events
S A BT Notiy, If the first-time profile fetch not happened after the agent installation @
Import Ev/Evex Logs
SIEM Integration Service settings
AleryReport settings Start agent service automatically, If service stopped ()
Agent Setings

Agent Install Settings

General Settings o
Personaiize Auto-refresh configuration page when agent instalaton or ninstallaton in progress (D
Connection
Retry agent install/uninstal attempts 20 ®
ADAP Server
Privacy Sercings
Agent Securlty Settings
Server Sectings
[ Disallow unauthenticated agent to server communication  [Allow communication only with the agents that support token validation]
USRsettings Allow the agent to forward data without authentication  [Token validation should be performed for Data Transfer requests]
Org access key for agent to server communication  1d41£201-49¢ic-4914. 1be 638579819035 | Generate [f€]
Event Data Settings
Send no.of events per request fromthe agent 1000 [®)

5. Agent configuration sync

ADAudit Plus immediately syncs any configuration change occurring on the server with the
agent, and checks if configurations are in sync every 30 minutes.
ADAudit Plus checks the agent service status every 30 minutes and restarts the

service if it has stopped.

Note:
Automatic restart in case service goes down, can be configured from the Agent Settings tab
found under the Admin page in the product console.

6. Upgrading the agent

If there is a newer version of the agent available, ADAudit Plus automatically attempts to

upgrade the agent, but this requires the service account to be a member of the Domain Admins group.
If the service account does not have Domain Admin privileges, then you need to manually

upgrade the agent by uninstalling the current agent and installing the new version by

following step 3.2. Please check the release notes to find the newest version of the agent.
Note:

You can also initiate the agent upgrade manually from the relevant

configuration tab in the product.
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Jumpto License M"™ Jobs ? o -

ADAudit Plus ) Reports File Audit Server Audit Analytics Configuration Admin Support Q O
& Server Audit Reports v Local Logon-Logoff v File Integrity Monitoring v Printer Auditing [+ Custom Reports
ConfisuredBerver(s) ¥ Member Server Configuration

Member Servers
Workstations Domain  adapworkshop.com v "u
Event Subscriptions
Configured Member Server(s) Audit Policy:Success
File Integrity
Print Server
Workgroup Servers o @ @ ! [2 ®Runnow A-Z 110f1 25+ Y Filter
Automatic Configuration
S Install Agent EVENT
File Integrity Monitoring D % Uninstall agent | "ME  FETCH TIMESTAMP OF  LAST SCHEDULE
- ACTIONS INTERVAL LAST EVENT RUN AT STATUS
USB Storage Auditing 4 &4 Relnstall Agent
Printer Auditing » & & Upgrade Agent Every 2 Aug 10,2020 Sep 15,2020 Error - The RPC server is.. [
= Delet hours 4 11:01:40 AM 01:13:57 PM [Run
AD LDS Auditing » m Delete Now]
ADFS Auditing »
1-10f1  25a
Powershell Auditing »

7. Agent uninstallation

7.1 Uninstalling the agent via ADAudit Plus' Ul

The agent can be uninstalled by selecting the computers you wish to uninstall the agent from

as shown in the image below.

Jumpto License M" Jobs 2 o -

ADAudit Plus ) Reports File Audit Server Audit Analytics Configuration Admin Support [} O
& Server Audit Reports v Local Logon-Logoff v File Integrity Monitoring v Printer Auditing v [F& Custom Reports
Eonfigiizedisenver(s) T Member Server Configuration

Member Servers

Workstations Domain  adapworkshop.com v u
Event Subscriptions
Configured Member Server(s) Audit Policy:Success
File Integrity
Print Server
Workgroup Servers QG @@ i 2 ®Runnow A-Z 110f1 25+ v Filter
Automatic Configuration
2% Install Agent EVENT
BilellnterrityMonitornz D & Uninstall Agent | AME  FETCH TIMESTAMP OF  LAST SCHEDULE
. ACTIONS INTERVAL LAST EVENT RUN AT STATUS
USB Storage Auditing 4 &4 Relnstall Agent
Printer Auditing » & & Upgrade Agent Every 2 Aug 10,2020 Sep 15,2020 Error - The RPC server is.. [2
= Delet hours * 11:01:40 AM 01:13:57 PM [Run
AD LDS Auditing » o Delete Now]
ADFS Auditing »
1-1of1 254
Powershell Auditing >
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7.2 Uninstalling the agent manually
7.2.1 Uninstalling the agent via Group policy

i. Log in to any computer that has the Group Policy Management Console (GPMC), with
Domain Admin credentials > Open the GPMC.

ii. Navigate to your domain > If the agent was deployed through a GPO, right-click the GPO.
If the agent was deployed through any other means, create a new GPO and right-click >
Select Edit > Computer Configuration > Policies > Software Settings > Software Installation >

Navigate to the right pane, right-click the software package, click Remove.

iii. In the Remove Software dialog box, check Immediately uninstall the software from users
and computers, and click OK.

The agent will uninstall when the client computers are restarted.

7.2.2 Uninstalling the agent via command line

On the target computer, open an elevated Command Prompt (right-click Command Prompt
and select Run as administrator). Execute:

msiexec /x {7AFB5C7B-DAD9-49A3-BA7E-DF7432E78E5C} /q (for 32-bit) or

msiexec /x {3D502EF5-54BD-426E-A183-0724645371B3} /q (for 64-bit).

7.2.3 Uninstalling the agent via command line

i. Follow these steps to create an MSI package.

ii. Login to your Desktop Central console as an Administrator, click on Software Deployment >
Install/Uninstall Software > Windows > Computer Configuration.
Beside Name, enter ADAudit Plus uninstallation or any other name of your choice.
Beside Package Name, select the package.
Beside Operation Type, select Uninstall from the drop-down.
Beside Define Target, enter computer name.

Click Deploy Immediately.
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8. Troubleshooting

The Manage Agent page allows you to monitor and manage the installed agent.

Please check the following while troubleshooting the agent service.

1. Check if the agent service is installed and running on the desired computer.

a. Under Configured Servers, click Manage to bring up the Manage Agent page.
(----> Insert image)

b. Refresh the Agent Service table.

c. Check the Agent Service table.

d. If the service has stopped, start the service.

(Note:
The ADAudit Plus service account should be a member of the Domain Admins group in order

to get the service status.)

. Check if the agent is able to communicate with the ADAudit Plus server.
a. Go to the Agent Communication table.
b. Refresh the Agent Communication table.

c. Check if communication is established.

Note:

i. An RPC connection is required to sync configuration settings on the agent with the
ADAudit Plus server.

ii. An HTTP connection needs to be established in order for the agent to forward event
data to the ADAudit Plus server.

d. If an error persists, test RPC and HTTP communication by clicking on the corresponding
icons under Actions.

e. If HTTP communication fails, open the machine on which the ADAudit Plus agent is installed,
and connect to the ADAudit Plus server via a web browser. Enter ADAuditPlus_Protocol:
//ADAuditPlus_server_name:ADAuditPlus_running_port_number (eg. HTTPS://server_
name:8081) in a web browser to connect to the ADAudit Plus server.

i. If you are unable to connect to the ADAudit Plus server, check the firewall settings

(outbound) on the machine where the agent is installed.
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f. If communication is established, refresh the Agent Property table to check if the agent
properties match the properties on the server.
i. If you are unable to refresh the Agent Property table check the Remote Registry Service
status on the machine where the agent is installed, and if it has been stopped, start the service.
ii. Also, refresh and check the Configuration Sync Details table to ensure that the most

recent changes have been synced.

Jumpto Liense M° jobs ? @~

ADAudit Plus vome  repors T Avalyics  Aems  Comguraon  Admin  Support Q search..  © Domain setings

File Audit Reports ~ | Share Based Reports ~ NiNevop  EEEMC B Windows FileServer [ Windows File Cluster

i) T FileServer Configuration

Windows File Server

Windows File Cluster Domain  adap.internal.com - Ry + rddsener |

Netapp Server

e ion Configured ile Server(s) 2 Aucit Py Confizure

EMC Server
File Audit Reports > coow i reft 2. ¥ Fer
Server Based Reports >

" ACTIONS MEMBER SERVER NAME ~ EVENT FETCH INTERVAL TIMESTAMP OF LAST EVENT LAST SCHEDULE RUN AT STATUS
User Based Reports >
FR=NCNE 2 ADAP-MS7 Manage Every 2 nours & May 02,2019 05:17:20 PM May 02,2019 05:18:22 PM [Run Now]

Share Based Reports >
Profile Based Reports » ot 254
Configuration »

Jumpo  License oos 2 O~

ADAUGHPIUS ) ome  ngpors  remsc  severautn s Aers PO A | Ommers

Configured Server(s) ~  Manage Agent

Member Servers

Fieserver Agent Name  ADAP.MS? =3

Workstations

Cloud Directory Agent Service PRI 2 Agent Communication Details 2
Workgroup Servers PROPERTIES staTUs ACTIONS  COMMUNICATION TP LAST ATTEMPT TIME LAST COMMUNICATIONTIME STATUS
vt subscrprons
- Installed Last RPC Communication Time May 02,2019 05:13:46 PM May 02,2019 05:13:46 PM

S
rint servers Ranning =] LastHTTP Communication Time  May 02,2019 05:1345PM  May 02,2019 05:13:45 Pt
Import SvvEvox Logs

Analytics Configuration o
Analyics Contigaration

Gl M Agent Property ° Configuration Sync Details °
View/Modify Alert Profiles

PROPERTY NAME N AGENT INSERVER staTUs ACTIONS ~ CONFIGURATION NAWE LAST MODIFIED TIVE LASTSYNC TIME stATUS
Create Alert Profile

Report Profiles 5 ServerID 11 1 ? Server Configuration May 02,2019 05:13:45 PM May 02,2019 05:13:45 PM
View/Modify Report Profiles .

Vacrine Type o7108882 o108884 2 Excluce Confgurstion May 022019 051346 PM May 02.2019 051346 PM

Configuration .

T TS Agent Guid (4B188461-46B7-4573-AEE2.DDA3ABADODS) (4818346 1-4687-4578-AEE2-DDAZALBADIDE) 2 Schedule Configuration May 022019 05:13:46 P May 02,2019 05:13:46 PM
Global Excuce Confizurstion N
Agencuin 1556797203911 1556797203911 2 Parser Configaration May 022019 051346 PM May 02.2019 051346 PM
Build Number 5001 6001 2 Port Configuration May 022019 05:13:46 PM May 02,2019 05:13:46 PM
Port Number s081 a1 2 Genersl Configuration May 022019 051346 7h May 02,2019 051346 P
prosacol HrTe HrTP
Server Name adap-mss adap-ms5
server® 1221193.204 17221193224
Server DNSName  adap-ms5 adap.internal.com adap-msS adap.intemal com

If the error persists, please contact support, and one of our technicians will help

you resolve the issue.
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9. List of errors that may arise while installing
the agent and the solutions to resolve them:

1. The network path was not found
2. Couldn't copy ADAuditPlusAgent.msi/ Access Denied: failed to connect to ADMINS share
3. Another installation is already in progress (0x652)
4. The system cannot find the file specified (0x2)
5. Fatal error occurred (0x643)
6. "RemCom.exe' is not recognized as an internal or external command, operable
program or batch file
7. Could not install client software
8. Could not connect to the machine
9. Initiating connection to remote service failed
10. Logon failure: The target account name is incorrect
11. Logon failure: unknown user name or bad password
12. Could not start remote service
13. Another version of the product is already installed (Ox666)
14. Product is uninstalled (Ox64E)
15. No communication available from agent to server. Last event read time:{recent event time}
16. No communication available from agent to the server (initial profile fetch not happening)
17. Incorrect function

18. Hexadecimal value 0x05, is an invalid character
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1. The network path was not found
Causes:
This error occurs when-

® The target computer cannot be contacted.

e The service account used to run ADAudit Plus does not have sufficient privileges to access the

admin share (\\server_name\admin$) on the target computer.

Solution:
® Ensure that there are no connectivity issues between the server (where ADAudit Plus has been

installed) and the target computer.

e Check if you are able to access the admin share on the target computer, using the service
account used to run ADAudit Plus. If you are unable to, configure Domain Settings
(in the ADAudit Plus console) and the Log on tab (of ADAudit Plus service) with a user account

that has privilege to access the admin share (\\server_name\admin$) on the target computer.

Note:
e To configure user account in Domain Settings page, login to the ADAudit Plus console >
Domain Settings > Hover over the relevant domain, click Modify Credentials >

Enter credentials.

Modify Domain Credentials

| Authentication

ous login is used when no authentication is given

Domain User Name :

Domain Password :

® To configure user account in Log on tab, click Start icon > Select Services > Navigate to
ManageEngine ADAudit Plus, right-click, select Properties > Log On > This account >

Enter credentials.
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2. Couldn't copy ADAuditPlusAgent.msi / Access Denied: failed to connect to ADMINS share

Causes:
This error occurs when-
e The service account used to run ADAudit Plus does not have sufficient privileges to

access the admin share (\server_name\admin$) on the target computer.

e The ADMINS share access limit has been exceeded.

Solution:
® Check if you are able to access the admin share on the target computer, using the service
account used to run ADAudit Plus. If you are unable to, configure Domain Settings
(in the ADAudit Plus console) and the Log on tab (of ADAudit Plus service) with a user
account that has privilege to access the admin share (\server_name\admin$)

on the target computer.

® Navigate to Shared Folders Microsoft Management Console (MMC) snap-in > Shares >

ADMINS > Properties > Set an appropriate value for User limit.

Note:
® To configure user account in Domain Settings page, login to the ADAudit Plus console >
Domain Settings > Hover over the relevant domain, click Modify Credentials >

Enter credentials.

e To configure user account in Log on tab, click Start icon > Select Services >
Navigate to ManageEngine ADAudit Plus, right-click, select Properties > Log On >

This account > Enter credentials.

3. Another installation is already in progress (0x652)

Cause:

e This error occurs when the installation of another MSiI file is in progress on the target computer.

Solution:

® Wait for a few minutes and try to install the agent again.
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e If you have not initiated the installation of any software, you can also run this command in the
command prompt: taskkill /im /f msiexec.exe to kill any MSI installation running on the

target computer

4. The system cannot find the file specified (0x2)
Cause:
e This error occurs when the service account is unable to locate the ADAuditPlusAgent-x86.msi

or ADAuditPlusAgent-x64.msi files.

Solution:
e Check if you are able to access the admin share on the target computer, using the service
account used to run ADAudit Plus. If you are unable to, configure Domain Settings
(in the ADAudit Plus console) and the Log on tab (of ADAudit Plus service) with a user
account that has privilege to write files to the SYSTEMDRIVE\Windows directory on

the target computer.

Note:
® To configure user account in Domain Settings page, login to the ADAudit Plus console >
Domain Settings > Hover over the relevant domain, click on Modify Credentials >
Enter credentials.
e To configure user account in Log on tab, click on Start icon > Select Services > Navigate to
ManageEngine ADAudit Plus, right-click, select Properties > Log On > This account >

Enter credentials.
® Also, ensure that ADAuditPlusAgent-x86.msi or ADAuditPlusAgent-x64.msi file is

present in SYSTEMDRIVE\Windows directory on the target computer.

Note:
For 32-bit versions, it is ADAuditPlusAgent-x86.msi and for 64-bit versions, it is
ADAuditPlusAgent-x64.msi.
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5. Fatal error occurred (0x643)
Causes:
This error could occur due to multiple reasons:
® The drive that contains the folder that you are trying to install the package to is

accessed as a substitute drive.

®* Windows Installer is attempting to install an app that is already installed on your PC.

® The SYSTEM account does not have Full Control permissions on the folder that you are

trying to install the Windows Installer package to.

Solution:
e On the target computer, ensure the following:
.Net 4.5 framework and above is installed.

ADAudit Plus has already not been installed.

® Check if you are able to access the admin share on the target computer, using the service
account used to run ADAudit Plus. If you are unable to, configure Domain Settings
(in the ADAudit Plus console) and the Log on tab (of ADAudit Plus service) with a user
account that has privilege to write files to the SYSTEMDRIVE\Windows directory.

Note:
® To configure user account in Domain Settings page, login to the ADAudit Plus console >

Domain Settings > Hover over the relevant domain, click on Modify Credentials > Enter credentials.

e To configure user account in Log on tab, click on Start icon > Select Services > Navigate to
ManageEngine ADAudit Plus, right-click, select Properties > Log On > This account >

Enter credentials.

Next, start and re-register Microsoft Installer service on the target computer. To do this, press
Windows + R, type msiexec /unregister and hit Enter. Again press Windows + R, type
msiexec /register and hit Enter.

If the issue persists, try resolving it using the Program Install and Uninstall troubleshooter.
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6. "RemCom.exe' is not recognized as an internal or external command, operable
program or batch file
Cause:

® This error occurs when the Remcom.exe file, which is used to install the agent on target

computer, has been flagged and deleted by an antivirus software.

Solution:
e Check if the Remcom.exe file exists in the bin folder of ADAudit Plus Installation directory
(<Installation-directory>bin) on the target computer. If not, check if your antivirus software has
removed the file. If yes, configure your antivirus software to trust the Remcom.exe file. Then,

contact support to get the Remcom.exe file.

7. Could not install client software
Cause:

e This error occurs because of a network timeout while installing the agent.

Solution:

e Ensure that the network connection is re-established and try to install the software again.

8. Could not connect to the machine
Cause:

® This error occurs when the target computer cannot be contacted.

Solution:
e Check if you are able to ping the target computer from the server where ADAudit Plus has
been installed. If you aren't able to, fix the underlying connectivity issue. If you are able to

ping the target computer, contact support for further assistance.

9. Initiating connection to remote service failed
Cause:
e This error occurs when the service cannot be created on the target computer.

Solution:

e Check if you are able to ping the target computer from the server where ADAudit Plus has

been installed. If you aren't able to, fix the underlying connectivity issue.
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e If you are able to ping the target computer, ensure that Remote Registry service is

running on the target computer.

® Next, check if you are able to access the admin share on the target computer, using the
service account used to run ADAudit Plus. If you are unable to, configure Domain Settings
(in the ADAudit Plus console) and the Log on tab (of ADAudit Plus service) with a user

account that has privilege to create a service on the target computer.

Note:
® To configure user account in Domain Settings page, login to the ADAudit Plus console >
Domain Settings > Hover over the relevant domain, click on Modify Credentials >

Enter credentials.

e To configure user account in Log on tab, click on Start icon > Select Services >
Navigate to ManageEngine ADAudit Plus, right-click, select Properties > Log On >
This account > Enter credentials.

If the issue still persists, contact support.

10. Logon failure: The target account name is incorrect
Cause:
® This error occurs when the service account used to run ADAudit Plus is locked or disabled

or its password has been changed.

Solution:
® (Check if you are able to access the admin share on the target computer, using the service account
used to run ADAudit Plus. If you are unable to, configure Domain Settings
(in the ADAudit Plus console) and the Log on tab (of ADAudit Plus service) with
appropriate user account credentials.

Note:
® To configure user account in Domain Settings page, login to the ADAudit Plus console >
Domain Settings > Hover over the relevant domain, click on Modify Credentials >

Enter credentials.
® To configure user account in Log on tab, click on Start icon > Select Services > Navigate to

ManageEngine ADAudit Plus, right-click, select Properties > Log On > This account >

Enter credentials.
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11. Logon failure: unknown user name or bad password
Cause:
® This error occurs when the name or password of the service account used to run

ADAudit Plus is incorrect.

Solution:
® (Check if you are able to access the admin share on the target computer, using the service
account used to run ADAudit Plus. If you are unable to, configure Domain Settings
(in the ADAudit Plus console) and the Log on tab (of ADAudit Plus service) with

appropriate user account credentials.

Note:
e To configure user account in Domain Settings page, login to the ADAudit Plus console >
Domain Settings > Hover over the relevant domain, click on Modify Credentials >

Enter credentials.

® To configure user account in Log on tab, click on Start icon > Select Services > Navigate to
ManageEngine ADAudit Plus, right-click, select Properties > Log On > This account >

Enter credentials.

12. Could not start remote service
Cause:
® This error occurs when the service account used to run ADAudit Plus does not have the

privileges to start the service in the target computer.

Solution:
e Check if you are able to access the admin share on the target computer, using the service
account used to run ADAudit Plus. If you are unable to, configure Domain Settings
(in the ADAudit Plus console) and the Log on tab (of ADAudit Plus service) with a

user account that has Domain Admin privileges.

Note:
® To configure user account in Domain Settings page, login to the ADAudit Plus console >
Domain Settings > Hover over the relevant domain, click on Modify Credentials >

Enter credentials.
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e To configure user account in Log on tab, click on Start icon > Select Services >
Navigate to ManageEngine ADAudit Plus, right-click, select Properties > Log On >

This account > Enter credentials.

13. Another version of the product is already installed (0x666)
Cause:

e This error occurs when another version of the agent is already installed in the target computer.

Solution:
® Uninstall the existing agent from the target computer by clicking on the Uninstall icon under

the relevant configuration page in the ADAudit Plus console. Then, retry the current installation.

14. Product is uninstalled (Ox64E)
Cause:
® This error occurs when the agent has already been uninstalled by some other method,

such as manual uninstallation.

Solution:

Install the agent via the ADAudit Plus Ul. Then, try to uninstall the agent again.

15. No communication available from agent to server. Last event read time:{recent
event time}
Cause:

® This error occurs when there is no communication from agent to server, for past 'N' hours.

Solution:
® On the target computer, check if you are able to access the ADAudit Plus web console
via a browser. To do this, open any web browser and in the address bar, type:

Protocol://ServerName:Port

Here, ServerName refers to the name of the server where ADAudit Plus/NAT device is hosted.
Protocol refers to the protocol used for agent to server communication (HTTPS by default).

Port refers to the port number used for agent to server communication (8555 by default).

Note:

To find the ServerName, Port, and Protocol used by ADAudit Plus, follow the steps
under section 3.2.1 (found in page number 6 of this document).

Note:

If you are able to access ADAudit Plus, contact support.
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16. No communication available from agent to the server (initial profile fetch not happening)
Cause:
® This error occurs when there is no communication from the agent to the server,

immediately after installation.

Solution:
® On the target computer, check if you are able to access the ADAudit Plus web console via
a browser. To do this, open any web browser and in the address bar, type:

Protocol://ServerName:Port

Here, ServerName refers to the name of the server where ADAudit Plus/NAT device is hosted.
Protocol refers to the protocol used for agent to server communication (HTTPS by default).

Port refers to the port number used for agent to server communication (8555 by default).

Note:
To find the ServerName, Port, and Protocol used by ADAudit Plus, follow the steps

under section 3.2.1 (found in page number 6 of this document).

Note:

If you are able to, contact support.

17. Incorrect function

Cause:

If the installation process gets quit abruptly, it could be due to the following two reasons:
® Shutdown/log off of the target computer has been initiated even while the installation

is in progress.
e There is not enough space in the target computer to install the software.
Solution:
® Ensure shutdown/log off is not initiated in the target computer, while the agent is

getting installed.

® Ensure there is sufficient hard disk space available in the target computer before initiating

agent installation.
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18. Hexadecimal value 0x05, is an invalid character
Cause:

e This error occurs when the agent is unable to read events.

Solution:

e Upgrade to the any build on or above 6058, if the error persists, contact support.
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