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Overview

A file server is a computer attached to a network that provides a location for shared storage of

computer files.

ADAudit Plus is a real-time change auditing and user behavior analytics solution that helps keep

your Windows servers secure and compliant. With ADAudit Plus, you can:
o Track accesses and changes to shares, files, and folders
o ldentify the username, workstation, and IP address of each user file activity
o0 Receive email alerts upon suspicious activity

0 Audit Windows failover clusters for a secure and compliant network environment that

experiences no downtime
o Automate the tracking of changes through scheduled reports

7 Meet SOX, HIPAA, PCI DSS, and GLBA compliance requirements

1. Supported systems

Windows Server versions:
o 2008/2008 R2
o 2012/2012 R2
o 2016/2016 R2
o 2019
o 2022

Share types
o SMB
o CIFS
o DFS
o DFSR

Volume types
o Mounted volume
o SAN volume

o Junction path
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2. Configure Windows file servers in ADAudit Plus

Created

Deleted

Modified

Read

Copied and pasted
Moved

Renamed

2.1 One server at a time

Owner changes
Permission changes
Audit settings changes
Failed read attempts
Failed write attempts

Failed delete attempts

To configure Windows file servers one by one:

ManageEngin@
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Log in to ADAudit Plus' web console. — Click on the File Audit tab — Select Windows File Server from

under the Configured Server(s) drop-down list — Click on Add Server — Follow the instructions from

the wizard to add the desired file server.

Note: ADAudit Plus can automatically configure the required audit policies and object-level auditing

for Windows file server auditing. In the final step, you can either choose Yes to let ADAudit Plus

automatically configure the required audit policies and object-level auditing, or choose No to manually

configure the required audit policies and object-level auditing.

Add File Servers

° Select Server

@

NAME

ADAP-WS

ADAP-WS-MS

DSP-WS

ES-DCT

CANONICAL NAME

adap.workshop.com/Domain Controllers/ADAP-WS

adap.workshop.com/Laps/ADAP-WS-MS

adap.workshop.com/Computers/DSP-WS

adap.workshop.com/Computers/ES-DC1
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2.2 In bulk

To configure Windows file servers in bulk:

1. Create a CSV file by the name 'servers.csv' in the location <installation dir>\ManageEngine\
ADAudit Plus\bin. From the Encoding tab, save the document in UTF-8 format. — Open the file,
enter the names of all file servers (that you want to audit) in adjacent lines, and separate
them using commas.

For example, to add the file servers Test-FS1, Test-FS2, and Test-FS3; open the
servers.csv file and enter:

Test-FS1,

Test-FS2,

Test-FS3

2. Create a CSV file by the name 'shares.csv' in the location <installation dir>\ManageEngine\
ADAudit Plus\bin. From the Encoding tab, save the document in UTF-8 format — Open the file,
enter the names of all file shares (that you want to audit) in adjacent lines, and separate
them using commas.

For example, to add the shares \SERVERNAME\testfolderl, \SERVERNAME\testfolder2,
WSERVERNAME\testfolder3; open the shares.csv file and enter: W\SERVERNAME\testfolder1,
\\SERVERNAME\testfolder2, \\SERVERNAME\testfolder3

3. Navigate to <installation dir>\ManageEngine\ADAudit Plus\bin. = Open command prompt
and execute 'emdUtil.bat'. — Enter ADAudit Plus' default admin credentials.—
Note: ADAudit Plus’ default username and password are both 'admin’.
And execute the following command:
config server add -machinetype fs -shares all (or) single (or) shares.csv -issacl true (or) false

-isauditpolicy true (or) false

After -shares, enter 'all' to audit all shares, 'single' to audit one random share, and 'shares.csv'
to audit the selected shares.

After -issacl, enter "true' to automatically configure the required object level auditing settings and
'false' to manually configure the required object level auditing settings.

After -isauditpolicy, enter "true' to automatically configure the required object access audit policy

and 'false' to manually configure the required object access audit policy.

For example, if you want to audit selected shares in all file servers and configure the required object
access audit policy and object level auditing settings automatically; execute the following command:

config server add -machinetype fs -shares shares.csv -issacl true -isauditpolicy true
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3. Configure audit policies in your domain

Audit policies must be configured to ensure that events are logged whenever any activity occurs.

3.1 Automatic configuration

Log in to ADAudit Plus' web console — Click on the File Audit tab— Select Windows File Server

from under the Configured Server(s) drop-down list — Click on Configure Audit Policy in the

right corner above the table view.

This will create a Group Policy object (GPO) [domainname_ADAuditPlusPolicy] and set the required

audit policies for Windows file server auditing.

ADAudit Plus )

@ Search Reports [Ctrl+Spacel File Audit Reports v Share Based Reports N nNevpp  BRevc By Windows File Server Fo Windows File Cluster

FileServer Configuration

Domain  adapws v

Configured File Server(s) # Audit Policy:Configy

File Audit Reports « S —— 110f1 25w Y Filter

Server Based Reports
it ACTIONS MEMBER SERVER NAME ~ EVENT FETCH INTERVAL TIMESTAMP OF LAST EVENT LAST SCHEDULE RUN AT STATUS
User Based Reports
bERE ADAP-WS Every 2 hours o* Jun 12,2019 01:35:12 PM Jun 12,2019 01:39:41 PM [Run Now
Share Based Reports

Profile Based Reports 110f1 254

Configuration

3.2 Manual configuration

3.2.1 Configure list of Windows file servers to be audited

1.

2.

Open Active Directory Users and Computers.
Right-click the domain and select New > Group.

In the New object - Group window that opens, type in “ADAuditPlusFS” as the Group name, check
Group scope: Domain Local and Group type: Security. Click OK.

Right-click the newly created group, then select Properties > Members > Add. Add all the

Windows file servers that you want to audit as a member of this group. Click OK.

Using domain admin credentials, log in to any computer that has the Group Policy Management

Console (GPMC) on it.

Note: The GPMC will not be installed on workstations and/or enabled on member servers by default,
so we recommend configuring audit policies on Windows domain controllers. Otherwise follow

the steps in this page to install GPMC on your desired member server or workstation.

Go to Start > Windows Administrative Tools > Group Policy Management.
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7. Inthe GPMC, right-click the domain in which you want to configure the Group Policy.

Select Create a GPO and Link it here. In the New GPO window that opens,

type in “ADAuditPlusFSPolicy” and click OK.

8. Select the ADAuditPlusFSPolicy GPO. Under Security Filtering, select Authenticated Users.

Click Remove. In the Group Policy Management window that opens, select OK.

9. Select the ADAuditPlusFSPolicy GPO. Under Security Filtering, click Add and choose the

security group ADAuditPlusFS created previously. Click OK.

3.2.2 Configure advanced audit policies

_z Group Policy Management = O i
& File Action View Window Help - &
o nE X6 HE
& Group Policy Management ADAuditPlusFSPolicy
v _zi Forest: adapworkshop.com Scope  Detals Settings Delegation
v 5 Domains i
v }3 adapworkshop.com Linkes
= ADAudit Plus Permission GPO Display links in this location: adapworkshop.com ~
»./ ADAuditPlusFSPolicy The following sites. domains. and OlUs are linked to this GPO:
s, ADAuditPlusMSPolicy =
./ ADAuditPlusWSPolicy Localicn, Enforced
21 Default Domain Policy 4 adapworkshop.com No adapworkshop com
s demoGPO
5. firstpolicy
s rithGPO
i 51 < >
s Testl !
| testfeb3 Security Filtering
= vijayPolicy The settings in this GPO can only apply to the following groups. users, and computers:
%, vijayPolicy =
2] Abi e
= Design_Test 82 ADAuditPlusFS | ADAPWORKSHOP\AD AuditPlusF S)
= | Domain Controllers
3] East
= firstOU
2] haniy users
2| my computers
21 NewOU Add... Remove Properties
4 rithOU !
&1 SharmillaQU WHMI Filtering
=7 SharmillaOu1 This GPO is linked to the following WMI fiiter:
2| Special OU <none>
» &) Tanyal

Advanced audit policies help administrators exercise granular control over which activities get recorded
in the logs, helping cut down on event noise. We recommend configuring advanced audit policies on

Windows Server 2008 and above.

1. To set this up, edit <ADAuditPlusFSPolicy> by right-clicking on the policy and selecting Edit.

2. Navigate to Configuration > Windows Settings > Security Settings > Advanced Audit Policy

Configuration, and configure the following settings.

www.adauditplus.com


https://www.manageengine.com/products/active-directory-audit/?source=windowsfileserverauditingguide
https://www.manageengine.com/products/active-directory-audit/?source=windowsfileserverauditingguide

ManageEngin@
ADAudit Plus

Object Access

Policy Change

Audit File System
Audit File Share

Audit Handle
Manipulation

Audit Policy Change

Authorization Policy
Change

= Group Policy Management Editor

File Action

-2

View Help

| H =

4 Restricted Groups
4 System Services
4 Registry
g File System
i Wired Network (IEEE 802.3) Pol
| Windows Firewall with Advanc
| Network List Manager Policies
Zal Wireless Network (IEEE 802.11)
_| Public Key Policies
| Software Restriction Policies
_| Application Control Policies
&, IP Security Policies on Active D
_| Advanced Audit Policy Configt
v il Audit Policies

-A Account Logon

4 Account Management
“ Detailed Tracking

5l DS Access

‘:_—:j Logon/Logoff

5 Object Access

-5 Policy Change

3 Privilege Use

= System

[ Global Object Access A1,

>

3.2.3 Force advanced audit policies

When Advanced Audt Policy Configuration settings are used. the “Audit: Force audit
I \  policy subcategory settings (Windows Vista or later) to ovenide audit policy category
settings” policy setting under Local Policies\.Security Options must also be enabled

More about

Success, Failure
Success

Success, Failure

Success, Failure

Success

Which editions of

A summary

Categories

Account Logon
Account Management
Detailed Tracking

DS Access
Logon/Logoff

Object Access

Policy Change
Privilege Use

System

Configuration

Not configured
Not configured
Not configured
Not configured
Not configured
Configured

Not configured
Not configured
Not configured

Global Object Access Auditing Not configured

~ File share auditing

+~  File permission
change auditing

When using advanced audit policies, ensure that they are forced over legacy audit policies.

1. Enable Force audit policy subcategory settings in <ADAuditPlusFSPolicy>.

2. Navigate to Computer Configuration > Windows Settings > Security Settings > Local Polices >

Security Options > Audit: Force audit policy subcategory settings (Windows Vista or later) to

override the audit policy category settings.
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File Action View Help

e 2@ XD B
ADAuditPlusFSPolicy ADAP-WS.ADAP.WORKSHOP.COM] Policy A
4 = Computer Connguration
4 [ Policies
b [ Software Settings
4 (7] Windows Settings
b (] Name Resolution Policy
2] Scripts (Startup/Shutdown)
4§y Security Settings
b 3 Account Policies
i Local Policies
Audit Policy
lcar Rinhte Accinnment

i

J Security Options
ey
A Restricted Groups
A System Services
3 Registry
3 File System
i/ Wired Network (IEEE 802.3) Policies
b ] Windows Firewall with Advanced Security
" Network List Manager Policies
£l Wireless Network (IEEE 802.11) Policies
Public Key Policies
Software Restriction Policies
Network Access Protection
] Application Control Policies
& 1P Security Policies on Active Directory (ADAP.WORK
4 (] Advanced Audit Policy Configuration
4 1% Audit Policies
b 33 AccountLogon
Account Management
7 Detailed Tracking
[ DS Access
3 Logon/Logoff
3 Object Access
7 Policy Change
Privilege Use
3 System
[ Global Object Access Auditing

< [0 >

Group Policy Management Editor

Policy
Accounts: Administrator account status
Accounts: Block Microsoft accounts
Accounts: Guest account status
Accounts: Limit local account use of blank passwords to co...
Accounts: Rename administrator account
Accounts: Rename guest account
Audit: Audit the access of global system objects

Audit: Force audit policy subcategory settings (Windows Vis...
Audit: Shut down system immediately if unable to log secur.

DCOM: Machine Access Restrictions in Security Descriptor ...

DCOM: Machine Launch Restrictions in Security Descriptor ...
Devices: Allow undock without having to log on

Devices: Allowed to format and eject removable media
Devices: Prevent users from installing printer drivers

Devices: Restrict CD-ROM access to locally logged-on user ..
Devices: Restrict floppy access to locally logged-on user only
Domain controller: Allow server operators to schedule tasks
Domain controller: LDAP server signing requirements
Domain controller: Refuse machine account password chan...
Domain member: Digitally encrypt or sign secure channel d...
Domain member: Digitally encrypt secure channel data (wh...
Domain member: Digitally sign secure channel data (when ..
Domain member: Disable machine account password chan..
Domain member: Maximum machine account password age
Domain member: Require strong (Windows 2000 o later) se...

Interactive logon: Display user information when the session...

Interactive logon: Do not display last user name
Interactive logon: Do not require CTRL+ALT+DEL

Interactive logon: Machine account lockout threshold

lachine inactivity limit

lessage text for users attempting to log on
: Message title for users attempting to log on
lumber of previous logons to cache (in c...
: Prompt user to change password before e...

equire Domain Controller authentication...
Interactive logon: Require smart card

3.2.4 Configure legacy audit policies

Policy Setting
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Enabled
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined

Audit: Force audit policy subcategory settings (Wind...Il-
Securty Polcy Setting | Explain
9
W] Define this policy setting

@ Enabled

Aud: Force aud policy subcategory settings (Windows Vista or
later) to overide audt policy category settings

O Disabled

Cox ]
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Due to the unavailability of advanced audit policies in Windows Server 2003 and earlier versions, legacy

audit policies need to be configured for these types of servers.

1. To set this up, edit <ADAuditPlusFSPolicy> by right-clicking on the policy and selecting Edit.

2. Navigate to Configuration > Windows Settings > Security Settings > Audit Policy Configuration,

and configure the following settings.

Cateogory

Object Access

Audit events

~ Success, Failure

Purpose
v

v

monitoring

auditing

File share auditing

File integrity

File permission change

www.adauditplus.com


https://www.manageengine.com/products/active-directory-audit/?source=windowsfileserverauditingguide
https://www.manageengine.com/products/active-directory-audit/?source=windowsfileserverauditingguide

ManageEngin@

ADAudit Plus

File Action View Help
o | nFEXE = HE

v & Computer Configuration ~ll Policy Policy Setting
w || Policies
_| Software Settings
~v | Windows Settings
| Name Resolution Policy
& Scripts (Startup/Shutdown)
== Deployed Printers
v G Security Settings
“H Account Policies |

. Audit account logon events Not Defined
_:| Audit account management Not Defined
L) Audit directory service access Not Defined
.z Audit logon events Not Defined
% Audit object access Success, Failure
24 Audit policy change Not Defined
i) Audit privilege use Not Defined
~ 3| Local Policies 2| Audit process tracking Not Defined
3 Audit Policy L Audit system events Not Defined
J UserRights Assignment
3| Security Options
J Eventlog
& Restricted Groups
4 System Services
g Registry
4 File System
t‘ Wired Network (IEEE 802.3) Pol
Windows Firewall with Advanc
_ Network List Manager Policies
_.gj Wireless Network (IEEE 802.11)
_ Public Key Policies
Software Restriction Policies

v
> < >

~

4. Configure object-level auditing

To audit file and folder access, corresponding object-level auditing must be applied to

shared folders. This can be achieved in two ways:

1. Automatic configuration

2. Manual configuration

4.1 Automatic configuration

1. Loginto ADAudit Plus' web console — Go to the File Audit tab in the top menu — Click on

Windows File Server under Configured Server(s) in the left pane.

2. Click on the Remove or View Configured File Shares icon corresponding to the file server
you're looking to configure object-level auditing for in the list of servers — Select the
respectiv shares, and click Apply object-level audit settings on configured shares

(found at the top right corner).

Color codes:

Hover the cursor over the share to see the error code.

o Green—Object-level auditing is set correctly.
o Red—Object-level auditing is not set correctly or an error occurred during the configuration.

o Orange—Object-level auditing configuration is in progress.
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earch Reports [Ctrl+Space]
Configured Server(s)
Windows File Server
Windows File Cluster
NetApp Server
EMClsilon
EMIC Server
File Audit Reports
Server Based Reports
User Based Reports
Share Based Reports

Profile Based Reports

Configuration

ServerAudit  Analyics  Alerts  Configuration  Admin

Support

File Audit Reports Share Based Reports v N Netapp 8 emc

FileServer Configuration

Domain  adapws

Configured File Server(s)
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Jobs 2

O -

© Domain ettings

Jumpto License M°

Q search

By Windows Fle server By Windows ile Cluster

Audit Policy:Success

Q @@ i [2 ®RunnowA-Z 120f2 25+ Y Filter
ACTIONS MEMBER SERVER NAME EVENT FETCH INTERVAL TIMESTAMP OF LAST EVENT LAST SCHEDULE RUN AT STATUS
Reminve ot View Congired e ADAP-WS Every 2hours 4 Jun 17,2019 09:38:08 AM Jun 17,2019 09:39:42 AM [Run Now]
Shares
HERE ADAP-WS-MS Every 2 hours 4 Jun 17,2019 10:21:49 AM Jun 17,2019 11:29:54 AM [Run Now]
Remove | Apply Object Level Auditing 12002 254

Apply object level audit settings on

configured shares

4.2 Manual configuration

4.2.1 Using Windows shares

Right-click on the share folder that you want to audit, select Properties, and then click on the

Security tab — Select Advanced, and then click on the Auditing tab — For the Everyone group,

add the following

entries:

File/folder
changes

Folder
permission and
owner changes

File read

Folder read
failure

¢ Create files /
Write Data

Everyone Success, Failure

* Create folders /
Append data

° Write attributes

* Write extended
attributes

* Delete sub
folders and files

* Delete

Everyone Success, Failure * Take ownership
* Change

permissions

e List folder /
Read data

Everyone Success, Failure

e List folder /
Read data

Everyone Failure

This Folder, sub
folders, and files

This folder and
sub folders

Files only

This folder and
sub folders

11
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4.2.2 Using PowerShell cmdlets

1. Create a CSV file containing the Universal Naming Convention (UNC) path or local path and the

type of auditing (file server auditing [FA]) of all the folders that you need to enable auditing for.

2. The CSV file should contain the list of folders in the following format: <folder>,<type>
Example:
\\SERVERNAMEY\folder,FA
C:\test folder,FA

Nots: When removing object-level auditing for a set of folders, the -type parameter is not mandatory.

Once you have the CSV file that lists all the servers and the type of auditing required, go to the

<Installation Directory>\bin folder within the PowerShell command prompt and type in:

MADAP-Set-SACL.ps1 -file "\ile name' -mode add (or) remove -recurse true (or) false -username

DOMAIN_NAME\username

Where,

-file name of the CSV file containing the list of shared folders yes
-mode add - sets the object-level auditing settings yes
(or)

remove - removes the object-level auditing settings

-recurse true - Replace all sub-folder object-level auditing no
settings with inheritable auditing settings applied to
the chosen folder.
(or)
false - Apply object-level auditing settings only to
the chosen folder

Note: By default, the -recurse parameter is set to false

-username DOMAIN_NAME\username of the user with no
privilege over the file or folder to set the object-level
auditing settings.
(No cross-domain support)

12
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Note:

When removing object-level auditing for a set of folders, the -type parameter is not mandatory.

For example:

To set object-level auditing for the list of folders in the shared_folders_list.CSV file, use:
MADAP-Set-SACL.ps1 -file '\shared_folders_list.CSV' -mode add

To replace all sub-folder object-level auditing settings with inheritable auditing settings applied

to the shared_folders_list.CSV file, use:
MADAP-Set-SACL.psl -file '\shared_folders_list.CSV' -mode add -recurse true

To remove object-level auditing for the list of folders in the shared_folders_Llist.CSV file, use:

MADAP-Set-SACL.ps1 -file '\shared_folders_list.CSV' -mode remove

oo | ini : CG:\Windo 2\cmd.exe \;IE-

Ext
{\ADAdit Plus 6881\ADAudit Plus\bin\ADAP-SET-SACL-Logs\ADAP-SET-SACL-(6-27-2019)_(85-27-82-424 . txt

{\ADAdit Plus 6BB1\ADAudit Plus\bin\ADAP-SET-SACL-Logs\ADAP-SET-SACL-(6-27-2019) _(B5-27-02-424) . txt

5. Configure security log size and retention settings

1. Open GPMC — Edit the <ADAuditPlusFSPolicy> GPO — Navigate to Computer Configuration >

Policies > Windows Settings > Security Settings > Event Log.
2. Configure Retention method for security log to Overwrite Events As Needed.

3. Configure the Maximum security log size as defined below. Ensure that the security log can

hold a minimum of 12 hours worth of data.
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2 |
y = 3 = =/ Group Policy Management Editor - 0 X
& File Action View Window Help
File Action View Help
| 2@ X HrE = —
- e 2@ XE Bm
2 Group Policy Management =
v A\ Forest: adauditplus.com v i Computer Configuration || Policy Policy Set
A B ¥ [ Eobcres ] Maximum application log size Not Defin
v 3 adauditplus.com \5;"‘;”" 55‘;';“9‘ || Maximum security log size Not Defin
+/ adauditplus.com_ADAuditPlusPolicy v mN:xse Res:\lg‘; b e i
! d i
B e uditiusPolicy Seriphs (S‘anup,sm(’:wn) B Prevent local guests group from accessing applicationlog  Not Defin
:D,Au::glus ESpokey i Disloyed i 5 Prevent local quests group from accessing security log Not Defin
) Da;‘ 1t Dornain Pol v B Security Settings 1] Prevent local guests group from accessing system log Not Defin
+/ Default Domain Poli : i
2 arun_test i 53 Account Policies i Retain application log Not Defin
3] AutoTest 3 _| ncal Policiac ] Retain security log Not Defin
51 Domain Controllers | EventLog i Retain system log Not Defin
2] office365 4 Restricted Groups .| Retention method for application log Not Defin|
3] TestOu 4 System Services 2/ Retention method for security log Not Defin
v [} Group Policy Objects 4 Registry /| Retention method for system log Not Defin|
 adauditplus.com_ADAuditPlusPolicy 74 File System
] adauditplus_ADAuditPlusPolicy 4/ Wired Network (IEEE 802.3) Policies
=7 ADAuditPlusMSPolicy 1 Windows Firewall with Advanced Security
| akshaytest 1 Network List Manager Policies
| Auditing adfs Gaf Wireless Network (IEEE 802.11) Policies
1/ autogpol " Public Key Policies
! Bala_GPO ] Software Restriction Policies
2] Default Domain Controllers Policy Application Control Policies
| Default Domain Policy &, 1P Security Policies on Active Directory (ADA
] New Group Policy Object | Advanced Audit Policy Configuration ”
-/ New Group Policy Objectl < o T > < 5
=] testagentgpo
I vijayPolicy " 4

Operating System

Windows File Server Windows Server 2003 512MB

Windows File Server Windows Server 2008 and above 4096MB

6. Exclude configuration

Files/folders can be excluded based on File/folder local path, file type, process name,

and user name by using the Exclude Configuration setting.

Log in to ADAudit Plus' web console — Go to the File Audit tab, navigate to the left pane, click on
Configuration and then on Excude Configuration — Choose to exclude by File/Folder local path,

File Type, Process Name, or Users — Click on '+', and configure the necessary settings.

Jumpto License

Reports File Audit Server Audit Analytics Alerts i Admin Support
&  Search Reports [Ctrl+Space] File Audit Reports v Share Based Reports v Favourite Reports v N NetApp & enc By Windows File Server Fo Windows File Cluster
Contigured Server(s) b Exclude Configuration
File Audit Reports » Frude the following Iro one
Server Based Reports »
File/Folder File Types Process Users
User Based Reports »
Share Based Reports > Search File/Folder or Rege: e +
Profile Based Reports > File/Folde e
#
Favourite Reports » thumbs.db
wy ok
Configuration v
sk

File Audit Report Profiles
Advanced Configurations

” Exclude Configuration
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Example scenarios, to exclude by File/Folder local path:

To exclude a folder and all of its subfolders and files

Objective Share path Local path
WSERVER_NAME\share_name c:\sharefolder
Path of folder that is to c\sharefolder\excludefolder

be excluded

File/Folder or Regex Patterns File/Folder Patterns

c:\sharefolder\excludefolder

Syntax

c:\sharefolder\excludefolder\*

What will get excluded c:\sharefolder\excludefolder

c:\sharefolder\excludefolder\folder

c:\sharefolder\excludefolder\files.txt

c:\sharefolder\excludefolder\folder\files.txt

What won'"t get excluded

To exclude "AppData" folder for every user profile

Share and folder path \SERVER_NAME\Users  c:\Users

Path of folder that is to C:\Users\user1\AppData
be excluded

File/Folder or Regex Patterns Regex Patterns
Syntax C:\\Users\\["\\]*\\AppData
What will get excluded e C:\Users\userl\AppData

e C:\Users\user2\AppData
e C:\Users\user1\AppData\subfolder

e C:\Users\user2\AppData\subfolder

What won"t get excluded e C:\Users\userl\subfolder\AppData

* C:\Users\user2\subfolder\AppData
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Obiective To exclude files from a specific folder but audit all
) subfolders and its contents

Share and folder path \SERVER_NAME\share_name c:\sharefolder

Path of folder that is to c:\sharefolder\excludefolder
be excluded

File/Folder or Regex Patterns Regex Patterns
Syntax Ac\\sharefolder\\excludefolder\[A\\*\.[A\]*$
What will get excluded e c\sharefolder\excludefolder\file.txt

c:\sharefolder\excludefolder\folder.withDot

What won"t get excluded c:\sharefolder\excludefolder

c:\sharefolder\excludefolder\folderWithoutDot

c\sharefolder\excludefolder\folderWithoutDot\subfolder

c:\sharefolder\excludefolder\folderWithoutDot\testfile.txt

c:\sharefolder\excludefolder\folder.withDot\subfolder

c:\sharefolder\excludefolder\folder.withDot\testfile.txt
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7. File Analysis in ADAudit Plus

Overview

File Analysis uses metadata and disk space scans to provide critical insights into file server
security and storage aspects. It is a component of ManageEngine's data visibility and security

platform, DataSecurity Plus. The File Analysis module within ADAudit Plus lets you scan up to

200,000 files to gain file storage insights.To try out all File Analysis features, you can

download a free, fully functional, 30-day trial here.

Supported Windows server versions

o Windows Server 2003/2003 R2
o Windows Server 2008/2008 R2
0 Windows Server 2012/2012 R2
0 Windows Server 2016
o Windows Server 2019

Reports available for preview in ADAudit Plus

o All Files

o Old Files

o Stale Files

o Unmodified Files
0 Hidden Files

How to set up File Analysis in ADAudit Plus

The preview version of File Analysis will automatically scan up to 200, 000 files configured in
ADAudit Plus for file server auditing. Scan data for these files will be retained and processed
to be presented in reports. To scan more files and try all File Analysis features, you can

download a fully functional, 30-day trial here.

You can specify the files you want File Analysis to scan by editing the file shares configured at
File Analysis > Configuration > Windows File Server. Specify the number of days that
indicate the age or the last access time of the files you wish to report by navigating to File

Analysis > Configuration > Report Configuration.
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8. Troubleshooting

1. How to check if the audit polices and the security log settings have been applied
on the monitored computers:
Log in to any computer with domain IT admin privileges — Run Command Prompt as an
administrator — Type gpresult /S <monitored computer> /F /H <file name>.HTML — Navigate
to C:\Users\<logged in user>\<file name.HTML> to check if all the audit policy settings and

security logs settings are in place.

2. How to check if object-level auditing settings are in place:

Refer to section four (4) found in this document.

3. How to verify that the events are present in the monitored computers:
Log in to any computer with domain admin privileges — Go to Run, and type eventvwr.msc
— Right-click on Event Viewer, and connect to the target computer — Check if the

corresponding event numbers are present.
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ManageEngine ADAudit Plus is a real-time change auditing and user behavior analytics solution that helps keep your

Active Directory, Azure AD, Windows servers, and workstations secure and compliant.
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