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Document summary

A Windows member server is a computer that runs on Windows Server, belongs to a
domain, and is not a domain controller. Windows member servers typically run different
services and can act like a file server, print server, etc. For the sake of convenience, Windows

member servers will be referred to as Windows servers in this guide.

ADAudit Plus is a real-time change auditing and user behavior analytics solution that helps

keep your Windows servers secure and compliant. With ADAudit Plus, you can:

Monitor file integrity.
Audit local logon and account management.
Track printer, removable storage, AD FS, AD LDS, and LAPS activities.

Keep tabs on scheduled tasks and processes.

ADAudit Plus enables you to audit the following versions of Windows Server:

Windows Server 2008/2008 R2
Windows Server 2012/2012 R2
Windows Server 2016
Windows Server 2019
Windows Server 2022

This guide takes you through the process of setting up ADAudit Plus and your

Windows servers for real-time change auditing and user behavior analytics.
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| 1. Configure Windows servers in ADAudit Plus

1.1 Using product console

From the product console up to a 100 windows servers can be configured at a time, to do this:
Log in to the ADAudit Plus web console. Go to the Server Audit tab — Configured Servers — Member

Servers — Add Server. Enter the details needed to complete the configuration.

Note: ADAudit Plus can automatically configure the required audit policies for Windows server auditing.
In the final step, you can either choose Yes to let ADAudit Plus automatically configure the required audit

policies, or choose No to manually configure the required audit policies.

Select Computers

Member Servers Active Member Servers

[+ 110f1 25+

NAME CANONICAL NAME

ADAP-CLUSTER adap.internal.com/Computers/ADAP-CLUSTER

1.2 Using command line arguments

Using command line arguments all Windows servers in your environment can be configured

at a time, to do this:

1. Create a CSV file by the name 'servers.csv' in the location <installation dir>\ManageEngine\
ADAudit Plus\bin. From the Encoding tab, save the document in UTF-8 format. — Open the file, enter
the names of all Windows servers (that you want to audit) in adjacent lines, and separate

them using commas.

For example, to add the file servers Test-MS1, Test-MS2, and Test-MS3; open the servers.csv
file and enter:

Test-MS1,

Test-MS2,

Test-MS3
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2. Navigate to <installation dir>\ManageEngine\ADAudit Plus\bin. — Open command prompt and

execute 'cmdUtil.bat'. — Enter ADAudit Plus' default admin credentials. —

Note: ADAudit Plus’ default username and password are both 'admin’.

And execute the following command:

config server add -machinetype ms -isauditpolicy true (or) false

After -isauditpolicy, enter "true' to automatically configure the required object access audit policy

and 'false' to manually configure the required object access audit policy.

For example, if you want to audit all Windows servers and configure the required audit policies

automatically; execute the following command:

config server add -machinetype ms -isauditpolicy true

| 2. Configure audit policies in your domain

Audit policies must be configured to ensure that events are logged whenever any activity occurs.

2.1 Automatic configuration

Log in to the ADAudit Plus web console. Go to the Server Audit tab — Configured Servers —

Member Servers — Audit Policy: Configure.

Note: ADAudit Plus can automatically configure the required audit policies for Windows server auditing.

After clicking Audit Policy: Configure in the above step, you can either choose Yes to let ADAudit Plus

automatically configure the required audit policies, or choose No to manually configure the

required audit policies.

ADAudit Plus)

Home

Reports File Audit

Server Audit Analytics  Alerts

Configuration

Admin

Jumpto License M' Jobs ? o -

Support

Q Search.. €} Domain Settings

& Server Audit Reports +

Configured Server(s)
Member Servers
Workstations
Event Subscriptions
File Integrity
Print Server

Workgroup Servers
File Integrity Monitoring
USB Storage Auditing
Printer Auditing
AD LDS Auditing
ADFS Auditing
LDAP Auditing
Network share Auditing
Local Logon-Logoff

Local Account Management

Local Logon-Logoff +

File Integrity Monitoring +

Member Server Configuration

Domain  adap.internal.com

Configured Member Server(s)

x @i

ACTIONS

B

B

&4

® Run now A-Z

MEMBER SERVER

NAME ~

ADAP-CLUSTER1

ADAP-CLUSTER2

ADAP-DCTEMP

ADAP-MS1

Printer Auditing ~

EVENT FETCH

INTERVAL

Every 2 hours *

Every 2 hours *

Every 2 hours *

Every 2 hours o*

TIMESTAMP OF LAST
EVENT

Jan 16,2019 10:53:58
AM

Jan 16,2019 11:01:06
AM

Yet to fetch event
data

Apr 08,2019 02:55:06
PM

[ Custom Reports [+ Aggregate Reports

LAST SCHEDULE RUN AT

Jun 19,2019 01:51:19 PM
[Run Now]

Jun 19,2019 01:50:51 PM
[Run Now]

Jun 19,2019 01:33:04 PM
[Run Now]

Jun 19,2019 01:21:00 PM
[Run Now]

+ Add Server

[ # Audit Policy:Configure ]

1190f19 25+ Y Filter

STATUS

Error - Access is denied .. [2
Error - Access is denied .. [2
Error - The RPC server is.. [2

Error - Access is denied .. [2
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2.2 Manual configuration

2.2.1 Configure list of Windows servers to be audited

1. Open Active Directory Users and Computers.
2. Right-click the domain and select New > Group.

3. Inthe New object - Group window that opens, type in “ADAuditPlusMS” as the Group name, check

Group scope: Domain Local and Group type: Security. Click OK.

4. Right-click the newly created group and select Properties > Members > Add. Add all the

Windows servers that you want to audit as a member of this group. Click OK.

5. Using domain admin credentials, log in to any computer that has the Group Policy Management

Console (GPMC) on it.

Note: The GPMC will not be installed on workstations and/or enabled on member servers by default,
so we recommend configuring audit policies on Windows domain controllers. Otherwise follow the

steps in this page to install GPMC on your desired member server or workstation.
6. Go to Start > Windows Administrative Tools > Group Policy Management.

7. Inthe GPMC, right-click the domain in which you want to configure the Group Policy. Select Create a
GPO and Link it here. In the New GPO window that opens, type in “ADAuditPlusMSPolicy” and click OK.

8. Select the ADAuditPlusMSPolicy GPO. Under Security Filtering, select Authenticated Users.

Click Remove. In the Group Policy Management window that opens, select OK.

9. Select the ADAuditPlusMSPolicy GPO. Under Security Filtering, click Add and choose the security
group ADAuditPlusMS created previously. Click OK.
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"2, Group Policy Management

— [m] X
% File Action View Window Help - &
o9 @ L0(XE HME
v [} Group Policy Objects ADAuditPlusMSPolicy
[_account lockout Scope Details Settings Delegation Status
.| ADAuditPlusMSPolicy .
5] AUAuditPlusWsFolicy Lirkes
/[ ADAudit Plus Permission GPO Display links i this location: adapworkshop com ~
5/ ADAuditPlusFSPolicy The following sites. domains. and OUs are linked to this GPO:
[ admindelete =
=] Default Domain Controllers Policy Location Enforced Link Enabled Path
| Default Domain Policy & adapworkshop.com Yes Yes adapworkshop.com
=/ demoGPO
| DisableGPO
=] dist_GPO
| firstpolicy < B
5] GPO1 )
| GPO12 Security Filtering
= GPO2 The settings in this GPO can only apply to the following groups, users, and computers:
] GPOfororgtest11 A
2] GPOnetlogon Name
| han 2 ADAuditPlusMS | ADAPWORKSHOP\ADAUdPlusMS)
2] hangpo
[ hanitestOU
E] haniy test
-/ HaniyGPO
=/ haniy-gpo
] hi Add... Remove Properties
=/ New Group Policy Object J
| New Group Policy Object! WM Filtering
=] New Group Policy Object12 This GPO is linked to the following WMI filter:
] newgpo100 <none> ~ Open

2.2.2 Configure advanced audit policies

Advanced audit policies help administrators exercise granular control over which activities get recorded in

the logs, helping cut down on event noise. We recommend configuring advanced audit policies on

Windows Server 2008 and above.

1. Log in to any computer that has the GPMC with Domain Admin credentials. Open the GPMC, then

right-click ADAuditPlusMSPolicy and select Edit.

2. Inthe Group Policy Management Editor, go to Computer Configuration — Policies — Windows Settings

— Security Settings — Advanced Audit Policy Configuration — Audit Policy. Double-click on the

relevant policy setting.

3. Navigate to the right pane and right-click on the relevant Subcategory. Select Properties, then

choose Success, Failure, or both, as directed in the table below.
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Category Subcategory Audit Events

Account Management © Audit Computer Account ~ Success
Management
© Audit Distribution Group
Management

© Audit Security Group

Management
© Audit User Account ~ Success and Failure
Management
Detailed Tracking © Audit Process Creation ~ Success

Audit Process Termination

DS Access © Audit Directory Service ~ Success
Changes
© Audit Directory Service

Access

Logon/Logoff o Audit Logon ~ Success and Failure

o Audit Network Policy Server

© Audit Other Logon/Logoff ~ Success
Events

© Audit Logoff

Object Access © Audit File System ~ Success and Failure
© Audit Handle Manipulation
© Audit File Share

Policy Change © Audit Authentication ~ Success
Policy Change
© Audit Authorization

Policy Change

System © Audit Security State Change ~ Success
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v [ Security Settings A

E Account Policies
j Local Policies
j Event Log
" Restricted Groups
A System Services
_a Registry
A File System
5;' Wired Network (IEEE 802.%
| Windows Firewall with Ad
| Network List Manager Pol
Zafl Wireless Network (IEEE 80
| Public Key Policies
| Software Restriction Polic
| Application Control Polici
&, IP Security Policies on Act
v || Advanced Audit Policy Cc
1% Audit Policies
ol Policy-based QoS
_| Administrative Templates: Policy
| Preferences
v ¢ User Configuration
| Policies
| Preferences

When Advanced Audit Policy Configuration settings are used, the "Audit: Force audit
! l\ policy subcategory settings (Windows Vista or later) to ovenide audit policy category
— seftings” policy setting under Local Policies'Security Options must also be enabled.

B} More about

B} Which edtions of

A summary

Categories Configuration

Account Logon Not configured

Account Management Configured

Detailed Tracking Configured

DS Access Configured

Logon/Logoff Configured

Object Access Configured

Policy Change Configured

Privilege Use Not corfigured

System Configured

Global Object Access Audtting Mot configured
W

2.2.3 Force advanced audit policies

When using advanced audit policies, ensure that they are forced over legacy audit policies.

1. Log in to any computer that has the GPMC with Domain Admin credentials. Open the GPMC,

right-click ADAuditPlusMSPolicy, then select Edit.

2. Inthe Group Policy Management Editor, go to Computer Configuration — Policies — Windows

Settings — Security Settings — Local Policies — Security Options.

Navigate to the right pane, then right-click Audit: Force audit policy subcategory settings.

Select Properties, then Enable.
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=] Group Policy Management Editor =8| *
File Action View Help
==
|5 ADAuditPlusMSPalicy ~ || Policy - Palicy Setting ~
A SVIPULE oty uauun Accounts: Administrator account status Mot Defined
4[] Policies Accounts: Block Microsoft accounts Not Defined
b [ Software Settings Accounts: Guest account status Mot Defined
4 [E Windows Settings Accounts: Limit local account use of blank passwords ta consale logon anly Mot Defined s
» [ Name Resolution Policy Accounts: Rensme administrator account Not Defined
5] Seripts (Start.upaShutdown] Accounts: Rename guest account Mot Defined
- ESJap\oyadS:t;l.nters Audit: Audit the access of global system objects Not Defined
B :cunty ings Audit; Audit the use of Backup and Restore privilege Mot Defined
I == Account Policies
4 3 Local Palicies [ Audit: Force audit policy subcategory settings (Windows Vista or later) to override audit policy categ... Enabled
3 E
= Not Defined
. ,Q Hmnmm)'mmmﬂnt Audit: Force audit policy subcategory settings Wi... (SDDL) syntax Not Defined
3 Security Options Security Policy Seting | Explain £ (SDDL) syntax Mot Defined
b bentlog A5 Audi: R dit pol beat ettings (Windows Vist o
= : Force audit policy subcategory settings (Windows Vista or Not Defined
b [g Restricted Groups j' |ater)to ovemde audit policy category settings © ne
b T System Services Not Defined
b 4 Registry W] Define this policy setting Not Defined
I ,—'Q FI|.E System ] ® Ersbled Mot Defined
b gl Wired Metwork ([EEE 802.3) Policies Mot Defined
b [ Windows Firewall with Advanced Security () Disabled Not Defined
| Metwork List Manager Policies Mot Defined
b Zaff Wireless Network (IEEE 802.11) Policies Mot Defined
b ] Public Key Policies Mot Defined
b [ Software Restriction Policies Not Defined
[ N@orkAccess Prote:t.lo.n Mot Defined
p |- Application Control Policies o Mot Defined
n IN Cmmreitss Mnlicioe am A ebion Mienetan: (ATA
< m > Not Defined e

2.2.4 Configure legacy audit policies

Due to the unavailability of advanced audit policies in Windows Server 2003 and earlier versions, legacy

audit policies need to be configured for these types of servers.

1. Log in to any computer that has the GPMC with Domain Admin credentials. Open the GPMC,

right-click ADAuditPlusMSPolicy, then select Edit.

2. In the Group Policy Management Editor, go to Computer Configuration — Policies — Windows

Settings — Security Settings — Local Policies, and double-click Audit Policy.

3. Navigate to the right pane and right-click on the relevant policy. Select Properties, then choose

Success, Failure, or both, as directed in the table below:
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Category Audit Events

© Account Logon ~ Success and Failure
©  Audit Logon/Logoff +~ Success and Failure
© Account Management +~ Success
o Directory Service Access +~ Success
o Process Tracking +~ Success
© Object Access ~ Success
o System Events +~ Success
L5 Group Policy Management Editor - O X

File Action View Help

oo 2 X= HEE

v & Computer Configuration A Policy
v || Policies
» ] Software Settings
v | Windows Setting:
> | Name Resolut
&) Scripts (Startu
» = Deployed Prin
v B Security Settir s Audit policy change Mot Defined
> 5 Account P i Audit privilege use Not Defined
v g Local Polic 2 Audit process tracking Success
j Audit | L, Audit system events Success
> i UserRi
> j Securit
> . Eventlog
> [ Restricted
> (@ System Se
> [[4 Registry
['a File Systen
> fu Wired Net
» ] Windows |
[ Network L
Zaf Wireless N
» | Public Key
> : Software F ,,
< T s

Policy Setting
2 Audit account logon events Success, Failure
., Audit account management Success

e Audit directory service access Success

) Audit logon events Success, Failure
2, Audit object access Success

W

W
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| 3. Configure event log settings in your domain

Event log size needs to be defined to prevent loss of audit data due to overwriting of events.

To configure event log size and retention settings, follow the steps outlined below:

1. Login to any computer that has the GPMC with Domain Admin credentials. Open the GPMC,

right-click ADAuditPlusMSPolicy, then select Edit.

Settings — Security Settings — Event Log.

Select Properties — Overwrite events as needed.

as directed in the table below.

_ Operating System Operating System

Windows file server

Windows file server

2 Group Policy Management
& File Action View Window Help

L e ARaY ol b, N 7 o)

Windows Server 2003

Windows Server 2008
and above

Navigate to the right pane and right-click on Retention method for security log.

Navigate to the right pane, then right-click Maximum security log size and define the size

512MB

4,096MB

In the Group Policy Management Editor, select Computer Configuration — Policies — Windows

& Group Policy Management
v A\ Forest: adauditplus.com

v &5 Domains

v 3 adauditplus.com

dauditplus.com_ADAuditPlusPolicy
dauditplus_ADAuditPlusPolicy
DAuditPlusMSPolicy
ala_GPO
efault Domain Policy

2| arun_test

3] AutoTest

4 Domain Centrollers

3] office365

3 TestOu
v [ Group Policy Objects
=[ adauditplus.com_ADAuditPlusPolicy
adauditplus_ADAuditPlusPelicy
ADAuditPlusMSPolicy
akshaytest
Auditing adfs
autogpol
Bala_GPO
Default Domain Contrellers Policy
Default Domain Policy
[ New Group Policy Object
New Group Policy Object1
(5] testagentgpo
(=] vijayPolicy

»

|
.=/ Group Policy Management Editor - X
File Action View Help
= 2@ X Hm
v & Computer Configuration A || Policy - Policy Set
v & Policies . \4) Maximum application log size Not Defin|
- So.ftware Smlr\gs \ Lz| Maximum security log size Not Defin|
v [ Windows Settings ~ [ Maximum system log size Not Defin|
| Name Resolution Policy . . N
[2) Scripts (Startup/Shutdown) .| Prevent local guests group from accessing application log Not Deﬁn
#= Deployed Printers l| Prevent local guests group from accessing security log Not Defin|
v Security Settings Lz| Prevent local guests group from accessing system leg Not Defin|
5 Account Policies l{iJ Retain application log Not Defin
= lacal Policiee 2| Retain security log Not Defin
5 Event Log |{iJ Retain system log Not Defin
4 Restricted Groups [y Retention method for application log Not Defin|
3 System Services [¢| Retention method for security log Not Defin|
2 Registry [ Retention method for system log Not Defin|
3 File System
f-_;j Wired Network (IEEE 802.3) Policies
1| Windows Firewall with Advanced Security
| Network List Manager Policies
:_.ﬂ Wireless Network (IEEE 802.11) Policies
| Public Key Policies
| Software Restriction Policies
_| Application Control Policies
S IP Security Policies on Active Directory (ADA
| Advanced Audit Policy Configuration &
< oo > < >
v |
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4. FAQs

1. To verify if the desired audit policies and security log settings are configured:
Log in to any computer that has the GPMC with Domain Admin credentials. Open the GPMC, right-click
Group Policy Results, and open the Group Policy Results Wizard. Select the computer and user

(current user), then verify if the desired settings as defined in step 2.2 are configured.

2. To verify if the desired events are getting logged:
Log in to any computer with Domain Admin credentials. Open Run, then type “eventvwr.msc”.
Right-click on Event Viewer. Connect to the target computer, then verify if events corresponding to the
configured audit policies are getting logged.
For example, event ID 4768 should get logged when Success audit events is configured under the

Audit Kerberos Authentication Service Subcategory, under the Account Logon Category (refer to step

2.2.1).
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'ManageEngine ADAudit Plus is a real-time change auditing and user behavior analytics solution that helps

keep your Active Directory, Azure AD, Windows servers, and workstations secure and compliant.
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